Subj ect: Puppi es work-shop sunmary

Dear ANSA Sponsors

Last week we held the work-shop to gather ideas and
set direction for the PUPPIES project. This proved

a success and we obtai ned nuch val uabl e feedback

As we hope to enlarge the project with ESPRI T funding

we invited the main partners of that proposal. INRIA and
FAST gave presentations outlining their pilot applications.
Due to illness UAE were not able to attend, but we were

al so nuch obliged to NORTEL who stepped in at |ate notice
to discuss their views on intelligent agent technol ogy.

The format of the day consisted of a series of informal
presentati ons and di scussi ons. These were designed to
outline the project and to investigate a range of topics.

Through feedback from menbers present, we attenpted

to clarify the direction of the project. Discover what
the inmportant areas for sponsors and which topics ANSA
shoul d concentrate on.

The areas we covered were:

* |nitial ains and goals of the project

* Qutline of the ESPRIT proposa

* Overview of the two pilot applications

* The proposed nobil e agent nodel

* Security issues, in particular those relevant to nobile code.

* The limts and successes of intelligent agents

* Exami nation of "Aglets" - nmobile agents from | BM
Responsibilities and possibilities of the infrastructure

* Realistic user interface goals.

As you may gather, it was a full day and with a good dea
of interaction fromthe audience.

I have attenpted to present a summary of the day as a series
of topics which were discussed, and the inplications for the
Puppi es work-plan. Sone of these are direct feedback to
questions presented, others are spontaneous input fromthe
audi ence.

Generally, the inplications for each of these topics fall into three
broad categories. These are:

A topic will be:
* Incorporated as part of the project
* | nvestigated, but not necessarily inplenmented. For
exanpl e: discussed in, or as part of a report.
* Sufficient work already exists in area, investigate the
architectural questions only.

On nost itens there were a general agreement about what
was inportant. Occasionally, menbers did differ. In these



cases | hope | describe the majority view

| have grouped topics into various areas which the day covered
Those topics which fall into nore one areas | have attenpted to
list them under the nost suitable heading

AREAS COVERED

General :

(1) It was essential that a "tool kit" approach to the system
shoul d be taken. The architecture nmust be nmodul ar and
allow the constituent parts to be used and investigated
separately.

(2) Any design should be efficient. However, it was realised
that current shortcom ngs may make an i npl enentation
slower than in a "production systenm'. Java and the Java
Virtual Machine are exanples of this.

(3) The project should concentrate on "application” |evel
sof t ware. Where possible, available software shoul d
be utilised. This would be particular relevant in the
user interface work and in sonme of the infrastructure
conponents.

(4) It is essential that the project produces results which
sponsors could exploit. Again it was felt that the best
means to achieve this was to concentrate on the application
| evel aspects.

(5) Although there are few "standards” in the nobile agents
world, it is inportant that we keep abreast of these and
enmploy them - if they becone available in the correct
time frane.

PUP Model

(1) The proposed nodel of Personal agents (PUPs), Task agents
and informati on gatherers (Pl Gs) seened a reasonabl e
starting point. The division of roles and responsibilities
al so appear to conformto the security requirenents. W
will therefore use these conponents as the basis of the
desi gn.

(2) I't was generally agreed that a conventional progranm ng
| anguage APlIs woul d not be sufficient to obtain
i nformation from thousands of different vendors
wor | d-wi de. These interactions would need to be
performed at a nore abstract level. It was therefore
i nportant that we investigated current approaches
to tackling the problem and incorporate a sol ution
into the project.

(3) The concept of a PUP learning its naster preferences
is a very inportant aspect of the project. A PUP
shoul d be intelligent enough to apply what it has
| earnt fromone situation to another which is sinmlar.



An exanple of this is a users' newspaper preferences.

A user's profile created by readi ng one paper could be
applied to another source. This is be investigated and
if possible inplenented. ldeally, this capability could
be applied to less closely aligned information sources.

(4) It is not only the user who requires access to their
profile. The ability to derive general preferences
or know edge froma comrunity of users is inportant
to network and service providers. Both pil ot
applications could use this pooled information for
| oad bal anci ng and predictive cal cul ati ons.

The questions of which data third parties can access
froma user's "personal™ information is therefore

an issue. This is an inportant issue which the

proj ect needs to address.

(5) Simlar to the above is the issue of third parties
being able to store information in a user's profile.
Only the creator of this data, or their agents (sic)
woul d be aloud to nodify it. This could be used in
billing for exanple. This topic will be investigated

(6) In the current PUP nodel, there is a separate agent
which is responsible for gathering information. This
is known as the PIG Menbers of the audi ence foresaw there
could be a market for PIG devel opers, with the user
bei ng charged for its use. Specifying the requirenents
that the user wi shes these third party agents are
to adhere to, is conplex. This area will be investigate
and if possible inplenented.

(7) Public networks is the intended hone turf for the
Puppi es project. Menbers of the audience raised the
question quality of service over this type of network.
Obvi ously, no guarantee of service can be provided.
However, one objective of the project is the ability
for the user to performactions while off-line. An
exanple of this is the general ability to fetch
informati on and have it cached "locally" for better
access tines.

Intelligent Agents:

(1) Goal based adaptive agents were seenms as potentially
powerful tools. If realised, they could provide
a convenient and efficient neans of perform ng work.
This could be particularly beneficial if the user was
connected via a device with limted capabilities (for
exanpl e a nobile phone).

Menbers of the audi ence with experience of this world
stressed it was a non trivial task. The best approach
was often an amml gamati on of Al and conventi onal
techni ques. This input was very val uable and we woul d
like to discuss this further with sponsors.



(2)

(3)

The ability for agents to cooperate was seen as an

i nportant aspect of the project. They allowed users
to get the job done nore quickly, and were inportant
to the infrastructure to elimnate duplication.

This is will be investigated and incorporated into
the project.

The ability to learn about a users' preferences has

been di scussed above. There was sone di scussi on about the
best way to inplenent this. Conventional techniques such

as context dependent were discussed. In addition, nore

A.l. approaches - such as neural networks were suggested.
There was sonme feeling that conventional mechani sns may

be too area specific. However, this is an essenti al

part of the project and we will investigate which approaches
(or conbination thereof) may give the best results. Once
again, we would like to discuss this with sponsors.

Security:

(1)

(2)

(3)

(4)

(5)

Al t hough many of issues surrounding security are technically
conpl ex, the legal problems seemto be the nore chall enging
Numer ous organi sations (including some ANSA sponsors) have
taken sustained | egal advice on the subject. The puppies
project adds a few extra conplications.

Mobi |l e agents will both communicate and mi grate over
international borders. In addition to the normal conpl ex
rules on the security mechani sm which can be deploy in a
particular country, nobility could require these change
before or even during an interaction.

There are a nunber of security issues which we could
investigate. For agents to be nobile, they nmust first
ensure that the place they intend to nove to is "secure".
We will investigate possible nmeans of achieving this

and i nplement a suitable |evel of trust.

From the ot her point of view, the node may wish to

restrict those agents which it allows "in". One possible
solution is signed applets. Mich external work is already
bei ng done on this area. We will therefore limt our research
to designing general neans of incorporating this style of
trust. We will track devel opnents and i npl enent a protoco

if one becones available in the correct tinme frane.

Comruni cati on over public network also needs to be secure.

It is foreseen that nunmerous packages already or wll exist
in arelevant time frame. However, given that PUPPIES
requires a "plug and play" style of architecture we will
attenpt to encapsul ate these package in a standard interface.

Anot her inportant question arising fromthis nmodul ar approach
is the requirement to negotiate which security protocol to
use. This decision is also influenced by |egal issues.

We will investigate approaches to negotiation

Agents acting on a user's behalf may gi ven enpowered



to carry out transactions for that user. An extrenely
detailed audit trail would be required to denonstrate
the circunmstances where a transaction took place.

This audit trail would have to be kept for many years.

It is not the intention to build a conplex or legally
conpliant audit trail. Only basic event histories wll
be captured. If tinme permts, we will investigate, but
not i nplenment, approaches for capturing audit trails in
this type of distributed system

I nfrastructure:

(1)

(2)

(3)

(4)

Puppies ains to cater for "honel ess" users. These could be
either mobile or donmestic users. The common characteristic
is that their data is held on "the network™ with their
access device acting as a gateway.

A key question about the infrastructure is how information
and services can be maintained and made available to a
very large user conmunity. This is made nore conmpl ex as
menmbers of that community are potentially nmobile. These
are sonme of the key issues for the project.

The ability to efficiently nane, |ocate and track nobile
entities is essential to the project. These entities may
be the users thensel ves, agents acting on their behalf,
their data or services which they wish to access.

Vari ous possible nmodels where presented. These ranged from
standard traders to nore peer based approaches. It is
proposed that nore investigation is done to determ ne a
sui t abl e nodel .

In order to attenmpt to unify the above nmobile entities, it
was proposed that we exanm ne using nobile agents to
encapsul ate parts of the infrastructure. The areas suggested
where: intelligent agents, data, facilities, and information
and service providers. This could |lead to some powerful
possibilities such as mobile filing system There were al so
ot her spin-offs such as anonynmous service providers.

There was sone concern that this would lead to inefficient
i npl enmentations with objects carrying unnecessary baggage
However, there was general consensus that this approach
shoul d be investigated as sonme the benefits could be
applicable well outside this particular project. W will
therefore investigate and inplenent these encapsul ations.

The problem of attenpting to "prune” information or agents
froma systemis non-trivial. It would however be essentia
to any real puppies system Suggestions ranged from pricing
strategies to spotting unused or unwanted resources. It is
clear that eventually a node provider may have to either
evict mobile entities or renove them The project will
attenpt to investigate nechanisns to determ ne which objects
shoul d be "pruned". However, this will not be a major
research topic.



(5)

There are nunmerous ways which users could be charged for

usi ng

a Puppies system These range fromrenting PUP space from

an internet service provider, to the use of a PIG and

al so charging for accessing informati on or other services.

It was generally agreed that the project should not
concentrate on this subject.

Agl ets:

(1)

(2)

User

(1)

(2)

The mobil e agent software from |BM seens a reasonable
of fering. There are questions of access to internals
but on the plus side, aglets seemto have the |ead on
ot her known of ferings.

It is foreseen that greater access to some the internals
may be required. This is to inplenent some of the
infrastructure features and also the security mechani sns.

Sun may al so be devel oping aglet capabilities into the
standard JVM We will obviously be tracking these
devel opnment s.

Access:

The approach which we outlined seemto nmeet with
general approval. This consisted of separating

the device driver fromthe transformati ons required

to present a particular service. For exanple,

a user on a nmobile phone wishing to review a docunent.
These different processes may run on the sanme or indeed
separ ate machi nes.

We attenpted to gain input on which devices we should
support. Apart fromthe standard (Web browsers pl atforns,
nobi | e phones, and PDAs) the audi ence had no burning

i ssues about which devices they wish incorporated).

Ref er ences:

Sone references for further reading:

The Agent Society:
http://ww. agent . org/

Intelligent Software Agents
http://ww. cs. unbc. edu/ agent s/

The Intelligent Agent G oup
http://ww.cs.tcd.ie/Brenda. Nangl e/ i ag. ht nm

Conf erences on Aut ononous Agents
http://ww.isi.edu/isd/ Agents97/info. htm

Billy G bson

APM
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