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With thanks for my
E2S colleagues for their slides!
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Internet Electronic Commerce

l Applications
n consumer on-line

purchasing
n business on-line

purchasing
n on-line customer

services
n on-line logistics tracking
n on-line education and

training

l Benefits
n outreach
n reduced costs compared

to mail, phone or fax
n up-to-date information
n user tailoring
n customer-supplier

systems integration
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GemPlus           Onyx Internet     HP-ENSD     
HP Labs            GMD             APM     VISA

Developers
& exploiters

Swiss Bank Corporation - Warburg
HP-WCSO
TU-Berlin
SmartCard Forum

User Group

E2S - End-toEnd Security on the Internet
 

35 Person-Years over 2.25 Years... 

User-Lead Trials

Technology Development

l Implementation
Architecture

l Key Components
l Proven Secure

Infrastructure for:
u Information access and

delivery
uTransactions

Deliverables

http://www.e2s.com
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E-Commerce Segmentation
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Buyer-centric Marketplace Seller - centric

SEMPER

OpenMarket

ISP hosted 
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Supply
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Card
Services
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E2S 
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E2S technology
development

EDI trading
webs
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Much more than payment… ..

Buying organisation

Buyer1

E2S MarketPlace Content 
manager 

Buyer2

     

Supplier organisation

Purchasing 
Manager 

B

D
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  R

Purchasing 
lifecycle

Relationship
manager

Non-payment identity
structures  - marketplace
as outsourced CA

Buyer admin

browse
order

catalogue
content
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Payment Issues
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TU Berlin Demonstrator:
Efficient Administration

todaytoday tomorrowtomorrow



E2S Overview  9  12 Nov 97                                

Hewlett-Packard Demonstrator:
Secure Purchase of Software

 E2S payment infrastructure

SME-CP card num

Registration   Form

HP server

registration and payment via WWW

Sw Support Pack
...................
.................
.................
registration form

URL

Authorization

Merchant I/F Acquirer Bank 
I/F

OKData

Update     Reg. DB
Confirmation Letter

Payment on 
HP account

Statement
to HP ($, 
TVA, others)

Update     Accounting DB

?

SME









SME-CP card num
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Onyx Demonstrator:  Secure Marketplace
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E2S TECHNOLOGY CONTRIBUTION
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Router
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SBCW demonstrator
l Deploy terminals in customer site

n Drag and drop user interface
n User profile defines services
n Transactions fed to trading floor

l Reduce costs using internet
n No private network to  run
n Faster deployment
n Larger scale deployment

l Private key management
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E2S Principles
l Smartcards for digital identity

n tamper-proof
n identity (keys) hidden inside card
n crypto algorithms inside card

l End-to-End Security
n all of path from user to application is protected

l Firewalls to protect security domains
n at least until cryptography is universal
n but also to trap admin blunders

E2S Overview  13  12 Nov 97                                

Phase I





Smartcard

SSL

FTP

Data server

Access control
server

Web server
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Phase I - Features
l SSL gives privacy and access control
l O.K. for publishing

n prices, stock levels
n “batch mode”

l Not transactional
n can’t do queries
n can’t place orders

l Web server exposed to attack
n content at risk
n packet filtering helps
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Phase II





Access control
Server

Smartcard

SSL

CGI proxy

Back office protocol
(CORBA, DCOM ...)

WWW
front-end

WWW
back-end
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Phase II Features
l Front-end is simpler

n no content exposure

l CGI-proxy at firewall
n filter only allows front-end to back-end

connection

l Enables transactions
n but only single step
n CGI -> application interface conversion overhead
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Phase III





Access control
Server

Application
Server

Smartcard

App 
security 
plug-in

S/MIME
over HTTP

CGI proxy

WWW
back-end

WWW
front-end

App 
security 
protocol
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Phase III Features
l End-to-end secure “purchasing protocol”

tunnelled through HTTP
n browse
n order
n commit
n deliver
n pay

l But need “purchasing plug-in” at client
n how to distribute this securely?
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Phase IV Goals
l Transparent client install
l End-to-end pipe

l Tight application integration
n abolish clumsy CGI <-> application interface



B r o wser

A p p l i c a t i o n

Transactional, Secure Application
Protocol

(authentication, integrity, non-repudiation, privacy)
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Phase IV
Supplier’s back office

Customer
Interface

Mobile
Code

Transactions
Integration

GUI
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Phase IV Issues
l Access to Smartcard from Java

n Electronic Wallets hide crypto behind payment API

l How does user know it’s the supplier’s
code?

n Digital signature

l How to punch back through firewall?
n Java ORBs - IIOP eats ports
n Java Remote Method Invocation (RMI)
n HTTP tunnelling (Visigenic)
n TCP/IP (Iona)
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Implementation Architecture

Secure Email Secure Browsing

Client Technology

Server Technology

Secure Connectivity Technology

Security Auditing

IT IntegrationSecure
Email
Gateway

Secure
Web
Server
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Security Management
Infrastructure

l Trust Centre
n relationships management
n individuals, groups, roles and access rights
n access control decisions

l Key management
n make, distribute, check, revoke keys

l Smartcard infrastructure
n issuing smartcards
n verifying smartcards
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Trust Centre

Request
HandlerHandler

Message Key
Handler

Key
Repository

Relationships
Database
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Key Management Infrastructure

l Systems to manage relationships between
identities and keys

n based on SecuDE toolkit
n Integrate  with HTTP, SSL, Smartcard etc

l Use Smartcards for key distribution
n Keep keys in more secure environment (than e.g. a

PC)

n PCMCIA reader, Smartcard ready modem
n GPK200 card has all standard algorithms

l Partners are: ENSD, GMD, Gemplus
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Secure Transaction Infrastructure
l Application protocol toolkit (via BaKo and plug

ins)
n enables construction of end-to-end protocols
n enforces browse order pay deliver process

l Secure electronic payment infrastructure
n SET (Visa/Mastercard standard, rolls out

1997/8)
n practical application of smart cards
n build live system in 3 or 4 countries

l Purchasing infrastructure
n network of banks supporting corporate cards
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Secure Network Infrastructure
l Firewalls

n control entry/exit to/from domains
n location for security management/audit
n CMW workstation to put firewalls and proxies in

one box (efficiency / management)
l Conventional security

n secure link level/transport protocols
n password-based authentication via Smartcard

l Strong cryptography
n increases resistance of protocols to attack
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But....

Mobile code can
n zap mission critical data
n leak confidential data
n initiate bogus transactions
n bombard the net
n plant time bombs
n set up trap doors
n .....
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So....
l Ban mobile code

n filter it out at your firewall

l Sign the code
n who sets the policy for acceptance?
n o.k. for applications for software vendors
n doesn’t protect against bugs or rogue

programmer

l Sandbox the code
n protect local resources with access controls
n who sets the policy?
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APM’s solution:
Digitivity

l Mobile code AppRouter   at the firewall
n detect incoming Java and redirect to the ...

l CAGEserver   a hardened sandbox under sys admin’s
control

n outside the firewall or in its own domain
n linked by an ....

l browser bridge to proxy applet  in browser
n delivers GUI to the user
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Safe Mobile Code




