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 1 INTRODUCTION

 1.1 Background

7KLV�GRFXPHQW�LV�WKH�ILQDO�$16$�7HFKQLFDO�5HSRUW��,W�GHVFULEHV�WKH�)OH[L1HW
-DYD�PLGGOHZDUH�SODWIRUP�IRUPLQJ�WKH� ILQDO�GHOLYHUDEOH�RI� WKH�$16$�3KDVH
,,,�:RUN�3URJUDPPH�WR�WKH�$16$�&RQVRUWLXP�

$16$� LV� DQ� LQGXVWU\� VSRQVRUHG� SURJUDPPH� RI� FROODERUDWLYH� UHVHDUFK�
DGYDQFHG�GHYHORSPHQW��PDUNHW�GHYHORSPHQW�DQG�VWDQGDUGV�JHQHUDWLRQ�LQ�WKH
ILHOG�RI�GLVWULEXWHG�V\VWHPV��6WDUWHG�LQ������DQG�FRPSOHWHG�LQ������$16$�KDV
EHHQ� LQIOXHQWLDO� LQ� DFDGHPLF� UHVHDUFK� DQG� ,62�� ,78�� 20*� DQG� :�&
VWDQGDUGV�� 7KH� $16$ZDUH� V\VWHP� ZDV� DQ� LPSRUWDQW� SUHFXUVRU� RI� 2EMHFW
5HTXHVW�%URNHU��&25%$��WHFKQRORJ\�

0XFK�RI� WKH�ZRUN� RQ�)OH[L1HW�ZDV� DGGLWLRQDOO\� VXSSRUWHG� E\� WKH�)ROORZ0H
(635,7�SURMHFW�>)$67���@�

7KH�DLP�RI�WKH�)OH[L1HW�SURMHFW�ZDV�WR�VKRZ�KRZ�WKH�FRQFHSWV�RI�FRPSRQHQW�
RULHQWHG� V\VWHP� FRXOG� EH� DSSOLHG� WR� SURGXFH� HIILFLHQW� UH�FRQILJXUDEOH�
H[WHQVLEOH� PLGGOHZDUH� SODWIRUPV�� )OH[L1HW� SURYLGHV� ERWK� D� JHQHULF� ELQGLQJ
IUDPHZRUN�DQG�D�VHW�RI�HQJLQHHULQJ�FRPSRQHQWV�WR�SRSXODWH�WKH� IUDPHZRUN�
%\�PDNLQJ� DSSURSULDWH� FKRLFHV� RI� ZKLFK� FRPSRQHQWV� DUH� DVVHPEOHG� ZLWKLQ
WKH� IUDPHZRUN� D� YDULHW\� RI� GLIIHUHQW� PLGGOHZDUH� IDFLOLWLHV� FDQ� EH� DFKLHYHG
LQFOXGLQJ�PRELOH�REMHFWV��SHUVLVWHQW�REMHFWV��VHFXUH�REMHFWV�DQG�WUDQVDFWLRQDO
REMHFWV��)OH[L1HW�UHSUHVHQWV�DQ�HYROXWLRQDU\�VWHS�IURP�FRQWHPSRUDU\�&25%$
>20*��D@� DQG� -DYD� 5HPRWH� 0HWKRG� ,QYRFDWLRQ� �50,�� >681��@� DQG
(QWHUSULVH�-DYD�%HDQ��(-%��>681F@�PLGGOHZDUH��,W�LV�D�IXOO�GHPRQVWUDWLRQ�RI
WKH�$16$�DUFKLWHFWXUDO�SULQFLSOHV�DW�ZRUN�

)OH[L1HW�LV�SDUWLFXODUO\�VXLWHG�WR�DSSOLFDWLRQV�WKDW�DUH�GHSOR\HG�LQ�D�YDULHW\
RI�GLIIHUHQW�FRQWH[WV��H�J���RQ�WKH�,QWHUQHW��LQ�,QWUDQHWV�RU�([WUDQHWV��VLQFH�LWV
HQDEOHV� WKH� LQIUDVWUXFWXUH� WR� EH� WDLORUHG� IRU� WKH� VSHFLILF� QHHGV� RI� HDFK
GHSOR\PHQW� DQG� IRU� LQWHU�RSHUDELOLW\� EHWZHHQ� DSSOLFDWLRQ� FRPSRQHQWV� LQ
GLIIHUHQW�HQYLURQPHQWV�

)OH[L1HW�LV�EXLOW�LQ�-DYD�EHFDXVH�RI�LWV�SRUWDELOLW\��REMHFW�RULHQWDWLRQ��IDFLOLWLHV
IRU� G\QDPLF� OLQNLQJ�� UHIOHFWLRQ� DQG� LQWURVSHFWLRQ� DQG� LQFUHDVLQJ� UROH� DV� WKH
ODQJXDJH� RI� FKRLFH� IRU� GLVWULEXWHG� DSSOLFDWLRQV� GHYHORSPHQW�� -DYD� LV� WKH
ODQJXDJH�WKDW�FXUUHQWO\�FRPHV�FORVHVW�WR�VXSSRUWLQJ�WKH�$16$�FRPSXWDWLRQDO
DQG�HQJLQHHULQJ�PRGHOV�
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 1.2 Capabilities

7KH� KHDUW� RI� )OH[L1HW� LV� D� UHPRWH� SURFHGXUH� FDOO� �53&�� V\VWHP� IRU� UHPRWH
LQYRFDWLRQ� RI� VHUYLFHV� LPSOHPHQWHG� DV� LQWHUIDFHV� RQ� -DYD� REMHFWV�� ,Q� WKLV
UHVSHFW�)OH[L1HW�LV�VLPLODU�WR�&25%$�DQG�50,��)OH[L1HW�DOORZV�ERWK�REMHFW�
E\�YDOXH�DQG� LQWHUIDFH�E\�UHIHUHQFH�SDUDPHWHU�SDVVLQJ�� ,W�XVHV� LQWURVSHFWLRQ
DQG�G\QDPLF�FRGH�JHQHUDWLRQ�DQG�OLQNLQJ�LQ�SODFH�RI�RII�OLQH�VWXE�JHQHUDWLRQ�

7KH� LPSOHPHQWDWLRQ� RI� WKH� 53&� LQIUDVWUXFWXUH� LV� EDVHG� LQ� WHUPV� RI� VHWV� RI
FRPSRQHQWV�FDOOHG�ELQGHUV��ZKLFK�LPSOHPHQW�53&�VHPDQWLFV�RYHU�XQGHUO\LQJ
WUDQVSRUW�V\VWHPV��,Q�DGGLWLRQ�WR�)OH[L1HW�VSHFLILF�ELQGHUV��WKHUH� LV�DQ�,,23
ELQGHU� WKDW� LPSOHPHQWV� WKH� 20*� ,,23� VWDQGDUG� SURWRFRO� WR� HQDEOH� LQWHU�
ZRUNLQJ�ZLWK�&25%$�FOLHQWV�DQG�VHUYHUV�

$� VLPSOH� 7UDGHU� LV� SURYLGHG� WR� HQDEOH� )OH[L1HW� FOLHQWV� WR� ORFDWH� )OH[L1HW
VHUYHUV�

$�EDVLF�REMHFW� ORFDWLRQ�VHUYLFH� LV�SURYLGHG��SULQFLSDOO\� WR� VXSSRUW� WKH�PRELOH
REMHFW� ZRUNEHQFK� �VHH� EHORZ��� $� GHVLJQ� IRU� D� PRUH� DGYDQFHG� YHUVLRQ� LV
SUHVHQWHG�

$� FODVV� UHSRVLWRU\� VXE�V\VWHP� LV� SURYLGHG� ZKLFK� HQDEOHV� FODVVHV� WR� EH
G\QDPLFDOO\� OLQNHG� DFURVV� QHWZRUNV� DQG� ORFDOO\� FDFKHG�� ZLWK� DGYDQFHG
IDFLOLWLHV�WR�PDQDJH�QDPH�FODVKHV�WKDW�PLJKW�DULVH�LQ�IHGHUDWHG�HQYLURQPHQWV�

$�PRELOH�REMHFW�ZRUNEHQFK�VXE�V\VWHP� LV�SURYLGHG��7KLV�DOORZV� §FOXVWHUV¨� RI
-DYD�REMHFWV�WR�PRYH�IURP�RQH�§SODFH¨��FRPSXWHU��WR�DQRWKHU��7KLV�VXE�V\VWHP
ZDV�GHYHORSHG� WR� HQDEOH�DQ� LQYHVWLJDWLRQ� RI�PRELOH� DJHQWV� LQ� WKH�)ROORZ0H
SURMHFW�>%856(//��@�

$�SHUVLVWHQW�LQIRUPDWLRQ�VSDFH�VXE�V\VWHP�LV�SURYLGHG��7KLV�DOORZV�FOXVWHUV�RI
-DYD� REMHFWV� WR� EH� UHPRYHG� IURP� WKH� H[HFXWLRQ� HQYLURQPHQW� DQG� SODFHG� LQ
VWRUDJH� XQWLO� QH[W� DFWLYDWHG�� 7KH� SHUVLVWHQW� LQIRUPDWLRQ� VSDFH� SURYLGHV� DQ
§REMHFW�ILOH�V\VWHP¨�IRU�WKH�PRELOH�DJHQWV�RI�WKH�)ROORZ0H�SURMHFW�

$� YLVXDO� DSSOLFDWLRQ� EXLOGHU� DQG� DVVRFLDWHG� LQIUDVWUXFWXUH� FRPSRQHQWV� DUH
SURYLGHG� WR� HQDEOH� WUDQVDFWLRQDO� (QWHUSULVH� -DYD� %HDQV� WR� RSHUDWH� LQ� WKH
)OH[L1HW� HQYLURQPHQW�� 7KHVH� IDFLOLWLHV� HQDEOH� WUDQVDFWLRQV� WR� EH� XVHG� WR
HQDEOH� REMHFWV� WR� PDQDJH� FRQFXUUHQW� DFFHVV� DQG� UHFRYHU� IURP� IDLOXUHV
WUDQVSDUHQWO\��7KH�)OH[L1HW�WUDQVDFWLRQ�LQIUDVWUXFWXUH�LV�PRUH�SRZHUIXO�WKDQ
FXUUHQW� (-%� LPSOHPHQWDWLRQV� EHFDXVH� LW� LQFOXGHV� WKH� WUDQVDFWLRQ� IDFLOLWLHV
ZLWKLQ� WKH� LQIUDVWUXFWXUH� UDWKHU� WKDQ� RIIORDGLQJ� WUDQVDFWLRQ� FRQWURO� WR� D
GDWDEDVH�PDQDJHPHQW�V\VWHP�

6HFXULW\� LV�SURYLGHG�SULPDULO\� LQ� WKH� IRUP�RI�DQ� LPSOHPHQWDWLRQ�RI� WKH�66/
SURWRFRO� DV� DQ� DGGLWLRQDO� ELQGHU�� 7KLV� FDQ� EH� XVHG� ERWK� IRU� VHFXUH� DFFHVV
FRQWURO� DQG� VHFXUH� FRPPXQLFDWLRQ�� 6WURQJ� HQFDSVXODWLRQ� LV� DQ� LQWULQVLF
IHDWXUH� RI� WKH�)OH[L1HW� IUDPHZRUN�� ,Q�DGGLWLRQ�� WKHUH� LV� D�GHVLJQ� IRU� VHFXUH
FDUULDJH�RI�PRELOH�REMHFWV�DFURVV�WUXVW�ERXQGDULHV�

%DVLF� VXSSRUW� IRU� KLJK� DYDLODELOLW\� LV� SURYLGHG� DV� D� ELQGHU� IRU� D� UHOLDEOH
PXOWLFDVW�SURWRFRO�EHWZHHQ�PHPEHUV�RI�DQ�REMHFW�JURXS��7KLV�LPSOHPHQWDWLRQ



12-Feb-99 FlexiNet Architecture 4

LV�FXUUHQWO\�XQILQLVKHG��EXW�LQFOXGHV�VXIILFLHQW�FRPSRQHQWV�WR�JLYH�D�SURRI�RI
FRQFHSW�

)LQDOO\� D� GHFODUDWLYH� FRQILJXUDWLRQ� WRRO� IRU� DVVHPEOLQJ� FRPSRQHQWV� LQWR
ELQGHUV�XVLQJ�WKH�)OH[L1HW�IUDPHZRUN�FDOOHG�§%OXHSULQWV¨�LV�SURYLGHG�

 1.3 Structure of this Report

7KH�UHSRUW�FRQVLVWV�RQ�QLQH�VHFWLRQV��,W�LV�DVVXPHG�WKH�UHDGHU�LV�IDPLOLDU�ZLWK
-DYD��GLVWULEXWHG�SURFHVVLQJ�FRQFHSWV�DQG�WKH�EURDG�SULQFLSOHV�RI�PLGGOHZDUH
GHVLJQ��7KH�DLP�RI�WKH�GRFXPHQW�LV�WR�JLYH�D�FRPSOHWH��KLJK�OHYHO�LQWURGXFWLRQ
WR�)OH[L1HW��LWªV�SULQFLSOHV�DQG�GHVLJQ�UDWLRQDOH�DV�D�FRPSDQLRQ�WR�WKH�VRXUFH
FRGH�GLVWULEXWLRQ�

7KH�VHFWLRQV�DUH�DV�IROORZV�

,� ,QWURGXFWLRQ�¥�WKLV�VHFWLRQ��FRQVLVWLQJ�RI�EDFNJURXQG��GHVFULSWLRQ�RI
FDSDELOLWLHV�DQG�KLJK�OHYHO�RYHUYLHZ

,,� 7HFKQLFDO�2YHUYLHZ� ¥� DQ� LQWURGXFWLRQ� WR� WKH� )OH[L1HW� IUDPHZRUN�
LWV� PDMRU� FRPSRQHQWV� DQG� VXE�V\VWHPV� �PRELOH� REMHFWV�� SHUVLVWHQW
REMHFWV��WUDQVDFWLRQDO�REMHFWV���(-%V���IURP�DQ�DSSOLFDWLRQ�GHYHORSHUV��
V\VWHP�GHVLJQHUªV�SHUVSHFWLYH

,,,� $UFKLWHFWXUH� ¥� WKH� GHWDLOHG� GHVFULSWLRQ� RI� WKH� )OH[L1HW� ELQGLQJ
IUDPHZRUN�IURP�D�ELQGHU�LPSOHPHQWRUªV�SHUVSHFWLYH�

,9� (QJLQHHULQJ� &RPSRQHQWV� ¥� GHWDLOHG� GHVFULSWLRQV� RI� LQGLYLGXDO
ELQGHUV�WKDW�ILW�LQWR�WKH�)OH[L1HW�IUDPHZRUN�LQFOXGLQJ�WKRVH�IRU�EDVLF
53&��VHFXUH�FRPPXQLFDWLRQ�DQG�REMHFW�JURXSV

9� &OXVWHUV� DQG� &DSVXOHV� ¥� WKH� PDQDJHPHQW� DUFKLWHFWXUH� IRU� WKH
)OH[L1HW�PRELOH�REMHFW�DQG�SHUVLVWHQW�REMHFW�VXE�V\VWHPV

9,� 0DQDJHG�2EMHFWV� ¥� GHWDLOHG� GHVFULSWLRQ� RI� WKH� WKUHH� )OH[L1HW� VXE�
V\VWHPV�IRU�PRELOH�REMHFWV��SHUVLVWHQW�REMHFWV�DQG�WUDQVDFWLRQDO�REMHFWV

9,,� 6HUYLFHV�¥�GHWDLOHG�GHVFULSWLRQ�RI�WKH�VHUYLFHV�VXSSRUWLQJ�)OH[L1HW�¥
7UDGHU�DQG�&ODVV�5HSRVLWRU\

9,,,� $3,�DQG�([DPSOHV�¥�D�VXPPDU\�RI�WKH�SULQFLSOH�)OH[L1HW�$3,ªV�DQG
VLPSOH�H[DPSOHV�RI�)OH[L1HW�FRPSRQHQWV

,;� $GYDQFHG� 7RSLFV� ¥� WKH� GHVLJQV� IRU� PRELOH� REMHFW� VHFXULW\� DQG
DGYDQFHG�REMHFW�UHORFDWLRQ�
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 2 MOTIVATION

7KH�)OH[L1HW�3ODWIRUP�LV�D�-DYD�PLGGOHZDUH�V\VWHP�EXLOW�WR�DGGUHVV�VRPH�RI
WKH� LVVXHV� RI� FRQILJXUDEOH� PLGGOHZDUH� DQG� DSSOLFDWLRQ� GHSOR\PHQW�� ,WV� NH\
IHDWXUH� LV� D� FRPSRQHQW� EDVHG� ©ZKLWH�ER[ª� DSSURDFK� ZLWK� VWURQJ� HPSKDVLV
SODFHG�RQ�UHIOHFWLRQ�DQG�LQWURVSHFWLRQ�DW�DOO�OHYHOV��7KLV�DOORZV�SURJUDPPHUV
WR� WDLORU� WKH� SODWIRUP� IRU� D� SDUWLFXODU� DSSOLFDWLRQ� GRPDLQ� RU� GHSOR\PHQW
VFHQDULR�E\�DVVHPEOLQJ�VWURQJO\�W\SHG�FRPSRQHQWV��7KH�)OH[L1HW�FRPSRQHQW
GHYHORSHU�RSHUDWHV�ZLWKLQ�WKH�ODQJXDJH�W\SH�V\VWHP�DQG�LV�VDYHG�IURP�KDYLQJ
WR�FRQGXFW�WKH�ERRN�NHHSLQJ�WKDW�ZRXOG�RWKHUZLVH�EHHQ�QHHGHG�WR�UHPHPEHU
UHODWLRQVKLSV�EHWZHHQ�FRPSRQHQWV�

,Q� WKH� IROORZLQJ� FKDSWHUV�ZH� JLYH� DQ� RYHUYLHZ� RI� WKH�)OH[L1HW� DUFKLWHFWXUH�
KLJKOLJKWLQJ� KRZ� LWV� DSSURDFK� GLIIHUV� IURP� RWKHU� PLGGOHZDUH� DUFKLWHFWXUHV
DQG� LOOXVWUDWLQJ� WKH� EHQHILWV� WKDW� UHVXOW� IURP� RXU� DSSURDFK�� 7KH� FRUH� RI
)OH[L1HW�LV�WKH�ELQGLQJ�PHFKDQLVP�E\�ZKLFK�FRPSRQHQWV�DUH�OLQNHG�WRJHWKHU
DQG�RXU�DSSURDFK�WR�HQFDSVXODWLQJ�GLVWULEXWHG�REMHFWV�

7KH�)OH[L1HW�SODWIRUP�JUHZ�RXW�RI�GLVVDWLVIDFWLRQ�ZLWK�LQGXVWULDO�PLGGOHZDUH
SODWIRUPV��:H�WKHUHIRUH�EHJLQ�WKH�GHVFULSWLRQ�RI�)OH[L1HW�ZLWK�D�UHYLHZ�RI�WKH
OLPLWDWLRQV�RI�H[LVWLQJ�PLGGOHZDUH�

*HQHUDOO\�� UHVHDUFK�PLGGOHZDUH� SODWIRUPV�SURYLGH� DSSOLFDWLRQ� SURJUDPPHUV
ZLWK� IDFLOLWLHV� IRU� MXVW� RQH�PRGHO� IRU� GLVWULEXWHG� SURJUDPPLQJ�� IRU� H[DPSOH
UHPRWH�SURFHGXUH�FDOO�� RU�PHVVDJH�SDVVLQJ� RU�SURFHVV�JURXSV��&RQVHTXHQWO\�
FRPSDFW�� HIILFLHQW� DQG� VFDODEOH� LPSOHPHQWDWLRQV� DUH� RIWHQ� DFKLHYHG�� %\
FRQWUDVW�� LQGXVWULDO�PLGGOHZDUH�SODWIRUPV�DGGUHVV� WKH�QHHG�IRU�D�XELTXLWRXV
LQIUDVWUXFWXUH� DQG� SURYLGH� DQ� LQWHJUDWHG� VHW� RI� FDSDELOLWLHV� LQFOXGLQJ�� IRU
H[DPSOH�� WUDQVDFWLRQV�� UHSOLFDWLRQ�� DXWKHQWLFDWLRQ�� SULYDF\�� DXGLWLQJ� DQG
RWKHUV��7KH�UHVXOW�LV�W\SLFDOO\�PRQROLWKLF��LQHIILFLHQW�DQG�FRPSOH[�

6LQFH� GLIIHUHQW� DSSOLFDWLRQV� UHTXLUH� GLIIHUHQW� FRPELQDWLRQV� RI� PLGGOHZDUH
IHDWXUHV�� D� FRPSRVLWLRQDO� DSSURDFK� LQ� ZKLFK� RQO\� WKH� PLGGOHZDUH� VHUYLFHV
QHHGHG�E\�DQ�DSSOLFDWLRQ�QHHG�EH�PDGH�DYDLODEOH� LV�DSSURSULDWH�� ,Q�&25%$
>20*��D@�� IRU� H[DPSOH�� D� VHW� RI� QHVWHG� FKRLFHV� LV� RIIHUHG� E\� WKH� &25%$
2EMHFW�6HUYLFHV��(DFK�2EMHFW�6HUYLFH�H[WHQGV�WKH�FRUH�2EMHFW�5HTXHVW�%URNHU
ZLWK�DGGLWLRQDO�FDSDELOLWLHV�VXFK�DV�SHUVLVWHQFH�DQG�WUDQVDFWLRQV��7KH�EHQHILW
RI�WKH�&25%$�IUDPHZRUN�RI�2EMHFW�6HUYLFHV�LV�WKDW�LW�LV�FRPSUHKHQVLYH��7KH
GLVDGYDQWDJH� LV� WKDW� LW� LV� XQQHFHVVDULO\� ULJLG� EHFDXVH� WKH� RUGHU� LQ� ZKLFK
FDSDELOLWLHV� KDYH� WR� EH� DVVHPEOHG� LV� IL[HG� DQG� WKLV� UXOHV� RXW� VRPH
LPSOHPHQWDWLRQ�FKRLFHV��0RUHRYHU��WKH�FRUH�2EMHFW�5HTXHVW�%URNHU�LV�UHTXLUHG
WR� FRQWDLQ� VXSSRUW� IRU� WKH� GDWD� VWUXFWXUHV� DQG� SURWRFROV� UHTXLUHG� E\� HDFK
2EMHFW�6HUYLFH�ZKHWKHU� LW� LV� XVHG� RU� QRW��7KXV�� LQ� DGGLWLRQ� WR� FDXVLQJ� EORDW
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DQG�LQHIILFLHQF\�LQ�WKH�LPSOHPHQWDWLRQ��GHYHORSHUV�DUH�IRUFHG�WR�PDQDJH�PRUH
FDSDELOLWLHV�WKDQ�WKH\�QHFHVVDULO\�QHHG�LQ�DQ\�SDUWLFXODU�VLWXDWLRQ�

$�IXUWKHU�DVSHFW�RI�LQIOH[LELOLW\�FRPHV�IURP�WKH�XVH�RI�VWXEV�LQ�2EMHFW�5HTXHVW
%URNHUV� WR� SURYLGH� DFFHVV� WUDQVSDUHQW� LQYRFDWLRQ�� $� VWXE� FRQYHUWV� DQ
LQYRFDWLRQ� LQWR� DQ� XQW\SHG� E\WH� DUUD\� UHSUHVHQWDWLRQ� WR� EH� SDVVHG� RQ� WR� D
FRPPXQLFDWLRQV� OD\HU� LQ� WKH� FDVH� RI� D� UHPRWH� VHUYLFH�� 'LVFDUGLQJ� ODQJXDJH
OHYHO�W\SLQJ�DQG�LQWURVSHFWLRQ�IDFLOLWLHV�LQ�WKLV�ZD\��PDNHV�LW�KDUG�WR�SURYLGH
GHYHORSHU�ZULWWHQ�SURWRFROV� DQG�PHFKDQLVPV� WKDW� FDQ� FRH[LVW�ZLWK� VWDQGDUG
VWXEV��6SHFLILFDOO\�� LW�FDQ�EH�GLIILFXOW� WR� WLH�WRJHWKHU�DSSOLFDWLRQ� OHYHO�HYHQWV�
PLGGOHZDUH� HYHQWV� DQG� FRPPXQLFDWLRQV� HYHQWV�� )RU� H[DPSOH�� 7KH� ,RQD
25%,;�2EMHFW�5HTXHVW�%URNHU�SURYLGHV�ILOWHUV�DQG�WUDQVIRUPHUV�>,21$��@�DV
D� PHDQV� WR� PRGLI\� KRZ� FRPPXQLFDWLRQ� HYHQWV� DUH� KDQGOHG�� +RZHYHU�� QR
FRQYHQWLRQV�RU�GDWD�VWUXFWXUHV�DUH�GHILQHG�IRU�UHODWLQJ�ILOWHU�HYHQWV��L�H���SUH�
VWXE�HYHQWV�� WR� WUDQVIRUPHU� HYHQWV� �L�H��� SRVW�VWXE� HYHQWV���%HKDYLRXU� DW� WKH
ILOWHU� OHYHO� LV�PRGHOOHG�E\�&25%$�W\SH�FRGHV�DQG�G\QDPLF� W\SH�FKHFNLQJ�RI
WKHVH� KDV� WR� EH� PDQDJHG� E\� WKH� GHYHORSHU� UDWKHU� WKDQ� GHOHJDWHG� WR� WKH
SURJUDPPLQJ�ODQJXDJH�

,QKHUHQW�LQ�WKH�GHVLJQ�RI�GLVWULEXWHG�V\VWHPV�LV�WKH�QHHG�WR�PDNH�DSSURSULDWH
WUDGH�RIIV�EHWZHHQ�WKH�FRPSHWLQJ�JRDOV�RI�DEVWUDFWLRQ�DQG�DSSOLFDWLRQ�FRQWURO�
$EVWUDFWLRQ� LQ� PLGGOHZDUH� LV� JHQHUDOO\� DVVRFLDWHG� ZLWK� GLVWULEXWLRQ
WUDQVSDUHQF\�� $EVWUDFWLRQ�WUDQVSDUHQF\�PDNHV� OLIH� HDVLHU� IRU� GHYHORSHUV� E\
KLGLQJ� WKH� HQJLQHHULQJ� GHWDLOV� RI� LQWHUDFWLRQ� PRGHOV� EHKLQG� D� JHQHULF
LQYRFDWLRQ� LQWHUIDFH� �H�J���PHWKRG� LQYRFDWLRQ��� ,Q� HVVHQFH�� WKH� LQIUDVWUXFWXUH
PDQDJHV� GLVWULEXWLRQ�� $SSOLFDWLRQ� FRQWURO�� E\� FRQWUDVW�� DOORZV� GHYHORSHUV� WR
RSWLPLVH� WKH� LQIUDVWUXFWXUH� ZKHQ� LW� LV� EHQHILFLDO� WR� GR� VR�� IRU� H[DPSOH� E\
SURYLGLQJ� KHXULVWLFV� IRU� HUURU� FDVHV�� &RQWURO� UHTXLUHV� WKDW� LPSOHPHQWDWLRQ
DVSHFWV� RI� D� GLVWULEXWLRQ� WUDQVSDUHQF\� VKRXOG� EH� H[SRVHG�� 8QIRUWXQDWHO\
FXUUHQW�V\VWHPV�HLWKHU�LPSRVH�D� ©RQH�VL]H�IRU�DOOª�WUDQVSDUHQF\�RU�H[SRVH�WKH
ORZ�OHYHO�©V\VWHPVª�PHFKDQLVPV�LQ�DOO�WKHLU�FRPSOH[LW\�
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 3 RELATED WORK

7KHUH� DUH�PDQ\� UHVHDUFK� V\VWHPV� RIIHULQJ� IOH[LEOH� ELQGLQJ�� SDUWLFXODU� ZLWK
UHVSHFW� WR� SHUIRUPDQFH� DQG� UHVRXUFH� WUDGHRIIV�� 7UDGLWLRQDOO\� WKLV� ZRUN� KDV
EHHQ�GULYHQ�HLWKHU�IURP�D�TXDOLW\�RI�VHUYLFH�SHUVSHFWLYH�>%/$,5��@�RU�IURP�DQ
DLP�WR�VLPSOLI\�SURWRFRO�LPSOHPHQWDWLRQ�E\�EXLOGLQJ�FRPSOH[�SURWRFROV�RXW�RI
VLPSOHU� PLFUR�SURWRFRO� HQJLQHV�� ,Q� WKHVH� FRQWH[WV� ELQGLQJ� FDQ� EH� DW� WKH
JHQHULF� EXIIHU� DQG� FRPPXQLFDWLRQ� FKDQQHO� OHYHO�� )OH[L1HW� GLIIHUV� LQ� WKDW� LW
SURYLGHV�IOH[LELOLW\�DW�D�KLJKHU� OHYHO�� ,Q�DGGLWLRQ�WR�FRQWUROOLQJ�SURWRFRO� OHYHO
FKRLFHV��PDQDJHPHQW� RI� KLJKHU� OHYHO� GLVWULEXWLRQ� WUDQVSDUHQF\�PHFKDQLVPV
EDVHG�RQ�WUDQVDFWLRQV��UHSOLFDWLRQ��VHFXULW\��SHUVLVWHQFH��PRELOLW\�DQG�VR�IRUWK
FDQ� EH�PDQDJHG�� ,Q� SURYLGLQJ� WKHVH� FDSDELOLWLHV� DV� FRPSRQHQWV�ZH� KDYH� WR
LQWHUFHSW� DQG� WUDQVIRUP� DSSOLFDWLRQ� OHYHO� LQYRFDWLRQV� DQG� WLH� WRJHWKHU
GLIIHUHQW� SURWRFROV�� WUDQVSDUHQF\� PHFKDQLVPV� DQG� V\VWHP� VHUYLFHV� LQ� D
FRQVLVWHQW�DQG�VWUXFWXUHG�PDQQHU�

7KH�NH\�DGYDQWDJH�WKDW�)OH[L1HW�KDV�RYHU�RWKHU�VFKHPHV�LV�WKH�-DYD�9LUWXDO
0DFKLQH�LWVHOI��7KLV�SURYLGHV�D�JUHDW�GHDO�RI�WKH�VXSSRUW�QHHGHG��LQ�SDUWLFXODU
IRU� LQWURVSHFWLRQ� �UXQWLPH� H[DPLQDWLRQ� DQG� FRQWURO� RI� W\SHV�� DQG� UHIOHFWLRQ
�JHQHULF� LQYRFDWLRQ�RI�PHWKRGV��� ,W� DOORZV�)OH[L1HW� WR�SURYLGH� D�PLGGOHZDUH
IUDPHZRUN�WKDW�H[WHQGV�WKH�FRUH�ODQJXDJH�IHDWXUHV��DQG�LV�LQWHUQDOO\�VWURQJO\
W\SHG� ¥� UDWKHU� WKDQ� KDYLQJ� WR� VHSDUDWHO\� PDQDJH� WKH� LQIUDVWUXFWXUH� W\SH
V\VWHP� DV� ZLWK� &25%$� �L�H��� YLD� W\SHFRGHV��� 7KH� GLVDGYDQWDJH� RI� FRXUVH� LV
WKDW� HIIHFWLYHO\� )OH[L1HW� LV� D� -DYD� ODQJXDJH� VSHFLILF� SODWIRUP�� �:KLOH� WKHUH
DUH�PDSSLQJV�RI�RWKHU� ODQJXDJHV� WR� WKH�-DYD�9LUWXDO�0DFKLQH��QRQH�RI� WKHQ
FDQ� EH� UHJDUGHG� DV� PDLQ� VWUHDP� LPSOHPHQWDWLRQV��� +RZHYHU�� E\� ZD\� RI
PLWLJDWLRQ�� LQ� GLVWULEXWHG� ,QWHUQHW� DSSOLFDWLRQV�� -DYD� LV� D� FRPPRQ� FKRLFH
EHFDXVH� RI� LWV� VXLWDELOLW\� IRU� QHWZRUN� SURJUDPPLQJ� DQG� SODWIRUP
LQGHSHQGHQFH��6LQFH� WKLV� LV� WKH� IRFXV�RI� RXU�ZRUN��ZH�DUH�SUHSDUHG� WR� WUDGH
WKH�EHQHILWV�JDLQHG�DJDLQVW�WKH�UHVWULFWLRQ�WR�D�VLQJOH�ODQJXDJH�

 3.1 Computational Model

)OH[L1HW� XVHV� D� GLIIHUHQW� FRPSXWDWLRQDO� PRGHO� IRU� -DYD� WKDQ� -DYDVRIWªV
5HPRWH�0HWKRG�,QYRFDWLRQ��50,��>681��@��,W�DGRSWV�WKH�2'3�>,62��@�QRWLRQ
RI� LQWHUIDFHV� DV� WKH� DFFHVV� SRLQWV� IRU� REMHFWV�� DQG� SURYLGHV� WUDQVSDUHQW
LQWHUIDFH� SUR[LHV�� :KHQ� SDUDPHWHUV� DUH� SDVVHG� WR� D� PHWKRG�� UHIHUHQFHV� WR
LQWHUIDFHV�DUH�SDVVHG�E\�UHIHUHQFH��DQG�REMHFW�YDOXHV�DUH�SDVVHG�E\�FRS\LQJ�
7KLV� HQDEOHV�)OH[L1HW� WR� IROORZ�-DYD� ODQJXDJH�PRGHO� DV� FORVHO\� DV� SRVVLEOH�
ZLWKRXW� LQWURGXFLQJ� ©VSHFLDOª� WDJ� FODVVHV� WR� LQGLFDWH� UHPRWH� LQWHUIDFHV�� RU
YDOXH� REMHFWV�� DV� LV�GRQH� LQ�50,��7KH� EHQHILW� RI� GHWHUPLQLQJ� WKH�SDUDPHWHU
VHPDQWLFV�E\�FKRRVLQJ�EHWZHHQ�DQ�REMHFW�RU�DQ�LQWHUIDFH��IRU�FRS\�RU�UHIHUHQFH
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VHPDQWLFV� UHVSHFWLYHO\�� ZLWKLQ� WKH� FRQWH[W� RI� D� SDUWLFXODU� FDOO� FDQ� EH� VHHQ
ZKHQ�PRELOH�REMHFWV�DUH�FRQVLGHUHG��8VLQJ� WKH� WDJJHG�REMHFW�DSSURDFK�� HDFK
REMHFW�ZRXOG�EH�VWDWLFDOO\�FODVVLILHG�DV� HLWKHU�D� VHUYHU� RU�D�GDWD�REMHFW�� ,W� LV
WKHUHIRUH�QRW�SRVVLEOH�WR�KDYH�WKH�FRQFHSW�RI�D�PRELOH�VHUYHU�REMHFW�¥�VLQFH�LW
ZRXOG�EH� WDJJHG�DV�D� ©VHUYHUª� DQG�FRXOG�QHYHU�EH� WUDQVPLWWHG�DV�GDWD�ZKHQ
PRYLQJ�IURP�RQH�ORFDWLRQ�WR�DQRWKHU�
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 4 SELECTIVE TRANSPARENCY

6LQFH� )OH[L1HW� UHPRWH� PHWKRG� LQYRFDWLRQ� LV� KDV� VLPLODU� VHPDQWLFV� WR� ORFDO
PHWKRG� LQYRFDWLRQ�� ZH� KDYH� DFFHVV� WUDQVSDUHQF\� DW� WKH� ORZHVW� OHYHO�� 7KLV
XQLIRUPLW\�KHOSV�NHHS�DSSOLFDWLRQ�FRGH�VHSDUDWHG�IURP�©V\VWHPVª�FRGH��PDNLQJ
LW� HDVLHU� WR� PRYH� DSSOLFDWLRQV� IURP� RQH� HQYLURQPHQW� WR� DQRWKHU�� 7R� WDNH
FRQWURO�� WKH�DSSOLFDWLRQ�SURJUDPPHU� FDQ� LQMHFW�SDUWLFXODU�PHFKDQLVPV�� ERWK
DW�UXQWLPH�XVLQJ�DQ�H[SOLFLW�ELQGLQJ�IDFLOLW\�DQG�DW�GHVLJQ�WLPH�E\�FRQWUROOLQJ
WKH�PL[WXUH�RI�SURWRFROV�DQG�WUDQVSDUHQF\�FRPSRQHQWV�XVHG��5HVRXUFHV�FDQ�EH
PDQDJHG�E\�UHVWULFWLQJ�WKH�DOORFDWLRQ�SROLFLHV�IRU��DQG�VL]HV�RI��UHVRXUFH�SRROV
DVVLJQHG� WR� VHOHFWHG� FRPSRQHQWV�� 7KLV� FDSDELOLW\� LV� GHVFULEHG� DV� ©VHOHFWLYH
WUDQVSDUHQF\ª�� VLQFH� WKH� GHYHORSHU� FDQ� FKRRVH� KRZ� VWURQJO\� V\VWHP
FRPSRQHQWV� DUH� WLHG� WR� �DQG� YLVLEOH� WR�� DSSOLFDWLRQ� FRPSRQHQWV�� %LQGLQJ
GHFLVLRQV�FDQ�EH�WDNHQ�GLUHFWO\�E\�V\VWHP�FRPSRQHQWV�RU�KDQGHG�RII�WR�WKLUG
SDUWLHV�ZKHUH�WKLV� LV�DSSURSULDWH��7KH�IRUPHU�LV�DSSURSULDWH�IRU�DXWRQRPRXV
V\VWHPV�� WKH� ODWWHU� IRU� PDQDJHG� LQIUDVWUXFWXUHV� �H�J��� D� WUXVWHG� FRPSXWLQJ
EDVH��

 4.1 Bindings

$Q� LQWHUIDFH� RQ� D� UHPRWH� REMHFW� LV� UHSUHVHQWHG� LQ�)OH[L1HW� E\� D� ORFDO� SUR[\
REMHFW�� 7\SLFDOO\�� WKLV� LV� D� VLPSOH� VWXE� REMHFW� WKDW� WXUQV� D� W\SHG� LQYRFDWLRQ
LQWR�D�JHQHULF� �EXW� IXOO\� W\SHG�� IRUP�DQG�WKHQ�SDVVHV� WKH�UHTXHVW� WR� WKH� WRS
OD\HU� RI� D� SURWRFRO� VWDFN�� )OH[L1HW� VWXEV� DUH� YHU\� OLJKWZHLJKW� FRPSDUHG� WR
RWKHU� V\VWHPV�� DQG� LQ� SDUWLFXODU� WKH� VWXE� LV� QRW� UHVSRQVLEOH� IRU� WKH� ©RQ�WKH�
ZLUHª� UHSUHVHQWDWLRQ� RI� WKH� LQYRFDWLRQ�� DQG� HPERGLHV� QR� LPSOLFLW� RU� H[SOLFLW
SROLF\� DERXW� KRZ� WKH� FDOO� ZLOO� EH� KDQGOHG�� 6LQFH� VWXEV� DUH� VR� VLPSOH�� VWXE
FODVVHV�DUH�JHQHUDWHG�RQ�GHPDQG�ZLWKLQ�FOLHQW�SURFHVVHV��E\�LQWURVSHFWLRQ�RQ
WKH� LQWHUIDFH� GHILQLWLRQ�� DQG� OLQN� WKHP� G\QDPLFDOO\�� $� VWXE� FODVV� FDQ� EH
VKDUHG�E\�DOO�SURWRFROV�WKDW�WUHDW�VHUYLFH�REMHFWV�LQ�D�VLPLODU�ZD\�

)OH[L1HW� SURWRFRO� VWDFNV� DUH� FRUUHVSRQGLQJO\�PRUH� FRPSOH[� WKDQ� WKRVH� RI� D
WUDGLWLRQDO�©KHDY\ZHLJKW�VWXEª�V\VWHP��VLQFH�ZH�PDNH�WKHP�UHVSRQVLEOH�IRU�DOO
DVSHFWV� RI� FDOO� SURFHVVLQJ�� 7KLV� LQFOXGHV� KLJK� OHYHO� IHDWXUHV�� VXFK� DV
PDQDJHPHQW� RI� UHSOLFDWLRQ�� LQ� DGGLWLRQ� WR� EDVLF� DFWLRQV� VXFK� DV� WKH
VHULDOLVDWLRQ� RI� LQYRFDWLRQ� SDUDPHWHUV� DQG� H[HFXWLRQ� RI� D� UHPRWH� SURFHGXUH
FDOO�SURWRFRO�

7KH� OD\HUV� RI� D� )OH[L1HW� FRPPXQLFDWLRQ� VWDFN� FDQ� EH� YLHZHG� DV� D� VHW� RI
UHIOHFWLYH�PHWD�REMHFWV��(DFK�PHWD�REMHFW� LQ�WXUQ�PDQLSXODWHV�WKH�LQYRFDWLRQ
DV�D�GDWD�VWUXFWXUH�EHIRUH� LW� LV�XOWLPDWHO\� LQYRNHG�RQ� WKH�GHVWLQDWLRQ�REMHFW
XVLQJ�-DYD�&RUH�5HIOHFWLRQ�>681D@��WKHUHE\�UHPRYLQJ�WKH�QHHG�IRU�D�VHUYHU�
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VLGH� VWXE� RU� VNHOHWRQ��� 8VLQJ� UHIOHFWLRQ� KDV� D� QXPEHU� RI� DGYDQWDJHV�
0LGGOHZDUH� �RU� DSSOLFDWLRQ�� FRPSRQHQWV� PD\� H[DPLQH� RU� PRGLI\� WKH
SDUDPHWHUV� WR� WKH� LQYRFDWLRQ� XVLQJ�� DQG� SURWHFWHG� E\�� WKH� -DYD� ODQJXDJH
W\SLQJ�V\VWHP��'HEXJJLQJ�LV�PDGH�VWUDLJKWIRUZDUG�DV�LQIRUPDWLRQ�LV�NHSW�©LQ
FOHDUª��6SOLWWLQJ�RPQLEXV�PLGGOHZDUH�SURWRFROV�LQWR�FRPSRQHQWV�LV�VLPSOLILHG�
DV� WKH� ODQJXDJH� W\SLQJ�VXSSRUW�SURYLGHV�WKH�QHFHVVDU\�PDFKLQHU\�WR�HQVXUH
FRQVLVWHQF\�RI�XVH�DQG�WR�UHGXFH�FURVV�GHSHQGHQFLHV�LQ�WKH�FRGH�

)LJXUH� �� LOOXVWUDWHV� KRZ� D� FRPPXQLFDWLRQ� VWDFN� FDQ� EH� DVVHPEOHG� DV� D
QXPEHU� RI� PHWD�REMHFWV� WKDW� SHUIRUP� UHIOHFWLYH� WUDQVIRUPDWLRQV� RQ� DQ
LQYRFDWLRQ��0HWD�REMHFWV�FDQ�EH�IXOO\�JHQHUDO�-DYD�REMHFWV�DQG�DUH�IXOO\�W\SH�
VDIH��)RU�H[DPSOH�D�UHSOLFDWLRQ�PHWD�REMHFW�PLJKW�H[WUDFW�UHSOLFD�QDPHV�IURP
DQ� LQWHUIDFH� DQG� WKHQ� SHUIRUP� LQYRFDWLRQV� RQ� HDFK� UHSOLFD� LQ� WXUQ�� $V� WKLV
SURFHVVLQJ�LV�SHUIRUPHG�LQ�WHUPV�RI�JHQHULF� LQYRFDWLRQV�� WKHUH� LV�QR�QHHG�IRU
HDFK� RI� WKHVH� FDOOV� WR� SDVV� WKURXJK� VWXEV� DQG� VR� WKH� FRGH� FDQ� EH� ERWK
VWUDLJKWIRUZDUG�DQG�HIILFLHQW�

$W�WKH�WRS�RI�WKH�FOLHQW�VLGH�VWDFN��DQ�LQYRFDWLRQ�FRQVLVWV�RI�WKH�DEVWUDFW�QDPH
RI�WKH�GHVWLQDWLRQ�LQWHUIDFH��WKH�PHWKRG�WR�EH�LQYRNHG��DQG�WKH�SDUDPHWHUV�WR
WKH�PHWKRG� DV� DQ� DUUD\� RI� REMHFWV�� ,QWHUIDFH� QDPHV� DUH� DUELWUDULO\� FRPSOH[
REMHFWV� WKDW� FDQ�EH� UHVROYHG�E\�D�SURWRFRO� VWDFN� WR�SURYLGH�D� URXWH� IURP�WKH
FOLHQW�WR�WKH�GHVWLQDWLRQ�LQWHUIDFH��RU�LQWHUIDFHV�IRU�UHSOLFDWHG�REMHFWV��

Generic Invocation Layer

CLIENT

Wire CommunicationsWire Communications

auto generated STUB

Client Side
Meta Objects

Reflective
Protocol Layers

Reflective
Protocol Layers

Server Side
Meta Objects

Reflective
Protocol Layers

Reflective
Protocol Layers

Typed Communication

Generic Communication

Untyped Communication

Application Code

Middlware Code

Destination
Object

Figure 1 A Reflective Protocol Stack

�$V� WKH� FDOO� SURFHHGV� GRZQ� WKH� VWDFN�� HDFK� OD\HU� FDQ� PDQLSXODWH� WKH
LQYRFDWLRQ��%\�WKH�ERWWRP�RI�WKH�VWDFN��WKH�RULJLQDO�DEVWUDFW�QDPH�ZLOO�KDYH
EHHQ� UHVROYHG� WR� DQ� DSSURSULDWH� HQGSRLQW� RU� FRQQHFWLRQ� LGHQWLILHU�� DQG
VXIILFLHQW� LQIRUPDWLRQ� ZLOO� KDYH� EHHQ� VHULDOLVHG� LQWR� D� EXIIHU� WR� DOORZ
UHFRQVWUXFWLRQ�RI�WKH�LQYRFDWLRQ�RQ�WKH�VHUYHU�

2Q� WKH� VHUYHU�� WKH� UHYHUVH� SURFHVV� WDNHV� SODFH�� VR� WKDW� XOWLPDWHO\� WKH
GHVWLQDWLRQ�REMHFW��PHWKRG�DQG�SDUDPHWHUV�DUH�DYDLODEOH�
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0DQ\�53&�SURWRFROV�PDLQWDLQ�VWDWH�DFURVV�D�QXPEHU�RI� FDOOV�� IRU�H[DPSOH�D
8'3�EDVHG�SURWRFRO�PD\�NHHS�D�UHFRUG�RI�XQDFNQRZOHGJHG�UHSOLHV��DQG�D�7&3
EDVHG�SURWRFRO�PLJKW�PDLQWDLQ�D�FRQQHFWLRQ��)OH[L1HW�SURYLGHV�VHVVLRQV�DV�DQ
DEVWUDFWLRQ�IRU�PDQDJLQJ�WKLV�LQIRUPDWLRQ��VR� WKDW�D�VWDFN�FDQ�UHWDLQ�FOLHQW�
UHODWHG� LQIRUPDWLRQ� RYHU� WKH� GXUDWLRQ� RI� D� QXPEHU� RI� FDOOV�� 6HVVLRQV� DOVR
SURYLGH� DQ� LQ�FDOO� PXWH[� IRU� XVH� E\� WKH� OD\HUV� WR� HQVXUH� WKDW� SHU�FOLHQW
UHVRXUFHV� DUH� FOHDQO\� DOORFDWHG� DQG� IUHHG� DFURVV� D� QXPEHU� RI� HVVHQWLDOO\
LQGHSHQGHQW�FRPSRQHQWV��8VLQJ�WKLV�PXWH[��FRQIOLFWV�EHWZHHQ�FRPPXQLFDWLRQ
HYHQWV�RQ�WKH�ZD\�XS�WKH�VWDFN��DQG�DSSOLFDWLRQ�HYHQWV�RQ�WKH�ZD\�GRZQ�FDQ
EH� DYRLGHG�� 2WKHU� $16$�ZRUN� KDV� IRXQG� WKDW� D� VXLWDEOH� VHVVLRQ� VWUXFWXUH
JUHDWO\�HDVHV�WKLV�NLQG�RI�SRVW�KRF�SURWRFRO�PRGLILFDWLRQ�DQG�LWV�RPLVVLRQ�IURP
&25%$�DQG�50,�LV�D�FRQVLGHUDEOH�RYHUVLJKW�

�

Object<Interface>
Object<Interface>

Green Stub<Interface>
Stub<Interface>

ClientCallLayer ServerCallLayer

SerialLayer

creates

Serialize/Deserialize a call’s method,
arguments and results

NameLayer

On client: store the server interface id
in the output buffer

On server: restore the id and lookup the
corresponding object.

Object<Interface>

RexLayer
Maps an RPC calls onto a series of
unreliable messages

SessionLayer

UdpLayer send and receive UDP messages

ac
qu
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s 

a 
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si
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uses

RefSerializer

RefDeserializer CallUp

CallDown

MessageUp

MessageDown

creates

CallUp

CallDown

CallDown

Acquire the appropriate session
when a messages is received

MessageDown

MessageUp

CallDown

CallUp

Stub<Interface>

transient reference
obtained from

invocation data

Client Server
Binder

Generator

Resolver

SessionManger

Figure 2 The Green Binder and Protocol Stack

 4.2 An Example Protocol

�)LJXUH� �� JLYHV� DQ� RYHUYLHZ� RI� WKH� ©*UHHQª� SURWRFRO� VWDFN� LQ� WKH� )OH[L1HW
LPSOHPHQWDWLRQ��©*UHHQª�SURYLGHV�VLPSOH�UHPRWH�PHWKRG�DFFHVV�XVLQJ�WKH�5(;
53&�SURWRFRO�RYHU�D�8'3�WUDQVSRUW��,W�LV�DQ�LQWHUHVWLQJ�H[DPSOH�DV�LW�VKRZV
KRZ� DVSHFWV� RI� FDOO� EDVHG�� DQG� PHVVDJH� EDVHG� H[FKDQJHV� DUH� KDQGOHG�
)ROORZLQJ�WKH�SURJUHVV�RI�D�FDOO�IURP�WKH�FOLHQW�VWXE�WR�WKH�VHUYHU�REMHFW�DQG
EDFN�
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�� ,QLWLDOO\�D�FDOO�LV�PDGH�RQ�D�FOLHQW�VWXE��7KH�QDWXUH�RI�WKLV�FDOO�ZLOO�GHSHQG
RQ� WKH� VHPDQWLFV� RI� WKH� LQWHUIDFH�� DQG� WKH� VWXE� LV� UHVSRQVLEOH� IRU
FRQYHUWLQJ�WKLV� LQWR�D�JHQHULF� UHSUHVHQWDWLRQ� WKDW�PD\� ODWHU�EH� H[HFXWHG
XVLQJ� -DYD�&RUH�5HIOHFWLRQ�� 7KLV� GH�FRXSOHV� WKH� W\SH� RI� WKH� REMHFW� EHLQJ
LQYRNHG�IURP�WKH�LPSOHPHQWDWLRQ�RI�WKH�SURWRFRO�VWDFN��DQG�HQDEOHV�UHXVH
RI�VWDQGDUG�UHIOHFWLYH�FRPSRQHQWV�

�� 7KH� VWXE� ZLOO� WKHQ� FDOO� WKH� WRS� RI� WKH� SURWRFRO� VWDFN�� $W� WKLV� VWDJH� WKH
DUJXPHQWV�WR�WKH�FDOO��DQG�WKH�PHWKRG�FODVV�DUH�DYDLODEOH��DQG�UHIOHFWLYH
FODVVHV�PD\�EH�FDOOHG��)RU�H[DPSOH�� WKH�DUJXPHQWV�PD\�EH�YDOLGDWHG�� RU
PRGLILHG�� 7KHUH� PD\� EH� D� QXPEHU� RI� UHIOHFWLYH� OD\HUV�� IRU� H[DPSOH� WR
PXOWLSOH[�WKH�FDOO�RYHU�D�QXPEHU�RI�UHSOLFDV��RU�SHUIRUP�RWKHU�FOLHQW�VLGH
SURFHVVLQJ�� ,Q� WKH� *UHHQ� SURWRFRO�� KRZHYHU�� WKHUH� LV� QR� UHIOHFWLYH
WLQNHULQJ��DQG�WKH�FDOO�SDVVHV�GLUHFWO\�WR�WKH�&OLHQW�&DOO�/D\HU�

�� 7KH� &OLHQW� &DOO� /D\HU� DFTXLUHV� DQ� DSSURSULDWH� VHVVLRQ� RQ� ZKLFK� WR
SHUIRUP�WKH� FDOO��6HVVLRQV�JURXS�D�QXPEHU� RI� LQYRFDWLRQV� WKDW� VKDUH� WKH
VDPH�VHUYLFH�HQGSRLQW�� WR�DOORZ�YDULRXV�RSWLPLVDWLRQV��2WKHU� OD\HUV�PD\
XWLOLVH�WKH�VHVVLRQ�VWUXFWXUH�WR�FDFKH�LQIRUPDWLRQ�UHODWLQJ�WR�D�SDUWLFXODU
HQGSRLQW��IRU�H[DPSOH�HQFU\SWLRQ�NH\V��

�� 7KHUH�PD\�EH�DGGLWLRQDO�UHIOHFWLYH� OD\HUV� WR� IXUWKHU�PDQLSXODWH� WKH�FDOO�
$IWHU� WKLV� PDQLSXODWLRQ�� WKH� FDOO� SDVVHV� WR� WKH� 6HULDO� /D\HU�� ZKLFK
VHULDOLVHV��PDUVKDOV��WKH�PHWKRG�DQG�SDUDPHWHUV�LQWR�DQ�RXWSXW�EXIIHU�

�� 7KH� 1DPH� /D\HU� FRPHV� QH[W� DQG� H[WUDFWV� GH�PXOWLSOH[LQJ� LQIRUPDWLRQ
IURP�WKH�QDPH�RI�WKH�LQWHUIDFH�EHLQJ�UHIHUHQFHG��H�J���DQ�LQWHUIDFH�LG���DQG
VWRUHV� WKLV� LQ� WKH� RXWSXW�EXIIHU��7KH� VXESDUW� RI� WKH�QDPH�XVHG� WR� ORFDWH
WKH�SHHU� OD\HU� LQ� WKH� VHUYHU� LV� WKHQ�SDVVHG�� WRJHWKHU�ZLWK� WKH� RWKHU� FDOO
SDUDPHWHUV��WR�WKH�QH[W�OD\HU�GRZQ��7KLV�VHSDUDWHV�WKH�GLIIHUHQW�OHYHOV�RI
PXOWLSOH[LQJ��NHHSLQJ�WKH�V\VWHP�PRGXODU�

�� 7KH�5(;�OD\HU�DFWV�DV�D�JDWHZD\�EHWZHHQ�UHOLDEOH�FDOO�DQG�UHWXUQ�PHWKRG
LQYRFDWLRQ�� DQG� XQUHOLDEOH� RQH�ZD\�PHVVDJLQJ�� 7KH� 5(;� OD\HU� FRQWDLQV
VXIILFLHQW� VWDWH� WR� PDQDJH� ORVW� RU� GXSOLFDWH� PHVVDJHV�� DQG� XWLOLVHV� WKH
VHVVLRQ�VWUXFWXUH�WR�PDS�D�VHULHV�RI�PHVVDJH�RQWR�D�QXPEHU�RI�LQYRFDWLRQV�

�� 7KHUH� PD\� DJDLQ� EH� D� QXPEHU� RI� DGGLWLRQDO� �SHU� PHVVDJH�� OD\HUV� �IRU
H[DPSOH� WR� HQFU\SW� RU� FRPSUHVV� WKH� RXWJRLQJ�PHVVDJH�� EHIRUH� LW� UHDFKHV
WKH� VHVVLRQ� OD\HU��� 7KH� VHVVLRQ� OD\HU� VWRUHV� LQIRUPDWLRQ� WR� DOORZ� WKH
VHVVLRQ� WR� EH� UH�HVWDEOLVKHG� RQ� WKH� VHUYHU�� 8VLQJ� WKH�PXWH[�� WKH� *UHHQ
SURWRFRO�VWDFN�HQVXUHV�WKDW�RQO\�RQH�FDOO�RU�PHVVDJH�SHU�VHVVLRQ�ZLOO�EH�LQ
SURJUHVV� DERYH� WKH� VHVVLRQ� OD\HU�� 7KLV� VLPSOLILHV� WKH� FRGLQJ� RI� VHVVLRQ
UHODWHG� IXQFWLRQV�� DQG� UHGXFHV� WKH� QXPEHU� RI� UDFH� FRQGLWLRQV� �VXFK� DV
GXSOLFDWH� PHVVDJHV� RU� VLPXOWDQHRXV� PHVVDJHV� DQG� WLPHRXWV�� WKDW� WKH
SURJUDPPHU�PXVW�GHDO�ZLWK�

�� )LQDOO\��WKH�8'3�/D\HU�VHQGV�WKH�PHVVDJH�DV�D�VLQJOH�8'3�SDFNHW�WR�WKH
VHUYHU�

�� 2Q�WKH�VHUYHU��WKH�PHVVDJH�LV�UHFHLYHG�LQ�WKH�8'3�/D\HU��$�QHZ�WKUHDG�LV
VWDUWHG� WR� OLVWHQ� IRU� IXUWKHU�PHVVDJHV�� DQG� WKH� WKUHDG� WKDW� UHFHLYHG� WKH
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PHVVDJH�LV�VHQW�XS�WKH�VWDFN�WR�SURFHVV�WKH�UHTXHVW��:KHQ�LW�DUULYHV�LQ�WKH
5(;� OD\HU�� LW� LV� LGHQWLILHG� DV� D� QHZ� UHTXHVW�� DQG� D� WLPHRXW� LV� VHW� IRU
DFNQRZOHGJHPHQW� �5(;� SLJJ\�EDFNV� DFNQRZOHGJHPHQWV� RQ� UHSOLHV��� 7KH
PHVVDJH�LV�FRQYHUWHG�WR�D�FDOO��DQG�LV�SDVVHG�XS�WR�WKH�1DPH�OD\HU��ZKLFK
UHDGV� WKH� LQWHUIDFH� LG�� DQG� LGHQWLILHV� WKH� REMHFW� EHLQJ� FDOOHG�� 7KH� FDOO
DUJXPHQWV�DQG�PHWKRG�DUH�GH�VHULDOLVHG� LQ� WKH�QH[W� OD\HU�� DQG� WKHQ� WKH
PHWKRG� LV� LQYRNHG�RQ� WKH�VHUYLFH� REMHFW� E\� WKH�&DOO�/D\HU��7KH� UHVXOW� RI
WKH� LQYRFDWLRQ� �QRUPDO� RU� H[FHSWLRQ�� XQZLQGV� WKH� FDOO� VWDFN�� LQ� WKH
VHULDOLVDWLRQ� OD\HU�� WKH� UHVXOW� LV� VHULDOLVHG�� DQG� LQ� WKH� 5(;� OD\HU�� D
PHVVDJH�FRQWDLQLQJ�WKH�UHVXOW�LV�FRQVWUXFWHG��7KH�PHVVDJH�LV�SDVVHG�GRZQ
WR�WKH�6HVVLRQ�/D\HU�DQG�WUHDWHG�LQ�DQ�LGHQWLFDO�ZD\�WR�DQ\�RWKHU�RXWJRLQJ
PHVVDJH��ZKHWKHU�LW�UHSUHVHQWV�D�UHTXHVW��UHSO\�RU�SURWRFRO�PHVVDJH��

��� 2Q�WKH�FOLHQW��WKH�5(;�OD\HU�HYHQWXDOO\�UHFHLYHV�D�UHSO\�PHVVDJH�WKDW� LW
FDQ�SDLU�ZLWK�WKH�RULJLQDO�UHTXHVW��7KH�RULJLQDO�WKUHDG�LV�WKHQ�ZRNHQ�DQG
XQZLQGV�XS� WKH�VWDFN��)LQDOO\�� WKH� UHVXOW� LV� UHWXUQHG� WR� WKH� FOLHQW�XVLQJ
VWDQGDUG�-DYD�PHDQV�

 4.3 Binders

7KH� GLVFXVVLRQ� VR� IDU� KDV� GHVFULEHG� KRZ� D� ELQGLQJ� WR� D� UHPRWH� LQWHUIDFH� LV
UHSUHVHQWHG�� DQG� KRZ� DQ� LQYRFDWLRQ�PD\� EH� SURFHVVHG�� ,Q� DQ� LQYRFDWLRQ�� LW
PD\� EH� QHFHVVDU\� WR� VHULDOLVH� UHIHUHQFHV� WR� ORFDO� DQG� UHPRWH� LQWHUIDFHV�
'XULQJ� GHVHULDOLVDWLRQ�� SUR[LHV� PXVW� EH� FRQVWUXFWHG� WR� UHSUHVHQW� WKHVH
H[SRUWHG�UHIHUHQFHV��7KLV�LV�WKH�PHFKDQLVP�E\�ZKLFK�DOO�ELQGLQJV��RWKHU�WKDQ
DQ�LQLWLDO�EXLOW�LQ�UHIHUHQFH�WR�D�WUDGHU��DUH�FRQVWUXFWHG�

7KH� REMHFW� UHVSRQVLEOH� IRU� JHQHUDWLQJ� QDPHV� IRU� LQWHUIDFHV� LV� FDOOHG� D
©*HQHUDWRUª��7KH�REMHFW�UHVSRQVLEOH�IRU�UHVROYLQJ�QDPHV�LV�FDOOHG�D� ©5HVROYHUª�
7KH� PRUH� IDPLOLDU� WHUP�� %LQGHU�� LV� XVHG� WR� UHIHU� WR� HLWKHU� JHQHUDWRUV� RU
UHVROYHUV�� $� W\SLFDO� ELQGHU� ZLOO� ERWK� JHQHUDWH� QDPHV� DQG� FRQYHUW� QDPHV
JHQHUDWHG�E\�RWKHU��FRPSDWLEOH��ELQGHUV�LQWR�WKH��VWXE��VWDFN��SDLU�SUHYLRXVO\
GHVFULEHG��$�)OH[L1HW�ELQGHU�LV�WKHUHIRUH�D�IDFWRU\�IRU�ELQGLQJV�

,Q�PDQ\�V\VWHPV��WKHUH�LV�H[DFWO\�RQH�ELQGHU�SHU�SURFHVV��KRZHYHU�LQ�)OH[L1HW
ZH�QHHGHG� WR� VXSSRUW�PXOWLSOH� ELQGHUV� DQG� ELQGLQJ� SURWRFROV��ZLWK� SRVVLEO\
FRQIOLFWLQJ�XVH�RI�QDPHV��(DFK�SURWRFRO�VWDFN�WKHUHIRUH�FRQWDLQV�D�UHIHUHQFH�WR
WKH�JHQHUDWRU�DQG�UHVROYHU�WR�EH�XVHG�IRU�JHQHUDWLQJ�DQG�UHVROYLQJ�WKH�QDPHV
RI�LQWHUIDFHV�SDVVHG�DV�DUJXPHQWV�WR�LQYRFDWLRQV��RU�UHWXUQHG�DV�UHVXOWV�IURP
LQYRFDWLRQV�

7\SLFDOO\�� ELQGHUV� DUH� DUUDQJHG� LQWR� D� KLHUDUFK\�� LQ� RUGHU� WR� IDFWRU� RXW
FRPPRQ�IXQFWLRQDOLW\��VXFK�DV�WKH�FDFKLQJ�RI�SUHYLRXV�ELQGLQJV���DQG�WR�DOORZ
D�G\QDPLF�VHOHFWLRQ�RI�WKH�ELQGHU�WR�SHUIRUP�D�SDUWLFXODU�ELQGLQJ��$Q�H[DPSOH
ELQGHU� JUDSK� LV� LOOXVWUDWHG� LQ� )LJXUH� ��� 7KLV� LOOXVWUDWHV� WZR� ©EDVLF� ELQGHUVª�
*UHHQ�� DV� GHVFULEHG� DERYH�� DQG� 5HG�� ZKLFK� JHQHUDWHV� ELQGLQJV� XVLQJ� ,,23
RYHU�7&3��7KHUH�DUH� WKUHH�DGGLWLRQDO� ELQGHUV��7ZR� DUH� ©&DFKHª� ELQGHUV� WKDW
VWRUH� WDEOHV� RI� SUHYLRXVO\� UHVROYHG� ELQGLQJV�� 7KH� WKLUG� LV� D� ©&KRLFHª� ELQGHU
ZKLFK�G\QDPLFDOO\�FKRRVHV�ZKHWKHU�WR�XVH�*UHHQ�RU�5HG�EDVHG�RQ�WKH�W\SH�RI
WKH� LQWHUIDFH� EHLQJ� QDPHG�� RU� WKH� W\SH� RI� WKH� QDPH� EHLQJ� UHVROYHG�� )RU
H[DPSOH�� LPDJLQH� WKDW� WKH� FKRLFH� ELQGHU� KDV� EHHQ� LQLWLDOLVHG� WR� DOZD\V� XVH
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*UHHQ�ZKHQ�JHQHUDWLQJ�QDPHV�XQOHVV� H[SOLFLW�4R6�SDUDPHWHUV�DUH� VSHFLILHG
UHTXHVWLQJ�WKDW�5HG�VKRXOG�EH�XVHG��SHUKDSV�LQGLFDWLQJ�WKDW�WKH�LQWHUIDFH�ZLOO
EH�SDVVHG�WR�D�&25%$�FOLHQW���:KHQ�UHVROYLQJ�QDPHV��*UHHQ�RU�5HG�ZLOO�EH
XVHG�DV�LV�DSSURSULDWH�

(c) (d)

(a) (b)
Green Cache

Choice

Cache
One

Cache
Two

Generate and
Resolve
Names

Generate and
Resolve
Names

Red

Key: Stub

Local Object

Binder

Cache Cache

Figure 3 A Hierarchy of Binders

)LJXUH���D�G�� LOOXVWUDWHV�D�SRVVLEOH�H[HFXWLRQ�SDWK�� ,Q� �D��� WKH�SURFHVV�KDV� D
VLQJOH�UHIHUHQFH�WR�D�UHPRWH�REMHFW��UHVROYHG�XVLQJ�*UHHQ��,QYRFDWLRQV�PD\�EH
PDGH�RQ�WKLV�REMHFW��DQG�LQ�WKH�SURFHVV�RI�WKLV��VWXEV�WR�DGGLWLRQDO�ORFDO�REMHFWV
PD\� EH� JHQHUDWHG�� DQG� DGGLWLRQDO� ORFDO� REMHFWV� PD\� EH� QDPHG�� %\� GHIDXOW
&DFKH�2QH� DQG� WKH�*UHHQ� ELQGHU�ZLOO� EH� XVHG� IRU� WKLV� �E��� ,I� GXULQJ� RQH� RI
WKHVH�FDOOV��D�UHG��,25��QDPH�QHHGV�WR�EH�UHVROYHG��&KRLFH�ZLOO�VHOHFW�WKH�5HG
ELQGHU� WR� SHUIRUP� WKH� UHVROXWLRQ� �F��� :KHQ� XVLQJ� WKLV� QHZO\� UHVROYHG
LQWHUIDFH��DQ\�ORFDO�LQWHUIDFHV�UHIHUHQFHG�ZLOO�EH�QDPHG�XVLQJ�WKH�5HG�ELQGHU
�G��� 7KLV� LV� HVVHQWLDO�� DV� 5HG� XVHV� WKH� &25%$� ,25� QDPH� IRUPDW�� DQG� WKH
UHPRWH�&25%$�LQWHUIDFH�PD\�QRW�XQGHUVWDQG�)OH[L1HW�*UHHQ�QDPHV�

$Q� DOWHUQDWLYH� DUUDQJHPHQW� RI� ELQGHUV� FRXOG� OHDG� WR� DOO� LQWHUIDFHV� EHLQJ
QDPHG� E\� D� WXSOH� RI� D� *UHHQ� QDPH� DQG� DQ� 5HG� QDPH�� DOORZLQJ� DQRWKHU
SURFHVV� WR� FKRRVH� ZKLFK� SURWRFRO� WR� XVH�� ,W� LV� HYHQ� SRVVLEOH� WR� G\QDPLFDOO\
GHFLGH�RQ�WKH�SURWRFRO�WR�EH�XVHG�WR�QDPH�D�SDUWLFXODU�LQWHUIDFH��7R�LOOXVWUDWH
WKLV� IHDWXUH� D� ©QHJRWLDWLRQ� ELQGHUª� KDV� EHHQ� FRQVWUXFWHG� WKDW� JHQHUDWHV
SODFHKROGHU�QDPHV� IRU� UHPRWH� LQWHUIDFHV��:KHQ� WKHVH� DUH� ERXQG�� D� FRPSOH[
QHJRWLDWLRQ�SURFHVV�LV�HQWHUHG�LQWR��DW�WKH�HQG�RI�ZKLFK��D�ELQGHU�LV�FKRVHQ�WR
SHUIRUP�WKH�DFWXDO�ELQGLQJ��7KLV�DSSURDFK�LV�LQYDOXDEOH�LI�GLIIHUHQW�SURWRFROV
KDYH�WR�EH�XVHG�GHSHQGLQJ�XSRQ�WKH�ORFDWLRQ�RI�WKH�FOLHQW�DQG�WKH�VHUYHU��)RU
H[DPSOH�� WR� FKRRVH� D� VSHFLILF� VHFXULW\� SURWRFRO� EDVHG� RQ� WKH� OHJDOLWLHV� RI
VSHFLILF�HQFU\SWLRQ�WHFKQRORJ\�RU�NH\�OHQJWKV�LQ�WKH�FOLHQWªV�GRPDLQ�

7R� WDNH�WKLV�DSSURDFK� WR�DQ�H[WUHPH�� WKH�ELQGHU�JUDSK�FRXOG�EH�DXJPHQWHG
G\QDPLFDOO\�ZKHQHYHU�D�SUHYLRXVO\�XQNQRZQ�SURWRFRO�ZDV�HQFRXQWHUHG��7KLV
LV�SHUIHFWO\�IHDVLEOH�JLYHQ�-DYDªV�FODVV�ORDGLQJ�PHFKDQLVPV��7KH�UHDO�SUREOHP
LV�RQH�RI�FRQWUROOLQJ�WKH�QXPEHU�RI�GLIIHUHQW�ELQGHUV�WKDW�PLJKW�EH�UHTXLUHG�LI
VXFK�D�VFKHPH�ZHUH�WR�EH�DGRSWHG�
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 5 DISTRIBUTION TRANSPARENCIES

7KH� 50�2'3� IUDPHZRUN� LGHQWLILHV� QLQH� GLVWULEXWLRQ� WUDQVSDUHQFLHV�� 2I
WKHVH��RQO\� WZR��$FFHVV� DQG�/RFDWLRQ� UHODWH�GLUHFWO\� WR� UHPRWH� LQYRFDWLRQ�� ,Q
DGGLWLRQ�WR�WKHVH��)OH[L1HW�SURWRFROV�PD\�SURYLGH�YDU\LQJ�GHJUHHV�RI�)DLOXUH�
5HSOLFDWLRQ�DQG�6HFXULW\�WUDQVSDUHQF\�YLD�PHWD�REMHFWV�LQ�WKH�SURWRFRO�VWDFN�
7KH� UHPDLQLQJ� 50�2'3� WUDQVSDUHQFLHV�� QDPHO\�� 0LJUDWLRQ�� 5HORFDWLRQ�
3HUVLVWHQFH� DQG� 7UDQVDFWLRQ�� FDQQRW� EH� WDFNOHG� LQ� WKLV� ZD\�� ,QVWHDG�� WKH\
UHTXLUH�VRPH�QRWLRQ�RI�HQFDSVXODWLRQ��ZKHUHE\�DOO�LQWHUDFWLRQV�ZLWK�DQ�REMHFW�
RU�JURXS�RI�REMHFWV�FDQ�EH�PRQLWRUHG�DQG�FRQWUROOHG��7R�DFKLHYH�WKLV�)OH[L1HW
LPSOHPHQWV�WKH�50�2'3�QRWLRQ�RI�D�FOXVWHU��$�FOXVWHU� LV� WKH�SULPLWLYH�50�
2'3�HQJLQHHULQJ�XQLW�RI�HQFDSVXODWLRQ�

STUB

FlexiNet Communications Framework

Interface

Cluster

Object

Cluster
Location
Lookup

Cluster
Locking

Additional
Reflective Layers

Cluster

Figure 4 Encapsulation Using FlexiNet

&OXVWHUV�DUH�LOOXVWUDWHG�LQ�)LJXUH����$OO�H[WHUQDOO\�UHIHUHQFHG�LQWHUIDFHV�LQ�D
FOXVWHU�DUH�DFFHVVHG�YLD�D�)OH[L1HW�SURWRFRO� VWDFN��:H�DUUDQJH� WKDW�ZKHQ�D
WKUHDG� LQ�RQH�FOXVWHU� LQYRNHV�D�PHWKRG� LQ�DQRWKHU�FOXVWHU��ZH�GH�FRXSOH� WKH
WKUHDGV�VR� WKDW� WKH�FDOOHH�DQG�FDOOHU� FDQQRW�DGYHUVHO\�DIIHFW�RQH�DQRWKHU�E\
EORFNLQJ�RU�WKUHDG�WHUPLQDWLRQ��$GGLWLRQDOO\�HDFK�FOXVWHU�LV�HIIHFWLYHO\�JLYHQ�D
VHSDUDWH�-DYD�VHFXULW\�PDQDJHU��DQG�FODVV�ORDGHU��7KXV�HDFK�FOXVWHU�EHFRPHV
D�©YLUWXDO�SURFHVVª�WKDW�LV�GH�FRXSOHG�IURP�DOO�RWKHU�FOXVWHUV�LQ�WHUPV�RI�QDPH
VSDFHV�SULYLOHJHV�� FRGH�EDVH�DQG�PDQDJHPHQW��&OXVWHUV� FDQQRW� H[DPLQH� WKH
LQWHUQDOV�RI�HDFK�RWKHU��QRU�PD\�DUELWUDU\�PHWKRGV�RQ�REMHFWV� LQ�RQH�FOXVWHU
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EH� FDOOHG� IURP� DQRWKHU� ZLWKRXW� PHGLDWLRQ� E\� WKH� UHIOHFWLYH� OD\HUV� LQ� WKH
SURWRFRO� VWDFN�� 7KHVH� FR�RSHUDWH� ZLWK� D� GLVWLQJXLVKHG� FOXVWHU� PDQDJHPHQW
LQWHUIDFH�DVVRFLDWHG�ZLWK�WKH�FOXVWHU�WR�SURYLGH�ZKDWHYHU�NLQG�RI�GLVWULEXWLRQ
WUDQVSDUHQF\� LV� DSSURSULDWH�� ,Q� WKH� FDVH� RI� D� PRELOH� REMHFW� WKH� FOXVWHU
PDQDJHU�DUUDQJHV�IRU�WKH�DWRPLF�WUDQVIHU�RI�WKH�FOXVWHU�IURP�RQH�ORFDWLRQ�WR
DQRWKHU��DQG� WKH�SURWRFRO�VWDFNV� LQFOXGH�VRPH�NLQG�RI� UHORFDWLRQ� IXQFWLRQ� WR
WUDFN�REMHFWV�DV�WKH\�PRYH�

&OXVWHUV�DUH�D�FRQWDLQHU�DEVWUDFWLRQ��%\�SODFLQJ�REMHFWV�ZLWKLQ�D�FOXVWHU��WKH\
PD\�EH�JLYHQ�DGGLWLRQDO�©QRQ�IXQFWLRQDOª�EHKDYLRXU��&OXVWHU�LPSOHPHQWDWLRQV
KDYH� EHHQ� EXLOW� WKDW� SURYLGH� PLJUDWLRQ�� UHORFDWLRQ� DQG� SHUVLVWHQFH
WUDQVSDUHQFLHV�

&RQWDLQHU� DEVWUDFWLRQV� DUH� RIWHQ� DVVRFLDWHG� ZLWK� FRPSRQHQW�RULHQWHG
V\VWHPV��7KH� FRUH� -DYD� FRPSRQHQW� DEVWUDFWLRQ� LV� -DYD�%HDQV�� ,Q� SDUWLFXODU
WKH� (QWHUSULVH� -DYD� %HDQV� VSHFLILFDWLRQ� �(-%V�� JLYHV� D� WHPSODWH� IRU
FRPSRQHQWV�GHVLJQHG�WR�UXQ�LQ�D�WUDQVDFWLRQDO�FRQWDLQHU�

7KH�)OH[L1HW� FOXVWHU� DEVWUDFWLRQ� SURYLGHV� D� KLJKHU� GHJUHH� RI� LVRODWLRQ� WKDQ
�VWDQGDUG��(-%� FRQWDLQHUV�� DQG� UHOD[HV� VRPH� RI� WKH� FRQVWUDLQWV�SODFHG�RQ� D
FRPSRQHQW� SURJUDPPHU�� ,Q� SDUWLFXODU� D� EHDQ� ZLOO� ©HVFDSHª� IURP� DQ� (-%
FRQWDLQHU�XQOHVV�WKH�IROORZLQJ�UXOHV�DUH�IROORZHG�

• (-%� PHWKRGV� PXVW� QRW� SHUIRUP� WKUHDG� RSHUDWLRQV�� 7KH� FXUUHQW
FRQWDLQHU�FRQWH[W�LV�DVVRFLDWHG�ZLWK�WKH�WKUHDG�LG��$Q\�RSHUDWLRQV�WKDW
FKDQJH�WKLV�ZLOO�OHDG�WR�HUURQHRXV�EHKDYLRXU�

• (-%�PHWKRGV�PXVW�QRW�SDVV�UHIHUHQFHV�WR� �SDUWV�RI�� WKHPVHOYHV��(-%V
KDYH�D��VLQJOH��SXEOLF�LQWHUIDFH�ZKLFK�LV�PXVW�EH�DFFHVVHG�YLD�D�SUR[\�
,I�DQ�(-%�ZHUH�WR�SDVV�D�UHIHUHQFH�WR��DQ�REMHFW�ZLWKLQ��LWVHOI��WKHQ�WKLV
SUR[\�ZRXOG�EH�E\SDVVHG�

• (-%HDQV� VKDUH� UHIHUHQFHV� WR� REMHFWV� SDVVHG� EHWZHHQ� HDFK� RWKHU� RQ� D
ORFDO�PDFKLQH��7KLV� IHDWXUH�PXVW�EH�XVHG�ZLWK� JUHDW� FDUH�� ,I� DQ�(-%
FRQWDLQHU�GHFLGHV�WR� ©UROOEDFNª�RU�UHFUHDWH�D�EHDQ�GXH� WR� WUDQVDFWLRQDO
FRQIOLFW��WKHQ�WKH�VKDUHG�REMHFW� LV�OLNHO\�WR�EH�UHSODFHG�E\�D�FRS\��7KH
H[DFW�EHKDYLRXU�ZLOO�GHSHQG�RQ�WKH�DFWLRQV�RI�WKH�FRQWDLQHU�

)RU� )OH[L1HW� FOXVWHUV�� WKHVH� LVVXHV� DUH� WDNHQ� FDUH� RII� E\� WKH� FOXVWHU
PHFKDQLVP�

7KH�)OH[L1HW�WUDQVDFWLRQDO� IUDPHZRUN� LV�GHVLJQHG�WR�XVH�WKH�(-%�FRQWDLQHU
PRGHO�� UDWKHU� WKDQ� WKH� FOXVWHU� PRGHO�� 7KH�PRWLYDWLRQ� IRU� WKLV� LV� SULPDULO\
LQGXVWU\� FRQIRUPDQFH�� (-%V� IDFLOLWDWH� WKH� UHXVH� RI� VWDQGDUG� WKLUG� SDUW\
FRPSRQHQWV�� LI� RXU� WUDQVDFWLRQDO� IUDPHZRUN� ZHUH� EXLOW� RQ� D� SURSULHWDU\
DEVWUDFWLRQ�� WKHQ� WKLV� DGYDQWDJH� ZRXOG� EH� ORVW�� 1RZ� WKDW� WKH� (-%
VSHFLILFDWLRQ�LV�PRUH�PDWXUH��LW�ZRXOG�EH�DQ�LQWHUHVWLQJ�H[HUFLVH�WR�FRQVWUXFW
DQ�(-%�FRPSOLDQW�FOXVWHU��+RZHYHU��LI�D�EHDQ�ZHUH�WR�WDNH�DGYDQWDJH�RI�WKH
OHVV� UHVWULFWHG� HQYLURQPHQW� WKDW� WKLV� ZRXOG� DIIRUG�� LW� ZRXOG� FHDVH� WR� EH
SRUWDEOH�WR�RWKHU�(-%�LPSOHPHQWDWLRQV�
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 5.1 Transactions

7KH� WUHQG� LQ� ,QWHUQHW� DSSOLFDWLRQV� LV� WR� PRYH� IURP� EURZVLQJ� WR� UHDO�WLPH
WUDQVDFWLRQV� ZLWK� EXVLQHVV� FULWLFDO� LQIRUPDWLRQ�� ([DPSOHV� LQFOXGH� RQOLQH
EDQNLQJ��RUGHU�HQWU\��DQG�FXVWRPHU�VHUYLFH��7UDQVDFWLRQV�KDYH�EHHQ�XVHG� LQ
RQOLQH�SURFHVVLQJ�RQ�PDLQIUDPH�V\VWHPV�IRU�PDQ\�\HDUV��+RZHYHU��WKHUH�DUH
VRPH� GLVWLQJXLVKLQJ� FKDUDFWHULVWLFV� RI� � ,QWHUQHW� DSSOLFDWLRQV�� ZKLFK� FKDQJH
WKH�ZD\�LQ�ZKLFK�WUDQVDFWLRQDO�DSSOLFDWLRQV�DUH�FRQVWUXFWHG�DQG�GHSOR\HG�

7KLQ�FOLHQWV�� ,Q� WUDGLWLRQDO� FOLHQW�VHUYHU� FRPSXWLQJ�� DQ� DSSOLFDWLRQ�VSHFLILF
FOLHQW�QHHGV�WR�EH�SUH�LQVWDOOHG�RQ�WKH�XVHU�PDFKLQH�WR�UXQ�DQ�DSSOLFDWLRQ��,Q
:HE�EDVHG� ,QWHUQHW� DSSOLFDWLRQV�� WKH� UXQWLPH� FRPSRQHQWV� DUH� GRZQORDGHG
IURP� WKH� :HE� VLWH�� 6XFK� D� WKLQ� FOLHQW� PRGHO� GHOLYHUV� WZR� NH\� EHQHILWV�
XQLYHUVDO�DFFHVV��DQG�UHGXFHG�LQVWDOODWLRQ�DQG�PDQDJHPHQW�FRVWV�

6FDOH��8QOLNH�WUDGLWLRQDO�DSSOLFDWLRQV��,QWHUQHW�XVHU�FRPPXQLWLHV�FDQ�H[WHQG
ZHOO� EH\RQG� GHSDUWPHQW� RU� FRPSDQ\�� :LWK� WKHVH� QHZ� �VHOI�VHUYLFH�
DSSOLFDWLRQV�� DFFHVV� WR� D� VHUYHU� EHFRPHV� RSHQ� WR� WKRXVDQGV� RI� XVHUV� DOO
H[HFXWLQJ�WUDQVDFWLRQV�VLPXOWDQHRXVO\��7KLV�UHTXLUHV�KLJKO\�VFDOHDEOH�VHUYHU
DUFKLWHFWXUHV�WR�VXSSRUW�WUDQVDFWLRQDO�DSSOLFDWLRQV�

5DSLG� GHYHORSPHQW�� 0DQ\� FRUSRUDWLRQV� KDYH� VWDUWHG� XVLQJ� ,QWHUQHW� IRU
SXEOLVKLQJ�DQG�FROOHFWLQJ�LQIRUPDWLRQ��DQG�LQWHQG�WR�GRLQJ�EXVLQHVV�RYHU�WKH
,QWHUQHW���7KHUHIRUH��WKH�WHFKQRORJ\�IRU�EXLOGLQJ�,QWHUQHW�DSSOLFDWLRQ�V\VWHPV
PXVW�EH�YHU\�HDV\�WR�XVH��GHYHORS�DQG�GHSOR\�

$OO� WKHVH� FKDUDFWHULVWLFV� RI� ,QWHUQHW� DSSOLFDWLRQV� UHTXLUHV� V\VWHP
DUFKLWHFWXUHV�WKDW�DUH�VFDOHDEOH�� � IOH[LEOH�DQG�DGDSWDEOH��ZKLOVW� VWLOO� HDV\� WR
XVH�� WR� GHYHORS� DQG� WR� GHSOR\�� §7KUHH�WLHU¨� RU� §PXOWL�WLHU¨� DUFKLWHFWXUHV� DUH
QRZ� HPHUJLQJ� WR� DGGUHVV� WKH� QHHGV� RI� ,QWHUQHW� DSSOLFDWLRQV� LQ� WHUPV� RI
VFDODELOLW\� DQG� G\QDPLF� DFFHVV�� ,Q� D� WKUHH�WLHU� DUFKLWHFWXUH�� PRVW� RI� DQ
DSSOLFDWLRQªV� ORJLF� LV� PRYHG� IURP� WKH� FOLHQW� WR� RQH� RU� PRUH� VHUYHUV� LQ� WKH
PLGGOH� WLHU�� 7KLV� SURYLGHV� D� QXPEHU� RI� EHQHILWV�� 6HUYHU� FRPSRQHQWV� FDQ� EH
UHSOLFDWHG�DQG�GLVWULEXWHG�DFURVV�PDQ\�VHUYHUV�� WR�ERRVW�V\VWHP�DYDLODELOLW\�
6HUYHU�FRPSRQHQWV�FDQ�EH�HDVLO\�PRGLILHG�WR�DGDSW�WR�FKDQJLQJ�EXVLQHVV�UXOHV
DQG� HFRQRPLF� FRQGLWLRQV�� WKXV� SURYLGLQJ� IOH[LELOLW\�� 6HUYHU� FRPSRQHQWV� DUH
DOVR� ORFDWLRQ� LQGHSHQGHQW�� LI� WKH\� DUH� EXLOW� XVLQJ� GLVWULEXWHG� REMHFWV� �H�J�
&25%$���WKHUHIRUH�V\VWHP�DGPLQLVWUDWRUV�FDQ�HDVLO\�UHFRQILJXUH�V\VWHP�ORDG�

,Q�WKLV�QHZ�PRGHO��XVHUV�ILQG�DQG�ODXQFK�DSSOLFDWLRQV�RQ�+70/�SDJHV�DW�:HE
VHUYHUV�� ,QVWHDG� RI� VLPSO\� ORDGLQJ� D� VWDWLF� SDJH�� D� G\QDPLF� �DSSOHW�� LV
GRZQORDGHG� WR� WKH� LQGLYLGXDOªV� EURZVHU�� 7KH� DSSOHW� EULQJ� ZLWK� LW� SURWRFROV
WKDW�DOORZ�WKH�DSSOHW�WR�FRPPXQLFDWH�GLUHFWO\�WR�DSSOLFDWLRQ�VHUYHUV�UXQQLQJ
LQ� WKH�PLGGOH� WLHU�� 7KHVH� VHUYHUV� DFFHVV� GDWD� IURP� RQH� RU� PRUH� GDWDEDVHV�
DSSO\�EXVLQHVV�UXOHV��DQG�UHWXUQ�UHVXOWV�WR�WKH�FOLHQW�DSSOHW�IRU�GLVSOD\���7KLV
PDNHV� WKH� PLGGOH� WLHU� WKH� VLQJOH� PRVW� FULWLFDO� FRPSRQHQW� RI� WKH� HPHUJLQJ
,QWHUQHW�DSSOLFDWLRQ�DUFKLWHFWXUH�IURP�D�GHYHORSHUªV�SRLQW�RI�YLHZ�

7KHUH� DUH� WKUHH� SRSXODU� DUFKLWHFWXUHV� IRU� EXLOGLQJ�PLGGOH� WLHU� FRPSRQHQWV�
&25%$�VW\OH� 2EMHFW� 5HTXHVW� %URNHUV� �25%V��� 7UDQVDFWLRQ� 3URFHVVLQJ
0RQLWRUV��:HE�$SSOLFDWLRQ�6HUYHUV��$OWKRXJK�HDFK�KDV�LWV�VWUHQJWKV��QRQH�RI
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WKHP�LV�LGHDOO\�VXLWHG�IRU�WKH��PLGGOH�WLHU�UHTXLUHPHQW�RI�,QWHUQHW�WUDQVDFWLRQ
SURFHVVLQJ�

&25%$�25%V� >20*��D@� KDYH� H[FHOOHQW�PXOWL�WLHU� FDSDELOLWLHV� ZLWK� VWURQJ
GLVWULEXWHG� REMHFW� LQYRFDWLRQ� DQG� UHODWHG� LQIUDVWUXFWXUH� VHUYLFHV� VXFK� DV
WUDQVDFWLRQV� DQG� VHFXULW\�� 8QIRUWXQDWHO\�� WKH� FRPSOH[LW\� RI� WKH� RYHUDOO
VROXWLRQ�DQG�D�ODFN�RI�VWURQJ�WRRO�VXSSRUW�OLPLWV�WKHLU�DSSHDO�WR�VRSKLVWLFDWHG
GHYHORSHUV�� $GGLWLRQDOO\�� PRVW� 25%V� DOVR� KDYH� SULPLWLYH� VHUYHU�VLGH
H[HFXWLRQ�HQJLQHV��OLPLWLQJ�SHUIRUPDQFH�DQG�VFDOHDELOLW\�

73�PRQLWRUV��RQ� WKH�RWKHU�KDQG��KDYH� UREXVW�DQG�PDWXUH� H[HFXWLRQ�HQJLQHV
WKDW� GHOLYHU� H[FHOOHQW� SHUIRUPDQFH� DQG� VFDOHDELOLW\�� +RZHYHU�� OLNH� 25%V�
WKHLU� RYHUDOO� FRPSOH[LW\� DQG� SURSULHWDU\� $3,V� RIWHQ�PDNH� WKHP� GLIILFXOW� WR
XVH�DQG�H[SHQVLYH�WR�LQVWDOO��DGPLQLVWHU��DQG�PDLQWDLQ�

:HE�$SSOLFDWLRQ�6HUYHU�WHFKQRORJ\�HPHUJHG�LQ�DQ�DWWHPSW�WR�WUDQVIRUP�:HE
VHUYHUV� WR� DSSOLFDWLRQ� VHUYHUV�� :HE� $SSOLFDWLRQ� 6HUYHUV� DUH� JHQHUDOO\
FXVWRPHU�JHQHUDWHG� IURP�RQH�RI�VHYHUDO�:HE�RU�VLWH�GHYHORSPHQW�WRROV��7KLV
VWURQJ� WRROV� IRFXV� OHDGV� WR� KLJK� GHYHORSHU� SURGXFWLYLW\�� 2Q� WKH� IOLS� VLGH�
VFDOHDELOLW\� LV� VHYHUHO\� OLPLWHG� E\� WKH� DSSOLFDWLRQ� VHUYHUªV� GLUHFW� WLH� WR�:HE
VHUYHUV� DQG� WKH� ODFN� RI� QRQ�+773� SURWRFROV� IRU� DSSOLFDWLRQ�WR�DSSOLFDWLRQ
FRPPXQLFDWLRQ�

7R�DGGUHVV�WKH�QHHG� IRU�D�VFDOHDEOH�DQG�HDV\�WR�XVH�PLGGOH� WLHU��FRPSRQHQW�
EDVHG� WUDQVDFWLRQ� VHUYHUV� DUH� HPHUJLQJ�� VXFK� DV� 6\EDVHªV� -DJXDU� &76
>6<%$6(@�� DQG�0LFURVRIW�7UDQVDFWLRQ�6HUYHU� >0,&5262)7@��7KH\� FRPELQH
WKH� EHVW� IHDWXUHV� RI� 25%V� DQG� 73�PRQLWRUV� ZLWK� FRPSRQHQW�EDVHG� GHYHORS
WRROV��7KLV�HQDEOHV�TXLFN�FUHDWLRQ�RI�VFDOHDEOH�DSSOLFDWLRQV��&RPSRQHQW�EDVHG
WUDQVDFWLRQ� VHUYHUV� RIIHU� EXLOW�LQ� WUDQVDFWLRQ�PDQDJHPHQW� FDSDELOLWLHV�� DQG
VXSSRUW� GLVWULEXWHG� REMHFW� LQYRFDWLRQ� IRU� PXOWL�WLHU� DSSOLFDWLRQ
FRPPXQLFDWLRQ��7KH\�DOVR�VXSSRUW�UDSLG�PLGGOH�WLHU�GHYHORSPHQW�DQG�SURYLGH
DQ�H[HFXWLRQ�HQYLURQPHQW�IRU�VHUYHU�FRPSRQHQWV�

2XU� WUDQVDFWLRQ� DUFKLWHFWXUH� DOVR� DLPV� WR� PHHW� WKH� QHHGV� RI� ,QWHUQHW
WUDQVDFWLRQ�DSSOLFDWLRQV��/LNH�-DJXDU�&76�DQG�076�� LW� LV�FRPSRQHQW�EDVHG�
WKXV� HQDEOHV� XVHUV� WR� GHYHORS� SRUWDEOH�� FXVWRPLVDEOH� FRPSRQHQWV�� DQG
DVVHPEOH� WKHP� LQWR� DSSOLFDWLRQV�� ,W� HQDEOHV� UDSLG� DSSOLFDWLRQ� GHYHORSPHQW
DQG� GHSOR\PHQW� XVLQJ� VWDQGDUG� FRPSRQHQWV� DQG� RII�WKH�VKHOI� WRROV�� 7KH
DUFKLWHFWXUH� VXSSRUWV� LPSOLFLW� WUDQVDFWLRQV�� UHPRYLQJ� IURP� GHYHORSHUV� DQ\
FRQFHUQ�IRU�WUDQVDFWLRQ�PDQDJHPHQW�GHWDLOV��$Q\�FRPSRQHQW�LQVWDOOHG�LQ�WKH
VHUYHU�LV�D�FDQGLGDWH�IRU�SDUWLFLSDWLRQ�LQ�D�WUDQVDFWLRQ��0RUH�LPSRUWDQWO\��QR
FRPSRQHQW� LQ� D� WUDQVDFWLRQ� QHHG� FRQFHUQ� LWVHOI�ZLWK� WKH� EHKDYLRXU� RI� RWKHU
FRPSRQHQWV�LQ�UHJDUGV�WR�WKHLU�HIIHFW�RQ�WKH�WUDQVDFWLRQ�

8QOLNH� -DJXDU� &76� RU�076�� RXU� WUDQVDFWLRQ� DUFKLWHFWXUH� LV� DOVR� UHIOHFWLYH�
SURYLGLQJ�WZR�DGGLWLRQDO�IHDWXUHV�WKDW�DUH�LPSRUWDQW�IRU�VXSSRUWLQJ�,QWHUQHW
WUDQVDFWLRQ� SURFHVVLQJ�� )LUVW�� LW� DOORZV� WKH� WUDQVDFWLRQ� LQIUDVWUXFWXUH� WR� EH
HDVLO\�DGDSWHG�WR�QHZ�DSSOLFDWLRQ�UHTXLUHPHQWV�DQG�FKDQJLQJ�HQYLURQPHQWV�
)RU� H[DPSOH�� LW� DOORZV� DSSOLFDWLRQ� XVHUV� WR� FKRRVH� D� SDUWLFXODU� FRQFXUUHQF\
FRQWURO� SURWRFRO� IRU� WKHLU� DSSOLFDWLRQ�� 6HFRQGO\�� LW� DOORZV� SURJUDPPHUV� WR
SURYLGH� DSSOLFDWLRQ�VSHFLILF� LQIRUPDWLRQ� GHFODUDWLYHO\� DQG� VHSDUDWHO\� IURP
DSSOLFDWLRQ�FRGH��7KLV�LQIRUPDWLRQ�FDQ�EH�XVHG�HLWKHU�DW�GHSOR\PHQW�WLPH�IRU
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FRQILJXULQJ� WKH� WUDQVDFWLRQ� LQIUDVWUXFWXUH� WR� EHVW� VXLW� WKH� DSSOLFDWLRQ
FRPSRQHQW��RU�DW�H[HFXWLRQ�WLPH�IRU�LPSURYLQJ�V\VWHP�SHUIRUPDQFH�

2XU� ZRUN� VWDUWHG� EHIRUH� DQ\� SXEOLFDWLRQ� RI� (QWHUSULVH� -DYD%HDQV� �(-%�
>681F@�� +RZHYHU�� LW� WXUQHG� RXW� WKDW� WKH\� KDYH� VLPLODU� JRDOV�� WR� SURYLGH
LPSOLFLW� WUDQVDFWLRQV� WKXV� UHPRYLQJ� IURP� WKH� GHYHORSHUV� DQ\� FRQFHUQ� IRU
WUDQVDFWLRQ� PDQDJHPHQW� GHWDLOV�� :H� DGMXVWHG� VRPH� RI� RXU� GHVLJQ� DQG
LPSOHPHQWDWLRQ�ZKHQ�WKH�GUDIW�RI�(-%ªV�VSHFLILFDWLRQ�ZDV�SXEOLVKHG�WR�HQVXUH
WKDW� RXU� WUDQVDFWLRQ� DUFKLWHFWXUH� IXOILOV� (-%ªV� VSHFLILFDWLRQ�� � 7KH� ILQDO
LPSOHPHQWDWLRQ� RI� WKH� DUFKLWHFWXUH� FDQ� EH� XVHG� DV� DQ� (-%� FRQWDLQHU� WR
H[HFXWH�(QWHUSULVH�-DYD%HDQV�

7KH� UHVXOWV� RI� RXU� ZRUN� LQFOXGH� D� UXQWLPH� H[HFXWLRQ� HQYLURQPHQW�� DQG� D
GHYHORSPHQW� WRRONLW�� 7KH� H[HFXWLRQ� HQYLURQPHQW� FRQVLVWV� RI� DQ� XQGHUO\LQJ
WUDQVDFWLRQ�V\VWHP�DQG�DQ�(-%�FRQWDLQHU��7KH�GHYHORSPHQW�WRRONLW�SURYLGHV�D
YLVXDO�WRRO��EnterpriseBeanBox��IRU�XVHUV�WR�FXVWRPLVH�ERWK�WKH�EHDQV�DQG
UXQWLPH� FRQWDLQHU�� 7KH� FRQWDLQHU� LQVXODWHV� WKH� HQWHUSULVH� %HDQ� IURP� WKH
VSHFLILFV� RI� DQ� XQGHUO\LQJ� V\VWHP� E\� SURYLGLQJ� D� VLPSOH�� VWDQGDUG� $3,
EHWZHHQ�WKH�EHDQ�DQG�FRQWDLQHU��7KH�EnterpriseBeanBox�LV�DQ�H[WHQVLRQ�RI
WKH� %HDQ%R[� IURP� WKH� %'.� >681G@�� ,W� PDLQWDLQV� DOO� WKH� RULJLQDO
IXQFWLRQDOLW\��EXW�JDLQV�VRPH�QHZ�IHDWXUHV�WR�PHHW�RXU�VSHFLDO�UHTXLUHPHQWV�

 5.2 Component-Based Software

,Q� UHFHQW� \HDUV�� FRQVWUXFWLQJ� DSSOLFDWLRQV� WKURXJK� WKH� DVVHPEO\
RI�UH�XVDEOH�VRIWZDUH�FRPSRQHQWV�KDV�HPHUJHG�DV�D�KLJKO\�SURGXFWLYH�ZD\�WR
GHYHORS�FXVWRP�DSSOLFDWLRQV�

7KH� WHUP� FRPSRQHQW�EDVHG� VRIWZDUH� LV� XVHG� WR� GHVFULEH� D� VRIWZDUH� PRGHO�
ZKLFK�VSHFLILHV�KRZ�WR�GHYHORS�UHXVDEOH�VRIWZDUH�FRPSRQHQWV�DQG�KRZ�WKHVH
FRPSRQHQW� REMHFWV� FDQ� FRPPXQLFDWH� ZLWK� HDFK� RWKHU�� $� FRPSRQHQW� LV� DQ
HQFDSVXODWHG�SLHFH�RI�FRGH�WKDW�FDQ�EH�FRPELQHG�ZLWK�RWKHU�FRPSRQHQWV�DQG
ZLWK� KDQG� ZULWWHQ� FRGH� WR� UDSLGO\� SURGXFH� D� FXVWRP� DSSOLFDWLRQ�� � $
FRPSRQHQW� LV� GHVLJQHG� WR� EH� XVHG� ZLWKLQ� DQRWKHU� DSSOLFDWLRQ�� FDOOHG� D
FRQWDLQHU�� DQG� GHVLJQHG� WR� EH� UHXVHG� DQG� FXVWRPLVHG� ZLWKRXW� DFFHVV� WR� LWV
VRXUFH�FRGH��$�FRQWDLQHU�SURYLGHV�DQ�DSSOLFDWLRQ�FRQWH[W�IRU�FRPSRQHQWV�DQG
SURYLGHV�PDQDJHPHQW�DQG�FRQWURO�VHUYLFHV�WR�WKH�FRPSRQHQW�LW�VWRUHV�

,Q� RUGHU� WR� TXDOLI\� DV� D� FRPSRQHQW�� WKH� DSSOLFDWLRQ� FRGH� PXVW� SURYLGH� D
VWDQGDUG� LQWHUIDFH� WKDW� HQDEOHV� RWKHU� SDUWV� RI� WKH� DSSOLFDWLRQ� WR� LQYRNH� LWV
IXQFWLRQV�DQG�WR�DFFHVV�DQG�PDQLSXODWH�WKH�GDWD�ZLWKLQ�WKH�FRPSRQHQW��7KLV
LV�RIWHQ�WHUPHG�§LQWURVSHFWLRQ¨�DQG�HQDEOH�WKH�DSSOLFDWLRQ�GHYHORSHU�WR�PDNH
IXOO� XVH� RI� WKH� FRPSRQHQW� ZLWKRXW� UHTXLULQJ� DFFHVV� WR� LWV� VRXUFH� FRGH�
&RPSRQHQWV� FDQ� EH� FXVWRPLVHG� WR� VXLW� WKH� VSHFLILF� UHTXLUHPHQWV� RI� DQ
DSSOLFDWLRQ� WKURXJK� D� VHW� RI� H[WHUQDO� SURSHUW\� YDOXHV�� 7KLV� LV� RIWHQ� FDOOHG
§UHIOHFWLRQ¨�

6HUYHU� FRPSRQHQWV� DUH� DSSOLFDWLRQ� FRPSRQHQWV� WKDW� UXQ� RQ� D� VHUYHU�� ,Q� D
WKUHH�WLHU� DUFKLWHFWXUH�� PRVW� RI� DQ� DSSOLFDWLRQªV� ORJLF� LV� SDUWLWLRQHG� LQWR
VHSDUDWH� VHUYHU� FRPSRQHQWV� WR� EH� GHSOR\HG� RQ� D� VHUYHU� V\VWHP�� $� VHUYHU
FRPSRQHQW� FRQWDLQHU� SURYLGHV� D� UXQWLPH� HQYLURQPHQW� WR� VXSSRUW� WKH
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H[HFXWLRQ�RI�VHUYHU�FRPSRQHQWV�� ,Q�RXU�FDVH�ZH�FRPELQH� WKH�UREXVW� UXQWLPH
IHDWXUHV� RI� D� WUDGLWLRQDO� WUDQVDFWLRQ� SURFHVVLQJ�PRQLWRU� ZLWK� WKH� IOH[LELOLW\
DQG� UHXVDELOLW\� IHDWXUHV� RI� GLVWULEXWHG� FRPSRQHQWV�� 7KH� FRQWDLQHU� SURYLGHV
WKH�FRPSOH[�PDQDJHPHQW�VHUYLFHV�WKDW�DUH� UHTXLUHG� WR� VXSSRUW�KLJK�YROXPH
EXVLQHVV� WUDQVDFWLRQV�� LQFOXGLQJ� PXOWLWKUHDGLQJ�� UHVRXUFH�SRROLQJ�� DQG
WUDQVDFWLRQ�FR�RUGLQDWLRQ��7KH�LQWURVSHFWLRQ�DQG�UHIOHFWLRQ�IDFLOLWLHV�DOORZ�WKH
FRQWDLQHU�WR�WDNH�GHVLJQ�WLPH�DQG�UXQWLPH�SROLF\�RQ�KRZ�WR�FRXSOH�LWV�VHUYHUV
WR�DSSOLFDWLRQ�FRPSRQHQWV�

 5.3 Reflection and the Metaobject Protocol

5HIOHFWLRQ� >0$(6��@� LV� WKH� FDSDELOLW\� RI� D� FRPSXWDWLRQDO� V\VWHP� WR� UHDVRQ
DERXW� DQG� DFW� XSRQ� LWVHOI�� 8QOLNH� FRQYHQWLRQDO� V\VWHP�� D� UHIOHFWLYH� V\VWHP
DOORZV�XVHUV�WR�SHUIRUP�FRPSXWDWLRQ�RQ�WKH�V\VWHP�LWVHOI�LQ�WKH�VDPH�PDQQHU
DV� LQ� WKH� DSSOLFDWLRQ�� WKXV� SURYLGLQJ� XVHUV� ZLWK� WKH� DELOLW\� WR� DGMXVW� WKH
EHKDYLRXU�RI�WKH�V\VWHP�WR�VXLW�WKHLU�SDUWLFXODU�QHHGV�

,Q�DQ�REMHFW�RULHQWHG�SURJUDPPLQJ�HQYLURQPHQW��UHIOHFWLRQ�FDQ�EH�UHDOLVHG�LQ
WKH� IRUP� RI� PHWDREMHFWV� WKDW� UHSUHVHQW� VRPH� LQWHUQDO� LQIRUPDWLRQ� DQG
LPSOHPHQWDWLRQ�RI�WKH�V\VWHP��7KH�LQWHUIDFHV�RI�WKHVH�PHWDREMHFWV�DUH�FDOOHG
PHWDREMHFW� SURWRFROV� �023V�� >.,&=$/(6��@�� EHFDXVH� WKH\� DOORZ� DSSOLFDWLRQ
REMHFWV� WR� FRPPXQLFDWH�ZLWK�PHWDREMHFWV��7KURXJK�023V��XVHUV� FDQ�PRGLI\
WKH�V\VWHPV
�EHKDYLRXU�DQG�LPSOHPHQWDWLRQ�LQFUHPHQWDOO\�

8VLQJ�PHWDREMHFW� SURWRFROV�� WKH� DFWXDO� EHKDYLRXU� RI� DQ� DSSOLFDWLRQ� REMHFW� LV
GHWHUPLQHG�QRW�RQO\�E\�LWVHOI��EXW�DOVR�E\�WKH�PHWDREMHFW�ZKLFK�LW�LV�DVVRFLDWHG
ZLWK�� 7KH� DVVRFLDWLRQ� FDQ� EH� WKRXJKW� RI� LQ� WHUPV� RI� D� ELQGLQJ� EHWZHHQ� WKH
DSSOLFDWLRQ� REMHFW� DQG� WKH�PHWDREMHFW�� $Q� DSSOLFDWLRQ� REMHFW� FDQ� REWDLQ� WKH
FDSDELOLW\�RI�D�PHWDREMHFW�E\�ELQGLQJ�WR�LW��,Q�WKLV�ZD\��WKH�IXQFWLRQDOLW\�RI�DQ
DSSOLFDWLRQ� LV� GHWHUPLQHG� E\� LWV� DSSOLFDWLRQ� REMHFWV�� ZKLOVW� WKH� TXDOLW\� RI
DSSOLFDWLRQ�GHOLYHU\�LV�GHWHUPLQHG�E\�WKH�DVVRFLDWHG�PHWDREMHFWV��7KH�TXDOLW\
RI� DSSOLFDWLRQ� GHOLYHU\� FDQ� EH� FKDQJHG� WKURXJK� DOWHUQDWLYH� PHWDREMHFWV
ZLWKRXW� PDNLQJ� FKDQJHV� WR� DSSOLFDWLRQ� REMHFWV�� 7KLV� PDNHV� LW� SRVVLEOH� WR
SURYLGH� V\VWHP� FDSDELOLWLHV� WR� DQ� DSSOLFDWLRQ� SURJUDP� WUDQVSDUHQWO\� DQG
IOH[LEO\�

optimistic
concurrency control

metaobject

hybrid
concurrency control

metaobject

pessmistic
concurrency control

metaobject

binding switch

application
object

Figure 5 The Metaobject Protocol Approach
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)RU� H[DPSOH� DV� LOOXVWUDWHG� LQ� )LJXUH� ��� DQ� DSSOLFDWLRQ� REMHFW� FDQ� EHFRPH
XVDEOH� LQ� D� FRQFXUUHQW� HQYLURQPHQW� E\� ELQGLQJ� WR� RQH� RI� WKH� FRQFXUUHQF\
FRQWURO�PHWDREMHFWV��7KHUH�LV�QR�QHHG�WR�PDNH�DQ\�FKDQJH�WR�WKH�DSSOLFDWLRQ
REMHFW�� $� ELQGLQJ� EHWZHHQ� DQ� DSSOLFDWLRQ� REMHFW� DQG� D� PHWDREMHFW� FDQ� EH
FKDQJHG� G\QDPLFDOO\� DFFRUGLQJ� WR� WKH� UXQ�WLPH� FRQGLWLRQV�� )RU� H[DPSOH�
ZKHQ�WKH�FRQIOLFW�UDWH�RI�FRQFXUUHQWO\�DFFHVVLQJ�DQ�DSSOLFDWLRQ�REMHFW�LV�ORZ��LW
ZRXOG� EH� EHWWHU� WR� ELQG� LW� WR� DQ� RSWLPLVWLF� FRQFXUUHQF\� FRQWURO� PHWDREMHFW�
+RZHYHU��ZKHQ�WKH�FRQIOLFW�UDWH�EHFRPHV�KLJK��WKH�ELQGLQJ�FDQ�EH�VZLWFKHG�WR
D�SHVVLPLVWLF� FRQFXUUHQF\� FRQWURO�PHWDREMHFW��%\�PRQLWRULQJ� LWV� FRPSRQHQWV
DQG� DSSOLFDWLRQV�� WKH� V\VWHP� FDQ� SHUIRUP� WKLV� VZLWFKLQJ� DXWRPDWLFDOO\
ZLWKRXW�GLVWXUELQJ�DSSOLFDWLRQ�SURJUDPV�

 5.4 The Computation Model

7KH� FKDUDFWHULVWLFV� RI� ,QWHUQHW� DSSOLFDWLRQV� UHTXLUHV� V\VWHP� DUFKLWHFWXUHV
WKDW�PXVW� EH� VFDOHDEOH�� IOH[LEOH� DQG� DGDSWLYH��ZKLOVW� VWLOO� EH� HDV\� WR� XVH�� WR
GHYHORS�DQG�WR�GHSOR\��2XU�UHIOHFWLYH�FRPSRQHQW�EDVHG�DUFKLWHFWXUH�PHHWV�WKH
ULJRUV� RI� ,QWHUQHW� DSSOLFDWLRQV� E\� WDNLQJ� DGYDQWDJH� RI� ERWK� WKH� UHIOHFWLRQ
WHFKQRORJ\�DQG�WKH�FRPSRQHQW�PRGHO�

7R� DFKLHYH� WKH� PRVW� EHQHILWV� IURP� WKH� PXOWL�WLHU� DUFKLWHFWXUH�� VHUYHU
FRPSRQHQWV� VKRXOG� EH� LPSOHPHQWHG� DV� VKDUHG� VHUYHUV��+RZHYHU�� EXLOGLQJ� D
VKDUHG�VHUYHU�LV�QRW�DQ�HDV\�WDVN�� ,W� LV�PXFK�KDUGHU�WKDQ�EXLOGLQJ�D�VLQJOH�
XVHU� DSSOLFDWLRQ��8VXDOO\�� VKDUHG� VHUYHUV� QHHG� WR� VXSSRUW� FRQFXUUHQW� XVHUV�
DQG� WKH\� QHHG� WR� VKDUH� V\VWHP� UHVRXUFHV�� VXFK� DV� WKUHDGV�� PHPRU\�� DQG
QHWZRUN� FRQQHFWLRQV��7KH\� DOVR�QHHG� WR� SDUWLFLSDQW� GLVWULEXWHG� WUDQVDFWLRQV
DQG�HQIRUFH�VHFXULW\�SROLFLHV�

,W�ZRXOG�EH�YHU\�KDUG�IRU�DSSOLFDWLRQ�GHYHORSHUV��ZKR�DUH�H[SHUWV�LQ�EXVLQHVV
ORJLF�� EXW� QRW� QHFHVVDULO\� LQ� WUDQVDFWLRQ�PRQLWRU� HQJLQHHULQJ�� WR� DGGUHVV� DOO
WKHVH� V\VWHP� LVVXHV�� 7R� VROYH� WKLV� SUREOHP� DQG� WR� SURYLGH� SRUWDELOLW\� WR
DSSOLFDWLRQ�SURJUDPV��RXU�FRPSXWDWLRQ�PRGHO�DOORZV�D�FOHDU�VHSDUDWLRQ�WR�EH
PDGH� EHWZHHQ� EXVLQHVV� ORJLF� DQG� V\VWHP� LVVXHV�� � 7KLV� HQDEOHV� DSSOLFDWLRQ
SURJUDP� WR� IRFXV� RQ� DSSOLFDWLRQ� UHTXLUHPHQWV� ZLWKRXW� FRQFHUQ� DERXW� WKH
V\VWHP� LVVXHV�� 7KH� VHSDUDWLRQ� DOVR� PDNHV� LW� SRVVLEOH� IRU� DQ� DSSOLFDWLRQ
SURJUDP� WR� EH� H[HFXWHG� LQ� GLIIHUHQW� V\VWHP� HQYLURQPHQW� ZLWKRXW� PDNLQJ
FKDQJHV�WR�LWV�VRXUFH�FRGH�

%HFDXVH�RI�WKH�ZLGH�UDQJH�RI�SRWHQWLDO�DSSOLFDWLRQV��ZLWK�YDU\LQJ�QHHGV��LW�LV
LPSRVVLEOH� WR� SURYLGH� D� VLQJOH� PRQROLWKLF� DSSOLFDWLRQ� VHUYHU� LQIUDVWUXFWXUH
VXLWDEOH� IRU� DOO� DSSOLFDWLRQV�� 7KH� LPSOHPHQWDWLRQ� RI� DQ� DSSOLFDWLRQ� VHUYHUªV
LQIUDVWUXFWXUH� PXVW� EH� IOH[LEOH� DQG� DGDSWLYH� VR� WKDW� LW� FDQ� EH� FXVWRPLVHG
HDVLO\� WR� FDWHU� IRU� D� SDUWLFXODU� DSSOLFDWLRQ�� 7R� DFKLHYH� WKLV� DLP�� RXU
LQIUDVWUXFWXUH� UHSUHVHQWV� DOWHUQDWLYH� LQIUDVWUXFWXUH� FKRLFHV� DV� DOWHUQDWLYH
PHWDREMHFWV��DV�VKRZQ�LQ�)LJXUH����7KXV�DW�GHSOR\PHQW�WLPH��DQ�DSSOLFDWLRQ
DVVHPEOHU�FDQ�FKRRVH�WKH�PRVW�VXLWDEOH� LQIUDVWUXFWXUH�IRU�KLV�DSSOLFDWLRQ�E\
VHOHFWLQJ� WKH� FRUUHVSRQGLQJ� PHWDREMHFW�� 7KH� VHOHFWHG� PHWDREMHFW� LV� WKHQ
LQWHJUDWHG�ZLWK�WKH�DSSOLFDWLRQ�REMHFW�WR�IRUP�D�VHUYHU�FRPSRQHQW�
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Figure 6 A Reflective Computational Model

$�FOHDU�VHSDUDWLRQ�EHWZHHQ�WKH�DSSOLFDWLRQ�SURJUDP�DQG�WKH�LPSOHPHQWDWLRQ
RI� V\VWHP� LVVXHV� LV� HVVHQWLDO� IRU� PDNLQJ� DSSOLFDWLRQ� FRPSRQHQW� SRUWDEOH�
+RZHYHU��ZLWKRXW�DQ\�LQIRUPDWLRQ�DERXW�WKH�DSSOLFDWLRQ��LW�ZRXOG�EH�KDUG�IRU
D�V\VWHP�WR�SURYLGH�D�JRRG�TXDOLW\�RI�VHUYLFH�WR�WKDW�DSSOLFDWLRQ��2QO\�ZKHQ
GHWDLOHG� NQRZOHGJH� DERXW� DQ� DSSOLFDWLRQ� LV� DYDLODEOH� VXFK� DV� RUGHULQJ
FRQVWUDLQWV� IRU� FRQVLVWHQF\�� LW� LV� SRVVLEOH� IRU� D� V\VWHP� WR� RSWLPLVH� LWV
EHKDYLRXU�DQG�WR�LPSURYH�LWV�SHUIRUPDQFH��:H�VROYH�WKLV�GLOHPPD�E\�DOORZLQJ
DSSOLFDWLRQ� GHYHORSHUV� WR� VSHFLI\� DSSOLFDWLRQ�VSHFLILF� LQIRUPDWLRQ
GHFODUDWLYHO\� DQG� VHSDUDWHO\� IURP� DSSOLFDWLRQ� SURJUDPV�� ,Q� VXFK� D�ZD\��ZH
HQDEOH�DSSOLFDWLRQ�LQIRUPDWLRQ�DYDLODEOH�WR�D�V\VWHP��EXW�ZLWKRXW�LQFUHDVLQJ
WKH� EXUGHQ� RI� DQ� DSSOLFDWLRQ� GHYHORSHU�� QRU� ORVLQJ� WKH� SRUWDELOLW\� RI� DQ
DSSOLFDWLRQ�SURJUDP�

)RU�D�WUDQVDFWLRQ�V\VWHP��WKH�FRQFXUUHQF\�VHPDQWLFV�RI�DQ�DSSOLFDWLRQ�FDQ�EH
XVHG�WR�UHGXFH�GHOD\�GXH�WR�EORFNLQJ��7KXV��ZH�DOORZ�FRQFXUUHQF\�VHPDQWLFV
WR� EH� UHSUHVHQWHG� LQ� RXU� PRGHO�� EXW� LW� LV� UHSUHVHQWHG� GHFODUDWLYHO\� DQG
VHSDUDWHG� IURP� WKH� VHTXHQWLDO� EHKDYLRXU� RI� DQ� DSSOLFDWLRQ�� 7KH� VHTXHQWLDO
EHKDYLRXU� LV� LPSOHPHQWHG� LQ� DSSOLFDWLRQ� FRGH�� ZKLOVW� WKH� FRQFXUUHQF\
VHPDQWLFV� DUH� UHSUHVHQWHG� DV� D� FRQFXUUHQF\� VFULSW�� $W� UXQWLPH�� WKH
FRQFXUUHQF\� VHPDQWLFV� ZRXOG� EH� XVHG� E\� WKH� WUDQVDFWLRQ� VWUDWHJLHV� WR
VFKHGXOH�RSHUDWLRQV�

 5.5 Concurrency Semantics

%\� WDNLQJ� LQWR� FRQVLGHUDWLRQ� W\SH�VSHFLILF� VHPDQWLFV� RI� RSHUDWLRQV�� D
WUDQVDFWLRQ�V\VWHP�FDQ�DOORZ�FRQFXUUHQW�H[HFXWLRQV�WKDW�ZRXOG�RWKHUZLVH�EH
IRUELGGHQ� LI� RSHUDWLRQV�ZHUH� VLPSO\� FKDUDFWHULVHG� DV� UHDGV� DQG�ZULWHV�� 7KH
FRQFXUUHQW�VHPDQWLFV�RI�RSHUDWLRQV�DUH�XVXDOO\� UHSUHVHQWHG�E\�UHODWLRQVKLSV
EHWZHHQ�RSHUDWLRQV��VXFK�DV�FRPPXWDWLYLW\�>:(,+/��@��*LYHQ�WZR�RSHUDWLRQV
RQ� WKH� VDPH� W\SH�� S� DQG� T�� ZH� VD\� WKDW� WKH\� DUH� FRPPXWH� LI� WKH� UHVXOW� RI
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H[HFXWLQJ�S�DQG�WKHQ�T�RQ�G�LV�WKH�VDPH�DV�WKH�UHVXOW�RI�H[HFXWLQJ�T�DQG�WKHQ
S�RQ�G�

&RQVLGHU��IRU�H[DPSOH��D�EDQN�DFFRXQW�FODVV��$FFRXQW��,W�KDV�DQ�DVVRFLDWHG�VHW
RI�RSHUDWLRQV��FUHGLW�PRQH\�WR�DQ�DFFRXQW��GHELW�PRQH\�IURP�DQ�DFFRXQW��DQG
FKHFN� WKH�EDODQFH� RI� DQ� DFFRXQW�� ,Q� WKLV� H[DPSOH�� WZR� FUHGLW� RSHUDWLRQV� DUH
FRPPXWH��VR�GR�WZR�FKHFN�RSHUDWLRQV��7KHUHIRUH�� LW� LV�SRVVLEOH� IRU� WZR� FUHGLW
RSHUDWLRQV�WR�EH�H[HFXWHG�FRQFXUUHQWO\���+RZHYHU��WKLV�H[HFXWLRQ�ZRXOG�QRW�EH
SHUPLWWHG� LQ�D� V\VWHP� WKDW� FODVVLILHG� RSHUDWLRQV� LQWR� UHDGV� DQG�ZULWHV� RQO\�
7KLV�VKRZV�D�JHQHUDO�SKHQRPHQRQ��E\�WDNLQJ�LQWR�FRQVLGHUDWLRQ�W\SH�VSHFLILF
LQIRUPDWLRQ��D�V\VWHP�FDQ�SHUPLW�JUHDWHU�FRQFXUUHQF\�WKDQ�ZRXOG�RWKHUZLVH
EH�SRVVLEOH�

+RZHYHU��XWLOLVLQJ�FRQFXUUHQF\�VHPDQWLFV�LV�QRW�DQ�HDV\�WDVN��,W�ZRXOG�PDNHV
WKH�DSSOLFDWLRQ�SURJUDP�FRPSOLFDWHG�� LI� WKH� FRQFXUUHQF\� FRGH� LV� LQWHUWZLQHG
ZLWK� WKH� LPSOHPHQWDWLRQ� RI� EXVLQHVV� ORJLF�� ,Q� RUGHU� WR� DYRLG� WKLV��ZH� DOORZ
DSSOLFDWLRQ� XVHUV� WR� H[SUHVVLQJ� FRQFXUUHQF\� VHPDQWLFV� GHFDUDWLYHO\� DQG
VHSDUDWHO\�IURP�WKH�LPSOHPHQWDWLRQ�RI�WKH�REMHFWV�

7KH� FRQFXUUHQF\� VHPDQWLFV� FDQ� EH� UHSUHVHQWHG� HDVLO\� LQ� SDLUV� RI� RSHUDWLRQ
QDPHV�� )RU� H[DPSOH�� D� SDLU� �S�� T�� PHDQV� WKDW� RSHUDWLRQ� S� DQG� T� DUH
FRPPXWDWLYH��,Q�MXGJLQJ�ZKHWKHU�WZR�RSHUDWLRQV�DUH�FRPPXWDWLYH��RQH�QHHGV
RQO\� WR� FRQVLGHU� WKH� ORJLFDO� UHODWLRQVKLS� RI� WKH� WZR� RSHUDWLRQV�� QRW� WKH
LPSOHPHQWDWLRQ� RI� WKH� RSHUDWLRQV�� 2XU� WUDQVDFWLRQ� V\VWHP� ZLOO� HQVXUH� WKH
DWRPLFLW\�RI�LQGLYLGXDO�RSHUDWLRQV�

 5.6 The Architecture

7KHUH� DUH� VL[� NLQGV� RI� HQWLWLHV� LQ� RXU� DUFKLWHFWXUH� �)LJXUH� ���� WKH� VHUYHU
FRPSRQHQW��DSSOLFDWLRQ�LQIRUPDWLRQ�VFULSW��VHUYHU�FRPSRQHQW�FRQWDLQHU��FOLHQW
FRPSRQHQW�� PHWDREMHFWV�� DQG� XQGHUO\LQJ� VXSSRUWLQJ� V\VWHP�� 7KH� VHUYHU
FRPSRQHQWV�LPSOHPHQW�WKH�EXVLQHVV�ORJLF�IRU�DQ�DSSOLFDWLRQ�

$� VHUYHU� FRPSRQHQW� FRQWDLQHU� SURYLGHV� FHUWDLQ� V\VWHP� FDSDELOLWLHV�� VXFK� DV
PXOWLWKUHDGLQJ�� WUDQVDFWLRQ� DQG� VHFXULW\�� ,W� DOVR� SURYLGHV� DQ� DSSOLFDWLRQ
FRQWH[W�� PDQDJHPHQW� DQG� FRQWURO� VHUYLFH� WR� WKH� HQFDSVXODWHG� VHUYHU
FRPSRQHQWV�� 7R� SURYLGH� IOH[LELOLW\� DQG� DGDSWDELOLW\�� D� VHUYHU� FRPSRQHQW
FRQWDLQHU�UHSUHVHQWV�LPSOHPHQWDWLRQ�VWUDWHJLHV�LQ�WKH�IRUP�RI�PHWDREMHFWV��$
PHWDREMHFW� FDQ� EH� UHSODFHG� E\� D�QHZ�PHWDREMHFW� WKDW� LPSOHPHQWV� WKH� VDPH
IXQFWLRQDOLW\�� EXW� ZLWK� D� GLIIHUHQW� VWUDWHJ\�� ,Q� HDFK� VHUYHU� FRPSRQHQW
FRQWDLQHU�WKHUH�DUH�D�QXPEHU�RI�§VRFNHWV¨�IRU�SOXJJLQJ�LQ�PHWDREMHFWV��8VHUV
FDQ� FKRRVH� §RII�WKH�VKHOI¨� PHWDREMHFWV� WKDW� DUH� EHVW� VXLWHG� WR� WKHLU
DSSOLFDWLRQV� DW� GHSOR\� WLPH�� 7KH\� FDQ� DOVR� VXSSO\� WKHLU� RZQ� PHWDREMHFWV�
0HWDREMHFWV� FDQ� EH� FKDQJHG� G\QDPLFDOO\� DW� UXQWLPH� WR� FDWHU� IRU� FKDQJLQJ
HQYLURQPHQW�FRQGLWLRQV�
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Figure 7 The Reflective Component-Based Transactional Architecture

$� VHUYHU� FRPSRQHQW� FRQWDLQHU� LQVXODWHV� VHUYHU� FRPSRQHQWV� IURP� WKH
XQGHUO\LQJ�VXSSRUWLQJ�V\VWHP��7KH�FRQWDLQHU�DXWRPDWLFDOO\�DOORFDWHV�V\VWHP
UHVRXUFHV�RQ�EHKDOI�RI�WKH�FRPSRQHQWV�DQG�PDQDJHV�DOO�LQWHUDFWLRQV�EHWZHHQ
WKH� FRPSRQHQWV� DQG� WKH� XQGHUO\LQJ� V\VWHP�� 7KLV� HQVXUHV� WKDW� WKH� VHUYHU
FRPSRQHQWV� FDQ� EH� UXQ� LQ� DQ\� V\VWHP� DV� ORQJ� DV� LW� VXSSRUWV� D� FRPSDWLEOH
VHYHU�FRPSRQHQW�FRQWDLQHU�

$� VHUYHU� FRPSRQHQW� FRQWDLQHU� PDLQWDLQV� FRQWURO� RYHU� D� VHUYHU� FRPSRQHQW
WKURXJK� D� ZUDSSHU�� $� FRQWDLQHU� SURYLGHV� DQ� H[WHUQDO� UHSUHVHQWDWLRQ� RI� D
VHUYHU� FRPSRQHQW��&OLHQW� FRPSRQHQWV� GR� QRW� GLUHFWO\� LQWHUDFW�ZLWK� D� VHUYHU
FRPSRQHQW��EXW�ZLWK�WKH�H[WHUQDO�UHSUHVHQWDWLRQ��7KLV�DOORZV�WKH�FRQWDLQHU�WR
LQWHUFHSW�DOO�RSHUDWLRQV�PDGH�RQ�WKH� LQVLGH�VHUYHU� FRPSRQHQWV��(DFK�WLPH�D
FOLHQW�FRPSRQHQW�LQYRNHV�D�PHWKRG�RQ�D�VHUYHU�FRPSRQHQW��WKH�UHTXHVW�JRHV
WKURXJK�WKH�FRQWDLQHU�EHIRUH�EHLQJ�GHOHJDWHG�WR�WKH�WDUJHW�VHUYHU�FRPSRQHQW�
7KH� FRQWDLQHU� FDQ� WKHUHE\� LPSOHPHQWV� V\VWHP� FDSDELOLWLHV�� VXFK� DV
FRQFXUUHQF\� FRQWURO�� VHFXULW\� DQG� WUDQVDFWLRQ� PDQDJHPHQW� WUDQVSDUHQWO\�
7KH� EHKDYLRXU� RI� WKH� VHUYHU� FRPSRQHQW� FRQWDLQHU� DUH� GHFLGHG�SDUWO\� E\� WKH
DVVRFLDWHG�PHWDREMHFWV�

6HUYHU� FRPSRQHQWV� DUH� EXLOW� E\� XVLQJ� D� FRPSRQHQW� EXLOGHU�� 7KURXJK� WKH
EXLOGHU��XVHUV�FDQ�PDQLSXODWH�DQG�FXVWRPLVH�D�VHUYHU�FRPSRQHQW�WKURXJK�LWV
SURSHUW\�WDEOHV�DQG�FXVWRPLVDWLRQ�PHWKRGV��8VHUV�FDQ�DOVR�DVVHPEOH�D�VHUYHU
FRPSRQHQW�ZLWK�RWKHU�FRPSRQHQWV�WR�FUHDWH�D�QHZ�DSSOLFDWLRQ��)XUWKHUPRUH�
WKH\� FDQ� DOVR� DWWDFK� FRPSRQHQW�VSHFLILF� LQIRUPDWLRQ� WR� WKH� FRPSRQHQW�� IRU
H[DPSOH� FRQFXUUHQF\� VHPDQWLFV�� GHSOR\PHQW� SROLF\� RU� FRQFXUUHQF\� SROLF\�
7KLV�LQIRUPDWLRQ�PD\�EH�XVHG�E\�WKH�VHUYHU�FRPSRQHQW�FRQWDLQHU�
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 5.7 Structure of the Server Component Container

$�VHUYHU�FRPSRQHQW�FRQWDLQHU�PDQDJHV�D�VHUYHU�FRPSRQHQW�YLD�LQWHUFHSWLQJ
LQYRFDWLRQV� WR� WKH� FRPSRQHQW��7KH� LQWHUFHSWLRQ� LV� LPSOHPHQWHG� WKURXJK� RXU
UHIOHFWLRQ�V\VWHP��)RU�HDFK�VHUYHU�FRPSRQHQW��D�UHIOHFWLRQ�REMHFW�LV�JHQHUDWHG
ZKLFK�SURYLGHV��D�FOLHQW�YLHZ�RI�WKH�VHUYHU�FRPSRQHQW��&OLHQWV�DFFHVV�D�VHUYHU
FRPSRQHQW�WKURXJK�LQWHUDFWLQJ�ZLWK�WKH�FRUUHVSRQGLQJ�UHIOHFWLRQ�REMHFW�

Server
Component

Context
Object

security
metaobject

concurrency
metaobject

Concurrency
Semantics

Security
Semantics

Deployment
Descriptor

Reflection
Object

Server component
Container

Figure 8 A Server Component Container

)RU�HDFK�DFWLYH�VHUYHU�FRPSRQHQW��WKH�VHUYHU�FRPSRQHQW�FRQWDLQHU�JHQHUDWHV
D�FRQWH[W�REMHFW�WR�PDLQWDLQ�LWV�LQIRUPDWLRQ��DQG�D�QXPEHU�RI�PHWDREMHFWV�WR
LPSOHPHQW� FRUUHVSRQGLQJ� IXQFWLRQDOLW\�� VXFK� DV� FRQFXUUHQF\� FRQWURO� DQG
VHFXULW\� FKHFNLQJ��7KH� UHIOHFWLRQ� REMHFW�ZLOO� LQWHUDFW�ZLWK� WKH� FRQWH[W� REMHFW
WKDW� LQ� WXUQ�ZLOO� LQWHUDFW� ZLWK� WKH� FRUUHVSRQGLQJ�PHWDREMHFWV� DW� SDUWLFXODU
SRLQWV�WR�HQIRUFH�WUDQVDFWLRQ�DQG�VHFXULW\�UXOHV��)LJXUH����

7R� �HQDEOH�FRQWDLQHUV�WR�XWLOLVLQJ�FRPSRQHQW�VSHFLILF� LQIRUPDWLRQ�WR� LPSURYH
V\VWHP�SHUIRUPDQFH��XVHUV�FDQ�SURYLGH� WKHVH� LQIRUPDWLRQ�WKURXJK�VFULSWV�DW
DVVHPEO\�WLPH��VHH�FKDSWHU������7KH�FRQWDLQHU�ZLOO�HQVXUH�WKLV�LQIRUPDWLRQ�LV
DYDLODEOH� WR� EH� XVHG� E\� FRUUHVSRQGLQJ� PHWDREMHFWV�� )RU� H[DPSOH�� WKH
FRQFXUUHQF\� FRQWURO� PHWDREMHFW� ZRXOG� XVH� WKH� FRQFXUUHQF\� VHPDQWLFV� RI� D
FRPSRQHQW�WR�LQFUHDVH�WKH�GHJUHH�RI�FRQFXUUHQF\�

 5.8 The Transaction Model

2XU� WUDQVDFWLRQ� PRGHO� LV� EDVHG� RQ� WKH� 20*
V� 2EMHFW� 7UDQVDFWLRQ� 6HUYLFH
�276��VSHFLILFDWLRQ�>20*��@��,W�LV�D�ZHOO�GHILQHG�WUDQVDFWLRQ�PRGHO��EULQJLQJ
WKH� WUDQVDFWLRQ� SDUDGLJP� DQG� WKH� REMHFW� SDUDGLJP� WRJHWKHU�� $� PDMRU
DGYDQWDJH� RI� WKH� PRGHO� LV� WKDW� LW� HQDEOHV� HYHU\� REMHFW� WR� SURYLGH� LWV� RZQ
FRQFXUUHQF\�FRQWURO�DQG�UHFRYHU\��WKXV�SURYLGLQJ�WKH�SRVVLELOLW\�IRU�DQ�REMHFW
WR�DSSO\�DQ�LQGLYLGXDO�FRQFXUUHQF\�FRQWURO�DQG�UHFRYHU\�SROLF\�WR�FDWHU�IRU�LWV
VSHFLILF� UHTXLUHPHQWV��+RZHYHU�� WKLV� DGYDQWDJH� LV� QRW� H[SORLWHG� IXOO\� LQ� WKH
20*
V�VSHFLILFDWLRQ��7KH�UHIOHFWLRQ�IXQFWLRQDOLW\�RI�RXU��DUFKLWHFWXUH�SURYLGHV
WKH�ULJKW�WRRO�IRU�H[SORLWLQJ��WKLV�DGYDQWDJH�
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276�VXSSRUWV�GLVWULEXWHG� WUDQVDFWLRQV� WKDW� FDQ� VSDQ�PXOWLSOH� GDWDEDVHV� RQ
PXOWLSOH� V\VWHPV� FR�RUGLQDWHG� E\� PXOWLSOH� WUDQVDFWLRQ� PDQDJHUV� YLD� D
GLVWULEXWHG� WZR�SKDVH�FRPPLWPHQW� SURWRFRO�� 7KHUHIRUH�� E\� XVLQJ� 276� RXU
DUFKLWHFWXUH� HQVXUHV� WKDW� D� WUDQVDFWLRQ� RI� D� VHUYHU� FRPSRQHQW� FDQ� LQWHU�
RSHUDWH�ZLWK�RWKHU�FRPSRQHQW�VHUYHUV�

Client A

Client B

Object
X’

Object
X’’

concurrency
control

Database
oriented

Object
X

Client A

Client B

Object
X’

concurrency
control

Object
oriented

Object
X

Figure 9 Database-Oriented and Object-Oriented Transactions

2XU�WUDQVDFWLRQ�PRGHO�LV�REMHFW�RULHQWHG��UDWKHU�WKDQ�GDWDEDVH�RULHQWHG��,Q�D
GDWDEDVH�RULHQWHG�PRGHO��WKH�V\VWHP�FRPSRQHQW�FRQWDLQHU�IRFXVHV�PDLQO\�RQ
UREXVW� PHVVDJLQJ�� ,W� LV� WKH� GDWDEDVH� V\VWHP� WKDW� LV� UHVSRQVLEOH� IRU
FRQFXUUHQF\�FRQWURO��UHFRYHU\�DQG�SHUVLVWHQFH��7KLV�DSSURDFK�PDNHV�LW�HDV\�WR
OHYHUDJH� H[LVWLQJ� GDWDEDVH� V\VWHPV� DQG� WUDQVDFWLRQ� SURFHVVLQJ� PRQLWRUV� WR
,QWHUQHW�DSSOLFDWLRQV��+RZHYHU��PRVW�GDWDEDVH�V\VWHPV�GHDO�ZLWK�FRQFXUUHQF\
EDVHG�RQ�ILOH�RU�UHFRUGV�UDWKHU�WKDQ�REMHFWV��7KLV�PDNHV�LPSRVVLEOH�IRU�WKHP
WR� XWLOLVH� DSSOLFDWLRQ� VHPDQWLFV� WR� LPSURYH� FRQFXUUHQF\� FRQWURO�� DQG� KHQFH
V\VWHP�SHUIRUPDQFH��,W�DOVR�PHDQV�WKDW�DOO�FRPSRQHQWV�VWRUHG�LQ�D�GDWDEDVH
V\VWHP�FDQ�RQO\�XVH�WKH�FRQFXUUHQF\�FRQWURO�PHWKRG�SURYLGHG�E\�WKH�GDWDEDVH
V\VWHP��ZKHQHYHU�ZKHWKHU�RU�QRW�LW�LV�VXLWDEOH�IRU�WKHLU�DSSOLFDWLRQV�

$QRWKHU� GUDZEDFN� RI� WKH� GDWDEDVH�RULHQWHG� PRGHO� LV� WKDW� LW� NHHSV
XQQHFHVVDU\� FRSLHV� RI� FRPSRQHQWV� LQ� PHPRU\�� )RU� H[DPSOH�� LI� WZR� FOLHQWV
DFFHVV� D� FRPSRQHQW� ;� WKURXJK� D� VHUYHU� FRQFXUUHQWO\�� WKHUH� ZRXOG� EH� WZR
FRSLHV� RI�;� LQVLGH� D� FRQWDLQHU�� HDFK� IRU� RQH� FOLHQW� �)LJXUH� ���� 7KLV� ZDVWHV
V\VWHP�UHVRXUFHV�DQG�LQFUHDVHV�LQWHUDFWLRQV�WR�WKH�GDWDEDVH�V\VWHP�

%\�WDNLQJ�WKH�REMHFW�RULHQWHG�WUDQVDFWLRQ�DSSURDFK��RXU�DUFKLWHFWXUH�HQDEOHV
XVHUV� WR� FKRRVH� WKH� PRVW� VXLWDEOH� FRQFXUUHQF\� FRQWURO� PHWKRG� IRU� WKHLU
DSSOLFDWLRQ��7KH�VHUYHU�FRPSRQHQW�FRQWDLQHU�DXWRPDWLFDOO\�XVHV�WKH�VHOHFWHG
FRQFXUUHQF\� FRQWURO�PHWKRG� WR� LPSOHPHQW� WKH� WUDQVDFWLRQ� VHUYLFHV��:H� DOVR
HQDEOH�XVHUV�WR�FKDQJH�WKH�FRQFXUUHQF\�FRQWURO�PHWKRG�RI�D�VHUYHU�FRPSRQHQW
G\QDPLFDOO\�DW�UXQWLPH�WR�FDWHU�IRU�HQYLURQPHQW�FKDQJHV�
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 6 PERFORMANCE

)OH[L1HW�LV�D�FRPSRQHQW�EDVHG�IUDPHZRUN��DQG�WKH�SURWRFROV�DQG�DEVWUDFWLRQV
WKDW� FXUUHQWO\� SRSXODWH� WKLV� IUDPHZRUN� ZHUH� GHVLJQHG� IRU� PRGXODULW\� DQG
UHXVH�� UDWKHU� WKDQ� SHUIRUPDQFH�� )RU� H[DPSOH�� DOO� WKH� OD\HUV� LQ� D� W\SLFDO
UHPRWH� PHWKRG� LQYRFDWLRQ� VWDFN� FRXOG� EH� LPSOHPHQWHG� DV� RQH� PRGXOH�� LQ
RUGHU�WR�LQFUHDVH�SHUIRUPDQFH�

+RZHYHU��)OH[L1HW� LV� IXOO\� UHVRXUFH� FRQWUROOHG�� DQG�XVHV� SRROV� IRU� UHVRXUFHV
VXFK�DV�EXIIHUV�DQG�WKUHDGV��GUDZLQJ�RQ�RXU�HDUOLHU�H[SHULHQFH� LQ�&���ZLWK
',00$� >+(5%(57��@�� 7KH�PRGXODULW\� LV� DQ� DGYDQWDJH� KHUH�� DV� GLIIHUHQW
SRRO�PDQDJHPHQW�SROLFLHV�PD\�EH�©VORWWHG�LQª�LQ�RUGHU�WR�WUDGH�RII�SHUIRUPDQFH
DJDLQVW�UHVRXUFH�XVDJH�

3HUIRUPDQFH� LV� QRWRULRXVO\� GLIILFXOW� WR� PHDVXUH�� 0DQ\� IDFWRUV�� VXFK� DV� D
SURWRFROªV� VXSSRUW� IRU� IDLOXUH� DQG� VLPXOWDQHRXV� DFFHVV�� LQ� DGGLWLRQ� WR� WKH
DFWXDO�UHOLDELOLW\�RI�WKH� FRQQHFWLRQ��DQG�QXPEHU�RI�VLPXOWDQHRXV�FOLHQWV�ZLOO
DOO� HIIHFW� WKH�DFKLHYHG�SHUIRUPDQFH��+RZHYHU�� WR� JLYH� D� VLPSOH� LQGLFDWLRQ�RI
WKH�©UDZª�SHUIRUPDQFH�RI�)OH[L1HW�FRPSDUHG�WR�RWKHU�SURWRFROV�ZH�UDQ�D�VHULHV
RI� VLPSOH� WHVWV� EHWZHHQ� WZR�PDFKLQHV�� )RU� WKHVH� WHVWV�� IRXU� SURWRFROV� ZHUH
XVHG��6XQªV�50,��)OH[L1HW�XVLQJ�D�7&3�EDVHG�SURWRFRO��553���)OH[L1HW�XVLQJ
D�8'3� EDVHG� SURWRFRO� �5(;�� DQG� D� ©UDZª� 7&3� SURWRFRO�� 7KLV� ODWWHU� SURWRFRO
DFWV�DQ�LQGLFDWLRQ�RI�WKH�LQKHUHQW�FRVWV�RI�D�UHPRWH�FDOO��,W�XVHV�VLPSOH�-DYD
7&3�VRFNHWV�DQG�KDV�D�VLQJOH�WKUHDGHG�FOLHQW�DQG�VHUYHU��)RU�DOO�SURWRFROV��DQ
DUUD\� RI� E\WHV� ZDV� XVHG� DV� WKH� RQO\� DUJXPHQW� WR� DQ� LQYRFDWLRQ�� DQG� WKH
LQYRFDWLRQ�UHWXUQHG�D�YRLG� UHVXOW��7KH�UHVXOWV� RI� UXQQLQJ� WKH�SURWRFROV�ZLWK
GLIIHUHQW�-90V�DQG�GLIIHUHQW�PHVVDJH�VL]HV�DUH�VKRZQ�LQ�)LJXUH�����)RU�WKH
UHFRUG��WKH�PDFKLQHV�XVHG�ZHUH�3HQWLXP�3UR����V��UXQQLQJ�17�6HUYHU���RYHU
D���0ELW�(WKHUQHW��7R�UHGXFH�WKH�HIIHFW�RI�FODVV� ORDGLQJ��FRPSLOLQJ�DQG�7&3
IORZ� FRQWURO�� ���� LQYRFDWLRQV� ZHUH� PDGH� RQ� HDFK� FRQQHFWLRQ� SULRU� WR
PHDVXULQJ�WKH�SHUIRUPDQFH�

)URP�WKH�JUDSKV�WKH�IROORZLQJ�SRLQWV�FDQ�EH�QRWHG�

• 7KH� QHWZRUN� WLPH� GRPLQDWHV� WKH� WRWDO� WLPH� IRU� DOO� FDOOV��1RQH� RI� WKH
SURWRFROV�LV�DSSUHFLDEO\�VORZHU�WKDQ�D�UDZ�VRFNHW�FRQQHFWLRQ�

• )RU� ODUJH�PHVVDJHV�� WKH�8'3� SURWRFRO�ZDV� VORZHU�� WKLV� LV� GXH� WR� WKH
QHHG�WR�SHUIRUP�8'3�IUDJPHQWDWLRQ��7KLV�ZDV�SDUWLFXODUO\�SURQRXQFHG
LQ�WKH�0LFURVRIW�-90�-,7�

• 7KH�)OH[L1HW�7&3�SURWRFRO�LV�DURXQG��������VORZHU�WKDQ�50,�RQ�6XQªV
-90�-,7�� EXW� DURXQG� ���� IDVWHU� RQ� 0LFURVRIWªV� -90�-,7�� 7KLV
VXJJHVWV� WKDW� 6XQªV� 50,� DQG� -90� KDYH� EHHQ� RSWLPLVHG� WR� UXQ� ZHOO
ZLWK�HDFK�RWKHU�
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Comparative Performance (SUN JIT)
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Figure 10 Comparative Protocol Performance
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8QOLNH�50,��ZKLFK�UHOLHV�RQ�QDWLYH�PHWKRGV�DQG� VWXE� FRPSLOHUV� LQ� RUGHU� WR
IXQFWLRQ��)OH[L1HW�UHPDLQV������SXUH�-DYD��ZLWK�QR�H[WHUQDO�WRROV�UHTXLUHG�
7KLV� PDNHV� LW� KLJKO\� SRUWDEOH� DFURVV� -DYD� UHOHDVHV� DQG� -90
LPSOHPHQWDWLRQV��)XWXUH�-,7�RU�-90�SHUIRUPDQFH� LQFUHDVHV� VKRXOG�EH� IXOO\
UHIOHFWHG�LQ�)OH[L1HWªV�SHUIRUPDQFH�

%\�WXQLQJ�WKH�FRPELQDWLRQ�RI�OD\HUV�WKDW�PDNH�XS�D�SURWRFRO��LQ�DGGLWLRQ�WKH
VL]H�DQG�QDWXUH�RI�WKUHDG�DQG�EXIIHU�SRROV��WKH�SHUIRUPDQFH�WUDGHRIIV�FDQ�EH
WXQHG�WR�VXLW�WKH�LQWHQGHG�HQYLURQPHQW��)XUWKHU�ZRUN�LV�LQYHVWLJDWLQJ�KRZ�DW
OHDVW� VRPH�RI� WKH� WUDGHRIIV� FDQ� EH�PDGH� DXWRPDWLFDOO\� ¥� E\�PRQLWRULQJ�DQG
HVWLPDWLQJ� ORDG� DQG� UHOLDELOLW\� IDFWRUV�� 7KH� VWUXFWXUH� RI� )OH[L1HW� PDNHV� LW
SDUWLFXODUO\�HDV\�WR�DGG�RUFKHVWUDWLRQ�OD\HUV�WR�FROOHFW�WKLV�LQIRUPDWLRQ�
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 7 SUMMARY

)OH[L1HW� ZDV� GHVLJQHG� WR� SURYLGH� D� SODWIRUP� ZKLFK� WR� SHUIRUP� FRGH
GHSOR\PHQW�DQG�ELQGLQJ�UHODWHG�H[SHULPHQWV��$V�VXFK��WKH�HPSKDVLV�ZDV�RQ
PRGXODULW\�DQG�IOH[LEOH�FRQILJXUDWLRQ��)OH[L1HW�KDV�PDGH�FRQVLGHUDEOH�XVH�RI
ODQJXDJH�OHYHO�LQWURVSHFWLRQ�DQG�KDV�HPEUDFHG�UHIOHFWLYH�WHFKQLTXHV��1RW�RQO\
GRHV�WKH�UHVXOWLQJ�V\VWHP�KLJKO\�PRGXODU��EXW� LW�DOVR�SHUIRUPV�DV�HIILFLHQWO\
DV� RWKHU� -DYD� PLGGOHZDUH� RIIHULQJV�� 7KH� DELOLW\� WR� VXSSRUW� DOO� RI� WKH� 2'3
GLVWULEXWLRQ�WUDQVSDUHQFLHV�KDV�EHHQ�DQ�LQWHOOHFWXDO�JRDO�RI�PDQ\�GLVWULEXWHG
V\VWHP�SODWIRUPV��DQG�WKH�DELOLW\�WR�FRQVWUXFW�WKHVH�XVLQJ�)OH[L1HW�VHUYHV�DV
D�SRZHUIXO�H[DPSOH�RI�LWV�H[WHQVLELOLW\�
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 8 FLEXINET TEAM

 8.1 Organisation

)OH[L1HW� ZDV� SURGXFHG� DV� SDUW� RI� 3KDVH� ,,,� RI� WKH� $16$� SURMHFW�� EHWZHHQ
2FWREHU������DQG�'HFHPEHU�������'XULQJ�WKLV�WLPH�D�QXPEHU�RI�SHRSOH�KDYH
ZRUNHG�RQ�)OH[L1HW��2Q�DYHUDJH��WKH�WHDP�KDV�EHHQ�IRXU�WR�ILYH�SHRSOH�

 8.2 People

7KH� IROORZLQJ� SHRSOH� KDYH� EHHQ� LQYROYHG� ZLWK� PDMRU� SDUWV� RI� )OH[L1HW�� ,Q
DGGLWLRQ�WR�WKH�DUHDV�LGHQWLILHG��WKHUH�KDV�EHHQ�D�JUHDW�GHDO�RI�GLVFXVVLRQ�RQ
JHQHUDO�DQG�VSHFLILF�DUFKLWHFWXUH�SULQFLSOHV�DQG�HQJLQHHULQJ�GHWDLO�

$QGUHZ�+HUEHUW
'LUHFWRU�RI�$GYDQFHG�7HFKQRORJ\�IRU�&LWUL[�6\VWHPV�,QF�DQG�&KLHI
$UFKLWHFW�IRU�WKH�$16$�SURMHFW�DV�D�ZKROH�

5LFKDUG�+D\WRQ
'HVLJQHU� DQG� LPSOHPHQWHU� RI� )OH[L1HW�� 5HVSRQVLEOH� IRU� WKH
PDMRULW\�RI�©FRUHª�DUFKLWHFWXUH�DQG�FRGH�

'DYH�2WZD\
,QYROYHG�LQ�HDUO\�GHVLJQ�RI�ILUVW�ELQGHU�VWDFN��:RUNHG�RQ�VHFXULW\
DGGLWLRQV� WR� WKH� ©*UHHQª� SURWRFRO�� 5(;� IUDJPHQWDWLRQ�� DQG� 503
EDVHG�PHVVDJLQJ�

/DXUHQFH�-RUGDQ
'HVLJQHG� DQG� EXLOW� WKH� '\QDPLF� 6WXE� *HQHUDWLRQ� V\VWHP�� $OVR
ZURWH�WKH�©&ULPVRQª�66/�ELQGHU�

0DWKHZ�)DXSHO
&RQGXFWHG� HDUO\� H[SHULPHQWV� LQFOXGLQJ� WKH� ©QHJRWLDWLRQ� EDVHGª
ELQGHU�� :URWH� WKH� ,,23� %LQGHU�� DQG� KHDYLO\� LQYROYHG� ZLWK
GLVFXVVLRQV�RQ�KRZ�WR�PDNH�)OH[L1HW�DPHQDEOH�WR�RWKHU�VWDQGDUG
�EDGO\�EHKDYHG��SURWRFROV�
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:LOO�+DUZRRG
$UFKLWHFW� IRU� WKH�)ROORZ0H�(635,7� SURMHFW� XQGHU�ZKLFK� SDUW� RI
)OH[L1HW�ZDV�GHVLJQHG��'LG�HDUO\�ZRUN�RQ�WKH�IRUPDO�FRPSRVLWLRQ
RI�FRPSRQHQWV��DQG�LQYROYHG�LQ�WKH�GHVLJQ�RI�WKH�VHFXULW\�UHODWHG
DVSHFWV�RI�)OH[L1HW��LQ�SDUWLFXODU�VHFXULW\�IRU�PRELOH�REMHFWV�

0LNH�%XUVHOO
:RUNHG�RQ�0RELOH�2EMHFWV�LQ�WKH�)ROORZ0H�FRQWH[W�

=KL[XH�:X
'HVLJQHG�DQG�EXLOW�WKH�WUDQVDFWLRQDO�IUDPHZRUN�

7DNDQRUL�8JDL��VHFRQGHH�IURP�)XMLWVX�
:RUNHG�RQ�PRELOH�REMHFW�VHFXULW\��DQG�66/�

3HWHU�%DJQDOO��VHFRQGHH�IURP�%7�/DEV�
:URWH�WKH�%OXHSULQWV�V\VWHP�

2\YLQG�+DXVVHQ��VHFRQGHH�IURP�7URPVR�8QLYHUVLW\�
&RQGXFWHG�PDQ\�HDUO\�ELQGLQJ�H[SHULPHQWV��,QYROYHG�LQ�WKH�HDUO\
HYROXWLRQ�RI�WKH�ELQGLQJ�V\VWHP�
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PART TWO:
TECHNICAL OVERVIEW
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 9 BASICS

 9.1 Introduction

7KH� IRXQGDWLRQ� RI� )OH[L1HW� LV� UHPRWH� PHWKRG� LQYRFDWLRQ�� 7KLV� LV� ZKHUH� D
SURFHVV� UXQQLQJ� RQ� RQH� KRVW� REWDLQV� D� UHIHUHQFH� WR� DQ� REMHFW� RQ� D� GLIIHUHQW
KRVW�� DQG� XVHV� LW� DV� LI� LW� ZHUH� D� ORFDO� UHIHUHQFH�� ,Q� SDUWLFXODU�� WR� LQYRNH
PHWKRGV� RQ� WKH� REMHFW�� )OH[L1HW�ZDV� GHVLJQHG� IRU� -DYD�� DQG� HYHU\� HIIRUW� LV
PDGH� WR� PDNH� UHPRWH� PHWKRG� LQYRFDWLRQ� VLPLODU� WR� QRUPDO�� ORFDO�� PHWKRG
LQYRFDWLRQ��+RZHYHU�UHPRWH�PHWKRG� LQYRFDWLRQ�GRHV�QRW� IXQFWLRQ� LGHQWLFDOO\
WR� ORFDO�PHWKRG� LQYRFDWLRQ�� IRU� H[DPSOH� WKHUH�PD\� EH�QHWZRUN� IDLOXUHV�� DQG
WKHUH�DUH�WKHUHIRUH�GLIIHUHQFHV�LQ�WKH�VHPDQWLFV�RI�ORFDO�DQG�UHPRWH�FDOOV�

 9.2 A Simple Example

%HIRUH� FRQVLGHULQJ� WKH� IRUPDO� GLIIHUHQFHV� EHWZHHQ� ORFDO� DQG� UHPRWH
LQYRFDWLRQ�� FRQVLGHU� D� VLPSOH� H[DPSOH�� )LJXUH� ��� DQG� )LJXUH� ��� GHILQH� WZR
UXQQDEOH� FODVVHV�� ZKLFK� UHSUHVHQW� D� VHUYHU� DQG� FOLHQW� SURFHVV� UHVSHFWLYHO\�
7KH� VHUYHU� LV� VWDUWHG� ILUVW�� DQG� FUHDWHV� DQ� LQVWDQFH� RI� D� BankImpl� REMHFW�
ZKLFK� LW�ZLVKHV�WR�PDNH�WKLV�DYDLODEOH� WR� WKH�FOLHQW��7R�GR�WKLV� LW�PXVW�JLYH
WKH�FOLHQW�D�UHIHUHQFH�WR�WKH�LQWHUIDFH�RQ�WKH�BankImpl�REMHFW�WKDW�WKH�FOLHQW
VKRXOG�XVH��,Q�WKLV�FDVH��LW�LV�WKH�Bank�LQWHUIDFH��)LJXUH������)RU�WKH�PRPHQW
ZH�ZLOO�LJQRUH�KRZ�WKLV�LV�GRQH��VKDGHG��

:KHQ�WKH�FOLHQW�REWDLQV�D�UHIHUHQFH�WR�WKH�EDQN��LW�PD\�LQYRNH�DQ\�RI�PHWKRGV
LQ� WKH� %DQN� LQWHUIDFH� DV� LI� WKH\� ZHUH� ORFDO�� 7KDW� LV� HVVHQWLDOO\� DOO� WKDW� D
SURJUDPPHU� QHHGV� WR� XQGHUVWDQG� WR� XVH� )OH[L1HW�� )RU� FRPSOHWHQHVV� RI� WKH
([DPSOH��WKH�GHILQLWLRQ�RI�WKH�%DQN�VHUYLFH��BankImpl��LV�VKRZ�LQ�)LJXUH����

 public class Server
 {
   public static void main(String args[])
   {
     Bank bank = new BankImpl();
     FlexiNet.getTrader().put("Bank of Toytown",bank);
     System.out.println("Server Ready");
     Thread.currentThread().suspend(); // wait for calls
 ..}
 }

Figure 11 An Example Server Application
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 public class Client
 {
   public static void main(String args[])
   {
     Bank bank = (Bank) FlexiNet.getTrader()
                                   .get("Bank of Toytown");
 
     System.out.println("create an account with £80");
     bank.credit("Fred",80);
 
     try
     {
       System.out.println("withdraw 50 pounds");
       bank.debit("Fred",50);
     }
     catch (InsufficientFundsException e)
     {
       System.exit(1);
     }
 
     try
     {
       System.out.println("withdraw another 50 pounds");
       bank.debit("Fred",50);
     }
     catch (InsufficientFundsException e)
     {
       System.out.println("Overdrawn”);
     }
 
     System.out.println("check balance (should be 30)");
     System.out.println("balance = " +
                                    bank.getBalance(“Fred”));
   }
 }

Figure 12 A Client of the Bank Service

 public interface Bank
 {
   public void credit(String account,int amount);
   public void debit(String account,int amount)
             throws InsufficientFundsException;
   public int getBalance(String account);
 }
 

Figure 13 An Example Service Interface
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 public class BankImpl implements Bank
 {
   private Hashtable accounts = new Hashtable();
 
   public synchronized void credit(String account,int amount)
   {
     int balance = getBalance(account);
 
     accounts.put(account,new Integer(balance+amount));
   }
 
   public synchronized void debit(String account,int amount)
                            throws InsufficientFundsException
   {
     int balance = getBalance(account);
     if(balance < amount)
       throw new InsufficientFundsException();
     else
       accounts.put(account,new Integer(balance-amount));
   }
 
   public int getBalance(String account)
   {
     Integer i = (Integer) accounts.get(account);
     if(i==null)
       return 0;
     else
       return i.intValue();
   }
 
 }

Figure 14 An Example Service Implementation

 9.3 Specifying an Interface

$V� KDV� DOUHDG\� EHHQ� KLQWHG�� )OH[L1HW� RQO\� DOORZV� UHPRWH� LQYRFDWLRQ� RI
PHWKRGV� VSHFLILHG� LQ� DQ� LQWHUIDFH�� :H� WDNH� WKH� 2'3� >,62��@� YLHZ� WKDW
LQWHUIDFHV� DUH� WKH� QDWXUDO� SRLQWV� RI� DFFHVV� LQ� D� GLVWULEXWHG� REMHFW
HQYLURQPHQW��7KLV�DOORZV�D�VHUYHU�DQG�FOLHQW�WR�HYROYH�LQGHSHQGHQWO\��ZLWK�D
ZHOO�VSHFLILHG�©FRQWUDFWª�DERXW�KRZ�WKH\�LQWHUDFW�

7KHUH�LV�DQRWKHU�SUDFWLFDO�UHDVRQ�DV�ZHOO��FOHDUO\�)OH[L1HW�PXVW�SURYLGH�VRPH
HQJLQHHULQJ� REMHFW� RQ� WKH� FOLHQW� WKDW� ©ORRNV� OLNHª� WKH� VHUYHU� REMHFW�� EXW� WKDW
XVHV�UHPRWH�PHWKRG�LQYRFDWLRQ�WR�LPSOHPHQW�WKH�PHWKRGV��7KH�PRVW�QDWXUDO
ZD\� WR� SURYLGH� WKLV� LV� WR� VSHFLI\� WKH� PHWKRGV� LQ� DQ� LQWHUIDFH�� DQG� KDYH
GLIIHUHQW�LPSOHPHQWDWLRQV�IRU�WKH�ORFDO�DQG�UHPRWH�FDVH�

)OH[L1HW�FXUUHQWO\�RQO\�VXSSRUWV�SXEOLF�LQWHUIDFHV�ZLWK�SXEOLF�PHWKRGV�
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 9.4 Call Semantics

)RU� WKH� PRVW� SDUW�� D� UHPRWH� FDOO� PD\� EH� FRQVLGHUHG� OLNH� D� ORFDO� FDOO�� ,Q
SDUWLFXODU�� )OH[L1HW� VXSSRUWV� DUELWUDU\� QHVWLQJ� DQG� PXOWL�WKUHDGLQJ�
+RZHYHU��ORFDO�DQG�UHPRWH�FDOOV�DUH�VHPDQWLFDOO\�GLIIHUHQW�

:KHQ�D�FDOO� LV�PDGH�RQ�D�UHPRWH� LQWHUIDFH��DQ�HVVHQWLDO�GHFLVLRQ� LV�ZKHWKHU
SDUDPHWHUV� VKRXOG� EH� SDVVHG� E\� UHIHUHQFH� RU� E\� YDOXH�� 7R� UHWDLQ� WKH� ORFDO
PHWKRG� LQYRFDWLRQ�VHPDQWLFV��DOO�SDUDPHWHUV�VKRXOG�EH�SDVVHG�E\�UHIHUHQFH�
7KLV�PHDQV�WKDW�WKH�FDOOHH�UHFHLYHV�D�UHIHUHQFH�WR�HDFK�SDUDPHWHU�REMHFW��DQG
PD\�VKDUHG�XVH�RI�WKLV�REMHFW�ZLWK�WKH�FDOOHU�

$OWKRXJK� WKLV� JLYH� FOHDU� VHPDQWLFV�� WKLV� DSSURDFK� LV� QHLWKHU� SRVVLEOH� QRU
GHVLUDEOH��,W�LV�QRW�SRVVLEOH�DV�)OH[L1HW�FDQ�RQO\�VXSSRUW�UHPRWH�UHIHUHQFHV�WR
LQWHUIDFHV�¥�SDUDPHWHUV�ZKLFK� DUH�QRW� RI� LQWHUIDFH� W\SH� FDQQRW� WKHUHIRUH� EH
VXSSRUWHG� LQ� D� ©E\� UHIHUHQFHª� PRGH�� 7KH� DSSURDFK� LV� QRW� GHVLUDEOH� IRU
SHUIRUPDQFH�UHDVRQV��,Q�JHQHUDO��WKH�FRVW�RI�D�UHPRWH�FDOO�LV�PDQ\�WLPHV�WKDW
RI�D�ORFDO�FDOO��%HWWHU�SHUIRUPDQFH�WKHUHIRUH�UHVXOWV�LI�VPDOO�REMHFWV�DUH�FRSLHG
RQWR�D�UHPRWH�PDFKLQH��UDWKHU�WKDQ�DFFHVVHG�E\�UHPRWH�PHWKRG�LQYRFDWLRQ��,Q
-DYD��PRVW�GDWD�LWHPV�DUH�DFWXDOO\�REMHFWV��,Q�WKH�H[DPSOH�RI�)LJXUH�����WKH
©DFFRXQWª� SDUDPHWHU� LV� DQ� REMHFW�� ,W� LV� FOHDUO\� UHDVRQDEOH� WR� FRS\� WKLV� IURP
FOLHQW�WR�VHUYHU��DQG�WKLV�LV�ZKDW�LV�GRQH�

0RVW�UHPRWH�SURFHGXUDO�FDOO�RU�UHPRWH�PHWKRG�LQYRFDWLRQV�V\VWHPV�HPSOR\�D
©XVXDOO\�E\�YDOXHª� DSSURDFK�� DQG�)OH[L1HW� LV�QR� H[FHSWLRQ�� ,Q�6XQªV�50,� IRU
H[DPSOH�� DOO� SDUDPHWHUV� DUH� SDVVHG� E\� YDOXH� XQOHVV� WKH\� DUH� REMHFWV� WKDW
H[WHQG�UnicastRemoteServer��7KLV�DSSURDFK�ZDV�UHMHFWHG�LQ�)OH[L1HW��DV�LW
GRHV�QRW�DOORZ�DQ�REMHFW�WR�EH�SDVVHG�E\�YDOXH�LQ�VRPH�FDVHV��DQG�E\�UHIHUHQFH
LQ� RWKHUV�� ,W� DOVR� GRHV� QRW� DOORZ� GLVWLQFW� LQWHUIDFHV� RQ� REMHFWV� WR� EH� SDVVHG�
ZKLFK�ZDV� UHTXLUHG� LQ� )OH[L1HW� LQ� RUGHU� WR� IROORZ� WKH�2'3� DUFKLWHFWXUH� DV
FORVHO\�DV�SRVVLEOH�

+RZ�WKHP�PD\�EH�GHFLGH�ZKHQ�WR�SDVV�D�SDUDPHWHU�E\�UHIHUHQFH��DQG�ZKHQ
E\�YDOXH"�5DWKHU�WKDQ�H[DPLQH�WKH�FODVV�RI�WKH�SDUDPHWHU�YDOXH��ZH�H[DPLQH
WKH�FODVV�RI�WKH�UHIHUHQFH��,Q�-DYD��UHIHUHQFHV�DUH�VWURQJO\�W\SHG�DQG�ZH�FDQ
HDVLO\� VSRW� WKH� GLIIHUHQFH� EHWZHHQ� WKH� WZR� W\SHV� RI� UHIHUHQFH�� 7KLV� LV
LOOXVWUDWHG�LQ�)LJXUH����

SXEOLF�&ODVV�2
LPSOHPHQWV�$�%
^
�������
`

A

B

$�EDU� 

%�ED]� 

2�IRR� �FODVV�2�

�LQWHUIDFH�$�

�LQWHUIDFH�%�

Figure 15 Distinguishing Interface References
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 9.4.1 Object Graphs

:KHQ� SDVVLQJ� D� SDUDPHWHU� E\� YDOXH�� ZH�PXVW� DOVR� GHDO�ZLWK� UHIHUHQFHV� WR
RWKHU� REMHFWV� DQG� LQWHUIDFHV� KHOG� LQ� WKDW� REMHFW��:H�PXVW� WKHUHIRUH� UHFXUVH
WKURXJK� WKH� JUDSK� RI� REMHFWV� URRWHG� DW� HDFK�SDUDPHWHU�� DQG�GHFLGH� IRU� HDFK
ZKHWKHU�WR�SDVV�LW�E\�UHIHUHQFH�RU�YDOXH��:H�XVH�WKH�VDPH�FULWHULD�LQ�DOO�FDVHV�
UHIHUHQFHV�WR�LQWHUIDFHV�DUH�SDVVHG�E\�UHIHUHQFH��DQG�UHIHUHQFHV�WR�REMHFWV�DUH
SDVVHG�E\�YDOXH��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH�����,I�WZR�SDUDPHWHUV�LQ�D�VLQJOH
FDOO�ERWK�UHIHU�WR�WKH�VDPH�REMHFW��GLUHFWO\�RU�LQGLUHFWO\��WKHQ�RQO\�RQH�FRS\�LV
SDVVHG�

Foo a
Bar b
Baz c

Class  Foo
implements Bar

Foo a
Bar b
Baz c

Class  Foo
implements Bar

Foo a
Bar b
Baz c

Class  Foo
implements Bar

int a

Class Baz

int a

Class Baz

int a

Class Baz

invoke op(Foo   ,Baz   )

Passed by value

Passed by Reference

Key

Not PassedNot Passed

Passed by Value

Figure 16 Passing Object Graphs by Value

 9.4.2  Error Handling

$�UHPRWH�PHWKRG� LQYRFDWLRQ�PD\� UDLVH� DQ\� RI� WKH� H[FHSWLRQV� WKDW�PLJKW� EH
UDLVHG� LI� WKH� FDOO�ZHUH�PDGH� ORFDOO\�� ,Q� DGGLWLRQ� WKHUH�PD\� EH� D� QXPEHU� RI
GLVWULEXWLRQ�UHODWHG�HUURUV��VXFK�DV�QHWZRUN�RU�VHUYHU�IDLOXUH��RU�IDLOXUH�GXH�WR
DFFHVV� FRQWURO� RU� DXWKHQWLFDWLRQ� FKHFNV��7KHVH� H[FHSWLRQV�ZLOO� EH� WKURZQ�DV
RuntimeExceptions�� VR� WKDW�D�SURJUDPPHU�QHHG�QRW�PRGLI\�DQ� LQYRFDWLRQ
WR�FDWFK�WKHP�VSHFLILFDOO\��2I�FRXUVH�� LI� WKH�HUURUV�RFFXU��DQG�DUH�QRW�FDXJKW
HOVHZKHUH� LQ� WKH� SURJUDP�� WKHP� WKH� FOLHQW� SURFHVV� ZLOO� WHUPLQDWH�� 7KLV
DSSURDFK� LV� WKH� VDPH� DV� WKDW� IRU� RWKHU� HQYLURQPHQW�UHODWHG� HUURUV� LQ� -DYD�
VXFK� DV� UXQQLQJ� RXW� RI�PHPRU\�� 6WUDQJHO\�� 6XQ� GLG� QRW� WDNH� WKLV� DSSURDFK
ZLWK� LWV� RZQ� UHPRWH� PHWKRG� LQYRFDWLRQ� V\VWHP� �50,��� DQG� LQVWHDG� UHPRWH
LQYRFDWLRQV�PXVW�EH�©SROOXWHGª�ZLWK�FRGH�WR�KDQGOH�WKHVH�VSHFLDO�FDVHV�

 9.5 The Trivial Trader

7KH�7ULYLDO�7UDGHU�LV�D�VLPSOH�QDPH�VHUYLFH�SURYLGHG�WR�DOORZ�FOLHQWV�WR�ORFDWH
DGYHUWLVHG� VHUYLFHV��:KHQ� D� )OH[L1HW� FOLHQW� RU� VHUYLFH� VWDUWV� XS�� LW� DOUHDG\
KDV�D�UHIHUHQFH�WR�WKLV�VHUYLFH��$�VHUYHU�PD\�SXEOLVK�D�VHUYLFH�E\�HQWHULQJ�D
WH[WXDO�QDPH�IRU�LW�LQWR�WKH�WUDGHU��$�FOLHQW�PD\�WKHQ�REWDLQ�D�UHIHUHQFH�WR�WKH
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VHUYLFH�E\�TXHU\LQJ�WKH�7UDGHU��VXSSO\LQJ�WKH�VDPH�QDPH��7KLV�LV�LOOXVWUDWHG
LQ� WKH� VKDGHG� SRUWLRQV� RI� )LJXUH� ��� DQG� )LJXUH� ���� 1RWH� WKDW� WKH� FXUUHQW
WUDGHU� LV� H[WUHPHO\� WULYLDO�� ,W� GRHV� QRW� DWWHPSW� WR� GHWHUPLQH� LI� SXEOLVKHG
VHUYLFHV�DUH�VWLOO�UXQQLQJ��DQG�RQO\�DOORZV�VLPSOH�QDPLQJ�RI� WKHP��,W� LV�DOVR
QRW� SHUVLVWHQW� ¥� LI� LW� FUDVKHV�� DOO� HQWULHV� DUH� ORVW�� ,Q� D� PRUH� FRPSOHWH
HQYLURQPHQW�� WKH� WULYLDO� WUDGHU� ZRXOG� EH� UHSODFHG� ZLWK� VRPHWKLQJ� PRUH
UREXVW

7R�DOORZ�IOH[LELOLW\�LQ�WKH�VHW�XS�RI�D�)OH[L1HW�HQYLURQPHQW��WKH�WUDGHU�LV�QRW
SUH�FRQILJXUHG� WR� UXQ� DW� D� SDUWLFXODU� QHWZRUN� DGGUHVV�� ,Q� DGGLWLRQ�� XQOLNH
V\VWHPV�VXFK�DV�WKH�50,5HJLVWU\��LW�LV�RQO\�QHFHVVDU\�WR�UXQ�RQH�LQVWDQFH�RI
WKH�)OH[L1HW�WUDGHU�¥�QRW�RQH�LQVWDQFH�SHU�PDFKLQH��7KH�SULFH�WR�SD\�IRU�WKLV
IOH[LELOLW\�LV�WKDW�HDFK�SURFHVV�PXVW�EH�WROG�WKH�ORFDWLRQ�RI�WKH�WUDGHU��7KLV�LV
SDVVHG� DV� D� -DYD� SURSHUW\� YDOXH� ¥� W\SLFDOO\� E\� SDVVLQJ� DQ� DGGLWLRQDO
SDUDPHWHU�WR�WKH�java�SURJUDP��7KH�WUDGHU�LWVHOI�ZLOO�FKHFN�IRU�WKH�SUHVHQFH
RI� WKLV� HQYLURQPHQW� YDULDEOH�� DQG� ZLOO� VWDUW� DW� WKH� VSHFLILHG� DGGUHVV� LI
SRVVLEOH�

 9.6 The FlexiNet Distribution

)OH[L1HW� LV� GLVWULEXWHG� HLWKHU� DV� D� VLQJOH� ODUJH� ]LS� ILOH�� RU� DV� D� GLUHFWRU\
KLHUDUFK\� RQ� &'�� ,Q� WKH� IROORZLQJ�� LW� LV� DVVXPHG� WKDW� WKLV� LV
FRSLHG�GHFRPSUHVVHG�LQWR�D�GLUHFWRU\�FDOOHG�FlexiNet�

7KH�GLVWULEXWLRQ�FRQVLVWV�RI�WKH�IROORZLQJ�

• $� GLUHFWRU\� KLHUDUFK\� PDWFKLQJ� WKH� SDFNDJH� KLHUDUFK\� IRU� )OH[L1HW�
7KLV�LV�LQ�WKH�GLUHFWRU\�FlexiNet/Packages��,W�FRQWDLQV�VRXUFH�FRGH
DQG�FODVV�ILOHV��7KH�FODVV�ILOHV�KDYH�GHEXJJLQJ�LQIRUPDWLRQ�FRPSLOHG�LQ
EXW�GLVDEOHG��VHH�VHFWLRQ��������$�GHVFULSWLRQ�RI�WKH�SDFNDJH�KLHUDUFK\
FDQ�EH�IRXQG�LQ�DSSHQGL[�,�

• $� GLUHFWRU\� FRQWDLQLQJ� GRFXPHQWDWLRQ�� ,Q� SDUWLFXODU�� -DYD'RF� IRU
)OH[L1HW�FODVVHV��DQG�D�YHUVLRQ�RI� WKLV�GRFXPHQW�GHVLJQHG� IRU�RQ�OLQH
EURZVLQJ�� 7KHVH� PD\� ERWK� EH� DFFHVVHG� XVLQJ� D� ZHE� EURZVHU� YLD
FlexiNet/Documentation/Index.html�

• $�-DYD� DUFKLYH� �MDU�� RI�)OH[L1HW� FODVVHV�� 7KHVH� FODVVHV�ZHUH� FRPSLOHG
ZLWKRXW� GHEXJJLQJ� IRU� SHUIRUPDQFH�� 7KLV� PD\� EH� IRXQG� LQ
FlexiNet/lib/FlexiNet.jar�

• $�QXPEHU�RI�H[DPSOHV��7KHVH�PD\�EH� IRXQG� LQ�FlexiNet/TestCode�
&KDSWHU����JLYHV�DQ�RYHUYLHZ�RI�WKHVH��DQG�HDFK�VXE�GLUHFWRU\�FRQWDLQV
D�ReadMe.txt�ILOH�GHVFULELQJ�KRZ�WR�UXQ�WKH�H[DPSOH�LW�FRQWDLQV�

 9.6.1 Installation

)OH[L1HW�GRHV�QRW�UHTXLUH�©LQVWDOODWLRQª�DV�VXFK��7KH�ILOHV�VKRXOG�EH�FRSLHG�WR
KDUG�GLVF��DQG�WKH�Package�GLUHFWRU\�SXW�RQ�WKH�FODVVSDWK��L�H�
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   set CLASSPATH=%CLASSPATH%;FlexiNet\Packages  �ZLQGRZV�
RU

export CLASSPATH=$CLASSPATH:FlexiNet/Packages���XQL[�sh�
RU

setenv CLASSPATH=$CLASSPATH:FlexiNet/Packages��XQL[�csh�

$OWHUQDWLYHO\��WKH�)OH[L1HW�MDU�PD\�EH�SXW�RQ�WKH�FODVVSDWK�
 
   set CLASSPATH=%CLASSPATH%;FlexiNet\lib\FlexiNet.jar

1RWH��(LWKHU�FlexiNet/Packages�RU�FlexiNet.jar�VKRXOG�EH�SXW�RQ�WKH
FODVV�SDWK��QRW�ERWK�

,Q� DGGLWLRQ� WR� )OH[L1HW�� D� -'.���� FRPSDWLEOH� -90� PXVW� EH� LQVWDOOHG�
)OH[L1HW� ZDV� GHYHORSHG� XVLQJ� 6XQªV� -90� ��������� DOWKRXJK� RWKHUV� VKRXOG
IXQFWLRQ�MXVW�DV�ZHOO�

 9.6.2 Running the “Simple Bank” Example (Windows)

7KLV�PD\�EH�IRXQG�LQ�)OH[L1HW?7HVW&RGH?WUDGHU?%DQN([DPSOH�

�� 6WDUW�WKH�)OH[L1HW�WUDGHU

java UK.co.ansa.flexinet.services.trivtrader.TrivTrader

7KLV�ZLOO�UXQ�WKH�WUDGHU�DW�DQ�DUELWUDU\�DGGUHVV��DQG�SULQW�WKH�DGGUHVV�WR
WKH�VFUHHQ�

2. 6WDUW�WKH�%DQN�6HUYHU

,Q�DQRWKHU�ZLQGRZ�PDFKLQH��HQVXUH�WKH�GLUHFWRU\�FRQWDLQLQJ�WKH�H[DPSOH
LV�RQ�WKH�FODVVSDWK��DQG�UXQ�WKH�VHUYHU��WHOOLQJ�LW�ZKHUH�WKH�WUDGHU�LV�

cd FlexiNet\TestCode\trader\BankExample
set CLASSPATH=%CLASSPATH%;.
set FT=-Dflexinet.trader=xxxxxxx         �DGGUHVV�IURP����
java %FT% Server

3. 6WDUW�WKH�%DQN�&OLHQW

,Q�DQRWKHU�ZLQGRZ�PDFKLQH��HQVXUH�WKH�GLUHFWRU\�FRQWDLQLQJ�WKH�H[DPSOH
LV�RQ�WKH�FODVVSDWK��DQG�UXQ�WKH�FOLHQW��WHOOLQJ�LW�ZKHUH�WKH�WUDGHU�LV�

cd FlexiNet\TestCode\trader\BankExample
set CLASSPATH=%CLASSPATH%;.
set FT=-Dflexinet.trader=xxxxxxx         �DGGUHVV�IURP����
java %FT% Client
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 9.6.3 Running the “Simple Bank” Example (Unix)

7KLV�LV�DQDORJRXV�WR�WKH�:LQGRZV�H[DPSOH�DERYH��7KH�RQO\�GLIIHUHQFHV�DUH�WKH
GLIIHUHQW�FRQYHQWLRQV�IRU�SDWKQDPHV�DQG�VHWWLQJ�HQYLURQPHQW�YDULDEOHV�

�� 6WDUW�WKH�)OH[L1HW�WUDGHU

java UK.co.ansa.flexinet.services.trivtrader.TrivTrader

7KLV�ZLOO�UXQ�WKH�WUDGHU�DW�DQ�DUELWUDU\�DGGUHVV��DQG�SULQW�WKH�DGGUHVV�WR
WKH�VFUHHQ�

2. 6WDUW�WKH�%DQN�6HUYHU

,Q�DQRWKHU�ZLQGRZ�PDFKLQH��HQVXUH�WKH�GLUHFWRU\�FRQWDLQLQJ�WKH�H[DPSOH
LV�RQ�WKH�FODVVSDWK��DQG�UXQ�WKH�VHUYHU��WHOOLQJ�LW�ZKHUH�WKH�WUDGHU�LV�

cd FlexiNet/TestCode/trader/BankExample
export CLASSPATH=$CLASSPATH:.          �LQ�csh��XVH�setenv�
set FT=”-Dflexinet.trader=xxxxxxx”       �DGGUHVV�IURP����
java $FT Server

3.  6WDUW�WKH�%DQN�&OLHQW

,Q�DQRWKHU�ZLQGRZ�PDFKLQH��HQVXUH�WKH�GLUHFWRU\�FRQWDLQLQJ�WKH�H[DPSOH
LV�RQ�WKH�FODVVSDWK��DQG�UXQ�WKH�FOLHQW��WHOOLQJ�LW�ZKHUH�WKH�WUDGHU�LV�

cd FlexiNet/TestCode/trader/BankExample
set CLASSPATH=$CLASSPATH:.          �LQ�csh ��XVH�setenv �
set FT=”-Dflexinet.trader=xxxxxxx”       �DGGUHVV�IURP����
java $FT Client
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 10 MOBILE OBJECTS

 10.1 Introduction

0RELOH�2EMHFWV�DUH�DQ�DEVWUDFWLRQ�GHVLJQHG�WR�VXSSRUW�FRGH�DQG�GDWD�PRELOLW\�
,Q�SDUWLFXODU��WKH\�DOORZV�DQ�H[HFXWLQJ�DSSOLFDWLRQ�WR�©MXPSª�IURP�RQH�KRVW�WR
DQRWKHU�� 2EYLRXV� DSSOLFDWLRQV� RI� WKLV� PLJKW� EH� WR� VXSSRUW� DJHQF\
>%856(//��@�� IRU� ORDG� EDODQFLQJ� RU� WR� SUHSDUH� IRU� QHWZRUN� GLVFRQQHFWLRQ�
7KH�PRELOH�REMHFW�DEVWUDFWLRQV� LQ�)OH[L1HW�DUH� ODUJHO\� WUDQVSDUHQW��KRZHYHU
WKHUH�DUH�VRPH�FRGLQJ�UHVWULFWLRQV�RQ�PRELOH�REMHFWV��DQG�LW� LV�QRW�LQ�JHQHUDO
SRVVLEOH�WR�PLJUDWH�DQ�DUELWUDU\�DSSOLFDWLRQ�

0RELOH�2EMHFWV�DUH�VXSSRUWHG�LQ�)OH[L1HW�DV�D�VSHFLDOLVDWLRQ�RI�WKH�50�2'3
FOXVWHU�DEVWUDFWLRQ��$�FOXVWHU�LV�D�FROOHFWLRQ�RI�REMHFWV�WKDW�DUH�PDQDJHG�DV�D
ZKROH��$�PRELOH�FOXVWHU� LV�D� FROOHFWLRQ� RI� REMHFWV� WKDW�PD\�EH�PLJUDWHG� IURP
RQH�KRVW�WR�DQRWKHU��$�FOXVWHU�PD\�EH�WKRXJKW�RI�DV�D�OLJKWZHLJKW�SURFHVV�DQG
D�PRELOH� FOXVWHU�DV�D�SURFHVV�ZLWK� WKH�DELOLW\� WR� MXPS� IURP�KRVW� WR� KRVW�� ,Q
SUDFWLFH�LW�LV�D�SURFHVV�OLNH�DEVWUDFWLRQ�WKDW�ZH�ZLVK�WR�EH�PRELOH��QRW�VLPSO\
D� VLQJOH� REMHFW�� $� GHWDLOHG� GHVFULSWLRQ� RI� WKH� &OXVWHU� DQG� 0RELOH� &OXVWHU
DEVWUDFWLRQV�LV�JLYHQ�LQ�SDUW�ILYH��§&OXVWHUV�DQG�&DSVXOHV¨�
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Figure 17 Clusters and Capsules
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 10.2 Mobility and Places

,Q�SUDFWLFH��FOXVWHUV�PRYH�EHWZHHQ�KRVWV��$W�WKH�VRIWZDUH�OHYHO��HDFK�ORFDWLRQ
D�FOXVWHU�PD\�UHVLGH�LV�FDOOHG�D�&DSVXOH��DQG�D�3ODFH�LV�D�VSHFLDOLVDWLRQ�RI�WKLV
WKDW� VXSSRUWV� 0RELOH� &OXVWHUV�� 7KHUH� PD\� EH� PDQ\� GLIIHUHQW� 3ODFH
LPSOHPHQWDWLRQV� WKDW� SURYLGH� GLIIHUHQW� IDFLOLWLHV�� RU� HQIRUFH� GLIIHUHQW
PDQDJHPHQW�SROLFLHV��$�YDQLOOD�3ODFH�LPSOHPHQWDWLRQ��PlaceImp��LV�SURYLGHG
DV� SDUW� RI� )OH[L1HW�� )LJXUH� ��� VXPPDULHV� WKH� UHODWLRQVKLS� EHWZHHQ� REMHFWV�
FOXVWHU�DQG�FDSVXOHV�

 10.3 Creating a Mobile Cluster

$�FOXVWHU�LV�LQ�PDQ\�UHVSHFWV�OLNH�DQ�DSSOHW��7KHUH�LV�D�GLVWLQJXLVKHG�FODVV�DW
WKH� ©KHDGª� RI� WKH� FOXVWHU�� ZKLFK� LV� H[WHQGHG� LQ� RUGHU� WR� VSHFLDOLVH� LW� IRU� D
SDUWLFXODU�LPSOHPHQWDWLRQ��)RU�PRELOH�FOXVWHUV��WKLV�FODVV�LV�MobileObject�
$�VXEFODVV�ZLOO�QRUPDOO\�RYHUULGH�WKUHH�RI�LWV�PHWKRGV�DV�IROORZV�

<any interface> init(<any>,<any>….)
7KLV�PHWKRG�LV�FDOOHG�XSRQ�FRQVWUXFWLRQ�RI�WKH�ILUVW�REMHFW�ZLWKLQ�D
FOXVWHU��7KH�PHWKRG�PD\�WDNH�DQ\�DUJXPHQWV�DQG�PD\�UHWXUQ�D
UHIHUHQFH�WR�DQ\�LQWHUIDFH��7\SLFDOO\�WKLV�LV�D�UHIHUHQFH�WR�EH�XVHG
E\�WKH�FUHDWRU�WR�FRQWURO�WKH�PRELOH�REMHFW�

void restart(Exception reason)
7KLV�PHWKRG� LV�FDOOHG�XSRQ� WKH�UHVWDUW�RI� D� FOXVWHU�� IRU� H[DPSOH�
DIWHU�D�VXFFHVVIXO�PRYH��7KH�PHWKRG�LV�SDVVHG�WKH�UHDVRQ�IRU�WKH
UHVWDUW�

<any interface> copied()
7KLV�PHWKRG� LV� FDOOHG� RQ� D�QHZO\� FUHDWHG� FRS\� RI� D� FOXVWHU� DIWHU
WKH� FRS\� KDV� EHHQ� FUHDWHG� �init � LV� QRW� FDOOHG��� ,W�PD\� UHWXUQ� D
UHIHUHQFH�WR�DQ�LQWHUIDFH��WR�DOORZ�LWV�FUHDWRU�WR�UHIHUHQFH�LW�

,Q�RUGHU�WR�FUHDWH�D�QHZ�PRELOH�FOXVWHU��WKH�createCluster �PHWKRG�LV�FDOOHG
RQ� DQ� H[LVWLQJ� 3ODFH� �ZKLFK�PD\� EH� UHPRWH��� 7KLV�ZLOO� FUHDWH� D� QHZ� HPSW\
FOXVWHU�� $� GLUHFW� FDOO� RI� createObject � RQ� WKLV� FOXVWHU� FDQ� WKHQ� EH� XVHG� WR
FUHDWH� DQ� DSSOLFDWLRQ� REMHFW� ZLWKLQ� WKH� FOXVWHU�� 7KLV� FDOO� ZLOO� FDXVH� WKH
FRQVWUXFWLRQ� RI� D� QHZ� REMHFW� RI� WKH� LGHQWLILHG� FODVV�� DQG� FDXVHV� WKH� init
PHWKRG�WR�EH�FDOOHG�RQ�WKLV�REMHFW��7KLV�PD\�UHWXUQ�D�UHIHUHQFH�WR�DQ�LQWHUIDFH
ZLWKLQ� WKH� FOXVWHU�� 7KH� init � PHWKRG� LV� DOVR� IUHH� WR� FUHDWH� DQ\� LQWHUQDO
WKUHDGV�UHTXLUHG�E\�WKH�DSSOLFDWLRQ�FODVV�

$�VLPSOH�0RELOH�2EMHFW�LV�LOOXVWUDWHG�LQ�)LJXUH�����DQG�WKH�FRQVWUXFWLRQ�RI�D
QHZ� LQVWDQFH� LV� VKRZQ� LQ�)LJXUH� ����$V� WKH� FUHDWLRQ� DQG� LQLWLDOLVDWLRQ� RI� D
0RELOH� 2EMHFW� LV� DOZD\V� WKH� VDPH�� LW� LV� FRPPRQ� WR� SURYLGH� D� VWDWLF
FRQVWUXFWLRQ�PHWKRG�LQ�HDFK�PRELOH�REMHFW�FODVV�
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 public class Robot extends MobileObject implements Command
 {
   public String name;
 
   // Override init in MobileObject
   public Command init(String name)
   {
     this.name = name;
 
     return this;
   }
 
   // Override restart in MobileObject
   public void restart(Exception e)
   {
     System.out.println("Robot ’"+name+"’ restarting");
   }
 
   // implement Command.go
   public void go(Place p)
   {
     System.out.println("Robot ’"+name+"’ moving...");
     pendMove(p);
   }
 
   // implement Command.identify
   public String identify()
   {
     System.out.println("Robot ’"+name+"’ identifying...");
     return name;
   }
  
 }

Figure 18 A Simple Mobile Object

 // construct an empty cluster
 
 Place p = …;
 Cluster c = p.createCluster();
 
 // create initialization arguments
 Object[] arg = new Object[1];
 arg[1] = “Metal Micky”;
 
 // construct a new robot
 Command r = (Command) c.createObject(Robot.class,args);
 

Figure 19 Constructing a New Robot
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 10.4 Moving

0RELOH� FOXVWHUV� DUH�DXWRQRPRXV� LQ� WKDW� RQO\� D� WKUHDG�ZLWKLQ� D� FOXVWHU�PD\
GLUHFWO\� FDXVH� LW� WR�PRYH�� ,Q� RUGHU� WR�PRYH�� WKH� FOXVWHU�PXVW� HQWHU� D� VWDWH
ZKHUH�D�FRQVLVWHQW�FRS\�RI�LW�FDQ�EH�WDNHQ��7KH�PDMRULW\�RI�WKLV�LV�KDQGOHG�E\
WKH�LQIUDVWUXFWXUH��EXW�VRPH�FR�RSHUDWLRQ�LV�UHTXLUHG�E\�WKH�DSSOLFDWLRQ�FRGH�
7KHUH�DUH�WZR�YHUVLRQV�RI�WKH�PRYH�PHWKRG�

void syncMove(Place p)
7KLV�LQGLFDWHV�D�V\QFKURQRXV��LPPHGLDWH��PRYH��$Q\�IXUWKHU�FDOOV
PDGH�RQ� LQWHUIDFHV�H[SRUWHG�E\� WKH�FOXVWHU�DUH�EORFNHG�XQWLO� WKH
PRYH� FRPSOHWHV��7KH�PRYH�GRHV�QRW� WDNH� SODFH� XQWLO� DOO� WKUHDGV
UXQQLQJ�ZLWKLQ�WKH�FOXVWHU�KDYH�H[LWHG�� ,Q�SDUWLFXODU��RWKHU�FDOOV
PDGH� RQ� WKH� FOXVWHU� WKDW� DUH� H[HFXWLQJ� PXVW� H[LW�� DQG� WKH
DSSOLFDWLRQ� FRGH� PXVW� VKXWGRZQ� DQ\� LQWHUQDO� WKUHDGV�� 2QFH� DOO
WKUHDGV�DQG�FDOOV�KDYH�H[LWHG��WKHQ�WKH�PRYH�ZLOO�WDNH�SODFH��7KH
WKUHDG� WKDW� LQYRNHV� syncMove� ZLOO� QHYHU� UHWXUQ� ¥� XQOHVV� WKH
PRYH�IDLOV��LQ�ZKLFK�FDVH�LW�ZLOO�WKURZ�DQ�H[FHSWLRQ�

pendMove(Place p)
7KLV�IODJV�D�SHQGLQJ�PRYH��,W�LV�WUHDWHG�LGHQWLFDOO\�WR�syncMove�
H[FHSW� WKDW� WKH� WKUHDG� FDOOLQJ� pendMove� UHWXUQV� LPPHGLDWHO\�
:KHQ�WKH�PRYH�DFWXDOO\�WDNHV�SODFH��DQ�HUURU�ZLOO�OHDG�WR�D�FDOO�WR
restart�ZLWK�D�MovedFailedException�DV�WKH�DUJXPHQW�

2QFH� D� PRYH� KDV� FRPSOHWHG�� WKH� restart� PHWKRG� LV� FDOOHG� RQ� WKH� PRELOH
REMHFW��7KLV��OLNH�init��LV�IUHH�WR�FUHDWH�DQ\�LQWHUQDO�WKUHDGV�

 10.4.1 Copying

&RS\LQJ� D�PRELOH� FOXVWHU� LV� YHU\� VLPLODU� WR�PRYLQJ� LW�� $� WKUHDG�ZLWKLQ� WKH
FOXVWHU�LQYRNHV�WKH�copy�PHWKRG��&DOOV�LQWR�WKH�FOXVWHU�DUH�EORFNHG��DQG�ZKHQ
DOO� WKUHDGV� DUH� H[LWHG�� WKH� FOXVWHU� LV� FRSLHG� WR� WKH� QHZ� ORFDWLRQ�� DQG� WKH
copied�PHWKRG� LV� LQYRNHG�RQ� WKH�QHZ�REMHFW��7KLV�PD\�UHWXUQ�DQ� LQWHUIDFH
UHIHUHQFH�� ZKLFK� LV� SDVVHG� WR� WKH� FDOOLQJ� WKUHDG� DV� WKH� UHWXUQ� YDOXH� RI� WKH
copy� RSHUDWLRQ�� %\� GHIDXOW�� WKH� copied� PHWKRG� FDOOV� UHVWDUW�� ZLWK� D� QHZ
Copied�H[FHSWLRQ�DV�WKH�RQO\�DUJXPHQW��,Q�WKH�GHIDXOW�FDVH��LW�UHWXUQV�D�QXOO
UHVXOW�

 10.5 Communications

:LWKLQ� D� FOXVWHU�� REMHFWV� PD\� FRPPXQLFDWH� IUHHO\� XVLQJ� VWDQGDUG� -DYD
PHWKRG� LQYRFDWLRQ�� %HWZHHQ� FOXVWHUV�� FRPPXQLFDWLRQ� WDNHV� SODFH� XVLQJ
)OH[L1HW�UHPRWH�PHWKRG�LQYRFDWLRQ��1R�VSHFLDO�GLVWLQFWLRQ�QHHG�EH�PDGH�E\�D
SURJUDPPHU�EHWZHHQ�FRPPXQLFDWLRQV�ZLWK�D�VWDWLRQDU\�VHUYLFH��DQG�D�PRELOH
REMHFW��7KLV�FRQIRUPV�WR�WKH�©VHD�RI�REMHFWVª�DEVWUDFWLRQ�
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 10.6 Constraints on Mobile Objects

0RELOH� FOXVWHUV� DUH� DUELWUDU\� -DYD� SURJUDPV�� +RZHYHU�� WKHUH� DUH� VRPH
VW\OLVWLF�FRQVWUDLQWV�

7KUHDG�0DQDJHPHQW
$�FOXVWHU�PD\�FUHDWH�RU�GHVWUR\�WKUHDGV�DQG�WKUHDG�JURXSV�DW�ZLOO�
+RZHYHU��WKH�DSSOLFDWLRQ�SURJUDPPHU�LV�UHVSRQVLEOH�IRU�VKXWWLQJ
GRZQ�DOO�WKUHDGV�SULRU�WR�PRYHPHQW�

6WDWLF�)LHOGV�DQG�0HWKRGV
,W�LV�SRVVLEOH�WR�FRQILJXUH�)OH[L1HW�WR�JLYH�HDFK�FOXVWHU�D�VHSDUDWH
YLHZ�RI�VWDWLF�VWDWH��+RZHYHU�LQ�JHQHUDO��VWDWLF�PHWKRGV�VKRXOG�EH
XVHG� ZLWK� FDUH� E\� PRELOH� FRGH�� DV� WKLV� FRQVWLWXWH� D� EDFNGRRU
PHDQV�E\�ZKLFK�PRELOH�REMHFW�PD\�FRPPXQLFDWH�ZLWK�HDFK�RWKHU�
7KLV�FLUFXPYHQWV�WKH�PHFKDQLVPV�XVHG�WR�WUDFN�WKUHDGV��DQG�FDQ
UHVXOW�LQ�XQH[SHFWHG�EHKDYLRXU�

6HULDOLVDWLRQ
&ODVVHV� XVHG� WR� FRQVWUXFW� D� PRELOH� FOXVWHU� PXVW� EH� VHULDOLVDEOH
XVLQJ� WKH�)OH[L1HW� VHULDOLVHU�� ,Q� JHQHUDO� WHUPV�� WKLV�PHDQV� WKDW
WKH\�PXVW�SURYLGH�D�SXEOLF�QR�DUJV�FRQVWUXFWRU��DQG�FRQWDLQ�RQO\
SXEOLF� RU� WUDQVLHQW� GDWD� PHPEHUV�� ,Q� -'.� ���� WKLV� ODWWHU
UHVWULFWLRQ�ZLOO� EH� UHPRYHG��'HWDLOV� RI� )OH[L1HW� VHULDOLVDWLRQ� DUH
JLYHQ�LQ�&KDSWHU����
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 11 PERSISTENT OBJECTS

 11.1 Introduction

3HUVLVWHQW�2EMHFWV�DUH�D�FOXVWHU�EDVHG�DEVWUDFWLRQ�WKDW�DOORZV�FOLHQWV�WR�DFFHVV
SHUVLVWHQW�REMHFWV�WUDQVSDUHQWO\��7KH�SHUVLVWHQW�REMHFW� LWVHOI� LPSOHPHQWV�RQH
RU�PRUH�DSSOLFDWLRQ�VSHFLILF�LQWHUIDFHV��7KH�FOLHQW�LV�JLYHQ�D�UHIHUHQFH�WR�WKHVH�
DQG�PD\�DFFHVV� WKH�REMHFW�DV� LI� LW�ZHUH�D� ©QRUPDOª�REMHFW��7KH� LQIUDVWUXFWXUH
DFWXDOO\�VWRUHV� WKH�REMHFW�RQ�GLVF��DQG�WUDQVSDUHQWO\� UHDGV� WKH�REMHFW� LQ�DQG
ZULWHV�LW�EDFN�EHIRUH�DQG�DIWHU�HDFK�PHWKRG�LQYRFDWLRQ�

/LNH�PRELOH�REMHFWV��SHUVLVWHQW�REMHFWV�DUH�VXSSRUWHG�E\�D�VSHFLDOLVDWLRQ�RI�WKH
FOXVWHU�DEVWUDFWLRQ��3HUVLVWHQW�FOXVWHUV�DUH�FDOOHG�VWRUDEOHV�DQG�DUH�VWRUHG� LQ
&DSVXOHV� FDOOHG� 6WRUHV�� 7KLV� LV� DQDORJRXV� WR� WKH� 0RELOH� &OXVWHU�� 3ODFH
UHODWLRQVKLS��)LJXUH�����

ObjectCapsule
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Creates in same
cluster

n Cluster
Contains

Contains
manages
lifecycle

1
1 n

’Normal’ Method
Invocation

{same cluster}
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{different cluster}

Store exists in

Figure 20 Storable Clusters

 11.2 Creating a Persistent Object

8QOLNH� PRELOH� REMHFWV�� SHUVLVWHQW� REMHFWV� DUH� JLYHQ� ©PHDQLQJIXOª� QDPHV�� WR
DOORZ�WKHP�WR�EH�PDQDJHG��IRU�H[DPSOH�GHOHWHG���DQG�WR�DOORZ�D�FOLHQW�WR�UH�
REWDLQ�D�UHIHUHQFH�WR�WKHP�DIWHU�D�FUDVK�
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7KH�FUHDWLRQ�RI�D�SHUVLVWHQW�REMHFW��VWRUDEOH��LV�DQDORJRXV�WR�WKH�FUHDWLRQ�RI�D
PRELOH� FOXVWHU� ¥� H[FHSW� WKDW� WKH� FUHDWLRQ� LQWHUIDFH� LV� RQ� WKH� VWRUHªV� URRW
GLUHFWRU\�REMHFW��UDWKHU�WKDQ�RQ�WKH�VWRUH�LWVHOI��)LJXUH�����

 // construct an empty cluster
 
 Store s = …;
 Directory root = s.getRootDirectory();
 Cluster c = root.newStorable(“example account”);
 
 // create initialization arguments
 Object[] arg = new Object[1];
 arg[1] = “Richard”;
 
 // construct a new storable Account
 Account a = (Account) c.createObject(Account.class,arg);
 

Figure 21 Creating a Storable

 11.3 Managing Persistent Objects

,Q�DGGLWLRQ�WR�WKH�©WUDQVSDUHQWª� LQWHUIDFH�WR�WKH�VWRUHG�REMHFW� LWVHOI�� WKH�VWRUH
LPSOHPHQWDWLRQ� DOVR� SURYLGHV� YDULRXV� PDQDJHPHQW� LQWHUIDFHV�� 7KH
StoreManager �LQWHUIDFH�SURYLGHV�IDFLOLWLHV�IRU�WKH�FUHDWLRQ�DQG�GHVWUXFWLRQ�RI
6WRUHV� WKHPVHOYHV��:LWKLQ�D�VWRUH�� WKH�'LUHFWRU\� LQWHUIDFH�SURYLGHV�PHWKRGV
WR� HQXPHUDWH�6WRUDEOHV� E\�QDPH�� DQG� GHOHWH� WKHP�� ,W� LV� HQYLVDJHG� WKDW� WKH
StoreManager �LQWHUIDFH�ZLOO�EH�H[WHQGHG�WR�VHW�SROLFLHV�RQ�D�SHU�VWRUH�EDVLV
�IRU�H[DPSOH�DFFHVV� ULJKWV�� RU�PD[LPXP�VL]H���DQG�WKH�Directory � LQWHUIDFH
ZLOO� EH� H[WHQGHG� WR� SURYLGH� PRUH� XVHU�RULHQWHG� PDQDJHPHQW�� IRU� H[DPSOH
IDFLOLWLHV�WR�H[DPLQH�WKH�VL]H�RI�HDFK�Storable �

 11.4 Communications

6WRUDEOH� FOXVWHUV� DFW� OLNH� PRELOH� FOXVWHUV�� :LWKLQ� D� FOXVWHU�� REMHFWV� PD\
FRPPXQLFDWH�IUHHO\�XVLQJ�VWDQGDUG�-DYD�PHWKRG�LQYRFDWLRQ��%HWZHHQ�FOXVWHUV
FRPPXQLFDWLRQ� WDNHV� SODFH� XVLQJ� )OH[L1HW� UHPRWH� PHWKRG� LQYRFDWLRQ�� 1R
VSHFLDO�GLVWLQFWLRQ�QHHGV�WR�EH�PDGH�E\�D�SURJUDPPHU��WKDW�WKH�LQWHUIDFH�WKH
DUH�DFFHVVLQJ�LV�DFWXDOO\�RQ�D�UHPRWH��VWRUHG�REMHFW�

 11.5 Constraints on Persistent Objects

3HUVLVWHQW� FOXVWHUV� KDYH� VRPH� VW\OLVWLF� FRQVWUDLQWV� SODFHG� XSRQ� WKHP�� /LNH
0RELOH� &OXVWHUV�� WKH\� KDYH� WKH� VDPH� FRQVWUDLQWV� ZLWK� UHVSHFW� WR� WKUHDG
PDQDJHPHQW�� VWDWLF� ILHOGV� DQG�PHWKRGV� DQG� VHULDOLVDWLRQ�� ,Q� DGGLWLRQ�� HDFK
VWRUDEOH�PXVW�EH�UHDG�IURP�GLVF��GHVHULDOLVHG��EHIRUH�HDFK�LQYRFDWLRQ�DQG�WKHQ
ZULWWHQ�EDFN��VHULDOLVHG��DIWHUZDUGV��6WRUDEOHV�VKRXOG�QRW�WKHUHIRUH�KDYH�DQ\
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LQWHUQDO� WKUHDGV� ¥� XQOHVV� WKHVH� DUH� H[WUHPHO\� VKRUW� OLYHG�� 6WRUDEOHV� PD\
LQYRNH�QHVWHG�LQYRFDWLRQV�RQ�RWKHU�6WRUDEOHV��RU�RWKHU�REMHFWV��EXW�WKHUH�DUH
QRW� IDFLOLWLHV� WR� PDQDJH� XQZLQGLQJ� DIWHU� D� QHVWHG� IDLOXUH� �,QFRPSOHWH
LQYRFDWLRQV� DUH� VLPSO\� GLVFDUGHG��� )RU� FRPSOH[� VFHQDULRV�� WKH� WUDQVDFWLRQ
DEVWUDFWLRQ�VKRXOG�EH�XVHG�LQVWHDG�



12-Feb-99 FlexiNet Architecture 50

 12 TRANSACTIONS

 12.1 Introduction

7KH�)OH[L1HW�WUDQVDFWLRQDO�IUDPHZRUN�LV�DQ�LPSOHPHQWDWLRQ�DQG�H[WHQVLRQ�RI
WKH�(QWHUSULVH�-DYD%HDQV�VSHFLILFDWLRQ��,W�ZDV�GHVLJQHG�LQ�SDUDOOHO�ZLWK�WKH
UHVW� RI� WKH� )OH[L1HW�� ,W� XVHV� WKH� )OH[L1HW� LQIUDVWUXFWXUH� WR� VXSSRUW� WKH
UXQWLPH� H[HFXWLRQ� HQYLURQPHQW�� DQG� XVHV� D� YLVXDO� FRPSRQHQW� EXLOGHU
LQWHUIDFH�IRU�WKH�DVVHPEO\�RI�DSSOLFDWLRQV�RXW�RI�©EHDQª�FRPSRQHQWV�

7KH� )OH[L1HW� 7UDQVDFWLRQ� )UDPHZRUN� VXSSRUWV� VWDQGDUG� (QWHUSULVH
-DYD%HDQV�� $� IXOO� VSHFLILFDWLRQ� RI� (QWHUSULVH� -DYD%HDQV� FDQ� EH� IRXQG� DW
>681F@�

7KH� WUDQVDFWLRQ� DUFKLWHFWXUH� DLPV� WR� PHHW� WKH� QHHGV� RI� WUDQVDFWLRQDO� -DYD
DSSOLFDWLRQV�� 2XU� ZRUN� VWDUWHG� EHIRUH� DQ\� SXEOLFDWLRQ� RI� (QWHUSULVH
-DYD%HDQV� �(-%��� +RZHYHU�� LW� WXUQHG� RXW� WKDW� WKH\� KDYH� VLPLODU� JRDOV�� WR
SURYLGH�LPSOLFLW�WUDQVDFWLRQV�WKXV�UHPRYLQJ�IURP�WKH�GHYHORSHUV�DQ\�FRQFHUQ
IRU� WUDQVDFWLRQ� PDQDJHPHQW� GHWDLOV�� :H� DGMXVWHG� VRPH� RI� RXU� GHVLJQ� DQG
LPSOHPHQWDWLRQ� ZKHQ� WKH� GUDIW� (-%� VSHFLILFDWLRQ� ZDV� SXEOLVKHG� WR� HQVXUH
WKDW� RXU� WUDQVDFWLRQ� DUFKLWHFWXUH� IXOILOV� WKH� (-%� VSHFLILFDWLRQ�� 7KH� ILQDO
LPSOHPHQWDWLRQ� RI� WKH� DUFKLWHFWXUH� FDQ� EH� XVHG� DV� DQ� (-%� FRQWDLQHU� WR
H[HFXWH�(QWHUSULVH�-DYD%HDQV�

/LNH� (-%�� WKH� )OH[L1HW� WUDQVDFWLRQDO� IUDPHZRUN� LV� FRPSRQHQW�EDVHG�� WKXV
HQDEOHV� XVHUV� WR� DVVHPEOH� SRUWDEOH�� FXVWRPLVDEOH� FRPSRQHQWV� LQWR� D
WUDQVDFWLRQDO� LQIUDVWUXFWXUH�� 0RUHRYHU�� WKH� DUFKLWHFWXUH� LV� DOVR� UHIOHFWLYH�
7KHUHIRUH��LW�SURYLGHV�WZR�DGGLWLRQDO�IHDWXUHV�WKDW�DUH�EHQHILWV�RI��VXSSRUWLQJ
WUDQVDFWLRQ�SURFHVVLQJ�LQ�-DYD�

• ,W� DOORZV� WKH� WUDQVDFWLRQ� LQIUDVWUXFWXUH� WR� EH� HDVLO\� DGDSWHG� WR� QHZ
DSSOLFDWLRQ�UHTXLUHPHQWV�DQG�FKDQJLQJ�HQYLURQPHQWV��)RU�H[DPSOH��LW
DOORZV� DSSOLFDWLRQ� DXWKRUV� WR� FKRRVH� D� SDUWLFXODU� FRQFXUUHQF\� FRQWURO
SURWRFRO�IRU�WKHLU�DSSOLFDWLRQ�

• ,W� DOORZV� SURJUDPPHUV� WR� SURYLGH� DSSOLFDWLRQ�VSHFLILF� LQIRUPDWLRQ
GHFODUDWLYHO\� DQG� VHSDUDWHO\� IURP� DSSOLFDWLRQ� FRGH�� 7KLV� LQIRUPDWLRQ
FDQ�EH�XVHG�HLWKHU�DW�GHSOR\PHQW�WLPH�IRU�FRQILJXULQJ�WKH�WUDQVDFWLRQ
LQIUDVWUXFWXUH�WR�EHVW�VXLW� WKH�DSSOLFDWLRQ�FRPSRQHQW��RU�DW�H[HFXWLRQ
WLPH�IRU�LPSURYLQJ�V\VWHP�SHUIRUPDQFH�

7KH� UHVXOWV� RI� RXU� ZRUN� LQFOXGH� D� UXQWLPH� H[HFXWLRQ� HQYLURQPHQW�� DQG� D
GHYHORSPHQW� WRRONLW�� 7KH� H[HFXWLRQ� HQYLURQPHQW� FRQVLVWV� RI� DQ� XQGHUO\LQJ
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WUDQVDFWLRQ�V\VWHP�DQG�DQ�(-%�FRQWDLQHU��7KH�GHYHORSPHQW�WRRONLW�SURYLGHV�D
YLVXDO�WRRO��EnterpriseBeanBox��IRU�XVHUV�WR�FXVWRPLVH�ERWK�WKH�EHDQV�DQG
UXQWLPH� FRQWDLQHU�� 7KH� FRQWDLQHU� LQVXODWHV� WKH� HQWHUSULVH� EHDQ� IURP� WKH
VSHFLILFV� RI� DQ� XQGHUO\LQJ� V\VWHP� E\� SURYLGLQJ� D� VLPSOH�� VWDQGDUG� $3,
EHWZHHQ�WKH�EHDQ�DQG�FRQWDLQHU��7KH�EnterpriseBeanBox�LV�DQ�H[WHQVLRQ�RI
WKH� BeanBox� IURP� WKH� %HDQ� 'HYHORSPHQW� .LW� �%'.��� ,W� PDLQWDLQV� DOO� WKH
RULJLQDO� IXQFWLRQDOLW\�� EXW� JDLQV� VRPH� QHZ� IHDWXUHV� WR� PHHW� RXU� VSHFLDO
UHTXLUHPHQWV�

,Q� WKLV� FKDSWHU�� ZH� GHVFULEH� WKH� SURFHVV� RI� GHYHORSLQJ� DQ� (-%� DSSOLFDWLRQ�
SDUWLFXODUO\� KRZ� WR� XVH� WKH� EnterpriseBeanBox� WR� GHSOR\� D� EHDQ� LQ� D
FRQWDLQHU��:H�DOVR�H[SODLQ�KRZ�WR�GHPDUFDWH�WKH�ERXQGDULHV�RI�D�WUDQVDFWLRQ�
DQG�KRZ�WR�LPSOHPHQW�D�FRQFXUUHQF\�FRQWURO�SURWRFRO�WKDW�FDQ�EH�XVHG�E\�WKH
FRQWDLQHU��7KH�GHVFULSWLRQ�LV�LQ�WHUPV�RI�D�VLPSOH�WUDQVDFWLRQDO�EDQN�DFFRXQW
H[DPSOH��DQG�WKLV�H[DPSOH�LV�SURYLGHG�LQ�WKH�)OH[L1HW�GLVWULEXWLRQ�

 12.2 Enterprise Bean Development

7KH� ILUVW� SKDVH� RI� GHYHORSLQJ� DQ� HQWHUSULVH� DSSOLFDWLRQ� LV� WR� SURJUDP
HQWHUSULVH�EHDQV��$Q�HQWHUSULVH�EHDQ� LV�D�SRUWDEOH��UHXVDEOH��DQG�FRQWDLQHU�
LQGHSHQGHQW�VRIWZDUH�FRPSRQHQW��$Q�HQWHUSULVH�EHDQ�LPSOHPHQWV�D�EXVLQHVV
WDVN��RU�D�EXVLQHVV�HQWLW\��(DFK�EHDQ�LQFOXGHV�LWV�-DYD�FODVVHV��LWV�UHPRWH�DQG
KRPH� LQWHUIDFHV�� LWV� GHSOR\PHQW� GHVFULSWRU�� DQG� LWV� HQYLURQPHQW� SURSHUWLHV�
7KH� HQWHUSULVH� %HDQV� PXVW� FRQIRUP� WR� (QWHUSULVH� -DYD%HDQV� FRPSRQHQW
FRQWUDFW� WR� HQVXUH� WKDW� WKH\� FDQ� EH� LQVWDOOHG� LQWR� DQ\� FRPSOLDQW� (-%
FRQWDLQHU�

$Q�H[DPSOH�EHDQ��AccountBean��LV�VKRZQ�LQ�)LJXUH����

7KH�AccountBean� FODVV� GHILQHV� WKUHH� EDVLF� RSHUDWLRQV��credit� IRU� SXWWLQJ
PRQH\�LQWR�DQ�DFFRXQW��debit� IRU�ZLWKGUDZLQJ�PRQH\�IURP�DQ�DFFRXQW��DQG
balance� IRU� FKHFNLQJ� WKH� EDODQFH� RI� DQ� DFFRXQW�� ,Q� DGGLWLRQ�� WKH
getInitialBalance DQG� setInitialBalance� SDLU� GHILQH� D� VLPSOH
-DYD%HDQ� SURSHUW\�� $� -DYD%HDQ� SURSHUW\� LV� D� VLQJOH� SXEOLF� DWWULEXWH�� $
VLPSOH� SURSHUW\� UHSUHVHQWV� D� VLQJOH� YDOXH�� ,W� FDQ� EH� FXVWRPLVHG� E\� D� XVHU
ZLWKRXW�DFFHVVLQJ�WKH�VRXUFH�FRGH�

7KH�DFWLYDWLRQ��GHDFWLYDWLRQ�DQG�UHPRYDO�RI�DQ�HQWHUSULVH�EHDQ�DUH�PDQDJHG
DXWRPDWLFDOO\�E\�WKH�EHDQ�FRQWDLQHU��+RZHYHU��LI�D�EHDQ�ZRXOG�OLNH�WR�SHUIRUP
VRPH�H[WHUQDO�DFWLRQV�ZKHQ�WKHVH�HYHQWV�RFFXU��WKHVH�DFWLRQV�FDQ�EH�GHILQHG
LQ� ejbActivate�� ejbPassivate�� DQG� ejbRemove� UHVSHFWLYHO\�� 7KH
FRQWDLQHU�ZLOO�HQVXUH�WKH�FRUUHVSRQGLQJ�RSHUDWLRQ�ZLOO�EH�LQYRNHG�ZKHQ�VXFK
DQ�HYHQW�RFFXUV��7KH�setSessionContext�PHWKRG�VWRUHV�WKH�UHIHUHQFH�WR�WKH
FRQWH[W�REMHFW�WR�DQ�LQVWDQFH�YDULDEOH��7KLV�PHWKRG�LV�FDOOHG�DIWHU�WKH�LQVWDQFH
FUHDWLRQ�
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 public class AccountBean implements SessionBean
 {
   private double currentBalance;
 
   public AccountBean( ) { }
 
   public AccountBean(String name)
   {
     this.name = new String(name);
   }
 
   public double getInitialBalance()
   {
     return currentBalance;
   }
 
   public void setInitialBalance(double ibal)
   {
     currentBalance = ibal;
   }
 
   public void credit(double value)
   {
     double bal = currentBalance;
     // pause to demonstrate race condition
     try {Thread.currentThread().sleep(5000);
     } catch (Throwable thr) {};
     currentBalance = bal+value;
   }
 
   public void debit(double value) throwsOverdrawException
   {
     if (currentBalance < value)
       throw new OverdrawException("No enough money");
     currentBalance = currentBalance-value;
   }
 
   public double balance( )
   {
     return currentBalance;
   }
 
   // methods and fields for EJB use
   public void ejbActivate(){ }
   public void ejbPassivate(){ }
   public void ejbRemove(){ }
 
   protected SessionContext sessionContext;
 
   public void setSessionContext(SessionContext ctx)
   {
     sessionContext = ctx;
   }
}

Figure 22 An Example Enterprise JavaBean
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 12.3 Application Assembly

$Q�DSSOLFDWLRQ�DVVHPEOHU� LV�D�GRPDLQ�H[SHUW�ZKR�FRPSRVH�DSSOLFDWLRQV�WKDW
XVH� HQWHUSULVH�%HDQV�� 7KH� DSSOLFDWLRQ� DVVHPEOHU�ZRUNV�ZLWK� WKH� HQWHUSULVH
EHDQªV� FOLHQW� YLHZ� FRQWUDFW�� $OWKRXJK� WKH� DSSOLFDWLRQ� DVVHPEOHU� PXVW� EH
IDPLOLDU�ZLWK�WKH�IXQFWLRQDOLW\�SURYLGHG�E\�WKH�HQWHUSULVH�EHDQªV�UHPRWH�DQG
KRPH� LQWHUIDFHV�� EXW� KH� GRHV� QRW� KDYH� WR� KDYH� DQ\� NQRZOHGJH� RI� WKH
HQWHUSULVH�EHDQªV�LPSOHPHQWDWLRQ�

7KH� RXWSXW� RI� WKH� DSSOLFDWLRQ� DVVHPEOHU� FDQ� EH� QHZ� HQWHUSULVH� %HDQV�� RU
DSSOLFDWLRQV�WKDW�DUH�QRW�HQWHUSULVH�%HDQV��IRU�H[DPSOH��VHUYOHWV��DSSOHWV��RU
VFULSWV���7KH�DVVHPEOHU�PD\�DOVR�ZULWH�D�*8,�IRU�WKH�DSSOLFDWLRQV�

,Q� D� WKUHH�WLHU� DUFKLWHFWXUH�� WKH� FOLHQW� LV� YHU\� WKLQ� DQG� RQO\� UHVSRQVLEOH� IRU
GDWD�SUHVHQWDWLRQ�DQG�WKH�XVHU�LQWHUIDFH��)ROORZLQJ�RQ�IURP�WKH�VLPSOH�EDQN
H[DPSOH�RI�FKDSWHU����ZH�GHILQH�D�VLPSOH�WUDQVDFWLRQDO�EDQN�VHUYLFH�� ,Q�WKLV
H[DPSOH�� WKH� FOLHQW� SURJUDP� IRFXVHV� RQ� KRZ� WR� SURYLGH� D� XVHU�IULHQGO\
LQWHUIDFH� IRU� SHUIRUPLQJ� IROORZLQJ� DFWLRQV�� FUHGLW� PRQH\� LQ� DQ� DFFRXQW�
ZLWKGUDZ�PRQH\�IURP�DQ�DFFRXQW��DQG�FKHFN�WKH�EDODQFH�RI�WKH�DFFRXQW��7KH
ODUJHU� SDUW� RI� WKH� FOLHQW� SURJUDP� LV� FRQFHUQHG� ZLWK� WKH� *8,�� 7KH� XVHU
LQWHUIDFH�LV�VKRZQ�LQ�)LJXUH����

     ATM 1

CommitTXBeginTX AbortTX

DebitCredit Balance

1000

 activity log

Figure 23 The UI for the Example Application

$QRWKHU�LVVXH�IRU�FOLHQW�SURJUDP�LV�WKH�GHFODUDWLRQ�RI�WUDQVDFWLRQ�ERXQGDULHV�
2XU� WUDQVDFWLRQ� IUDPHZRUN� LV� D� KLJK�OHYHO� FRPSRQHQW� IUDPHZRUN� WKDW
DWWHPSWV� WR� KLGH� V\VWHP� FRPSOH[LW\� IURP� WKH� DSSOLFDWLRQ� GHYHORSHU�� :H
DVVXPH� PRVW� DSSOLFDWLRQ� GHYHORSHUV� DQG� DSSOLFDWLRQ� XVHUV� GR� QRW� QHHG� WR
DFFHVV� WUDQVDFWLRQ� PDQDJHPHQW� H[SOLFLWO\�� 7KH� EXUGHQ� RI� PDQDJLQJ
WUDQVDFWLRQV�LV�VKLIWHG�WR�WKH�FRQWDLQHU�SURYLGHUV��2XU�WUDQVDFWLRQ�IUDPHZRUN
LPSOHPHQWV� WKH� QHFHVVDU\� ORZ�OHYHO� WUDQVDFWLRQ� SURWRFROV�� VXFK� DV� WKH� WZR�
SKDVH�FRPPLW�SURWRFRO�EHWZHHQ� WUDQVDFWLRQ�PDQDJHU�DQG�GDWDEDVH�V\VWHPV�
WUDQVDFWLRQ�FRQWH[W�SURSDJDWLRQ��DQG�GLVWULEXWHG�WZR�SKDVH�FRPPLW�

+RZHYHU�� WKH� FOLHQWV� KDYH� WR� FRQWURO� WUDQVDFWLRQ� VFRSHV�� WKDW� LV�� WR� WHOO� WKH
V\VWHP� ZKHQ� D� WUDQVDFWLRQ� VWDUWV� DQG� ZKHQ� LW� HQGV�� &OLHQWV� XVH� WKH
javax.jts.UserTransaction� LQWHUIDFH� IRU� WKLV� SXUSRVH�� 7KLV� SDFNDJH
GHILQHV� WKH� DSSOLFDWLRQ�OHYHO� GHPDUFDWLRQ� LQWHUIDFH�� 7KH� DSSOLFDWLRQ
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SURJUDPPHU� GHPDUFDWHV� WUDQVDFWLRQ� ERXQGDULHV� ZLWK� begin� DQG
commit/rollback� FDOOV�� 7KLV� LV� LOOXVWUDWHG� LQ� )LJXUH� ���� 7KH� WUDQVDFWLRQ
IUDPHZRUN�HQVXUHV�WKDW�DOO� WKH�DFWLRQV�SHUIRUPHG�LQVLGH�WKH�ERXQGDULHV�DUH
WUDQVDFWLRQDO�

 import javax.jts.UserTransaction;
 ……
 UserTransaction tx =
       (UserTransaction)new AnsaUserTransaction();
 tx.begin( );
 ……        //do work
 tx.commit( );
 
 tx.begin( );
 ……                  //do work
 tx.rollback( );

Figure 24 Demarcating Transactional Boundaries

$SSOLFDWLRQ�DVVHPEO\�FDQ�EH�SHUIRUPHG�EHIRUH�RU�DIWHU�WKH�GHSOR\PHQW�RI�WKH
EHDQ�LQWR�DQ�RSHUDWLRQDO�HQYLURQPHQW�

 12.4 Deployment

$�EHDQ�GHSOR\HU� LV� DQ� H[SHUW� LQ� WUDQVDFWLRQDO� LQIUDVWUXFWXUH� UHVSRQVLEOH� IRU
GHSOR\LQJ� HQWHUSULVH� %HDQV� LQWR� D� FRQWDLQHU�� $� GHSOR\HU� W\SLFDOO\� XVHV� WKH
EnterpriseBeanBox � WR� DGDSW� HQWHUSULVH� %HDQV� WR� D� VSHFLILF� RSHUDWLRQDO
HQYLURQPHQW�

)LUVW��D�GHSOR\HU�FDQ�GHFLGH�WKH�WUDQVDFWLRQ�DWWULEXWH�IRU�DQ�HQWHUSULVH�EHDQ�
7KHUH�DUH�VL[�SRVVLEOH�YDOXHV�

• 7;B127B6833257('��D�FRQWDLQHU�PXVW�DOZD\V�LQYRNH�DQ�HQWHUSULVH
EHDQ�WKDW�KDV�WKLV�WUDQVDFWLRQ�DWWULEXWH�ZLWKRXW�D�WUDQVDFWLRQ�VFRSH�

• 7;B%($1B0$1$*('�� DQ� HQWHUSULVH� EHDQ� WKDW� KDV� WKLV� WUDQVDFWLRQ
DWWULEXWH� FDQ� XVH� WKH� UserTransaction � LQWHUIDFH� WR� GHPDUFDWH
WUDQVDFWLRQ�ERXQGDULHV�

• 7;B5(48,5('�� LI� D� FOLHQW� LQYRNH� DQ� HQWHUSULVH� EHDQ� WKDW� KDV� WKLV
WUDQVDFWLRQ�DWWULEXWH�ZKLOH�WKH�FOLHQW� LV�DVVRFLDWHG�ZLWK�D�WUDQVDFWLRQ
FRQWH[W�� WKH� FRQWDLQHUV� LQYRNHV� WKH� HQWHUSULVH� EHDQªV� PHWKRG� LQ� WKH
FOLHQWªV� WUDQVDFWLRQ� FRQWH[W�� 2WKHUZLVH�� WKH� FRQWDLQHU� DXWRPDWLFDOO\
VWDUWV� D� QHZ� WUDQVDFWLRQ� EHIRUH� GHOHJDWLQJ� WKH� PHWKRG� FDOO� WR� WKH
HQWHUSULVH�EHDQ�

• 7;B68332576��DQ�HQWHUSULVH�EHDQ�WKDW�KDV�WKLV�WUDQVDFWLRQ�DWWULEXWH
LV�LQYRNHG�LQ�WKH�FOLHQWªV�WUDQVDFWLRQ�VFRSH��,I�WKH�FOLHQW�GRHV�QRW�KDYH�D
WUDQVDFWLRQ� VFRSH�� WKH� HQWHUSULVH� EHDQ� LV� DOVR� LQYRNHG� ZLWKRXW� D
WUDQVDFWLRQ�VFRSH�

• 7;B5(48,5(6B1(:�� DQ� HQWHUSULVH� EHDQ� WKDW� KDV� WKLV� WUDQVDFWLRQ
DWWULEXWH�LV�DOZD\V�LQYRNHG�LQ�WKH�VFRSH�RI�D�QHZ�WUDQVDFWLRQ�
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• 7;B0$1'$725<�� DQ� HQWHUSULVH� EHDQ� WKDW� KDV� WKLV� WUDQVDFWLRQ
DWWULEXWH� LV�DOZD\V� LQYRNHG� LQ�WKH�VFRSH�RI� WKH� FOLHQWªV� WUDQVDFWLRQ�� ,I
WKH�FOLHQW�DWWHPSWV�WR�LQYRNH�WKH�HQWHUSULVH�EHDQ�ZLWKRXW�D�WUDQVDFWLRQ
FRQWH[W��WKH�FRQWDLQHU�WKURZV�WKH�TransactionRequired�H[FHSWLRQ�WR
WKH�FOLHQW�

)XUWKHUPRUH�� ZH� DOORZ� D� GHSOR\HU� WR� FXVWRPLVH� WKH� EHKDYLRXU� RI� WKH
FRQWDLQHU��$�GHSOR\HU�FDQ�FKRRVH�ZKLFK�FRQFXUUHQF\�FRQWURO�SURWRFRO�VKRXOG�EH
XVHG�IRU�DQ�HQWHUSULVH�EHDQ��7KH�FRQFXUUHQF\�FRQWURO�SURWRFRO�FDQ�EH�SURYLGHG
E\� WKH� FRQWDLQHU� SURYLGHU�� RU� LPSOHPHQWHG� E\� WKLUG�SDULWLHV�� 7KH� GHVLJQ� RI
FRQFXUUHQF\�FRQWURO�PHFKDQLVPV�LV�RXWOLQH�LQ�VHFWLRQ������

)LQDOO\�� ZH� DOORZ� D� GHSOR\HU� WR� VSHFLI\� WKH� FRQFXUUHQF\� VHPDQWLFV� RI� DQ
HQWHUSULVH� EHDQ��7KLV� LQIRUPDWLRQ� FDQ� EH� XVHG� E\� WKH� FRQWDLQHU� WR� RSWLPLVH
WKH�FRQFXUUHQF\�FRQWURO�GHFLVLRQV�

$� GHSOR\HU� XVHV� WKH� EnterpriseBeanBox� WR� LQSXW� WKHVH� GHSOR\PHQW
GHFLVLRQV�� :KHQ� WKLV� LV� VWDUWHG�� WKH� %HDQ%R[�� 7RRO%R[�� DQG� 3URSHUW\6KHHW
ZLQGRZV�DSSHDU�RQ�WKH�VFUHHQ��7R�LQVWDQWLDWH�D�EHDQ� LQ�FOLFN�RQ�WKH�GHVLUHG
EHDQ�LQ�WKH�7RRO%R[�DQG�WKHQ�FOLFN�LQ�WKH�BeanBox�DUHD�

     BeanBox
File   Edit    View   Help

AccountBean

TransactionalMetaobject

ReflectionFrame

     ToolBox

AccountBean

Metaobject

ReflectionFrame

TransactionalMetaobject

     Properties - AccountBean

0.0initialBalance

Figure 25 EntepriseBeanBox Main Windows

�7R� GHSOR\� DQ� HQWHUSULVH� EHDQ�� WKUHH� FRPSRQHQWV�PXVW� EH� LQVWDQWLDWHG�� WKH
DSSOLFDWLRQ�EHDQ���)RU�H[DPSOH�WKH�AccountBean���WKH�UHIOHFWLRQ�IUDPH�EHDQ
ReflectionFrame��DQG�WKH�PHWD�REMHFW�EHDQ�TransactionalMetaobject�
)LJXUH����VKRZV�WKHVH�WKUHH�EHDQV�DUH�LQVWDQWLDWHG�LQ�WKH�%HDQ%R[�

,Q�RUGHU�WR�GHSOR\�WKH�EHDQV��WKH�IROORZLQJ�VWHSV�PXVW�EH�IROORZHG�

• ,QVWDQWLDWH�WKH�AccountBean��ReflectionFrame��DQG
TransactionalMetaobject�EHDQV�

• 6HOHFW�WKH�ReflectionFrame�EHDQ

• 6HOHFW�WKH�(GLWÈ5HIOHFWLRQÈ$SSOLFDWLRQ�PHQX�
7KH�EntepriseBeanBox�SRVLWLRQV�D�OLQH�XQGHU�WKH�PRXVH�SRLQWHU�WKDW
FDQ�EH�XVHG�WR�FRQQHFW�WR�WKH�AccountBean�WR�WKH�ReflectionFrame
EHDQ�
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• :KHQ�WKH�EHDQV�DUH�FRQQHFWHG��WKH�EntepriseBeanBox�UHVSRQGV�ZLWK
D�GLDORJ�ER[�WKDW�GLVSOD\V�DOO�WKH�SXEOLF�PHWKRGV�RI�WKH�AccountBean�
7KLV�LV�VKRZQ�LQ�)LJXUH����

     ReflectionTargetDialog

public apm.beans.SimpleBank.AccountBean()                                               .
public apm.beans.SimpleBank.AccountBean(java.lang.String)
public double apm.beans.SimpleBankAccount.AccountBean.balance()
public void apm.beans.SimpleBankAccountBean.credit(double value)
public void apm.beans.SimpleBankAccountBean.debit(double value)
public void apm.beans.SimpleBankAccountBean.ejbActivate()
public void apm.beans.SimpleBankAccountBean.ejbCreate(java.lang.String)

Please choose the methods that need to be reflective

Cancel OK

public apm.beans.SimpleBank.AccountBean()                                               .

Figure 26 Marking Methods as Reflective

• 6HOHFW� DOO� WKH� PHWKRGV� WR� EH� H[SRUWHG� LQ� WKH� ER[�� DQG� SXVK� WKH�2.
EXWWRQ�

• 6HOHFW�WKH�5HIOHFWLRQ)UDPH�EHDQ�DJDLQ

• 6HOHFW� WKH� (GLWÈ5HIOHFWLRQÈPHWD�REMHFW� SXOOGRZQ� PHQX�� 7KH
(QWHSULVH%HDQ%R[�SRVLWLRQV�D�OLQH�XQGHU�WKH�PRXVH�FXUVRU�WKDW�VKRXOG
EH�FRQQHFWHG�WR�WKH�7UDQVDFWLRQDO0HWDREMHFW�

• 6HOHFW� D� WUDQVDFWLRQ� SURSHUW\� LQ� WKH� SURSHUW\� ER[� IURP� WKH� SXOO�GRZQ
PHQX���)LJXUH����

• ,QSXW�WKH�FODVV�QDPH�RI�WKH�GHVLUHG�FRQFXUUHQF\�FRQWURO�SURWRFRO�LQ�WKH
&RQFXUUHQF\&RQWURO1DPH�DUHD�

     Properties - TransactionalMetaObject

apm.concurrency.TPLConcurrency

TX_MANDATORY

concurrencyControlName

transactionProperty

Figure 27 Transactional Meta-Object Properties

• 6HOHFW�WKH�5HIOHFWLRQ)UDPH�EHDQ�DJDLQ

• 6HOHFW� WKH� (GLWÈ&XVWRPLVH� SXOOGRZQ� PHQX�� 7KH� %HDQ%R[� UHVSRQGV
ZLWK� D� GLDORJ� ER[�� ,W� GLVSOD\V� WKH� LQIRUPDWLRQ� LQSXW� VR� IDU�� 0RUH
LPSRUWDQWO\�� LW� DOORZV� LQSXW� RI� WKH� FRQFXUUHQF\� VHPDQWLFV� RI� WKH
HQWHUSULVH�EHDQ�E\�JLYLQJ�D�FDWHJRU\�QXPEHU�WR�HDFK�RI�WKH�RSHUDWLRQV
FKRVHQ�HDUOLHU��7KH�GHILQLWLRQV�RI�FDWHJRULHV�DUH�GLVSOD\HG�LQ�WKH�GLDORJ
ER[�DV�ZHOO���)LJXUH����
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     apm.reflection.ReflectionFrameCustomizer

apm.beans.SimpleBankpackageName:

MetaclassName: apm.reflect.transactions

apm.beans.SimpleBank

Available Catagories for the current Meta class

Application Class Name

Catagory 10: methods that require no action at metaobject

Catagory 20: methods that require applying a read lock

Catagory 30: methods that require applying a write lock

10public apm.beans.SimpleBankAccountBean():

10public apm.beans.SimpleBankAccountBean(java.lang.String):

20public double apm.beans.SimpleBankAccountBean.balance()

30public void apm.beans.SimpleBankAccountBean.credit(double value)

30public void apm.beans.SimpleBankAccountBean.debit(double value)

Done

Figure 28 Customising the Reflection Frame

• ,QSXW�D�FDWHJRU\�QXPEHU� IRU�HDFK�RSHUDWLRQ� LQ� WKH�FRUUHVSRQGLQJ� WH[W
DUHD�DFFRUGLQJ�WR�WKH�FDWHJRU\�GHILQLWLRQV�

• 3XVK�WKH�GRQH�EXWWRQ

• 6HOHFW�WKH�)LOHÈ*HQHUDWH5HIOHFWLRQ-DU�SXOO�GRZQ�PHQX

7KH� UHVXOWV� RI� WKH� GHSOR\PHQW� SURFHVV� FRQVLVW� RI� D� QXPEHU� RI� MDUV�� 7KH
accountBean.jar� UHSUHVHQWV� WKH� FXVWRPLVHG� AccountBean� FODVV� DQG� LWV
DVVRFLDWHG�FODVVHV��7KH�Reflection.jar�LQFOXGHV�DOO�WKH�FODVVHV�UHTXLUHG�WR
UXQ� WKH� accountBean� LQ� WKH� FRQWDLQHU�� QDPHO\� WKH� WZR� LQWHUIDFHV� IRU� WKH
FOLHQW�WR�DFFHVV�WKH�EHDQ��DQG�WZR�FODVVHV�WKDW�LPSOHPHQW�WKH�WZR�LQWHUIDFHV�
7KHVH� LQWHUIDFHV� DQG� FODVVHV� DUH� JHQHUDWHG� DQG� FRPSLOHG� E\� WKH
EntepriseBeanBox�DXWRPDWLFDOO\�

 12.5 Starting an Application

7KH�UHVXOWV�RI�WKH�GHSOR\PHQW�SURFHVV�DUH�D�QXPEHU�RI�-DYD�DUFKLYHV��MDUV���,Q
RUGHU�IRU�WKH�FODVV�ORDGHU�RI�WKH�FRQWDLQHU�FDQ�ILQG�WKHP��WKH\�VKRXOG�EH�SXW
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XQGHU� D� VDPH� GLUHFWRU\�� 7KH� QDPH� RI� WKH� GLUHFWRU\� ZLOO� EH� SDVVHG� DV� D
SDUDPHWHU�RI�WKH�SURJUDP�VR�WKDW�WKH�FODVV�ORDGHU�FDQ�ILQG�WKH�UHODWHG�MDUV�

• 6WDUW�WKH�)OH[L1HW�WUDGHU�
java
UK.co.ansa.flexinet.services.trivtrader.TrivTrader

• 6WDUW�WKH�WUDQVDFWLRQ�VHUYHU��
java -Dflexinet.trader=xxx

org.omg.CosTransactions.ApmTransactionFactoryImpl
1RWH��xxx�LV�WKH�DGGUHVV�RI�WKH�WUDGHU�

• 6WDUW�DQ�DSSOLFDWLRQ�VHUYHU��
java -Dflexinet.trader=xxx
     UK.co.ansa.transaction.container.NewAnsaContainer
     $(JARHOME) Reflections.jar
     beans.SimpleBank.AnsaAccountBeanHome TxServer

• 6WDUW�D�FOLHQW��
java -Dflexinet.trader=xxx 
       applications.newSimpleBank.Bank

 12.6 Using the Example Application

7KH�VLPSOH�EDQN�H[DPSOH�SURYLGHV�WZR�$70�PDFKLQHV�IRU�DFFHVVLQJ�RQH�EDQN
DFFRXQW�� 2QH� FDQ� FUHGLW� PRQH\� LQ�� ZLWKGUDZ� PRQH\� IURP� WKH� DFFRXQW�� RU
FKHFN�WKH�EDODQFH�RI�WKH�DFFRXQW�YLD�HLWKHU�RI�WKHP��7KLV�H[DPSOH�LQWHQGV�WR
GHPRQVWUDWH�WKH�FDSDELOLW\�RI�RXU�WUDQVDFWLRQ�IUDPHZRUN�IRU�SURYLGLQJ�SURSHU
FRQFXUUHQF\�FRQWURO�IRU�DQ\�HQWHUSULVH�EHDQ�WUDQVSDUHQWO\�

7KHUH� LV� QR� FRGH� IRU� GHDOLQJ� ZLWK� FRQFXUUHQF\� DW� DOO� LQ� WKH� AccountBean
LPSOHPHQWDWLRQ��+RZHYHU��DV�WKH�WUDQVDFWLRQ�SURSHUW\�IRU�AccountBean�ZDV
VHW� WR� 7;B0$1'$725<� LQ� WKH� GHSOR\PHQW� VWDJH�� WKHQ� WKH� FRQWDLQHU� ZLOO
HQVXUH� GDWD� FRQVLVWHQF\� RI� WKH�AccountBean� HYHQ� LQ� D� HQYLURQPHQW�ZKHUH
WKHVH�LV�FRQFXUUHQW�DFFHVV��$V�DQ�H[DPSOH�

• &UHGLW�1000� SRXQGV� LQWR� WKH� DFFRXQW� YLD�$70��� W\SH� LQ�1000� LQ� WKH
WH[W�DUHD��WKHQ�SXVK�WKH�FUHGLW�EXWWRQ�

• &KHFN�WKH�EDODQFH�RI�WKH�DFFRXQW�YLD�ERWK�$70��DQG�$70���SXVK�WKH
EDODQFH� EXWWRQ� LQ� HLWKHU� RI� WKHP�� 7KH� EDODQFH� ZLOO� DSSHDU� RQ� WKH
GLVSOD\�DUHD��,W�VKRXOG�EH�1000 LQ�ERWK�PDFKLQHV�

• &UHGLW� DQRWKHU� 1000 YLD�$70��� DQG� LPPHGLDWHO\� ZLWKGUDZ� 500� YLD
$70��

• &KHFN�WKH�EDODQFH�DJDLQ��7KH�EDODQFH�VKRXOG�EH�1500�

1RWH� WKDW� DOWKRXJK� D� FUHGLW� DQG� GHELW� RSHUDWLRQ� ZHUH� SHUIRUPHG
VLPXOWDQHRXVO\��WKH�FRQWDLQHU�DQG�WKH�WUDQVDFWLRQ�V\VWHP�HQVXUH�WKH�UHVXOW�LV
WKH�VDPH�DV�WKHVH�WZR�DFWLRQV�DUH�SHUIRUPHG�VHTXHQWLDOO\�
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1RZ�� JR� WR� WKH�(QWHUSULVH%HDQ%R[� DQG� FKDQJH� WKH� WUDQVDFWLRQ� SURSHUW\� IRU
AccountBean� LQWR� 7;B127B6833257�� 5HSHDW� WKH� DERYH� DFWLRQV�� DQG� WKH
ILQDO�EDODQFH�RI�WKH�DFFRXQW�ZLOO�QRW�EH�1500��EXW�2000��7KLV� LV�EHFDXVH�WKH
FRQWDLQHU� ZLOO� QRW� SURYLGH� DQ\� FRQFXUUHQF\� FRQWURO� IRU� D� EHDQ� ZKRVH
WUDQVDFWLRQ� SURSHUW\� LV� 7;B127B6833257�� $FWXDOO\�� WKLV� LV� WKH� RULJLQDO
EHKDYLRXU� GHILQHG� E\� WKH� EHDQ�� ,Q� WKH� SUHYLRXV� URXQG� RI� WHVW�� LW� LV� WKH
FRQWDLQHU� ZLWKLQ� ZKLFK� WKH� EHDQ� ZDV� H[HFXWHG� WKDW� PDNHV� WKH� EHDQ� FDQ
PDLQWDLQ�LWV�FRQVLVWHQFH�LQ�D�FRQFXUUHQW�HQYLURQPHQW�

)URP�WKLV�GHPRQVWUDWLRQ��LW�LV�FOHDU�WKDW�WKH�)OH[L1HW�WUDQVDFWLRQ�IUDPHZRUN
FDQ� SURYLGH� WUDQVDFWLRQ� SURSHUWLHV� WR� DSSOLFDWLRQ� SURJUDPV� WUDQVSDUHQWO\�
7KLV� DOORZV� DSSOLFDWLRQ� GHYHORSHUV� WR� WRWDOO\� IRFXV� RQ� WKH� EXVLQHVV� ORJLF
ZLWKRXW�GHHS�FRQFHUQ�DERXW�WUDQVDFWLRQ�LVVXHV�

 12.7 Concurrency Control Protocol

7KH� WUDQVDFWLRQ� IUDPHZRUN� FDQ� XVH� WKLUG�SDUW\� SURWRFROV� WR� SURYLGH
FRQFXUUHQF\� FRQWURO� VR� WKDW� WKH� DSSOLFDWLRQ� GHSOR\HU� FDQ� FKRRVH� WKH� PRVW
VXLWDEOH�FRQFXUUHQF\�FRQWURO�SURWRFRO�IRU�WKH�DSSOLFDWLRQ�

$�FODVV�LQWHQGHG�WR�LPSOHPHQW�D�FRQFXUUHQF\�FRQWURO�SURWRFRO�PXVW�H[WHQG�WKH
Concurrency� FODVV� DV� VKRZQ� LQ� )LJXUH� ����:KHQ� DQ� LQYRFDWLRQ� WR� D� EHDQ
LQVLGH� WKH� FRQWDLQHU� LV� UHFHLYHG�� WKH� FRQWDLQHU� ZLOO� FDOO� WKH� beforeAccess
PHWKRG� EHIRUH� GHOHJDWLQJ� WKH� LQYRFDWLRQ� WR� WKH� WDUJHW� EHDQ�� 7KH
beforeAccess�PHWKRG�ZLOO�GHFLGH�ZKHWKHU�DQG�ZKHQ�WKH�LQYRFDWLRQ�VKRXOG
DOORZ� JR� DKHDG�� DQG� WDNH� DFWLRQ� WR� HQVXUH� WUDQVDFWLRQ� SURSHUWLHV�� )RU
H[DPSOH�� LQ� D� FODVV� LPSOHPHQWLQJ� WKH� W\SLFDO� ��SKDVH�ORFNLQJ� SURWRFRO�� WKH
beforeAccess� PHWKRG� DOORZV� WKH� LQYRFDWLRQ� WR� JR� DKHDG� RQO\� ZKHQ� DQ
DSSURSULDWH� ORFN� FDQ� EH� JUDQWHG� IRU� WKH� LQYRFDWLRQ�� ,W� ZLOO� DOVR� PDNH� VRPH
VWDWH�EDFNXSV�WR�HQVXUH�WKH�EHDQ�FDQ�UHWXUQ�WR�WKH�SUHYLRXV�FRQVLVWHQW�VWDWH�
LI�WKH�FXUUHQW�WUDQVDFWLRQ�LV�DERUWHG�IRU�DQ\�UHDVRQ�

6LPLODUO\�� WKH� FRQWDLQHU� ZLOO� FDOO� WKH� afterAccess� PHWKRG� DIWHU� WKH
LQYRFDWLRQ� ILQLVKHG� EXW� EHIRUH� SDVVLQJ� WKH� UHVXOW� WR� WKH� RULJLQDO� FDOOHU�
1RUPDOO\��OLWWOH�QHHGV�WR�EH�GRQH�LQVLGH�WKH�afterAccess�EHFDXVH�QRQH�RI�WKH
UHVRXUFHV��VXFK�DV�locks�DQG�backups��FDQ�EH�UHOHDVHG�XQWLO�WKH�HQG�RI�WKH
WUDQVDFWLRQ�

$� FRQFXUUHQF\� FRQWURO� FODVV� DOVR� QHHGV� WR� LPSOHPHQW� PHWKRGV� IRU
SDUWLFLSDWLQJ� LQ� WKH� ��SKDVH�FRPPLW� SURFHVV� RI� WKH� WUDQVDFWLRQ�� prepare,
commit, commit_one_phase,� DQG� rollback�� 7KH� prepare� PHWKRG� FDQ
UHVSRQG�DQ� LQYRFDWLRQ� LQ� VHYHUDO�ZD\V�� ,I�QR�PRGLILFDWLRQ�KDV� EHHQ�GRQH� E\
WKH� WUDQVDFWLRQ� RQ� WKH� DVVRFLDWHG� EHDQ�� WKH� prepare� PHWKRG� FDQ� UHWXUQ
VoteReadOnly.� ,I� DOO� WKH� GDWD� QHHGHG� WR� FRPPLW� WKH� WUDQVDFWLRQ� FDQ� EH
ZULWWHQ� �RU� KDYH� DOUHDG\� EHHQ� ZULWWHQ�� WR� VWDEOH� VWRUDJH�� LW� FDQ� UHWXUQ
VoteCommit��,W�VKRXOG�VoteRollback LQ�DQ\�RWKHU�FLUFXPVWDQFHV��HYHQ�LI�LW
KDV�QR�NQRZOHGJH�DERXW�WKH�WUDQVDFWLRQ�

7KH� commit� PHWKRG� VKRXOG� FRPPLW� DOO� FKDQJHV� PDGH� DV� SDUW� RI� WKH
WUDQVDFWLRQ� WR� WKH� DVVRFLDWHG� EHDQ�� 1RUPDOO\�� LW� DOVR� FOHDUV� XS� DOO� WKH
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UHVRXUFHV� KHOG� RQ� EHKDOI� RI� WKH� WUDQVDFWLRQ�� VXFK� DV� locks DQG� backups�
6LPLODUO\�� WKH� rollback� PHWKRG� VKRXOG� UROOEDFN� DOO� WKH� FKDQJHV� PDGH� DV
SDUW�RI�WKH�WUDQVDFWLRQ�WR�WKH�DVVRFLDWHG�EHDQ�

7KH� commit_one_phase� PHWKRG� LV� XVHG� ZKHQ� WKHUH� LV� RQO\� RQH� EHDQ� LV
LQYROYHG�LQ�D�WUDQVDFWLRQ��WKXV�WKHUH�LV�QR�QHHG�IRU�WKH�ILUVW�SKDVH�

 public class Concurrency implements Serializable
 {
   public Concurrency()
   {
     this.appObject = null;
   }
 
   public Concurrency(Object appObject)
   {
     this.appObject = appObject;
   }
 
   public void beforeAccess(int catId,
               Coordinator coordinator)
               throws LockException, InterruptedException
   { }
 
   public void afterAccess(Method appMethod,
               Coordinator coordinator)
   { }
 
   public int prepare(Coordinator coordinator)
   { return 0;}
 
   public synchronized void commit(Coordinator coordinator)
               throws NotPrepared, HeuristicRollback,
               HeuristicMixed,HeuristicHazard
   { }
 
   public void rollback(Coordinator coordinator)
               throws HeuristicCommit, HeuristicMixed,
               HeuristicHazard
   { }
 
   public void commit_one_phase(Coordinator coordinator)
   { }
 
   protected Object appObject;
 }

Figure 29 Concurrency Interface
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PART THREE:
ARCHITECTURE
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 13 INTRODUCTION

 13.1 Introduction

)OH[L1HW� ZDV� GHVLJQHG� ©IURP� WKH� JURXQG� XSª�� :KLOVW� ZH� ZLVKHG� WR� VXSSRUW
LQWHURSHUDELOLW\� ZLWK� H[LVWLQJ� V\VWHPV�� DQG� FRQIRUP� WR�� RU� H[WHQG�� H[LVWLQJ
VWDQGDUGV�� WKHVH�ZHUH� VHFRQGDU\� JRDOV�� )OH[L1HW� JUHZ� RXW� RI� GLVVDWLVIDFWLRQ
ZLWK�FXUUHQW�RIIHULQJV��DQG�D�FOHDQ�VODWH�SURYLGHG�WKH�RSSRUWXQLW\�WR�EXLOG�D
FRKHUHQW�DUFKLWHFWXUH�

 13.2 Platform

)OH[L1HW�ZDV�GHYHORSHG�WR�EH�-DYD�VSHFLILF��7KLV�DOORZHG�XV� WR� OHYHUDJH� WKH
IDFLOLWLHV�SURYLGHG�E\�-DYD�WR�SURYLGH�D�FOHDQ�DUFKLWHFWXUH�DQG�VWUDLJKWIRUZDUG
$3,��,Q�SDUWLFXODU�IDFLOLWLHV�VXFK�DV�REMHFWV�E\�YDOXH��VXEFODVVLQJ�RI�DUJXPHQWV
DQG� G\QDPLF� ODWH� OLQNLQJ� DUH� XVHG� LQ� RXU� DUFKLWHFWXUH� WR� VLPSOLI\� PDQ\
DVSHFWV�RI�WKH�GHVLJQ��DQG�WR�KHOS�PDNH�)OH[L1HW�H[WHQVLEOH�

)OH[L1HW� DOVR� PDNHV� FRQVLGHUDEOH� XVH� RI� -DYDªV� VWURQJ� W\SLQJ� DQG
LQWURVSHFWLRQ� IDFLOLWLHV�� )OH[L1HW� FRXOG� EH� UHHQJLQHHULQJ� RQ� RWKHU� ODQJXDJHV
WKDW�GLG�QRW�KDYH�WKHVH� IDFLOLWLHV��EXW� LW�ZRXOG� ORVH�VRPH�RI� LWV�DUFKLWHFWXUDO
LQWHJULW\�� DQG� LQWHUQDO� W\SH�VDIHW\�� ,I� )OH[L1HW� ZHUH� UHHQJLQHHULQJ� LQ�� VD\�
&���� WKHQ� LW� LV� OLNHO\� WKDW� VXEFODVVLQJ� RI� DUJXPHQWV� DQG� UHODWHG� IHDWXUHV
ZRXOG�KDYH�WR�EH�RPLWWHG�

)OH[L1HW� ZDV� GHYHORSHG� RQ� 17� ���� DQG� 6RODULV� XVLQJ� 6XQªV� -'.����� :RUN
VWDUWHG�ZLWK�-'.������DQG�E\�WKH�HQG�RI�WKH�SURMHFW�-'.������ZDV�EHLQJ�XVHG�
6RPH�SLHFHV�RI�FRGH�DUH�QR�ORQJHU�FRPSDWLEOH�ZLWK�HDUO\�YHUVLRQ�RI�-'.�����,Q
SDUWLFXODU� SDUWV� RI� WKH� ,QIRUPDWLRQ� 6SDFH� ZLOO� QRW� FRPSLOH� RQ� -'.������ RU
EHORZ�� 0LFURVRIW� FRPSLOHUV� DQG� -90V� KDYH� DOVR� EHHQ� XVHG�� EXW� D� ODUJH
QXPEHU�RI�LQFRQVLVWHQFLHV�ZHUH�IRXQG�EHWZHHQ�WKH�GLIIHUHQW�FRPSLOHU�YHQGRUV
DQG� YHUVLRQV� �SDUWLFXODUO\� ZLWK� QHZHU� IHDWXUHV� VXFK� DV� LQQHU� FODVVHV��
)OH[L1HW�ZLOO� UXQ�XQGHU�PRVW�0LFURVRIW� -90V�� DOWKRXJK�SDUWV� RI� LW�ZLOO� QRW
FRPSLOH�XVLQJ��VRPH�YHUVLRQV�RI��WKH�0LFURVRIW�FRPSLOHU�

 13.3 Principles

:KHUH�SRVVLEOH�ZH�UHXVHG�H[LVWLQJ�FRQFHSWV�DQG�SULQFLSOHV�
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2'3�5HIHUHQFH�0RGHO
7KH�FRPSXWDWLRQDO�PRGHO� IURP�50�2'3�ZDV�XVHV�DV�D�EDVLV� IRU
WKH� SURJUDPPHU� LQWHUIDFH�� $GGLWLRQDOO\�� D� QXPEHU� RI� 50�2'3
HQJLQHHULQJ�PRGHO�FRQFHSWV�ZHUH�UHIOHFWHG�LQWR�WKH�FRPSXWDWLRQDO
PRGHO��7KH�2'3�QRWLRQV�RI� LQWHUIDFHV�DQG�REMHFWV�ZDV�XVHG��DQG
2'3� FOXVWHUV� ZHUH� LPSOHPHQWHG� WR� SURYLGH� HQFDSVXODWLRQ�� :H
VWUD\HG�IURP�WKH�DUFKLWHFWXUH�LQ�PDQ\�GHWDLOV��,Q�SDUWLFXODU��2'3
LQWHUIDFHV� DUH� VWDWH�IXOO�� )OH[L1HW� �DQG� -DYD�� LQWHUIDFHV� DUH� QRW�
2'3�FOXVWHUV�SURYLGH�D� IL[HG�VHW�RI�FDSDELOLWLHV��DQG�KDYH�VWURQJ
UHTXLUHPHQWV� RQ� WKHLU� FRQWHQWV�� :H� ZHDNHQHG� WKHVH
UHTXLUHPHQWV��DQG�JHQHUDOLVHG�WKH�FOXVWHU�FRQFHSW�

-DYD�/DQJXDJH
:H� DWWHPSWHG� WR� NHHS� WKH� )OH[L1HW� $3,� DQG� UHPRWH� REMHFW
VHPDQWLFV�DV� FORVH� WR� QRUPDO� -DYD� DV�SRVVLEOH�� ,Q� SDUWLFXODU��ZH
XVH�-DYD� LQWHUIDFH� FODVVHV� UDWKHU� WKDQ� ,'/� ILOHV��DV� WKLV� LV�PRUH
QDWXUDO�IRU�D�-DYD�SURJUDPPHU�

%XLOG�IRU�&KDQJH
)OH[L1HW� ZDV� GHVLJQHG� WR� EH� FRQVWDQWO\� XSJUDGHG� DQG� FKDQJHG�
:H�DWWHPSWHG�WR�PLQLPLVH�WKH�DPRXQW�RI� ©JOREDO�NQRZOHGJHª�DQG
LQWHUGHSHQGHQFLHV� EHWZHHQ� FRPSRQHQWV�� VR� WKDW� SDUWV� FRXOG� EH
UHSODFHG��RU�QHZ�FRPSRQHQWV�DGGHG�

0XOWLSOH�(YHU\WKLQJ
)OH[L1HW�ZDV�GHVLJQHG�WR�EH�FRPSRQHQW�EDVHG��DQG�WR�DOORZ�PRUH
WKDQ�RQH�LQVWDQFH�RI�DQ\�FRPSRQHQW�WR�FR�H[LVW��7KLV�LV�LPSRUWDQW�
IRU� H[DPSOH� LI� D� FOLHQW� KDV� WR� VSHDN� WZR� YHUVLRQV� RI� D� SURWRFRO�
)OH[L1HW� PDNH� YHU\� OLWWOH� XVH� RI� ©VWDWLFª� GDWD�� DV� WKLV� LV
LQWULQVLFDOO\�UHVWULFWLYH�

5HIOHFWLYH�,PSOHPHQWDWLRQ
)OH[L1HW�DWWHPSWV�WR�XVH�LWV�RZQ�PHFKDQLVPV�LQWHUQDOO\�ZKHUHYHU
SRVVLEOH�� )RU� H[DPSOH� D� )OH[L1HW� QDPH�� SDVVHG� WR� LGHQWLI\� DQ
LQWHUIDFH�� LV� DQ� RUGLQDU\� REMHFW�� DQG� WUHDWHG� DV� VXFK� ZKHQ
VHULDOLVHG��GHVHULDOLVHG� RU� RWKHUZLVH�PDQLSXODWHG��7KLV� DSSURDFK
DOORZV� XV� WR� FKDQJH� WKH� VSHFLILFDWLRQ� RI� RQH� FRPSRQHQW� �IRU
H[DPSOH�D�QDPH��ZLWK�PLQLPXP�LPSDFW�RQ�RWKHU�FRPSRQHQWV�

'HWDLOV� RI� WKHVH� SULQFLSOHV�� DQG� RWKHUV�� DUH� GHVFULEHG� LQ� WKH� IROORZLQJ
FKDSWHUV�
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 14 NAMING

 14.1 Introduction

7KH�SULPDU\�SXUSRVH�RI�PLGGOHZDUH�SODWIRUP�VXFK�DV�)OH[L1HW� LV�WR�VXSSRUW
WKH�LQWHUDFWLRQ�EHWZHHQ�D�FOLHQW�DQG�D�VHUYLFH��1DPHV�DUH�XVHG�LQ�)OH[L1HW�WR
LGHQWLI\� LQWHUIDFH�RQ�VHUYLFHV��DQG�WKH�UHVROXWLRQ�RI�D�QDPH�SURYLGHV�D�FOLHQW
ZLWK� D� UHIHUHQFH� WR� D� VHUYLFH� WKDW� WKH\� PD\� XVH�� 7KH� JHQHUDWLRQ� DQG
UHVROXWLRQ�RI�QDPHV�LV�WKHUHIRUH�D�FUXFLDO�SDUW�RI�WKH�)OH[L1HW�IUDPHZRUN�

$� )OH[L1HW� Name� PD\� UHSUHVHQW� DQ\� LQWHUIDFH�� 7KLV� PLJKW� EH� D� FRQFUHWH
LQWHUIDFH�RQ�D�UHDO�REMHFW��RU�D�PRUH�DEVWUDFW�LQWHUIDFH�ZKLFK�KDV�]HUR�RU�PRUH
FRQFUHWH�LPSOHPHQWDWLRQV��IRU�H[DPSOH�DQ�LQWHUIDFH�WR�D�QDPLQJ�VHUYLFH�WKDW
LV�LPSOHPHQWHG�E\�D�QXPEHU�RI�GLVWULEXWHG�VHUYHUV��$OWKRXJK�WKLV�ODWHU�FDVH�LV
XVHIXO��WKH�PRVW�XVXDO�XVH�RI�QDPHV�LV�WR�UHSUHVHQW�FRQFUHWH�LQWHUIDFHV�

7KHUH� DUH� WZR� VWDJHV� LQ� WKH� HVWDEOLVKPHQW� RI� D� FOLHQWªV� UHIHUHQFH� WR� D
�FRQFUHWH�� LQWHUIDFH�� )LUVW�� D� JHQHUDWRU� LV� XVHG� WR� JHQHUDWH� D� QDPH� IRU� WKH
LQWHUIDFH��%\� FKRRVLQJ� DQ� DSSURSULDWH� JHQHUDWRU�� D� VHUYLFH� FDQ�PDNH� FRDUVH
JUDLQ�GHFLVLRQV�DERXW�WKH�SURWRFRO�XVHG�IRU�FRPPXQLFDWLRQ�EHWZHHQ�FOLHQW�DQG
VHUYHU�� )RU� H[DPSOH�� RQH� JHQHUDWRU� PLJKW� SURGXFH� QDPHV� WKDW� UHODWH� WR� D
8'3�EDVHG�SURWRFRO�WKDW�LV�HIILFLHQW�RYHU�XQUHOLDEOH�QHWZRUNV��ZKLOVW�DQRWKHU
PLJKW�SURGXFH�QDPHV�UHODWLQJ�WR�DQ�HQFU\SWHG�7&3�EDVHG�SURWRFRO�

2QFH�D�FOLHQW�KDV�REWDLQHG�D�QDPH�WKH\�XVH�D�UHVROYHU�WR�UHVROYH�WKH�QDPH�WR�D
SUR[\� IRU� WKH� RULJLQDO� LQWHUIDFH��'LIIHUHQW� UHVROYHUV� DUH� FDSDEOH� RI� UHVROYLQJ
QDPH�WKDW�XVH�GLIIHUHQW�SURWRFROV��$�SUR[\�LV�D� ORFDO�REMHFW�WKDW�VWDQGV�IRU�D
UHPRWH�RQH�

)RU�D�SDUWLFXODU�SURWRFRO�� WKH� LQIRUPDWLRQ�FRQWDLQHG� LQ�D�QDPH�PD\�YDU\�� ,W
PXVW�FRQWDLQ�VXIILFLHQW�LQIRUPDWLRQ�WR�DOORZ�WKH�UHVROYHU�WR�FRQVWUXFW�D�SUR[\
ERXQG� WR� WKH� RULJLQDO� LQWHUIDFH�� ,W� PD\� DOVR� FRQWDLQ� KLQWV� DERXW� KRZ� WKLV
ELQGLQJ�VKRXOG�EH�FUHDWHG��IRU�H[DPSOH�ZKDW�SHUIRUPDQFH�WUDGH�RIIV�VKRXOG�EH
PDGH��RU�ZKDW�DFWLRQ�VKRXOG�EH� WDNHQ� LQ� WKH�FDVH�RI� FRPPXQLFDWLRQ� IDLOXUH�
7DNHQ�WR�DQ�H[WUHPH��WKH�QDPH�FRXOG�FRQWDLQ�DOO�WKH�FRGH�UHTXLUHG�LQ�RUGHU�WR
FUHDWH� WKH�ELQGLQJ�� ,Q�WKLV�H[WUHPH�� WKH�UHVROYHU� LV�QRW� UHTXLUHG�DW�DOO��7KLV
FDVH�LV�SDUWLFXODUO\�XVHIXO��DV�LW�DOORZV�D�FOLHQW�WR�UHVROYH�QDPHV�IRU�SURWRFROV
WKDW�LW�KDV�QRW�SUHYLRXVO\�EHHQ�FRQILJXUHG�WR�XQGHUVWDQG�
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 14.2 Multiple Generators and Resolvers

7KH�PDMRULW\�RI�LQWHUIDFHV�ZLWKLQ�D�SDUWLFXODU�VHUYLFH�DUH�OLNHO\�WR�EH�QDPHG
XVLQJ� WKH� VDPH� JHQHUDWRU�� DV� D� ©JHQHUDO� SXUSRVHª� JHQHUDWRU� ZLOO� XVXDOO\
VXIILFH��+RZHYHU��WKHUH�LV�IUHTXHQWO\�WKH�QHHG�IRU�D�VHUYLFH�WR�XVH�PRUH�WKDQ
RQH�JHQHUDWRU��IRU�H[DPSOH�D�VHUYLFH�PD\�ZLVK�WR�XVH�RQH�SURWRFRO�IRU�©QRUPDOª
FRPPXQLFDWLRQ�DQG�D�VHFRQG�SURWRFRO�ZKHQ�FRPPXQLFDWLQJ�VHFXUHO\��,W�PLJKW
DOVR�ZLVK�WR�XVH�VSHFLDO�SXUSRVH�SURWRFROV�WR�DLG�WKH�GHEXJJLQJ�RI�D�SDUWLFXODU
LQWHUIDFH�� RU� IRU� LQWHUIDFHV� WKDW� OHDG� WR� SRRU� SHUIRUPDQFH� ZKHQ� DFFHVVHG
UHPRWHO\� XVLQJ� WKH� GHIDXOW� SURWRFRO�� )RU� H[DPSOH�� D� UHDG�RQO\� VHUYLFH� PD\
ZLVK�WR�XVH�D�SURWRFRO�WKDW�FDFKHV�SUHYLRXV�UHTXHVWV�RQ�WKH�FOLHQW�PDFKLQH�

(TXDOO\�� D� FOLHQW� PD\� QHHG� WR� UHVROYH� QDPHV� JHQHUDWHG� E\� PDQ\� GLIIHUHQW
JHQHUDWRUV�� 7KLV� ZLOO� W\SLFDOO\� EH� EHFDXVH� WKH� FOLHQW� KDV� EHHQ� SDVVHG
UHIHUHQFHV� WR� LQWHUIDFHV� RQ� VHUYLFHV� XVLQJ� GLIIHUHQW� GHIDXOW� SURWRFROV�� RU
VHUYLFHV�XVLQJ�VSHFLDO�SXUSRVH�SURWRFROV�

7R� VXSSRUW� WKH� XVH� RI� PXOWLSOH� JHQHUDWRUV� DQG� UHVROYHUV�� WKH� FRQFHSW� RI� D
%LQGHU�*UDSK�LV�LQWURGXFHG��7KH�SXUSRVH�RI�WKH�ELQGHU�JUDSK�LV�WKUHH�IROG�

�� 'XULQJ�QDPH�JHQHUDWRU��LW�SURYLGHV�DQ�RUGHUHG�OLVW�RI�JHQHUDWRUV�WKDW�DUH
JLYHQ� WKH� RSSRUWXQLW\� WR� QDPH� WKH� LQWHUIDFH� LQ� WXUQ�� %\� RUGHULQJ� WKH
JHQHUDWRUV� ZLWKLQ� WKH� OLVW�� D� VHUYHU� FDQ� LQGLFDWH� QDPLQJ� SROLF\
SUHIHUHQFHV�

�� 'XULQJ�UHVROXWLRQ��D�QRGH�LQ�WKH�JUDSK�FKRRVHV�WKH�DSSURSULDWH�UHVROYHU�WR
UHVROYH�D�SDUWLFXODU�QDPH��7KH�JUDSK�PD\�EH�DXJPHQWHG�ZLWK�DGGLWLRQDO
UHVROYHUV�G\QDPLFDOO\��DV�D�VLGH�HIIHFW�RI�UHVROXWLRQ�

�� 7KH�ELQGHU�JUDSK�SHUIRUPV�FDFKLQJ�DQG�KRXVHNHHSLQJ��WR�DOORZ�LQGLYLGXDO
JHQHUDWRUV�DQG�UHVROYHUV� WR�EH�DV� VLPSOH�DV�SRVVLEOH�� DQG� WR� HQVXUH� WKDW
LQWHUIDFHV�DUH�FRQVLVWHQWO\�QDPHG�DQG�UHVROYHG�

 14.3 Binder Graphs

4XLWH� FRPSOH[� ELQGHU� JUDSKV� FDQ� UHVXOW� IURP� WKH� FRPSRVLWLRQ� RI� PDQ\
JHQHUDWRUV�DQG�UHVROYHUV��$�W\SLFDO�JUDSK�LV�VKRZQ�LQ�)LJXUH�����7KLV�VKRZV
WKUHH�JHQHUDWRUV��;�DQG�<�DUH�VSHFLDO�SXUSRVH�JHQHUDWRUV�WKDW�RQO\�JHQHUDWH
QDPHV� IRU� D� VPDOO� SURSRUWLRQ� RI� SRVVLEOH� LQWHUIDFHV�� *UHHQ� LV� D� JHQHUDO�
SXUSRVH�JHQHUDWRU�DQG�ZLOO� JHQHUDWH�D�QDPH� IRU�DQ�DUELWUDU\� LQWHUIDFH��7KH
1XOO� *HQHUDWRU� WHUPLQDWHV� WKH� OLVW� RI� JHQHUDWRUV� DQG� LV� XVHG� WR� UDLVH� DQ
H[FHSWLRQ�LI�D�UHTXHVW�LV�PDGH�WKDW�LV�QRW�KDQGOHG�E\�;��<�RU�*UHHQ�

7KH�JUDSK�DOVR�VKRZV�WKUHH�UHVROYHUV��SmartChoice LV�LWVHOI�D�UHVROYHU��WKLV
VWRUHV�LQ�LWV�GDWDEDVH�WZR�RWKHU�UHVROYHUV��*UHHQ�DQG�0DJHQWD��ZKLFK�UHVROYH
QDPHV�ZKLFK�XVH�SDUWLFXODU�SURWRFROV�
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Figure 30 An Example Binder Graph

7KH�URRW�RI� WKH�JUDSK� LV� ©&DFKHª��ZKLFK� LV� ERWK�D�*HQHUDWRU�DQG�D�5HVROYHU�
7KLV�SHUIRUPV�FDFKLQJ�RI�QDPHV�JHQHUDWHG�DQG�UHVROYHG�E\�WKH�RWKHU�QRGHV�LQ
WKH�JUDSK��7KH�URRW�RI�WKH�JUDSK�LV�FRPPRQO\�UHIHUUHG�WR�DV� ©%LQGHU7RSª�DQG
PDQ\� )OH[L1HW� FRPSRQHQWV� UHTXLUH� D� UHIHUHQFH� WR� WKLV�� DV� LW� UHSUHVHQWV� D
VLQJOH�DFFHVV�SRLQW�IRU�WKH�JHQHUDWLRQ�DQG�UHVROXWLRQ�RI�QDPHV��,Q�SDUWLFXODU�
DQ\�JHQHUDWRU�RU�UHVROYHU�WKDW�QHHGV�WR�SDVV�DQ�LQWHUIDFH�E\�UHIHUHQFH�ZLOO�XVH
%LQGHU7RS�WR�JHQHUDWH�DQG�UHVROYHU�QDPHV�IRU�WKRVH�LQWHUIDFHV�

 14.3.1 More Complex Binder Graphs

6RPH�SURWRFROV�KDYH�VSHFLDO�UHTXLUHPHQWV�RQ�WKH�UDQJH�RI�RWKHU�SURWRFROV�WKDW
PD\�EH�XVHG�WR�QDPH�LQWHUIDFHV�WKDW�WKH\�SDVV�E\�UHIHUHQFH��)RU�H[DPSOH��WKH
,,23� ELQGHU�PXVW� FRQIRUP� WR� DQ� LPSRVHG� VWDQGDUG� IRU� WKH� WUDQVPLVVLRQ� RI
LQWHUIDFH�UHIHUHQFHV�� ,I� WKH�GHIDXOW�ELQGHU�JUDSK�ZHUH�XVHG�� WKH� ,,23�ELQGHU
PLJKW�SDVV�D�QDPH�JHQHUDWHG�E\�VRPH�RWKHU�SURWRFRO�¥�ZKLFK�ZRXOG�EUHDFK
WKH�,,23�VWDQGDUG��7R�RYHUFRPH�WKLV�SUREOHP��ZH�PD\�GHVLJQ�D�PRUH�FRPSOH[
ELQGHU� JUDSK�� VKRZQ� LQ� )LJXUH� ���� 7KH� VHFRQG� FDFKH� LQ� WKLV� JUDSK� LV� XVHG
SXUHO\�IRU�,,23�QDPHV��,25V���7KLV�HQVXUHV�WKDW�DQ�,25�LV�JHQHUDWHG�IRU�DQ
LQWHUIDFH� ZKHQ� UHTXLUHG�� HYHQ� LI� VRPH� RWKHU� QDPH� KDV� DOUHDG\� EHHQ
JHQHUDWHG��7KLV� LOOXVWUDWHV�KRZ�WKH�ELQGHU�JUDSK�FRQFHSW� FDQ�DOORZ�FRPSOH[
ELQGLQJ�UHTXLUHPHQWV�WR�EH�PHW�WKURXJK�WKH�UHXVH�RI�EDVLF�FRPSRQHQWV�
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Figure 31 A Special-Purpose Binder Graph to Support IIOP

 14.3.2 Smart Choice

7KH� IXQFWLRQ� RI� WKH� SmartChoice� UHVROYHU� LV� WR� FKRRVH� WKH� DSSURSULDWH
SURWRFRO�VSHFLILF�UHVROYHU�WR�EH�XVHG�WR�UHVROYH�D�JLYHQ�QDPH��5DWKHU�WKDQ�GR
WKLV� GLUHFWO\�� SmartChoice� FDOOV� D� UHVROYH�PHWKRG� RQ� WKH� QDPH� LWVHOI�� 7KH
QDPH� PD\� WKHQ� H[DPLQH� WKH� DYDLODEOH� FKRLFH� RI� UHVROYHUV�� DQG� SLFN� DQ
DSSURSULDWH�RQH��,Q�H[WUHPH�FDVHV��WKH�QDPH�PD\�FUHDWH�D�QHZ�UHVROYHU��DQG
DXJPHQW�WKH�ELQGLQJ�JUDSK��,W�PD\�HYHQ�SHUIRUP�UHVROXWLRQ�LWVHOI��FRPSOHWHO\
UHPRYLQJ�WKH�QHHG�IRU�D�SURWRFRO�VSHFLILF�UHVROYHU��7KLV�LV�SDUWLFXODUO\�XVHIXO
IRU�©RQH�RIIª�SURWRFROV�WKDW�ZLOO�QRW�EH�UHTXLUHG�ZKHQ�UHVROYLQJ�RWKHU�QDPHV�

 14.4 Naming Proxy Objects

:KHQ�D�QDPH�LV�UHVROYHG��WKH�UHVXOWLQJ�REMHFW�ZLOO�EH�HLWKHU�D�©UHDOª�REMHFW�RU�D
©SUR[\ª�REMHFW��7KH�GLVWLQJXLVKLQJ�FKDUDFWHULVWLF�RI�D�SUR[\�REMHFW� LV�WKDW�LW�LV
QRW� LWVHOI� QDPHG� �DQG� FDQQRW� EH� QDPHG��� ,QVWHDG�� DQ� DWWHPSW� WR� QDPH� WKH
SUR[\�REMHFW�ZLOO�UHWXUQ�WKH�QDPH�RI�WKH�LQWHUIDFH�WKDW�WKH�SUR[\�UHSUHVHQWV�
7KH� UHDVRQ� IRU� WKLV� LV� VLPSOH�� LI� FOLHQW�$� LV� SDVVHG� D� UHIHUHQFH� WR� D� VHUYLFH
REMHFW�6��LQWHUQDOO\�D�QDPH�IRU�6���DQG�WKHQ�SDVVHV�WKLV�UHIHUHQFH�WR�D�VHFRQG
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Figure 32 Passing References to Proxies

7KLV� VXEWOHW\� LV� KDQGOHG� E\� WKH� &DFKH�� :KHQ� QDPLQJ� DQ� LQWHUIDFH� RQ� DQ
REMHFW�� LI� WKDW� REMHFW� LV� D�SUR[\�REMHFW�� WKHQ� WKH� REMHFW� LV� DVNHG� IRU� LWV� QDPH
GLUHFWO\�

$�FRUROODU\�RI�WKLV� LV�WKDW�SUR[\�REMHFWV�PD\�LPSOHPHQW�RQO\�RQH��QDPHDEOH�
LQWHUIDFH�� ,W� LV� RI� FRXUVH� SRVVLEOH� IRU� WKHP� WR� LPSOHPHQW� RWKHU�� HQJLQHHULQJ�
LQWHUIDFHV��EXW�WKHVH�FDQQRW�EH�SDVVHG�E\�UHIHUHQFH�XVLQJ�)OH[L1HW�

 14.5 Names as Objects

1DPHV�DUH� WKHPVHOYHV�-DYD�REMHFWV��7KLV�DOORZV�GLIIHUHQW�QDPLQJ�FODVVHV� WR
EH�XVHG�WR�LPSOHPHQW�GLIIHUHQW�VWUDWHJLHV�IRU�UHVROXWLRQ��,Q�SDUWLFXODU�D�QDPH
PD\�EH�DEOH�WR�UHVROYH�LWVHOI�ZLWKRXW�WKH�XVH�RI�D�UHVROYHU��7KLV�IHDWXUH�LV�XVHG
ZKHQ� FUHDWLQJ� VPDUW� DQG� JHQHULF� SUR[LHV�� DV� GHVFULEHG� LQ� VHFWLRQ� ������ $
IXUWKHU�SRVVLELOLW\�LV�IRU�D�QDPH�WR�G\QDPLFDOO\�ORDG�RU�FUHDWH�DQ�DSSURSULDWH
UHVROYHU�DQG�DGG�LW�WR�WKH�6PDUW�&KRLFHªV�GDWDEDVH�

$V�QDPHV�DUH�DOZD\V�SDVVHG�E\�YDOXH��FDUH�PXVW�EH�WDNHQ� WKDW� WKH\�GR�QRW
EHFRPH� LQDSSURSULDWHO\� ODUJH�� )RU� H[DPSOH�� LW� LV� SHUIHFWO\� UHDVRQDEOH� IRU� D
QDPLQJ� FODVV� WR� FRQWDLQ� D� EOXHSULQW� IRU� WKH� FRQVWUXFWLRQ� RI� D� ELQGHU� �6HH
FKDSWHU� ����� EXW� LW� ZRXOG� JHQHUDOO\� EH� DQ� XQUHDVRQDEOH� RYHUKHDG� LI� WKLV
EOXHSULQW�ZHUH�FDUULHG�LQ�HDFK�QDPH�LQVWDQFH�

$V�QDPHV�DUH�REMHFWV��D�FOLHQW�UHFHLYLQJ�D�QDPH�LV�QR�PRUH��RU�OHVV��OLNHO\�WR
EH�ZLOOLQJ� WR� ORDG� DQG� H[HFXWH� WKH� QDPHªV� FODVV� DV� LW� ZRXOG� EH� WR� ORDG� DQG
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H[HFXWH�DQ\�RWKHU�FODVVHV�SDVVHG�WR�LW��7KH�DG�KRF�LQYHQWLRQ�RI�QDPLQJ�FODVVHV
VKRXOG�EH�DYRLGHG�� LI� WKHVH�PXVW�EH�XVHG� LQ� RSHQ�HQYLURQPHQWV�ZKHUH� FODVV
ORDGLQJ�PD\�EH�UHVWULFWHG�IRU�VHFXULW\�UHDVRQV�

 14.6 Generator Interface

7KH�*HQHUDWRU�LQWHUIDFH�KDV�D�WRWDO�RI�ILYH�PHWKRGV�

• Name generateName(Object obj,Class cls,FlexiProps qos)
7KLV� JHQHUDWHV� D� QDPH� IRU� WKH� VSHFLILHG� LQWHUIDFH� WKDW� PHHWV� WKH
UHTXLUHG�4XDOLW\�RI�6HUYLFH��4R6��FRQVWUDLQWV��cls�LV�DQ�LQWHUIDFH�FODVV�
DQG� obj� LV� WKH� REMHFW� WKDW� LPSOHPHQWV� WKH� LQWHUIDFH�� 7KLV� PD\� EH� D
SUR[\�REMHFW��

7KH�WKLUG�SDUDPHWHU��qos�LV�QRUPDOO\�QXOO��EXW�PD\�EH�XVHG�WR�VSHFLIL\
FRQVWUDLQWV� RQ� WKH� W\SH� RU� IRUPDW� RI� WKH� QDPH� UHWXUQHG�� 4R6
SDUDPHWHUV� DUH� JLYHQ� DV� D� VHW� RI� FlexiProps� �VHH� VHFWLRQ� ������� ,Q
JHQHUDO�� D� JHQHUDWRU� VKRXOG� RQO\� JHQHUDWH� D� QDPH� LI� LW� ERWK
XQGHUVWDQGV�� DQG� PHHWV� WKH� UHTXLUHPHQWV� RI�� HYHU\� VSHFLILHG
FRQVWUDLQW��
:KHQ�4R6�LV�QRW�VSHFLILHG��WKH�&DFKH�ELQGHU�DW�WKH�KHDG�RI�WKH�ELQGHU
JUDSK�ZLOO�UHPHPEHU�HDFK�QDPH�JHQHUDWHG��VR�D�JHQHUDWRU�EHORZ�LW�LQ
WKH�JUDSK�ZLOO�RQO\�EH�DVNHG�WR�QDPH�DQ�LQWHUIDFH�RQFH��+RZHYHU��ZKHQ
XVLQJ� 4R6� SDUDPHWHUV�� D� SURJUDPPHU� PD\� UHTXLUH� WKDW� GLIIHUHQW
QDPHV� DUH� JHQHUDWHG� IRU� WKH� VDPH� LQWHUIDFH�� LQ� UHVSRQVH� WR� GLIIHUHQW
FDOOV�WR�generateName�VR�WKDW�HDFK�4R6�LQVWDQFH�FDQ�EH�LQGLYLGXDOO\
LGHQWLILHG��)RU�WKLV�UHDVRQ��Cache�GRHV�QRW�UHPHPEHU�QDPHV�JHQHUDWHG
ZKHQ�4R6�LV�VSHFLILHG��,I�QDPHV�PHHWLQJ�D�SDUWLFXODU�4R6�GR�UHTXLUHG
FDFKLQJ�� WKHQ� LW� LV� XS� WR� WKH� SDUWLFXODU� *HQHUDWRU� WR� SHUIRUP� WKLV
IXQFWLRQ�

• boolean grantName(Object obj,Class cls,Name name,
                  FlexiProps qos)
*UDQW�WKH�VSHFLILHG�QDPH�WR� WKH�VSHFLILHG� LQWHUIDFH�ZLWK� WKH�VSHFLILHG
4R6��7KLV�LV�XVHG�WR�VWDUW�XS�VHUYLFHV�DW�VSHFLILF�DGGUHVVHV�

• void dropNames(Object obj,Class cls)
5HPRYH� DOO� NQRZOHGJH� RI� DOO� QDPHV� JHQHUDWHG� IRU� WKH� VSHFLILHG
LQWHUIDFH��6XEVHTXHQW�FDOOV�RQ�WKHVH�QDPHV�VKRXOG�IDLO�DV� LI�WKH�QDPH
KDV�QHYHU�H[LVWHG��7KH�JHQHUDWRU�PXVW�QRW�VXEVHTXHQWO\�UHXVH�DQ\�RI
WKHVH�QDPHV�WR�UHSUHVHQW�D�GLIIHUHQW�LQWHUIDFH�

• String stringifyName(Name name) throws BadName
5HWXUQ�D�VWULQJLILHG�IRUP�RI�WKH�VSHFLILHG�QDPH��7KLV�LV�LQWHQGHG�WR�EH
SDUVHG� EDFN� LQWR� D� Name� XVLQJ� resolver.parseName�� 7KH� PHWKRG
Name.toString�VLPSO\�SURYLGHV�D�KXPDQ�UHDGDEOH�GHVFULSWLRQ�RI�WKH
QDPH��DQG�PD\�QRW�FRQWDLQ�VXIILFLHQW�LQIRUPDWLRQ�WR�UH�SDUVH��6HFWLRQ
�������GHVFULEHV�WKH�IRUPDW�IRU�VWULQJLILHG�QDPHV�

• boolean addGenerator(Generator g)
(DFK�JHQHUDWRU��QRWLRQDOO\��FRQWDLQV�D�OLVW�RI�DOWHUQDWH�JHQHUDWRUV�WR�EH
XVHG� WR� KDQGOH� FDOOV� WKDW� WKLV� JHQHUDWRU� LV� XQDEOH� �RU� XQZLOOLQJ�� WR
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KDQGOH�� 7KLV� FDOOHG� DGGV� WKH� VSHFLILHG� JHQHUDWRU� WR� WKH� KHDG� IURQW� RI
WKH�OLVW�

7KH��ILUVW��DOWHUQDWH�JHQHUDWRU�LV�XVHG�LQ�WKH�IROORZLQJ�FLUFXPVWDQFHV�

– 7R�JHQHUDWH�QDPHV�IRU�LQWHUIDFH�WKDW�WKLV�JHQHUDWRU�GRHV�QRW�ZLVK
WR�QDPH�

– 7R�JHQHUDWH�QDPHV�ZKHQ�WKLV�JHQHUDWRU�FDQQRW�PHHW�WKH�VSHFLILHG
4R6�

– 7R�JUDQW�QDPHV�WKDW�WKLV�JHQHUDWRU�FDQQRW�JUDQW�

– 7R�VWULQJLI\�QDPHV�WKDW�WKLV�JHQHUDWRU�FDQQRW�VWULQJLI\�

7KH� OLVW� RI� JHQHUDWRUV� LV� WHUPLQDWHG� ZLWK� D� VSHFLDO� NullGenerator
ZKLFK� UHWXUQV� H[FHSWLRQ� RU� IDLOXUH� FRQGLWLRQV� ZKHQHYHU� FDOOHG�� ,Q
DGGLWLRQ� WR� WKLV�� ZKHQ� dropNames� LV� FDOOHG� RQ� D� JHQHUDWRU�� WKH
JHQHUDWRU�VKRXOG�FDOO�dropNames�RQ�WKH�QHVWHG�JHQHUDWRU��LQ�DGGLWLRQ
WR�SHUIRUPLQJ�DQ\�ORFDO�SURFHVVLQJ�

 14.7 Resolver Interface

7KH�UHVROYHU�LQWHUIDFH�KDV�MXVW�WKUHH�PHWKRGV��DV�IROORZV�

• boolean resolvesProtocol(String protocol)
5HWXUQ� WUXH� LI� WKH� UHVROYHU� LV� FDSDEOH� RI� UHVROYLQJ� QDPHV� LQ� WKH
VSHFLILHG�SURWRFRO��$�UHVROYHU�PXVW�QRUPDOO\�EH�FDSDEOH�RI�UHVROYLQJ�DOO
YDOLG� QDPHV� LQ� D� SURWRFRO� LW� UHVROYHV�� ,I�� LQ� SUDFWLFH�� D� QXPEHU� RI
UHVROYHUV�DUH�UHTXLUHG�WR�PDQDJH�GLIIHUHQW�SDUWLWLRQV�RI�D�QDPHVSDFH�
WKHQ�WKHVH�VKRXOG�EH�ZUDSSHG�DQG�SUHVHQWHG�WR�WKH�V\VWHP�DV�D�VLQJOH
UHVROYHU�

• Object resolveName(Name name,Class cls,FlexiProps qos) 
                 throws BadName
5HVROYH� WKH� VSHFLILHG� QDPH� DQG� UHWXUQ� DQ� REMHFW� LPSOHPHQWLQJ� WKH
LQWHUIDFH� LW� UHSUHVHQWV� XVLQJ� WKH� VSHFLILHG� 4R6� �QRUPDOO\� QXOO��� 7KLV
REMHFW�ZLOO�RUGLQDULO\�EH�D�SUR[\�REMHFW��RU�WKH�REMHFW�WKDW�WKH�QDPH�ZDV
RULJLQDOO\� JHQHUDWHG� IRU� �� LI� WKDW� REMHFW� LV� ORFDO�� BadName� VKRXOG� EH
WKURZQ� LI� UHVROXWLRQ� IDLOV�� 1RWH�� WKHUH� LV� QR� UHTXLUHPHQW� IRU� WKH
UHVROYHU� WR� YDOLGDWH� WKDW� FRPPXQLFDWLRQ�ZLWK� WKH� QDPHG� LQWHUIDFH� LV
DFWXDOO\�SRVVLEOH��7KH�cls�SDUDPHWHU�LV�WKH�FODVV�RI�WKH�LQWHUIDFH�WKDW
WKH� QDPH� UHIHUV� WR�� 7KLV� SDUDPHWHU� LV� VSHFLILHG� WR� UHPRYH� WKH
UHTXLUHPHQW�IRU�QDPHV�WR�LQFOXGH�WKHLU�LQWHUIDFH�W\SH� 7KLV� LV
DOZD\V�DYDLODEOH�IURP�WKH�FRQWH[W�RI�WKH�UHVROXWLRQ�

• $V�ZLWK�JHQHUDWLQJ�QDPHV��WKH�&DFKH�DW�WKH�KHDG�RI�WKH�ELQGHU�JUDSK
ZLOO� UHPHPEHU�ZKLFK� QDPHV� KDYH� EHHQ� UHVROYHG�� DQG� D� UHVROYHU�ZLOO
QRW� EH� DVNHG� WR� UHVROYH� WKH� VDPH� QDPH� WZLFH�� +RZHYHU� LI� 4R6� LV
VSHFLILHG��WKH�UHVROYHU�PXVW�SHUIRUP�DQ\�FDFKLQJ�WKDW�LV�UHTXLUHG�

• Name parseName(String name) throws BadName
3DUVH� D� QDPH�SUHYLRXVO\� JHQHUDWHG� E\�Generator.stringifyName�
7KURZ�BadName�LI�WKLV�FDQQRW�EH�DFFRPSOLVKHG�
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 14.8 Name Interface

1DPH� FODVVHV� DOO� LPSOHPHQW� WKH� DEVWUDFW� FODVV� Name�� Name� LV� DFWXDOO\
VSHFLILHG� DV� DQ� LQWHUIDFH�� DV� WKLV� JLYHV� GHYHORSHUV� PRUH� IUHHGRP� LQ� WKH
LPSOHPHQWDWLRQ�RI�FRQFUHWH�1DPLQJ�FODVVHV��Name�KDV�WZR�PHWKRGV

• Object resolve(Class iface,BinderDB ctxt,
               FlexiProps qos) throws BadName
5HVROYH�WKH�QDPH�WR�DQ�LQWHUIDFH�RI�FODVV�iface�ZLWK�WKH�VSHFLILHG�4R6
FRQVWUDLQW�� 7R� DLG� UHVROXWLRQ� WKH� ELQGLQJ� FRQWH[W�� ctxt�� LV� VXSSOLHG�
7KLV� LV� HVVHQWLDOO\� D� VPDOO� GDWDEDVH� RI� UHVROYHUV� DQG� RWKHU� XVHIXO
LQIRUPDWLRQ�� 7\SLFDO� LPSOHPHQWDWLRQV� ZLOO� ORRNXS� WKH� DSSURSULDWH
UHVROYHU�ZLWKLQ�WKH�FRQWH[W��DQG�WKHQ�FDOO�resolveName�RQ�LW�

• String getProtocol()
5HWXUQ�WKH�SURWRFRO�WKDW�WKH�QDPH�XVHV��7KLV�LV�XVHG�ZLWKLQ�UHVROYHUV
IRU�W\SH�FKHFNLQJ�

 14.8.1 Stringified Name Format

,W� LV�SRVVLEOH�WR�UHSUHVHQW�PRVW�QDPH�FODVVHV�LQ�D�VWULQJLILHG�IRUPDW��7KLV� LV
LQWHQGHG� SULPDULO\� WR� DLG� GHEXJJLQJ�� ,Q� WKH� QRUPDO� FDVH��1DPHV� VKRXOG� EH
SDVVHG� EHWZHHQ� -90V�� RU� VWRUHG�� XVLQJ� )OH[L1HW� VHULDOLVDWLRQ�� +RZHYHU�� WR
DOORZ� FOLHQWV� WR� ORFDWH� WKHLU� ILUVW� UHIHUHQFH� WR� WKH� GLVWULEXWHG� V\VWHP�� D
VHFRQGDU\�PHFKDQLVP� LV� XVHIXO�� 7KLV� LV� XVXDOO\� D� VWULQJLILHG� UHIHUHQFH� WR� D
QDPLQJ� VHUYLFH�� ,W� LV� LPSRUWDQW� WR� QRWH� WKDW� VRPH� QDPHV� PD\� QRW� KDYH� D
VWULQJLILHG�IRUP�

7KH�IRUPDW�RI�D�VWULQJLILHG�QDPH�LV�D�SURWRFRO�QDPH�IROORZHG�E\�D�FRORQ��DQG
WKHQ� D� SURWRFRO� VSHFLILF� VWULQJ�� 3URWRFRO� QDPHV� DUH� VWULQJV� PDGH� RI� DQ\
FKDUDFWHU� RWKHU� WKDQ� FRORQ� DQG� RSHQ� DQG� FORVH� SDUHQWKHVLV�� 7R� DOORZ� QHZ
SURWRFROV�WR�EH�FUHDWHG�E\�GLIIHUHQW�RUJDQLVDWLRQV�ZLWKRXW�IHDU�RI�QDPH�FODVK�
HDFK�SURWRFRO�QDPH�VKRXOG�EH�SURFHHGHG�E\�WKH�VWDQGDUG�-DYD�SDFNDJH�QDPH
SUHIL[� IRU� WKH� FUHDWLQJ� RUJDQLVDWLRQ�� )RU� H[DPSOH� §8.�FR�DQVD�IOH[LQHW�UUS¨�
$Q� H[FHSWLRQ� LV� PDGH� IRU� &LWUL[� 6\VWHPV� �&DPEULGJH��� DV� WKH� RULJLQDWRU� RI
)OH[L1HW��ZKR�PD\�XVH�VLPSOH�VKRUW�QDPHV�

7KH� SURWRFRO� VSHFLILF� VWULQJ� XVXDOO\� �EXW� QRW� H[FOXVLYHO\�� FRPSULVHV� RI� D
QXPEHU� RI� VHFWLRQV� FRQWDLQHG� LQ� SDUHQWKHVLV�� 7KHVH� FRUUHVSRQG� WR� WKH
VWUXFWXUH� RI� WKH� QDPH� REMHFW� WKH\� UHSUHVHQW�� $V� QDPHV� PD\� FRQWDLQ� RWKHU
QDPH�OLNH�REMHFWV�� WKHVH� LV� W\SLFDOO\� UHFXUVLYHO\� VWUXFWXUHG��)RU�H[DPSOH� WKH
QDPH�RI�DQ�LQWHUIDFH�RQ�D�FOXVWHU��XVLQJ�WKH�UHTXHVW�UHSO\�SURWRFRO�LV�
 
 rrp:((123.45.56.78:1000)(12345678:12345678))(4)

7KLV� KDV� WZR� VHFWLRQV�� WKH� FOXVWHU� DGGUHVV� DQG� WKH� LQWHUIDFH� LGHQWLW\�� 7KH
FOXVWHU�DGGUHVV�VHFWLRQ�LV�LWVHOI�FRPSRVHG�RI�WZR�SDUWV��WKH�7&3�HQGSRLQW�DQG
WKH�FOXVWHU�LGHQWLW\�
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 14.8.2 Semantics of Names

1DPHV� DUH� XVHG� WR� UHSUHVHQW� LQWHUIDFHV�� KRZHYHU� WKH\� DUH� QRW� VWULFWO\
LGHQWLILHUV�IRU�LQWHUIDFHV�¥�WZR�GLIIHUHQW�QDPHV�PD\�EH�XVHG�WR�UHSUHVHQW�WKH
VDPH�LQWHUIDFH��1DPHV�FDQ�EH�FRPSDUHG�IRU�HTXDOLW\��KRZHYHU�QR�FRQFOXVLRQ
FDQ�EH�PDGH�DV�WR�ZKHWKHU�WZR�XQHTXDO�QDPHV�UHSUHVHQW�WKH�VDPH�LQWHUIDFH�

7ZR�GLVWLQFW�QDPHV�PD\�DFW�LGHQWLFDOO\�¥�HLWKHU�DEVROXWHO\�RU�ZKHQ�YLHZHG�E\
D� SDUWLFXODU� FOLHQW�� 1DPHV� DUH� QRW� FRQVLGHUHG� DV� VHFUHW�� 7KH\� DUH� SDVVHG
EHWZHHQ�SURFHVVHV�LQ�SODLQ�WH[W� �XQOHVV� WKH�SURWRFRO�XVHG�IRU�FRPPXQLFDWLRQ
LV�LQKHUHQWO\�HQFU\SWHG���7KH\�PD\�DOVR�EH�FRSLHG�

(DFK� QDPH� UHODWHV� WR� D� SURWRFRO�� 7KH� SURWRFRO� LV� HIIHFWLYHO\� WKH� FODVV� RI� D
QDPH��,Q�SUDFWLFH��D�SURWRFRO�LV�LGHQWLILHG�E\�D�-DYD�VWULQJ��7KH�SURWRFRO�§VHOI¨
LV� XVHG� WR� LGHQWLI\� QDPHV� WKDW� UHVROYH� WKHPVHOYHV��$� UHVROYHU� IRU� DQ\� RWKHU
SURWRFRO�PXVW� UHVROYH� DOO� FRUUHFW� QDPHV� LQ� WKDW� SURWRFRO�� �7KLV� UHPRYHV� WKH
QHHG�IRU�D�RQH�WR�PDQ\�SURWRFRO�WR�UHVROYHU�PDSSLQJ��
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 15 GENERIC MIDDLEWARE

 15.1 Introduction

0DQ\�RI�WKH�IDFLOLWLHV�SURYLGHG�LQ�D�PLGGOHZDUH�SODWIRUP�VXFK�DV�)OH[L1HW�DUH
JHQHULF��LQ�WKDW�WKH\�GR�QRW�GHSHQG�RQ�WKH�W\SH�RI�WKH�LQWHUIDFHV��REMHFW�RU�GDWD
LQYROYHG�� +RZHYHU� VRPH� IHDWXUHV�� VXFK� DV� W\SH� FKHFNLQJ� DQG� PDUVKDOOLQJ
�VHULDOLVDWLRQ�� DUH� W\SH� VSHFLILF�� 7KLV� KDV� OHDG� WR� RQH� RI� WKUHH� SDWKV� EHLQJ
WDNHQ�LQ�WKH�GHVLJQ�RI�PLGGOHZDUH�

�� 7\SH� FKHFNLQJ� DQG� PDUVKDOOLQJ� DUH� DYRLGLQJ�� IRU� VLPSOLFLW\�� DQG�RU� WR
DOORZ� JHQHULF� FRGH� WR� EH� XVHG�� 0RVW� PHVVDJLQJ� DQG� JURXS
FRPPXQLFDWLRQV� V\VWHPV� KDYH� WDNHQ� WKLV� DSSURDFK�� 7KH� REYLRXV
GLVDGYDQWDJH�LV�WKDW�W\SH�VDIHW\��DQG�XWLOLW\���LV�ORVW�

�� 7\SH� VSHFLILF� FRGH� LV� JHQHUDWH� RQ� D� FDVH�E\�FDVH� EDVLV�� $V� WKH� W\SH
GHSHQGDQW� FRGH� LV� DSSOLFDWLRQ� VSHFLILF�� WKLV� UHTXLUHV� WKH� DXWRPDWLF
JHQHUDWLRQ� RI�PLGGOHZDUH� FRGH� �IRU� H[DPSOH� WKH� XVH� RI� VWXE� FRPSLOHUV��
7\SLFDOO\�� WKLV� OHDGV� WR� KHDY\ZHLJKW� VWXEV� WKDW� DUH� SURWRFRO� VSHFLILF�
6\VWHPV�HPSOR\LQJ�WKLV�WHFKQLTXH�WHQG�WR�VXSSRUW�IHZ�SURWRFROV��EHFDXVH
RI�WKH�QHHG�WR�JHQHUDWH�GLIIHUHQW�VWXEV�IRU�HDFK�

�� 7KH� W\SH� LQIRUPDWLRQ� LV� HQFRGHG� DQG� SDVVHG� DV� DGGLWLRQDO� SDUDPHWHUV�
7KLV� DGGV� WR� WKH� FRPSOH[LW\� RI� WKH�PLGGOHZDUH� V\VWHP�� &25%$�25%V
HPSOR\�D�PL[WXUH�RI�����DQG�����

,Q�-DYD��WKHUH�LV�D�IRXUWK�SRVVLELOLW\��-DYD�LV�VWURQJO\�W\SHG��DQG�ZH�PD\�FDVW
DQ�REMHFW�WR�D�JHQHULF�W\SH��Object��DQG�EDFN�WR�D�VSHFLILF�W\SH�LQ�D�W\SH�VDIH
ZD\�� ,Q� DGGLWLRQ�� WKH� LQWURVSHFWLRQ� IDFLOLWLHV� RI� -'.� ���� SURYLGH� VXIILFLHQW
LQIRUPDWLRQ� WR� DOORZ� PDUVKDOOLQJ� WR� WDNH� SODFH� LQ� JHQHULF� FRGH�� 7KLV� KDV
DOORZHG�)OH[L1HW�WR�EH�GHVLJQHG�WKH�IROORZLQJ�IHDWXUHV�

�� 6WXEV� DUH� RQO\� XVHG� WR� FDVW� LQYRFDWLRQV� WR� D� JHQHULF� IRUP�� 7KH\� DUH
FRPSOHWHO\�SURWRFRO� LQGHSHQGHQW��7KLV�KDV�OHDG�WR�VWXEV�WKDW�DUH�VLPSOH
DQG� XQLYHUVDO�� $Q� ©RQ�WKH�IO\ª� VWXE� JHQHUDWRU� KDV� EHHQ� FRQVWUXFWHG� WR
EXLOG� WKHVH� VWXEV�� 7KLV� ZRXOG� QRW� KDYH� EHHQ� D� FRVW�HIIHFWLYH� DSSURDFK
ZLWK�KHDY\ZHLJKW�RU�SURWRFRO�VSHFLILF�VWXEV�

�� $OO�RWKHU�PLGGOHZDUH�FRGH�LV�JHQHULF��EXW�W\SH�VDIH�
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�� *HQHULF� GDWD�PD\� EH� SDVVHG� DV� REMHFWV�� UDWKHU� WKDQ� E\WHV�� 7KLV� DOORZV
-DYD� WR� HQIRUFH� WKH� W\SH� VDIHW\�� DQG� PDNHV� GHEXJJLQJ� FRQVLGHUDEO\
HDVLHU�

�� 0HWKRGV�PD\�DOVR�EH�SDVVHV�JHQHULFDOO\��DQG�DUH�W\SH�FKHFNHG�E\�-DYD�

 15.2 Stubs

7KH�SXUSRVH�RI�D�)OH[L1HW�VWXE�LV�WZRIROG��,WV�SULPDU\�IXQFWLRQ�LV�WR�FRQYHUW
DQ�LQYRFDWLRQ�IRUP�D�W\SH�VSHFLILF�IRUP�WR�D�JHQHULF�IRUP��7KLV�LV�UHSUHVHQWHG
E\� DQ� ,QYRFDWLRQ� REMHFW�� 7KH� VWXEªV� VHFRQGDU\� IXQFWLRQ� LV� WR� VWRUH� QDPLQJ
LQIRUPDWLRQ� WR� DOORZ� LW� VHYHUDO� VWXEV� WR� PXOWLSOH[� FDOOV� RYHU� WKH� VDPH
FRPPXQLFDWLRQV�VWDFN�

$Q� VLPSOLILHG� H[DPSOH�VWXE� LV� LOOXVWUDWHG� LQ�)LJXUH�����$� FRPSOHWH� H[DPSOH
FDQ�EH�IRXQG�LQ��FKDSWHU����

 public Class Foo Stub extends FlexiStub implements Foo
 {
   private Object body;
   private Name   name;
   static WrappedMethod barMethod = …;
 
   // method from proxied interface
   public Baz bar(String s,int i) throws myException;
   {
     Object[] arg = new Object[2];  // convert arguments to
     arg[0] = s;                   // object array
     arg[1] = new Integer(i);
 
     // construct new invocation object
     Invocation inv = new Invocation(barMethod,name,arg);
 
     inv.invoke(body); // invoke invocation on body
 
     Object rc = inv.getReturnValue();
 
     if(inv.isExceptionalResult())
     {
      // cast to approriate exception type and re-throw
       if(rc instanceof myExcepetion)
         throw (myException) rc;
       else if (rc instanceof RuntimeException)
         throw (RuntimeException) rc;
       else
         throw new FlexiNetRuntimeException(rc);
     }
     return (Bar) rc;  // return normal result
   }
 }

Figure 33 Example Stub
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 15.3 Invocation Class

7KH� Invocation� FODVV� LV� XVHG� WR� UHSUHVHQW� DQ� LQYRFDWLRQ�� ,W� FRQWDLQV
LQIRUPDWLRQ� DERXW� WKH� WDUJHW� REMHFW� DQG� PHWKRG�� WKH� DUJXPHQWV� DQG� �DIWHU
EHLQJ� LQYRNHG�� WKH� UHWXUQ� YDOXH� RU� H[FHSWLRQ� UDLVHG�� )RU� WKH� PRVW� SDUW�
Invocation�LV�D�UHFRUG�FODVV��ZLWK�JHW�DQG�VHW�PHWKRGV��,W�DOVR�KDV�D�QXPEHU
RI� RWKHU� PHWKRGV�� LQ� SDUWLFXODU� LQYRNH����� ZKLFK� ZLOO� H[HFXWH� WKH� VWRUHG
LQYRFDWLRQ� RQ� WKH� WDUJHW� REMHFW�� 7KH� PHWKRGV� DQG� FRQVWUXFWRUV� DUH� OLVWHG
EHORZ�

Invocation()
&RQVWUXFW�D�QHZ�LQYRFDWLRQ�REMHFW�

Invocation(WrappedMethod method,Object target,Object args[])
&RQVWUXFW� D� QHZ� LQYRFDWLRQ� REMHFW� IURP� D� �PHWKRG�� WDUJHW�
DUJXPHQWV��WXSOH��7KH�PHWKRG�LV�JLYHQ�LQ�D�ZUDSSHG�IRUP��ZKLFK
DOORZV�HIILFLHQW�DFFHVV�WR�WKH�PHWKRGªV�VLJQDWXUH�IRU�VHULDOLVDWLRQ�

Object getTarget()
void   setTarget(Object target)

*HW�VHW� WKH� WDUJHW� REMHFW� XSRQ� ZKLFK� WKH� LQYRFDWLRQ� ZLOO
XOWLPDWHO\�EH�LQYRNHG��7KH�WDUJHW�PD\�DOVR�EH�D�UHSUHVHQWDWLRQ�RI
WKH�XOWLPDWH�GHVWLQDWLRQ��IRU�H[DPSOH�D�QDPH�IRU�LW���7KLV�IHDWXUH
LV� W\SLFDOO\� XVHG� LQ� UHPRWH� PHWKRG� LQYRFDWLRQ�� ZKHUH� DQ
LQYRFDWLRQ�REMHFW�RQ�D�FOLHQW�FRQWDLQV�WKH�QDPH�RI�WKH�WDUJHW�REMHFW
RQ�WKH�VHUYHU�

Method getMethod()
void   setMethod(Method m)

*HW�VHW�WKH�PHWKRG�WR�EH�LQYRNHG�

void setMethod(String name,String sig)
void setMethodClass(Class ifaceClass)

6HW� WKH� PHWKRG� WR� EH� LQYRNHG� LQ� IURP� LWªV� VLJQDWXUH�� DQG� WKH
LQWHUIDFH�FODVV�WKDW�LPSOHPHQWV�LW��7KLV�LV�XVHG�DV�DQ�HIILFLHQW�ZD\
RI�FRQVWUXFWLQJ�DQ�LQYRFDWLRQ�IURP�D�VHULDO�IRUP�

String  getMethodName()
String  getMethodSig()
Class[] getMethodParameterTypes()
Class   getMethodReturnType()

*HW� YDULRXV� DWWULEXWHV� RI� WKH� PHWKRG�� 7KHVH� IXQFWLRQV� DUH
SURYLGHG�DV�PRUH�HIILFLHQW�DFFHVV�WKDQ�WKH�FRUUHVSRQGLQJ�PHWKRGV
RQ�java.lang.reflect.Method��,Q�DGGLWLRQ��WKH\�PD\�EH�XVHG
EHIRUH�WKH�PHWKRG�LV�IXOO\�UHVROYHG�

Object[] getArguments()
void     setArguments(Object[] o)

*HW�VHW�WKH�DUUD\�RI�DUJXPHQWV�WR�SDVVHG�ZKHQ� WKH� LQYRFDWLRQ� LV
LQYRNHG�
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Object getReturnValue()
void   setReturnValue(Object o)
void   setExceptionalReturn(Throwable t)

*HW�VHW�WKH�UHWXUQ�YDOXH�RI�WKH�LQYRFDWLRQ��1RUPDOO\�WKHVH�DUH�VHW
DXWRPDWLFDOO\�� DV� D� UHVXOW� RI� D� FDOO� WR� invoke()�� 7KH� PHWKRG
setExceptionalReturn� VKRXOG� EH� XVHG� ZKHQ� WKH� LQYRFDWLRQ
UDLVHV�DQ�H[FHSWLRQ�

boolean isExceptionalReturn()
'HWHUPLQH�LI�WKH�LQYRFDWLRQ�WKUHZ�DQ�H[FHSWLRQ�

void invoke() throws BadCallException
3HUIRUP�WKH�LQYRFDWLRQ�RQ�WKH�VWRUHG�WDUJHW��,I�WDUJHW�LPSOHPHQWV
WKH� GenericCall� LQWHUIDFH�� WKHQ� target.invoke()� LV� FDOOHG�
ZLWK� WKLV� LQYRFDWLRQ� DV� DQ� DUJXPHQW�� 7KLV� PD\� WKURZ� D
BadCallException��2WKHUZLVH�� LI� WDUJHW� LPSOHPHQWV� WKH� VWRUHG
PHWKRG�� WKLV� LV� LQYRNHG� XVLQJ� -DYD� FRUH� UHIOHFWLRQ�� ,I� target
LPSOHPHQWV�QHLWKHU�RI�WKHVH��D�BadCallException�LV�WKURZQ�

void invoke(Object target) throws BadCallException
$�VHFRQG�IRUP�RI�LQYRNH�ZKLFK�WDNHV�DQ�H[SOLFLW�WDUJHW�

 15.3.1 Engineering Support

,QYRFDWLRQ� REMHFWV� DUH� W\SLFDOO\� XVHG� WR� UHSUHVHQW� LQYRFDWLRQV� WKDW� ZLOO
XOWLPDWHO\�EH�LQYRNHG�RQ�D�UHPRWH�PDFKLQH��7R�DLG�WKH�HQJLQHHULQJ�RI�SURWRFRO
VWDFNV�� ,QYRFDWLRQ� REMHFWV�PD\� VWRUH� UHIHUHQFHV� WR� D� QXPEHU� RI� HQJLQHHULQJ
REMHFWV�UHODWLQJ�WR�WKH�UHIOHFWLRQ��RU�UHPRWH�H[HFXWLRQ�RI�WKH�LQYRFDWLRQ��7KHVH
DUH�DFFHVVHG�YLD�D�QXPEHU�RI�DGGLWLRQDO�PHWKRGV�DV�IROORZV�

Session getSession()
void    setSession(Session s)

*HW�VHW� WKH� VHVVLRQ� DVVRFLDWHG�ZLWK� WKLV� LQYRFDWLRQ�� 6HVVLRQV� DUH
HQJLQHHULQJ� REMHFWV� XVHG� WR� RUFKHVWUDWH� FRPPXQLFDWLRQ� ZLWK� D
UHPRWH�PDFKLQH��6HVVLRQV�DUH�GHVFULEHG�LQ�VHFWLRQ������

InputBuffer getInputBuffer()
void        setInputBuffer(InputBuffer x)

*HW�6HW�WKH�LQSXW�EXIIHU�UHODWHG�WR�WKLV�LQYRFDWLRQ��2Q�WKH�FOLHQW�
WKH� LQSXW� EXIIHU� FRQWDLQV� WKH� VHULDOLVHG� UHVXOW�� RQ� WKH� VHUYHU� LW
FRQWDLQV�WKH�VHULDOLVHG�LQYRFDWLRQ�

OutputBuffer getOutputBuffer()
void         setOutputBuffer(OutputBuffer x)

*HW�6HW�WKH�RXWSXW�EXIIHU�UHODWHG�WR�WKH�LQYRFDWLRQ�
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void recycleInputBuffer()
void recycleOutputBuffer()

'LVFDUG� DQG� UHF\FOH� WKH� LQSXW� RU� RXWSXW� EXIIHU�� 7KLV� PHWKRG� LV
FDOOHG�RQFH�WKH�EXIIHU�LV�QR�ORQJHU�QHHGHG�

void   push(Class cls,Object obj)
Object pop(Class cls)

,QYRFDWLRQ� REMHFWV�PDLQWDLQ� D� VWDFN� RI� ©DGGLWLRQDO� DUJXPHQWVª� RU
©DGGLWLRQDO� UHVXOWVª� WKDW� PD\� EH� XVHG� WR� SDVV� H[WUD� LQIRUPDWLRQ
EHWZHHQ�HQJLQHHULQJ�REMHFW�RQ�WKH�FOLHQW�DQG�VHYHU��7KH�SXVK�DQG
SRS�PHWKRGV� WDNH� DQ� DGGLWLRQDO� DUJXPHQW�� WKH� H[SHFWHG� FODVV� RI
WKH�REMHFW�EHLQJ�SXVKHG�SRSSHG��7KLV�PXVW�EH�WKH�VDPH�IRU�D�SDLU
RI�SXVK�SRS�RSHUDWLRQV�� ,W� LV�XVHG�WR�RSWLPLVH�WKH�VHULDOLVDWLRQ�RI
WKH�REMHFWªV�FODVV��6HH�VHFWLRQ������IRU�GHWDLOV�

int getStackSize()
5HWXUQ�WKH�VL]H�RI�WKH�VWDFN�RI�DGGLWLRQDO�DUJXPHQWV�UHVXOWV�

ObjList getRawStack()
void setStack(int noitems,DeSerializer deserializer)

$�ORZ�OHYHO�HQJLQHHULQJ�LQWHUIDFH�WR�JHW�VHW�WKH�VWDFN�DV�D�ZKROH�
1RUPDOO\�RQO\�XVHG�E\�WKH�VHULDOLVDWLRQ�OD\HU�LQ�UHPRWH�LQYRFDWLRQ
VWDFNV�

'LIIHUHQW� ILHOGV� ZLWKLQ� DQ� ,QYRFDWLRQ� PD\� EH� YDOLG� DW� GLIIHUHQW� VWDJHV� RI
UHVROXWLRQ� RU� H[HFXWLRQ� RI� WKH� LQYRFDWLRQ�� :KHQ� WKH� VWXE� FUHDWHV� DQ
,QYRFDWLRQ�� RQO\� WKH�PHWKRG�� WDUJHW� DQG� DUJXPHQWV� DUH� VHW��2Q� UHWXUQ�� WKH
VWXE� H[SHFWV� WKH� UHVXOW� WR� EH� VHW�� 2WKHU� ILHOGV� PD\� EH� XVHG� WR� SURFHVV� WKH
LQYRFDWLRQ�RU�PD\�EH�OHIW�XQXVHG�

 15.4 Discussion

7KH�LQYRFDWLRQ�FODVV�LV�D�JHQHUDO�ZD\�RI�UHSUHVHQWLQJ�DQ�LQYRFDWLRQ��DQG�PD\
EH�XVHG� LQ�D�SXUHO\� ORFDO�FRQWH[W�� ,Q�SDUWLFXODU�D�VWXE�DQG� LQYRFDWLRQ�REMHFW
PD\� EH� XVHG� DV� D�PHFKDQLVP� IRU� DFKLHYLQJ� ORFDO�PHWKRG� UHIOHFWLRQ�� 7KLV� LV
GLVFXVVHG�LQ�VHFWLRQ������

,Q�WKH�GHVLJQ�RI�WKH�Invocation�FODVV��FDUH�ZDV�WDNHQ�WKDW�LQYRFDWLRQV�FRXOG
EH� HIILFLHQWO\� LQYRNHG� RQ� VWXE� REMHFWV�� 7KLV� LV� LPSRUWDQW� DV� FOLHQW�VLGH
UHIOHFWLRQ�LV�RIWHQ�XVHG�WR�ZUDS�D�UHPRWH�LQYRFDWLRQ��VR�FDOOHG�6PDUW�3UR[LHV��
7R� DFKLHYH� WKLV�� DOO� )OH[L1HW� VWXEV� LPSOHPHQW� WKH� GenericCall� LQWHUIDFH�
:KHQ�DQ�LQYRFDWLRQ�LV�LQYRNHG�RQ�DQ�REMHFW�LPSOHPHQWLQJ�GenericCall��WKLV
FRUUHVSRQGV� WR�D�VLPSOH�DQG�GLUHFW�PHWKRG� LQYRFDWLRQ��&RPSRVLWLRQ� RI� VWXEV
XVHG�IRU�UHIOHFWLRQ�DQG�UHPRWH�H[HFXWLRQ�WKHUHIRUH�JLYHV�ERWK�D�KLJK�GHJUHH�RI
DEVWUDFWLRQ�� DQG� KLJK� SHUIRUPDQFH�� 6PDUW� 3UR[LHV� DUH� GHVFULEHG� LQ� VHFWLRQ
�����
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 16 BINDING

 16.1 Introduction

%LQGLQJ� LV� WKH� SURFHVV� RI� OLQNLQJ� D� FOLHQW� SUR[\� WR� D� VHUYLFH� REMHFW�� ,W� LV
XQGHUWDNHQ� E\� WZR� FRPSOHPHQWDU\� FRPSRQHQWV�� 2Q� WKH� VHUYHU�� D� JHQHUDWRU
JHQHUDWHV�D�QDPH�IRU�DQ�LQWHUIDFH��7KLV�QDPH� LV�SDVVHG�WR� WKH�FOLHQW��DQG� LV
WKHQ� UHVROYHG�� XVXDOO\� E\� D� PDWFKLQJ� UHVROYHU�� �6HH� FKDSWHU� ����� 7KH� WHUP
ELQGHU�LV�XVHG�WR�GHVFULEH�ERWK�RI�WKHVH�FRPSRQHQWV��DQG�LQ�JHQHUDO��RQH�REMHFW
ZLOO�EH�UHVSRQVLEOH�IRU�ERWK�JHQHUDWLRQ�DQG�UHVROXWLRQ�

%H\RQG� WKLV� GHILQLWLRQ�� WKH� LPSOHPHQWHU� RI� D� JHQHUDWRU� RU� UHVROYHU� KDV� IHZ
UHVWULFWLRQV��+RZHYHU��WKH�PDMRULW\�RI�ELQGHUV�IRU�UHPRWH�FRPPXQLFDWLRQ�KDYH
D�VWDQGDUG�IRUP��DQG�WKLV�LV�GHVFULEHG�LQ�WKLV�FKDSWHU��,W�VKRXOG�EH�QRWHG�WKDW
QRW� DOO� ELQGHUV� ZLOO� FRQIRUP� WR� WKLV�� DQG� LQ� SDUWLFXODU�� Cache� DQG
SmartChoice�DUH�WZR�ELQGHUV�WKDW�GR�QRW�

 16.2 Protocol Stacks

2Q�WKH�FOLHQW��D�VWXE�LV�XVXDOO\�FRQQHFWHG�WR�WKH�WRS�RI�D�SURWRFRO�VWDFN��7KLV�LV
D�FKDLQ�RI�OD\HUV�ZKLFK�XOWLPDWHO\�LV�FRQQHFWHG�WR�D�QHWZRUN�HQGSRLQW�RI�VRPH
IRUP��W\SLFDOO\�D�VRFNHW�RU�VHW�RI�VRFNHWV���2Q�WKH�VHUYHU��WKHUH�LV�DQ�DQDORJRXV
DUUDQJHPHQW�� ZLWK� WKH� WRS� RI� WKH� VWDFN� FRQQHFWHG� WR� WKH� DSSOLFDWLRQ� OHYHO
VHUYLFH�REMHFW�V���7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����

7KH�SURWRFRO�VWDFN�FRYHUV�PXFK�PRUH�WKDQ�LV�XVXDOO\�UHJDUGHG�DV�D�©SURWRFROª�
,Q� DGGLWLRQ� WR� WKH� PDQLSXODWLRQ� RI� QHWZRUN� SDFNHWV�� WKH� VWDFN� ZLOO� EH
UHVSRQVLEOH� IRU� UHVRXUFH� PDQDJHPHQW�� DQG� DQ\� RWKHU� LQYRFDWLRQ� UHODWHG
IXQFWLRQV�� VXFK� DV� DXWKHQWLFDWLRQ�� DFFHVV� FRQWURO�� DXGLWLQJ�� ORFNLQJ�
WUDQVDFWLRQV��IDLOXUH�WROHUDQFH�HWF��7KH�VSHFLILFV�FRYHUHG�E\�D�SDUWLFXODU�VWDFN
DUH�GHSHQGDQW�RQ�WKH�FODVV�DQG�FRQILJXUDWLRQ�RI�WKH�ELQGHU�XVHG�WR�FUHDWH�LW�
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Figure 34 An Abstract Protocol Stack

 16.3 Binders as Stack Factories

7KH� SULPDU\�SXUSRVH� RI� D� ELQGHU� LV� WR� JHQHUDWH� DQG�RU� UHVROYH� QDPHV�� ,Q� D
JHQHUDWRU�� ZKHQ� D� QDPH� LV� JHQHUDWHG�� VXIILFLHQW� LQIUDVWUXFWXUH� PXVW� EH
FRQVWUXFWHG� WR� DOORZ� LQYRFDWLRQV� DUULYLQJ� RII� WKH� ZLUH� WR� EH� UHFRJQLVHG� DV
LQYRFDWLRQV� RQ� WKH� QDPHG� LQWHUIDFH�� ,Q� JHQHUDO� D� JHQHUDWRU� PXVW� WKHUHIRUH
FUHDWH� D� QHZ� SURWRFRO� VWDFN� DVVRFLDWLQJ� VRPH� QHWZRUN� HQGSRLQW� ZLWK� WKH
QDPHG�LQWHUIDFH�

6LPLODUO\�� LQ�D� UHVROYHU��ZKHQ�D�QDPH� LV� UHVROYHG�� WKH�FUHDWHG�VWXE�PXVW�EH
DVVRFLDWHG� ZLWK� WKH� WRS� RI� D� ELQGLQJ� VWDFN� WKDW� ZLOO� XOWLPDWHO\� FUHDWH� D
QHWZRUN�FRQQHFWLRQ�ZLWK�WKH�SHHU�RQ� WKH�VHUYHU��7KLV�ZLOO�DJDLQ�UHTXLUH� WKH
FRQVWUXFWLRQ�RI�D�QHZ�SURWRFRO�VWDFN��RU�WKH�UHXVH�RI�DQ�H[LVWLQJ�RQH�

 16.3.1 Multiplexing

,W�ZRXOG�EH�H[WUHPHO\�LQHIILFLHQW�LI�HYHU\�QDPHG�LQWHUIDFH�ZDV�DVVRFLDWHG�ZLWK
D�GLIIHUHQW�QHWZRUN�HQGSRLQW��DQG�UHTXLUHG�D�GLIIHUHQW�SURWRFRO�VWDFN��)RU�WKLV
UHDVRQ�� PRVW� ELQGHUV� FDQ� DOORZ� VRPH� GHJUHH� RI� PXOWLSOH[LQJ� WKURXJK� WKH
VWDFN��VR�WKDW�VRPH�RU�DOO�RI�WKH�OD\HUV�DUH�VKDUHG��,Q�IDFW��IRU�WKH�PDMRULW\�RI
SURWRFROV�WKH�HQWLUH�SURWRFRO�VWDFN�FDQ�EH�VKDUHG��([FHSWLRQV�WR�WKLV�UXOH�DUH
JHQHUDOO\�SURWRFROV�WKDW�KDYH�VWURQJ�UHTXLUHPHQWV�IRU�XQVKDUHG�VRFNHWV�¥�IRU
H[DPSOH�PXOWLFDVW�RU�66/�SURWRFROV�
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,Q�WKH�PDMRULW\�RI�ELQGHUV��WKHUH�LV�WKHUHIRUH�D�VLQJOH�SURWRFRO�VWDFN�XVHG�IRU
ERWK� WKH� FOLHQW� �UHVROYHU��DQG� VHUYHU� �JHQHUDWRU��� 7KLV� VWDFN� LV� FUHDWHG�XSRQ
WKH�FRQVWUXFWLRQ�RI�WKH�ELQGHU��RU�RQ�WKH�ILUVW�FDOO�WR�JHQHUDWH�RU�UHVROYH��8SRQ
VXEVHTXHQW� FDOOV� WR� generateName�� WKH� ELQGHU� FRQILJXUHV� D� PXOWLSOH[LQJ
OD\HU�ZLWKLQ� WKH� VWDFN� WR� UHDG� DQG� UHVROYH� WKH� LGHQWLW\� RI� WKH� FDOOHH� REMHFW�
8SRQ� FDOOV� WR� resolveName�� D� VWXE� LV� FUHDWHG� FRQWDLQLQJ� WKH� QDPH�� DQG
OLQNHG�WR�WKH��VKDUHG��WRS�RI�VWDFN�

 16.4 Generic Call

:KHQ�GHVLJQLQJ� WKH�YDULRXV� OD\HUV� WKDW�PDNH�XS�D�)OH[L1HW� SURWRFRO� VWDFN�
WKH�LQWHQWLRQ�ZDV�WR�HQFRXUDJH�UHXVH��)RU�WKLV�UHDVRQ��HDFK�©LQYRFDWLRQª�OD\HU
FRUUHVSRQGV� WR� D� VWDQGDUG� LQWHUIDFH�� /RJLFDOO\�� WKLV� LQWHUIDFH� VKRXOG� EH
GenericCall�� DV� HDFK� OD\HU� JLYHV� DQ� LQYRFDWLRQ� DEVWUDFWLRQ� WR� WKH� OD\HU
DERYH�LW��RQ�WKH�FOLHQW��RU�EHORZ�LW��RQ�WKH�VHUYHU���+RZHYHU��DV�D�VLQJOH�OD\HU
REMHFW� LV�RIWHQ�XVHG� WR�PDQDJH�ERWK�FOLHQW�FDOOV� �GRZQ�WKH�VWDFN��DQG�VHUYHU
FDOOV� �XS� WKH� VWDFN�� WKLV� LQWHUIDFH� FDQQRW� EH� XVHG� ¥� DV� D� -DYD� FODVV� FDQQRW
LPSOHPHQW�DQ�LQWHUIDFH�WZLFH��7R�RYHUFRPH�WKLV�GLOHPPD��WZR�QHZ�LQWHUIDFHV
DUH� GHILQHG�� CallUp� DQG� CallDown� ¥� WKHVH� DUH� VLPSO\� GLVWLQJXLVKHG
V\QRQ\PV�IRU�GenericCall�

7KH� RUGHU� RI� WKH� OD\HUV� PD\� EH� YDULHG�� SURYLGLQJ� WKDW� WKH� DSSURSULDWH
LQIRUPDWLRQ� LV� DYDLODEOH� LQ� WKH� Invocation� REMHFW� LQ� RUGHU� IRU� D� OD\HU� WR
SHUIRUP�LWV�WDVN�

Network

UDP Layer

Name Layer

Invocation

Invocation

id:

address:

123

IP

port

123.0.1.2
1234

Target

Target

Target
TrivName

UDPEndpoint

Stub
<Interface>

Figure 35 Decomposition of a Name

 16.4.1 Decomposition of Names

,Q�RUGHU�WR�DOORZ�PXOWLSOH[LQJ�OD\HUV�WR�EH�UHXVHG�LQ�GLIIHUHQW�SURWRFRO�VWDFNV�
LW�ZDV�HVVHQWLDO�WKDW�WKH\�ZHUH�QRW�WLHG�WR�VWURQJO\�WR�WKH�FODVV�RI�QDPH�EHLQJ
XVHG�� 7KH� DSSURDFK� WDNHQ� LV� WR� FRQVWUXFW� QDPHV� IURP� D� QHVWHG� VHULHV� RI
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FRPSRQHQWV� ZKLFK� PD\� EH� GHFRPSRVHG� DV� WKH� SURWRFRO� VWDFN� LV� WUDYHUVHG�
)LJXUH����JLYHV�DQ�H[DPSOH�QDPH�DQG�VWDFN�IUDJPHQW��:KHQ�WKH�1DPH�OD\HU
LV�FDOOHG�RQ�WKH�FOLHQW��WKH�©WDUJHWª�ILHOG�RI�Invocation�FRQWDLQV�WKH�IXOO�QDPH
RI�WKH�LQWHUIDFH��7KH�QDPH�OD\HU�H[WUDFWV�WKH�LQWHUIDFH�LG��DQG�RYHUZULWHV�WKH
WDUJHW� ILHOG� RI� Invocation� ZLWK� WKH� DGGUHVV� IURP� WKH� TrivName�� ,W� LV
WKHUHIRUH� QRW� FRQFHUQHG� ZLWK� WKH� IRUPDW� RI� WKLV� SDUW� RI� WKH� QDPH�� EH� LW� D
UDPEndpoint��TCPEndpoint�RU�RWKHU�DGGUHVVLQJ�LQIRUPDWLRQ�

6LPLODUO\�� ZKHQ� WKH� UDPLayer� LV� FDOOHG�� WKH� WDUJHW� ILHOG� RI� Invocation
FRQWDLQV�D�UDPEndpoint��7KH�UDPLayer�LV�QRW�FRQFHUQHG�ZLWK�ZKDW�IRUP�RI
PXOWLSOH[LQJ�SUHFHGHG� LW�� RU�KRZ� WKH�UDPEndpoint�ZDV� LQFRUSRUDWHG� LQWR� D
IXOO�QDPH�

7KH�QDPLQJ�LQIRUPDWLRQ�UHFRUGHG�LQ�DQ�LQYRFDWLRQ�REMHFW�ZLOO�YDU\�IURP�D�IXOO
QDPH� WR�DQ�DUELWUDU\� REMHFW� FRQWDLQLQJ� DGGUHVVLQJ� LQIRUPDWLRQ��7R� SUHVHUYH
VRPH� W\SH�FKHFNLQJ�� WKH�WDJ� LQWHUIDFH�NameFragment� LV�XVHG� WR� LQGLFDWH�DQ
REMHFW�XVHG�IRU�QDPLQJ�

 16.4.2 Addresses

,Q�JHQHUDO�D�)OH[L1HW�QDPH�PD\�UHSUHVHQW�DQ�DEVWUDFW�LQWHUIDFH�RU�D�JURXS�RI
LQWHUIDFHV��+RZHYHU�DW�VRPH�SRLQW�GXULQJ�LQYRFDWLRQ��WKH�WDUJHW�LQWHUIDFH�IRU
WKH�LQYRFDWLRQ��RU�D�VXE�LQYRFDWLRQ��ZLOO�EH�LGHQWLILHG��$GGUHVVLQJ�LQIRUPDWLRQ
IRU� WKLV� LQWHUIDFH� LV� VWRUHG� LQ� DQ� REMHFW� WKDW� LPSOHPHQWV� WKH� Address
LQWHUIDFH�� 7KLV� KDV� D� VLQJOH� RSHUDWLRQ� WKDW� LV� XVHG� E\� WKH� SURWRFRO� VWDFN� WR
GHWHUPLQH� WKH� ORZ� OHYHO� PXOWLSOH[LQJ� HQGSRLQW�� )RU� H[DPSOH�� WKH� VHUYLFH
VRFNHW� WKDW� WKH� FOLHQW� PXVW� FRQQHFW� WR�� 7KLV� HQGSRLQW� LV� VLJQLILFDQW�� DV
FRQFXUUHQW�LQYRFDWLRQV�WR�WKH�VDPH�HQGSRLQW�PXVW�EH�PDQDJHG��WR�HQVXUH�WKDW
UHTXHVWV�DQG�UHSOLHV�DUH�FRUUHFWO\�PDWFKHG�

 16.5 Sessions

,I�D�VHULHV�RI�FDOOV�DUH�PDGH�EHWZHHQ�D�SDUWLFXODU�FOLHQW�DQG�VHUYHU��WKHQ�WKHUH
PD\� EH� VFRSH� WR� GHYHORS� D� ©VKDUHG�PRGHOª� RI� SDUW� RI� WKH� HQYLURQPHQW�� DQG
UHGXFH�WKH�SHU�FDOO�RYHUKHDG��:H�FDOO�VXFK�DQ�DEVWUDFWLRQ�D� ©VHVVLRQª��6LPSOH
H[DPSOHV�RI�WKLV�LQFOXGH�SLJJ\�EDFNLQJ�UHSO\�DFNQRZOHGJHPHQWV�RQWR�IXUWKHU
UHTXHVWV�� DQG� FR�RUGLQDWHG� IDLOXUH� PDQDJHPHQW�� 0RUH� FRPSOH[� H[DPSOHV
PLJKW�LQFOXGH�EXLOGLQJ�VKDUHG�GLFWLRQDULHV�RI�VKRUW�FRGHV�IRU�FRPPRQO\�XVHG
FODVV�RU�LQWHUIDFH�QDPHV��RU�HVWDEOLVKLQJ�©VHVVLRQ�NH\Vª�IRU�VHFXULW\�

,Q�VRPH�V\VWHPV�WKLV�UROH�LV�WDNHQ�E\�D�FRQQHFWLRQ�REMHFW��IRU�H[DPSOH�D�7&3
FRQQHFWLRQ�� +RZHYHU� WKLV� LV� LQDGYLVDEOH�� DV� WKH� WUDGH�RIIV� UHODWHG� WR
FRQQHFWLRQ�GXUDWLRQ�DQG�VHVVLRQ�GXUDWLRQ�DUH�TXLWH�GLIIHUHQW��)RU�H[DPSOH��RQ
D� GLDO� XS� OLQH�� PDLQWDLQLQJ� D� FRQQHFWLRQ� PD\� EH� SURKLELWLYHO\� H[SHQVLYH� ¥
KRZHYHU��PDLQWDLQLQJ�D�VHVVLRQ�ZRXOG�OHDG�WR�PRUH�HIILFLHQW�FDOOV��DQG�KHQFH�D
UHGXFWLRQ�LQ�FRVW�

,Q� D� )OH[L1HW� FOLHQW� VWDFN�� HDFK� LQYRFDWLRQ� WKDW� KDV� EHHQ� UHVROYHG� WR� D
SDUWLFXODU�Address�LV�DVVRFLDWHG�ZLWK�D�VHVVLRQ�REMHFW��7KH�VHVVLRQ�REMHFW�KDV
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D� QXPEHU� RI� VWDQGDUG� ILHOGV�� DQG� LQ� DGGLWLRQ� DFWV� DV� D� GLFWLRQDU\� IRU
DGGLWLRQDO� �NH\�YDOXH�� SDLUV�� 2Q� WKH� VHUYHU�� LQ� LQFRPLQJ� LQYRFDWLRQ� LV
DVVRFLDWHG� ZLWK� D� VHVVLRQ� DV� VRRQ� DV� WKH� FOLHQWªV� FODLPHG� LGHQWLW\� FDQ� EH
GHWHUPLQHG�

7KH� VHVVLRQ� REMHFW�PD\� EH� XVHG� WR� FDFKH� LQIRUPDWLRQ� EHWZHHQ� FDOOV�� DQG� WR
SDVV� DGGLWLRQDO� LQIRUPDWLRQ� EHWZHHQ� OD\HUV� LQ� D� VLQJOH� FDOO�� 7KH� OLIHWLPH� RI
VHVVLRQV� LV�PDLQWDLQHG� E\� WKH� 53&� /D\HU� �DV� LW� LV� FORVHO\� WLHG� WR� WKH� 53&
SURWRFRO���DQG�LQ�JHQHUDO�D�VHVVLRQ�PD\�EH�GHVWUR\HG�DW�DQ\�WLPH�ZKHQ�D�FDOO
LV� QRW� DFWXDOO\� LQ� SURFHVV�� 6HVVLRQV� VKRXOG� WKHUHIRUH� EH� XVHG� WR� FDFKH
LQIRUPDWLRQ�� UDWKHU� WKDQ� WR� VWRUH� LW� SHUPDQHQWO\�� )RU�PRVW� SURWRFROV� XQGHU
PRGHUDWH�ORDG��VHVVLRQV�DUH�H[SHFWHG�WR�VXUYLYH�IRU�D�OHDVW�D�IHZ�PLQXWHV�

 16.6 Concurrency

3UREDEO\� WKH� ELJJHVW� FRPSOLFDWLRQ� LQ� ELQGHU� HQJLQHHULQJ� LV� VXSSRUW� IRU
FRQFXUUHQF\�� 8QVXUSULVLQJO\�� LW� LV� DOVR� RQH� RI� WKH� ELJJHVW� FDXVHV� RI� OXUNLQJ
EXJV�� 3UREOHPV� WHQG� WR� RFFXU� ZLWK� UDFH� FRQGLWLRQV� EHWZHHQ� LQFRPLQJ� RU
RXWJRLQJ� PHVVDJHV� DQG� WLPHRXWV� IRU� UHVHQGV� RU� VHVVLRQ�FRQQHFWLRQ
WHUPLQDWLRQ�� ,Q� )OH[L1HW�� D� VLPSOH� FRQFXUUHQF\� FRQWURO� PRGHO� KDV� EHHQ
GHVLJQHG��WR�UHGXFH�WKH�LQFLGHQFH�RI�EXJV��$V�WKH�SHUIRUPDQFH�RI�D�SURWRFRO�LV
FORVHO\�OLQNHG�WR�WKH�WKUHDGLQJ�SROLF\��WKH�PRGHO�GRHV�QRW�GLFWDWH�D�SDUWLFXODU
SROLF\��EXW�PDNHV�LW�HDVLHU�WR�PDQDJH�FRQFXUUHQF\�UHJDUGOHVV�RI�WKH�WKUHDGLQJ
SROLF\�

7KH�HVVHQWLDO�LGHD�LV�WKDW�ZLWKLQ�D�SDUWLFXODU�UHJLRQ�RI�WKH�SURWRFRO�VWDFN��ZH
XVH� D�PXWH[� WR� HQVXUH� WKDW� WKHUH�ZLOO� EH� DW�PRVW� RQH� FDOO� LQ� SURJUHVV� RQ� D
SDUWLFXODU� VHVVLRQ�� $V� FDOOV� RQ� GLIIHUHQW� VHVVLRQV� DUH� LQGHSHQGHQW�� WKLV
UHPRYHV�FRQFXUUHQF\�FRQFHUQV�IURP�WKH�PDMRULW\�RI�OD\HUV��,Q�JHQHUDO�RQO\�WKH
OD\HUV�UHVSRQVLEOH�IRU�JDLQLQJ�WKH�PXWH[�QHHG�EH�FRQFHUQHG�ZLWK�FRQFXUUHQF\
DW� DOO�� 7KH�PXWH[� LV� HQJLQHHUHG� DV� SDUW� RI� WKH� VHVVLRQ� REMHFW�� ,W� LV� WDNHQ� LQ
WKUHH�GLIIHUHQW�FLUFXPVWDQFHV�

• :KHQ�D�VHVVLRQ�LV�DVVRFLDWHG�ZLWK�DQ�RXWJRLQJ�FDOO��7KLV�LV�PDQDJHG�E\
WKH�ClientCallLayer��RU�DQ�HTXLYDOHQW��

• :KHQ� D� VHVVLRQ� LV� DVVRFLDWHG� ZLWK� DQ� LQFRPLQJ� PHVVDJH�� 7KLV� LV
PDQDJHG�E\�WKH�SessionLayer��RU�DQ�HTXLYDOHQW��

• :KHQ�D�WLPHRXW�RFFXUV��DQG�VRPH�DFWLRQ�QHHGV�WR�EH�WDNHQ��IRU�H[DPSOH
WKH�GHVWUXFWLRQ�RI�WKH�VHVVLRQ��RU�D�UHWUDQVPLVVLRQ��7KLV�LV�KDQGOHG�LQ
WKH�53&�/D\HU�

,Q�HDFK�RI�WKHVH�FDVHV��FDUH�LV�WDNHQ�WR�GHDO�ZLWK�DOO�SRVVLEOH�UDFH�FRQGLWLRQV�
7KLV�UHPRYHV�WKH�PDMRULW\�RI�WKH�FRQFXUUHQF\�FRQWURO�FRPSOH[LW\��DQG�OHDYHV
RWKHU� OD\HUV� IUHH� WR�PDQLSXODWH� VHVVLRQV� DQG� KDQGOH�PXOWLSOH� FDOOV�� 7KLV� LV
LOOXVWUDWHG�E\�)LJXUH����
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Figure 36 Session Mutex

/HW� XV� FRQVLGHU� WKH� IORZ� RI� DQ� LQYRFDWLRQ� LQ� GHWDLO�� :KHQ� DQ� LQYRFDWLRQ� LV
PDGH� RQ� D� FOLHQW� VWXE�� LW� ZLOO� SDVV� GRZQ� WKH� VWDFN� XQWLO� LW� UHDFKHV� WKH
ClientCallLayer��8S�XQWLO� WKLV�SRLQW�� D� VHVVLRQ�KDV�QRW�EHHQ� DOORFDWHG� WR
WKH� LQYRFDWLRQ�� DQG� WKHUH� PD\� EH� PDQ\� VLPLODU� LQYRFDWLRQV� LQ� SURJUHVV� DW
RQFH�� +RZHYHU�� WKH� FDOOV� DUH� LQGHSHQGHQW�� DQG� DQ\� VKDUHG� VWDWH� ZLOO� EH
FRQWDLQHG�ZLWKLQ�D�SDUWLFXODU�OD\HU��ZKLFK�PXVW�SHUIRUP�LWV�RZQ�FRQFXUUHQF\
FRQWURO��

,Q�WKH�ClientCallLayer�� D� VHVVLRQ� LV�REWDLQHG� IURP�WKH�SessionManager
EHIRUH�SURFHHGLQJ��,Q�WKH�VWDQGDUG�LPSOHPHQWDWLRQ�RI�SessionManager��WKLV
QHYHU�EORFNV��DQG�DQ�H[LVWLQJ�VHVVLRQ�LV�UHWXUQHG��RU�D�QHZ�RQH�FUHDWHG�LI�QR
VXLWDEOH�RQHV�DUH�DYDLODEOH��*HQHUDOO\�� WKHUH�ZLOO� RQO\�EH�D�VPDOO�QXPEHU�RI
VHVVLRQV�LQ�XVH�EHWZHHQ�D�SDUWLFXODU�FOLHQW�DQG�VHUYHU��2QFH�WKH�VHVVLRQ�KDV
EHHQ�REWDLQHG��WKH�PXWH[�LV�WDNHQ��7KHUH�LV�VRPH�FDUHIXO�FRGLQJ�KHUH��DV�WKHUH
LV� D� SRWHQWLDO� UDFH� FRQGLWLRQ� EHWZHHQ�REWDLQLQJ� D� VHVVLRQ� DQG� DFTXLULQJ� WKH
PXWH[��7KH�FKDQFH�RI�UDFH�FRQGLWLRQ�LV�ORZ��DQG�D�UDSLG�UHWU\�ORRS�LV�XVHG�WR
KDQGOH�LW��,Q�VRPH�PHVVDJH�EDVHG�SURWRFROV��WKH�DWWHPSW�WR�REWDLQ�WKH�PXWH[
PD\� FDXVH� WKH� WKUHDG� WR�EORFN��7KLV� FDQ�RQO\� RFFXU� LI� D�SURWRFRO�PHVVDJH� LV
UHFHLYHG�RQ�WKH�VHVVLRQ�GXULQJ�WKH�UDFH�SHULRG��,I�WKLV�RFFXUV�WKHUH�ZLOO�EH��D
VKRUW�GHOD\�¥�EXW�ORQJ�WHUP�GHOD\V�FDQQRW�UHVXOW�

/D\HUV� EHORZ� WKH� ClientCallLayer� PD\� VDIHO\� XVH� WKH� VHVVLRQ� ZLWKRXW
FRQFHUQ�IRU�FRQFXUUHQF\�LVVXHV��7KH�VHVVLRQ�PXWH[�PD\�EH�KHOG�RQ�WKH�FOLHQW
IRU�WKH�GXUDWLRQ�RI�WKH�FDOO��RU�LW�PD\�EH�WHPSRUDULO\�UHOHDVHG�ZLWKLQ�WKH�53&
/D\HU�ZKLOVW� WKH� WKUHDG� LV� EORFNHG� DZDLWLQJ� D� UHSO\��7KH�GHWDLOV� RI� WKLV� DUH
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GHSHQGHQW� RQ� WKH�53&�3URWRFRO� LPSOHPHQWHG� E\� WKH� SDUWLFXODU� 53&�/D\HU�
7KLV�PXVW�EH�DZDUH�RI��DQG�GHDO�ZLWK��DQ\�UDFH�FRQGLWLRQV�

7\SLFDOO\�� WKH� 53&�/D\HU�ZLOO�PDQLSXODWH� D� SURWRFRO� VWDWH� WUDQVLWLRQ� WDEOH�
DQG� VWRUH� WKH� FXUUHQW� VWDWH� IRU� HDFK� VHVVLRQ��ZLWKLQ� WKH� VHVVLRQ� REMHFW�� 7KLV
PD\�EH�VDIHO\�PDQLSXODWHG�ZLWKLQ�WKH�PXWH[�UHJLRQ�DQG�XVHG�WR�PDQDJH�UDFH
FRQGLWLRQV�

2Q�WKH�VHUYHU��D�UHFHLYHG�FDOO�LV�DVVRFLDWHG�ZLWK�D�QHZ�RU�SUHYLRXV�VHVVLRQ�DV
VRRQ�DV�WKH�FOLHQWªV�SHHU�VHVVLRQ�FDQ�EH�GHWHUPLQHG��7\SLFDOO\�WKLV�LV�WKH�ILUVW
WKLQJ� WR� EH� UHDG� IURP� WKH� LQFRPLQJ�PHVVDJH�� �,Q� VRPH� FRQQHFWLRQ�RULHQWHG
SURWRFROV�� WKH�VHVVLRQ� LV� WLHG� WR� WKH�FRQQHFWLRQ�� VR� WKH� VHVVLRQ�PXWH[� LV�KHOG
HYHQ�EHIRUH�WKH�PHVVDJH�LV�UHDG���$JDLQ��WKH�FKDQFH�RI�GHOD\�GXH�WR�EORFNLQJ�LV
ORZ��7KLV�PD\�RQO\�RFFXU�LI�WKH�VHVVLRQ�LWVHOI�LW�WLPHG�RXW��ZKLFK�LV�DQ�XQOLNHO\
HYHQW��,I�WLPHRXW�GRHV�RFFXU��WKH�FDOO�LV�GLVFDUGHG��DQG�LW�LV�OHIW�WR�WKH�FOLHQW�WR
UHWU\�� ,Q� WKLV� UDUH� FDVH�� D� QHZ� VHVVLRQ� ZLOO� EH� DOORFDWHG� �SRVVLEO\� DIWHU� D
SURWRFRO�VSHFLILF�VHVVLRQ�HVWDEOLVKPHQW�H[FKDQJH��

7KH� VHVVLRQ�PXWH[� LV� KHOG� DW� OHDVW� XQWLO� WKH� 53&�/D\HU�� ,Q�PHVVDJH� EDVHG
SURWRFROV��WKH�PXWH[�LV�UHOHDVHG�EHIRUH�WKH�FDOO�SURFHHGV�IXUWKHU�XS�WKH�VWDFN�
7KLV� LV� WR� DOORZ� WKH� FDOO� WR� EH� SURFHVVHG� LQ� SDUDOOHO� ZLWK� IXUWKHU� SURWRFRO
PHVVDJHV��)RU�H[DPSOH�LQ�WKH�5H[�SURWRFRO��WKH�FOLHQW�PD\�SUREH�WKH�VHUYHU�WR
FKHFN�WKDW� LW� LV�VWLOO�SURFHVVLQJ�WKH�UHTXHVW��$OWKRXJK�WKH�PXWH[� LV�UHOHDVHG�
WKH�VHVVLRQ�PD\�VWLOO�EH�XVHG�E\�VXEVHTXHQW�SURWRFRO�OD\HUV��DV�WKH�53&�/D\HU
PXVW�SUHVHUYH�WKH� IROORZLQJ� LQYDULDQW��7KHUH�ZLOO�EH�DW�PRVW� RQH� VHUYHU�VLGH
FDOO�LQ�SURJUHVV�DERYH�WKH�RPCLayer��SHU�VHVVLRQ��DQG�WKH�VHVVLRQ�ZLOO�QRW�EH
GHVWUR\HG�XQWLO� LW� FRPSOHWHV�� $V� WKH� VHVVLRQ�PD\� EH� VLPXOWDQHRXVO\� EH� XVHG
EHORZ�DQG�DERYH�WKH�53&�/D\HU��FDUH�PXVW�EH�WDNHQ�WKDW�VWDWH�VWRUHG�LQ�WKH
6HVVLRQ�REMHFW�LV�QRW�LQDSSURSULDWHO\�VKDUHG�EHWZHHQ�WKHVH�OD\HUV��,W�LV�XS�WR
WKH� OD\HU� GHVLJQHUV� WR� HQVXUH� WKLV�� �7KH� ,QYRFDWLRQ� REMHFW� SURYLGHV� DQ
DOWHUQDWLYH�SODFH�IRU�VKDUHG�VWDWH��

7KLV� DSSURDFK� WR� FRQFXUUHQF\� FRQWURO� KDV� SURYH� SDUWLFXODUO\� XVHIXO� ZKHQ
DGGLQJ� ORZ� OHYHO� SURWRFRO� OD\HUV�� VXFK� DV� WKH�5H[�)UDJPHQWDWLRQ� OD\HU� �6HH
VHFWLRQ� ��������� DV� WKH� VWURQJ� JXDUDQWHHV� LW� SURYLGHV� FRQVLGHUDEO\� VLPSOLILHG
WKH�GHVLJQ�

 16.7 Resources

7KHUH� DUH� D� QXPEHU� RI� UHVRXUFH� FODVVHV� XVHG� ZLWKLQ� D� SURWRFRO� VWDFN�� ,Q
SDUWLFXODU� WKUHDGV�� EXIIHUV�DQG� VHVVLRQV�QHHG� WR�EH�DOORFDWHG�DQG�GHVWUR\HG�
$Q�LVVXH�KHUH�LV�PDLQWDLQLQJ�WKH�VHSDUDWLRQ�EHWZHHQ�OD\HUV��)RU�H[DPSOH��RQ
WKH�FOLHQW��D�KLJK� OD\HU�PXVW� FUHDWH�DQ�RXWSXW�EXIIHU� IRU�D� UHTXHVW�� EXW� WKLV
RXWSXW�EXIIHU�ZLOO�XOWLPDWHO\�EH�XVHG�E\� WKH� ERWWRP� OD\HU� LQ� WKH� VWDFN��7KH
QDLYH� DSSURDFK� ZRXOG� KDYH� EHHQ� WR� GHILQH� D� VLQJOH� FODVV� IRU� HDFK� UHVRXUFH
W\SH�� VR� WKDW� OD\HUV� FRXOG� EH� IUHHO\� PL[HG�� 7KLV� ZDV� UHMHFWHG�� DV� LW� ZRXOG
LPSRVH� D� ©RQH� VL]H� ILWV� DOOª� VWUDWHJ\� IRU� GLIIHUHQW� SURWRFROV�� ,QVWHDG�� ZH� XVH
UHVRXUFH� IDFWRULHV� WR� SURYLGH� DQ� DEVWUDFW� UHVRXUFH� FUHDWLRQ� LQWHUIDFH�� ,Q� WKH
H[DPSOH��WKH�KLJK�FOLHQW�OD\HU�ZRXOG�FRQWDLQ�D�UHIHUHQFH�WR�DQ�RXWSXW�EXIIHU
IDFWRU\�ZKLFK� LW�ZRXOG� XVH� WR� FUHDWH� RXWSXW� EXIIHUV� RQ� GHPDQG�� 7KH� ELQGHU
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FRXOG�WKHQ�FKRRVH�DQ�DSSURSULDWH�IDFWRU\�WR�EHVW�PHHW�WKH�QHHGV�RI�WKH�ERWWRP
OD\HU�

7KLV� WRSLF� LV� UHWXUQHG� WR� LQ� FKDSWHU� ��� ZKHUH� UHVRXUFH� PDQDJHPHQW� LV
FRQVLGHUHG�LQ�PRUH�GHWDLO�

 16.8 Binder Configuration – Blueprints

0RVW�ELQGHUV�FRQVWUXFW�D�SURWRFRO�VWDFN�RI�D�QXPEHU�RI�OD\HUV��DQG�OLQN�WKHVH
OD\HUV� WR� HDFK� RWKHU�� ,Q� DGGLWLRQ� WKH\� PXVW� LQIRUP� WKH� OD\HUV� RI� UHVRXUFH
IDFWRULHV�DQG�KHOSHU� REMHFWV��7KHUH� LV� JHQHUDOO\�D�GHJUHH� RI� IOH[LELOLW\� LQ� WKH
FRQILJXUDWLRQ� RI� D� ELQGHU� ¥� IRU� H[DPSOH� WKHUH�PD\� EH� DOWHUQDWLYHV� IRU� VRPH
OD\HUV�� WKDW� SURYLGH� D� GLIIHUHQW� GHJUHH� RI� PXOWLSOH[LQJ�� RU� DQ� DOWHUQDWLYH
QHWZRUN� SURWRFRO�� 7KHUH� LV� DOVR� W\SLFDOO\� D� FKRLFH� RI� UHVRXUFH� IDFWRULHV�� RU
SROLFLHV�IRU�WKH�UHXVH�RI�UHVRXUFHV��)LQDOO\��VLPSOH�SDUDPHWHUV�PD\�EH�DOWHUHG�
VXFK� DV� WKH� DOORZHG� GHJUHH� RI� FRQFXUUHQF\�� RU� WKH� SRUW� WR� OLVWHQ� RQ�� 7KH
FRQILJXUDWLRQ�RI�VXFK�D�SRWHQWLDOO\�FRPSOH[�V\VWHP�LV�QRQ�WULYLDO��$�©EOXHSULQWª
V\VWHP�KDV�EHHQ�GHVLJQHG�ZKLFK�DOORZV�D�ELQGHU�WR�EH�VSHFLILHG�DQG�FKHFNHG
IRU�FRQVLVWHQF\��7KLV�LV�GHVFULEHG�LQ�FKDSWHU����
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 17 REFLECTION

 17.1 Introduction

&ODVVLF� UHIOHFWLRQ�PD\� EH� FRQVLGHUHG� DV� D� ©ORRN� DVLGHª� RQ� VRPH�DVSHFW� RI� WKH
H[HFXWLRQ� RI� D� V\VWHP�� )OH[L1HW� LV� FRQFHUQHG� ZLWK� PHWKRG� UHIOHFWLRQ�� ,Q� D
FODVVLF�V\VWHP��ZKHQ�D�PHWKRG�LV�LQYRNHG�RQ�DQ�REMHFW��WKH�FDOO�LV�UHIOHFWHG�WR�D
PHWD�REMHFW�ZKLFK�PD\�H[DPLQH�DQG�PRGLI\�WKH�LQYRFDWLRQ�EHIRUH�DOORZLQJ�LW
WR� SURFHHG�� 6LPLODUO\�� WKH� UHVXOW� LV� UHIOHFWHG� WR� WKH�PHWD�REMHFW�� ZKLFK�PD\
PRGLI\�LW��7\SLFDO�XVHV�RI�UHIOHFWLRQ�LQFOXGH�DXGLWLQJ�RI�UHTXHVWV��RU�FRQWUROOLQJ
FRQFXUUHQW�DFFHVVHV�WR�DQ�REMHFW��DV�WKH�PHWD�REMHFW�PD\�EORFN�DQG�RU�UHRUGHU
UHTXHVWV��

,Q� VRPH� VHQVHV�� DQ� 53&� V\VWHP� FDQ� EH� FRQVLGHUHG� DV� UHIOHFWLYH�� $� FOLHQW
LQYRNHV� D�PHWKRG� RQ� DQ� REMHFW�� DQG� WKLV� LV� LQVWHDG� SDVVHG� WR� D�PHWD�REMHFW
�7KH�53&�V\VWHP��ZKLFK�PDQDJHV�WKH�LQYRFDWLRQ��7KH�XVH�RI�JHQHULFV�ZLWKLQ
)OH[L1HW�HQFRXUDJHV�WKLV�DSSURDFK�

 17.2 Reflection in Protocol Stacks

Generic Invocation Layer

CLIENT

Wire CommunicationsWire Communications

auto generated STUB

Client Side
Meta Objects

Reflective
Protocol Layers

Reflective
Protocol Layers

Server Side
Meta Objects

Reflective
Protocol Layers

Reflective
Protocol Layers

Typed Communication

Generic Communication

Untyped Communication

Application Code

Middleware Code

Destination
Object

Figure 37 A Reflective Protocol Stack
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7KH� IXQFWLRQ� RI� D� VWXE� LQ� )OH[L1HW� LV� YHU\� VLPLODU� WR� WKH� IXQFWLRQ� RI� D
UHIOHFWLYH� REMHFW� LQ� D� UHIOHFWLYH� REMHFW� V\VWHP�� LW� FRQYHUWV� D� FDOO� IURP� D� W\SH
VSHFLILF��WR�D�JHQHULF�IRUP��:H�PD\�WKHUHIRUH�FRQVLGHU�HDFK�OD\HU�LQ�D�SURWRFRO
VWDFN�DV�D�UHIOHFWLYH�OD\HU��DQG�LQGHHG�KLJK�OHYHO�OD\HUV�RQ�HLWKHU�WKH�FOLHQW�RU
VHUYHU�PD\�SHUIRUP�H[DFWO\� WKH�VDPH� IXQFWLRQV�DV�PHWD�REMHFWV� LQ�D�&ODVVLF
UHIOHFWLYH� REMHFW� V\VWHP� �)LJXUH� ����� 7KLV� IRUP� RI� UHIOHFWLRQ� LV� PRVW
DSSURSULDWH� IRU�SURWRFRO�VSHFLILF� UHIOHFWLRQ�DV� RSSRVHG� WR� DSSOLFDWLRQ� RU� FODVV
VSHFLILF� UHIOHFWLRQ� ¥� WKLV� LV� EHFDXVH� DOO� REMHFWV� QDPHG� XVLQJ� D� SURWRFRO� ZLOO
JHQHUDOO\�KDYH�WKH�VDPH�UHIOHFWLYH�OD\HUV�

7KH�GHVLJQ�RI�SURWRFRO�VWDFNV��DQG�ELQGHUV�WR�FUHDWH�WKHP��LV�D�FRPSOH[�WDVN�
)UHTXHQWO\��D�SURJUDPPHU�ZLVKLQJ�WR�XWLOLVH�UHIOHFWLRQ�ZLOO�QRW�EH�VNLOOHG� LQ
WKH� FRQVWUXFWLRQ� RI� ELQGHUV�� DQG� LQ� DGGLWLRQ� PD\� ZLVK� WR� XVH� WKH� VDPH
UHIOHFWLYH� OD\HUV� RYHU� PXOWLSOH� ©VWDQGDUGª� SURWRFROV�� $� PRUH� DSSURSULDWH
LQWHUIDFH� WR� UHIOHFWLRQ� IRU�PDQ\� DSSOLFDWLRQV� LV� WKHUHIRUH� WKH� XVH� RI� JHQHULF
VPDUW�SUR[LHV��7KLV�ZLOO� EH�GHVFULEHG� LQ� VHFWLRQ� ������ DIWHU� WKH� VLPSOHU�QRQ�
JHQHULF�FDVH�LV�FRQVLGHUHG�

 17.3 Smart Proxies

6PDUW� 3UR[\� LV� D� WHUP�XVHG� WR� UHIHU� WR� FRGH� WKDW� LV� ORDGHG� RQWR� D� FOLHQW� LQ
SODFH�RI�WKH�VWDQGDUG��GXPE��SUR[\�FUHDWHG�E\�D�VWXE�VWDFN�SDLU��7\SLFDOO\��D
VPDUW�SUR[\�LV�XVHG�ZKHQ�VRPH�©LQWHOOLJHQFHª�LV�UHTXLUHG�RQ�WKH�FOLHQW�VLGH�RI�D
LQYRFDWLRQ�� IRU� H[DPSOH� WR� SHUIRUP� FDFKLQJ�� 6XFK� LQWHOOLJHQFH� LV� XVXDOO\
VHUYLFH� VSHFLILF�� DQG� DOWKRXJK� LW� FRXOG� WDNH� SODFH� ZLWKLQ� D� FXVWRP� SURWRFRO
VWDFN��D�OLJKWZHLJKW�DSSURDFK�LV�PRUH�DSSURSULDWH�

,Q�)OH[L1HW��WKH�XVH�RI�VPDUW�SUR[LHV�LV�LQLWLDWHG�E\�WKH�VHUYHU��DQG�WKH�FOLHQW
QHHG�QRW�EH�DZDUH�WKDW�D�SDUWLFXODU�LQWHUIDFH�LV�KDQGOHG�E\�D�VPDUW�SUR[\��,Q
IDFW�� WKH� QDPH� UHVROXWLRQ� SURFHVV� GHVFULEHG� LQ� VHFWLRQ� ������� LV� DOO� WKDW� LV
UHTXLUHG�LQ�RUGHU�WR�LPSOHPHQW�VPDUW�SUR[\�OLNH�EHKDYLRXU��+RZHYHU��LQ�RUGHU
WR�PDNH� LW� HDV\� WR�ZULWH� VPDUW�SUR[LHV�ZLWKRXW�NQRZOHGJH� RI� WKH� UHVROXWLRQ
SURFHVV�� DQ� DGGLWLRQDO� $3,� LQ� WKH� IRUP� RI� WKH� SmartProxy� VXSHUFODVV� KDV
EHHQ�GHILQHG�

 17.3.1 Mechanism

7KH�6PDUW�3UR[\�LPSOHPHQWDWLRQ�PDNHV�XVH�RI�WKH�IDFW�WKDW�Name.resolve
PD\�UHWXUQ�DQ\�REMHFW�LPSOHPHQWLQJ�WKH�UHTXLUHG�LQWHUIDFH��:H�PD\�WKHUHIRUH
GHILQH�VSHFLILF�QDPLQJ�FODVVHV� WKDW�HQFDSVXODWH�SUR[\�REMHFWV��ZKLFK�PD\�EH
UHWXUQHG�IURP�FDOOV�WR�resolve�
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Figure 38 The Object Graph for an Example Smart Proxy

$�VHFRQGDU\�LVVXH�LV�KRZ�D�VHUYLFH�DUUDQJHV�WKDW��D�QDPH�IRU��D�6PDUW�3UR[\
LV� SDVVHG� LQ� SUHIHUHQFH� WR� DQ� RUGLQDU\� UHIHUHQFH�� 7KH� VWUDLJKWIRUZDUG
DSSURDFK�LV�WR�GHILQH�D�*HQHUDWRU�WR�VSRW�FDVHV�ZKHUH�6PDUW�3UR[LHV�VKRXOG
EH�XVHG��DQG�JHQHUDWH�D�QDPH�IRU�DQ�DSSURSULDWH�VPDUW�SUR[\��7KLV�DSSURDFK
LV�UHDVRQDEOH��KRZHYHU�LW�DVVXPHV�WKDW�WKH�GHVLJQHU�RI�D�6PDUW�3UR[\�KDV�D
UHDVRQDEOH� XQGHUVWDQGLQJ� RI� WKH� QDPLQJ� DUFKLWHFWXUH�� ,W� LV� DOVR� UHODWLYHO\
FRPSOH[�IRU�D�©VLPSOLI\LQJª�DEVWUDFWLRQ�

7R� DYRLG� WKHVH� LVVXHV�� D� ODWHUDO� DSSURDFK� ZDV� UHTXLUHG�� :H� QRWH� WKDW�� E\
GHILQLWLRQ��D�VHUYLFH�LV�DZDUH�WKDW�LW�LV�XVLQJ�6PDUW�3UR[LHV��:H�FDQ�XVH�WKLV
IDFW� WR� JLYH� VWUDLJKWIRUZDUG� VHPDQWLFV� WR� WKH� XVH� RI� 6PDUW� 3UR[LHV�� :H
DUUDQJH�WKDW�UHIHUHQFH�WR�VPDUW�SUR[LHV�WKHPVHOYHV�DUH�WKH�RQO\�VSHFLDO�FDVHV�
$� VHUYHU�PD\� WKHUHIRUH� FUHDWH�D� SUR[\� ORFDOO\�� DQG� WKHQ�SDVV� D� UHIHUHQFH� WR
WKLV� �UDWKHU� WKDQ� WR� WKH� VHUYLFH� LWVHOI��� )OH[L1HW�ZLOO� VSRW� WKLV�� DQG� FUHDWH� D
VPDUW�SUR[\�RQ�WKH�FOLHQW�WR�PDWFK��7KH�SUR[\� LWVHOI�ZLOO�QRUPDOO\�FRQWDLQ�D
UHIHUHQFH� WR� WKH� ©UHDOª� VHUYLFH��7KLV�ZLOO� EH� WUHDWHG� DV� DQ� RUGLQDU\� UHIHUHQFH
DQG�D�GXPE�SUR[\�ZLOO�EH�FUHDWHG�DFFRUGLQJO\�

7KLV� DSSURDFK� SURYLGHV� D� VLPSOH� DQG� VWUDLJKWIRUZDUG� PHDQV� IRU� D
SURJUDPPHU� WR� LQGLFDWH� WKDW� D� VPDUW� SUR[\� VKRXOG� EH� XVHG�� DQG� GRHV� QRW
UHTXLUH�WKH�DQ\�DGGLWLRQDO�PDQDJHPHQW�$3,V�

7KH� REMHFW� JUDSK� UHVXOWLQJ� IURP� WKH� XVH� RI� D� VPDUW� SUR[\� LV� LOOXVWUDWHG� LQ
)LJXUH�����7KH�GHILQLWLRQ�RI�WKH�SUR[\�LWVHOI�LV�JLYHQ�LQ�WKH�IROORZLQJ�VHFWLRQ�
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 17.3.2 SmartProxy Class

7KH�DEVWUDFW�FODVV�SmartProxy�KDV�EHHQ�FUHDWHG�WR�PDQDJH�WKH�FRPSOH[LWLHV
RI� QDPH� JHQHUDWLRQ� DQG� UHVROXWLRQ�� $� SURJUDPPHU� ZLVKLQJ� WR� XVH� D� VPDUW
SUR[\��H[WHQGV�WKLV�DEVWUDFW�FODVV�E\�DGGLQJ�WKH�DSSURSULDWH�PHWKRGV�IRU�WKH
SUR[LHG�LQWHUIDFH��*HQHUDOO\��WKH\�ZLOO�DOVR�ZLVK�WR�DGG�D�UHIHUHQFH�WR�WKH�UHDO
VHUYLFH�LQWHUIDFH��$Q�H[DPSOH�FDFKLQJ�SUR[\�IRU�D�UHDG�RQO\�VHUYLFH�LV�JLYHQ�LQ
)LJXUH�����7KLV�FRUUHVSRQGV�WR�WKH�H[DPSOH�REMHFW�JUDSK�LQ�)LJXUH����

7KH� SmartProxy� FODVV� ZRUNV� E\� H[WHQGLQJ� WKH� Name� DQG� ProxyObject
LQWHUIDFHV��$V�LW� LV�D�ProxyObject�� LW�ZLOO�EH�GLUHFWO\�DVNHG� IRU� WKH�QDPH� LW
UHSUHVHQWV�GXULQJ�VHULDOLVDWLRQ��UDWKHU�WKDQ�KDYLQJ�D�QDPH�JHQHUDWHG� IRU� LW�
�6HFWLRQ�����������,W�UHWXUQV�LWVHOI�DV�D�VXLWDEOH�QDPH��'XULQJ�GHVHULDOLVDWLRQ�
WKH�resolve�PHWKRG�ZLOO�EH�FDOOHG�RQ�WKH�VPDUW�SUR[\��DFWLQJ�DV�D�Name���LW
ZLOO�WKHQ�UHWXUQ�LWVHOI�DV�D�VXLWDEOH�SUR[\�

public class RLProxy extends SmartProxy implements RemoteLookup
{
  // reference to ‘real’ service
  public RemoteLookup service;
  // local cache of values. Service is read only
  // so no invalidation protocol is needed.
  transient Hashtable cache;

  public RLProxy() { this(null); }

  public RLProxy(RemoteLookup s)
  {
    service = s;
    cache = new Hashtable();
  }

  // RemoteLookup.get(key)
   public Object get(String key)
  {
    // first look in cache
    Object value=cache.get(key);
    if(value==null)
      {
        // not in cache, lookup in service
        value = service.get(key);
        if(value!=null) cache.put(key,value); // store in cache
      }
    return value;
  }
}

Figure 39 Example Smart Proxy
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 17.4 Generic Proxies

,W�LV�RIWHQ�XVHIXO�WR�FRPELQH�WKH�IOH[LELOLW\�RI�ELQGHU�UHIOHFWLRQ��ZLWK�WKH�HDVH
RI�SURJUDPPLQJ�RI�VPDUW�SUR[LHV��7KH�JHQHULF�SUR[\�DEVWUDFWLRQ�LV�GHVLJQHG�WR
PHHW� WKLV� UHTXLUHPHQW�� $� JHQHULF� SUR[\� LV� DQ� REMHFW� WKDW� VLWV� EHWZHHQ� D
VWDQGDUG�VWXE�DQG�WKH�WRS�RI�WKH�FRPPXQLFDWLRQ�VWDFN��,W�WKHUHIRUH�DFWV� OLNH
DQ�DGGLWLRQDO�OD\HU�WR�WKH�VWDFN��DQG�SURYLGHV�DQ�HQYLURQPHQW�IRU�UHIOHFWLRQ�
EXW�LW�LV�QRW�WLHG�WR�D�SDUWLFXODU�ELQGLQJ�SURWRFRO��DQG�PD\�EH�XVHG�ZLWK�PDQ\
ELQGHUV�

/LNH�6PDUW� 3UR[LHV��*HQHULF� 3UR[LHV� DUH� DFWXDOO\� )OH[L1HW� QDPHV�� KRZHYHU
WKH�JHQHUDWLRQ�DQG�UHVROXWLRQ�SURFHVV�LV�GLIIHUHQW��$V�*HQHULF�3UR[LHV�DUH�W\SH
LQGHSHQGHQW�� WKH� WHFKQLTXH� XVHG� IRU� JHQHUDWLQJ� 6PDUW� 3UR[LHV� LV� QRW
DSSOLFDEOH�� ,QVWHDG�� D� VSHFLDO� Generator� PXVW� EH� FRQVWUXFWHG� WR� JHQHUDWH
*HQHULF� 3UR[LHV� RI� D� SDUWLFXODU� FODVV�� /LNH� DQ\� JHQHUDWRU�� WKLV� PD\� FKRRVH
ZKHWKHU�WR�JHQHUDWH�D�QDPH�IRU�D�SDUWLFXODU�LQWHUIDFH��RU�ZKHWKHU�WR�SDVV�LW�WR
WKH�QH[W�JHQHUDWRU�LQ�WKH�OLVW��6HH�VHFWLRQ�������

7KH�GHVLJQHU�RI�D�JHQHULF�SUR[\�JHQHUDWRU�QHHGV�WR�XQGHUVWDQG�D�OLWWOH�DERXW
WKH� XVH� RI� )OH[L1HW� QDPHV�� ,W� LV� QRW� SRVVLEOH� WR� VLPSO\� FRQVWUXFW� D� SUR[\
FRQWDLQLQJ� D� GLUHFW� UHIHUHQFH� WR� WKH� VHUYLFH� REMHFW� ¥� DV� VHULDOLVDWLRQ� RI� WKLV
REMHFW�ZLOO� OHDG�WR�WKDW�UHIHUHQFH�EHHQ�UHSODFHG�E\�DQRWKHU�SUR[\�� OHDGLQJ� WR
XQERXQGHG� UHFXUVLRQ�� ,QVWHDG�� WKH� SUR[\� VKRXOG� FRQWDLQ� D� Name� IRU� WKH
LQWHUIDFH��ZKLFK�PD\� EH� JHQHUDWHG� E\� FDOOLQJ� WKH� QH[W� JHQHUDWRU� LQ� WKH� OLVW
�WKXV�DYRLGLQJ�UHFXUVLRQ��

,Q� JHQHUDO�� D� JHQHULF� SUR[\�PD\� FRQWDLQ�PDQ\� QDPHV�� 7KH� DEVWUDFW� FODVVHV
GenericProxy� DQG� GenericProxyGenerator� DUH� SURYLGHG� WR� KHOS� ZLWK
WKHLU�FRQVWUXFWLRQ��7KH�PDMRULW\� RI� JHQHULF�SUR[LHV� FRQWDLQ� RQO\� RQH�QDPH�¥
WKH� QDPH� RI� WKH� ©UHDOª� VHUYHU� REMHFW�� 7R� IXUWKHU� VLPSOLI\� WKH� FRQVWUXFWLRQ� RI
VXFK�SUR[LHV��WKH�DEVWUDFW�FODVV�SimpleGenericProxy�LV�SURYLGHG��)LJXUH���
JLYHV�WKH�6PDUW�3UR[\�H[DPSOH�IURP�)LJXUH����DV�D�JHQHULF�SUR[\�XVLQJ�WKH
GenericProxy� FODVV�� DQG� )LJXUH� ��� JLYHV� WKH� VDPH� H[DPSOH� XVLQJ
SimpleGenericProxy��7KH�WZR�H[DPSOHV�UHVXOW�LQ�DQ�LGHQWLFDO�REMHFW�JUDSK�
VKRZQ�LQ�)LJXUH����

,QYRFDWLRQV� DUH� PDGH� E\� WKH� FOLHQW� WR� D� VWXE� REMHFW�� ZKLFK� WKHQ� FDOOV� WKH
invoke� PHWKRG� RQ� WKH� JHQHULF� SUR[\�� �6HH� VHFWLRQ� ������� 7KH� SUR[\� WKHQ
PDQLSXODWHV� WKH� FDOO� DQG� LI� DSSURSULDWH�� SHUIRUPV� D� UHPRWH� LQYRFDWLRQ� E\
FDOOLQJ� D� VHFRQG� VWXE� REMHFW�� ,W� VKRXOG� EH� QRWHG� WKDW� WKHVH� QHVWHG� FDOOV� DUH
KDQGOHG�E\�WKH�VWXEªV�GenericCall�LQWHUIDFH��DQG�KDYH�D�ORZ�RYHUKHDG�
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public class ROProxy extends GenericProxy implements Name
{
  public Name serviceName; // the name of the real service

  transient Object service;// (a dumb proxy for)
                           // the real service
  transient Hashtable cache;

  public ROProxy(Name n)
  {
    serviceName = n;
  }

  public ROProxy() {}

  // Name.resolve - called on client on creation
  public Object resolve(Class iface,BinderDB ctxt,
                        FlexiProps qos) throws BadName
  {
    cache = new Hashtable();
    service  = serviceName.resolve(iface,ctxt,qos);
    return super.resolve(iface,ctxt,qos);
  }

  public void invoke(Invocation i) throws BadCallException
  {
    // assume method=get(string)->object (by construction)
    String key = (String) i.getArguments()[0];

    Object value=cache.get(key);
    if(value==null)
     {
       i.invoke(service); // perform remote invocation
       if(!i.isExceptionalReturn())
        {
          value = i.getReturnValue();
          if(value!=null) cache.put(key,value);
        }
     }
    else
      i.setReturnValue(value);
}

Figure 40 Example Use of GenericProxy
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 public class ROProxy2 extends SimpleGenericProxy
 {
   private transient Hashtable cache;
 
   // for GPGenerator
   public ROProxy2(Name n)
   {
     super(n);
     cache = new Hashtable();
   }
 
   // for serialization
   public ROProxy2()
   {
     cache = new Hashtable();
   }
 
   public void invoke(Invocation i) throws BadCallException
   {
     // assume method=get(string)->object (by construction)
     String key = (String) i.getArguments()[0];
 
     Object value=cache.get(key);
     if(value==null)
       {
         // perform the invocation usng super.invoke
         super.invoke(i);
         if(!i.isExceptionalReturn())
           {
             value = i.getReturnValue();
             if(value!=null) cache.put(key,value);
           }
      }
     else
       {
         i.setReturnValue(value);
       }
   }
 }

Figure 41 Example Use of SimpleGenericProxy
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Figure 42 Use of Generic Proxies

 public class  RLGenerator extends GenericProxyGenerator
 {
   public Name generateName(Object obj,Class cls,FlexiProps qos)
   {
     // only generate names for a particular class
     if(cls==RemoteLookup.class)
       {
         // create a skeleton to wrap the object on the server
         RLSkeleton skel = new RLSkeleton(obj);
 
         // generate a name this skeleton
         Name basename = generateBaseName(skel,cls,qos);
 
         // return a proxy that references the skeleton
         return new RLProxy(basename);
       }
     else
       return generateBaseName(obj,cls,qos);
   }
 }

Figure 43 An Example Generator that Creates a Proxy/Skeleton Pair
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Figure 44 Using Proxies and Skeletons for Reflection

 17.4.1 Generic Skeleton

)OH[L1HW�GRHV�QRW�QRUPDOO\�UHTXLUH�VHUYHU�VLGH�VWXEV��RU�6NHOHWRQV�DV�WKH\�DUH
RIWHQ�FDOOHG���+RZHYHU��ZKHQ�XVLQJ�JHQHULF�SUR[LHV��LW�LV�RIWHQ�XVHIXO�WR�DGG�D
UHIOHFWLYH�OD\HU�WR�WKH�WRS�RI�WKH�VHUYHU�VWDFN��7KLV�FDQ�HDVLO\�EH�DUUDQJHG�LQ
WKH�*HQHULF�3UR[\�*HQHUDWRU��DQG�DQ�H[DPSOH�JHQHUDWRU�WR�GR�WKLV�LV�VKRZQ�LQ
)LJXUH����

7RJHWKHU� D� JHQHULF� SUR[\�VNHOHWRQ� SDLU� FDQ� EH� XVHG� WR� DXJPHQW� DQ� H[LVWLQJ
SURWRFRO� ZLWK� DQ� DGGLWLRQDO� ©PHWDª� OD\HU� RQ� HDFK� VLGH�� )RU� WUDQVDFWLRQ
SURFHVVLQJ� LQ� )OH[L1HW�� IRU� H[DPSOH�� WKLV� WHFKQLTXH� LV� XVHG� WR� SDVV� WKH
WUDQVDFWLRQ�,G�IURP�FOLHQW�WR�VHUYHU��DV�DQ�DGGLWLRQDO�SDUDPHWHU�LQ�HDFK�FDOO�
)LJXUH����LOOXVWUDWHV�

 17.5 Local Reflection

7KH� JHQHULF� FDOO� LQWHUIDFH�PD\� DOVR� EH� XVHG�ZKHQ� EXLOGLQJ�PHWD�REMHFWV� IRU
ORFDO� UHIOHFWLRQ�� )RU� ORFDO� UHIOHFWLRQ� D� UHIOHFWLYH� REMHFW� LV� UHTXLUHG� WKDW
LPSOHPHQWV� WKH� VHUYLFH� LQWHUIDFH�� DQG� KDQGV� RII� LQYRFDWLRQ� WR� D�PHWD�REMHFW
WKDW� SURYLGHV� D� ZUDSSHU� DURXQG� WKH� VHUYLFH�REMHFW�� ,Q� )OH[L1HW� WHUPV�� WKLV
FRUUHVSRQGV�WR�D�SUR[\�REMHFW� �ZKLFK� LV�D� VLPSOH�VWXE���D�PHWD�REMHFW� �ZKLFK
LPSOHPHQWV� WKH�GenericCall� LQWHUIDFH��� DQG� WKH�XQPRGLILHG� VHUYLFH�REMHFW�
7KLV�LV�LOOXVWUDWHG�E\�H[DPSOH�LQ�)LJXUH����
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$SSOLFDWLRQ�&ODVV�WR�EH�UHIOHFWHG
 Class FooImpl implements Foo
 {
   …
 }

0HWD�&ODVV
 class MetaAudit implements GenericCall
 {
   Object realObject;
 
   public MetaAudit(Object o)
   {
     realObject = o;
   }
 
   public void invoke(Invocation i)
                   throws BadCallException
   {
     System.out.println(“Calling: “ + i.getMethodName());
     i.invoke(realObject);
   }
 }

$SSOLFDWLRQ�FRGH�XVLQJ�UHIOHFWHG�REMHFW
 GenericCall g = new MetaAudit(new FooImpl());
 Foo reflectedFoo = (Foo) FlexiNet.reflect(g,Foo.class);
 
 // may now use reflectedFoo

Figure 45 Local Reflection
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 18 RESOURCE MANAGEMENT

 18.1 Introduction

5HVRXUFH� PDQDJHPHQW� LV� FRQFHUQHG� ZLWK� FRQWUROOLQJ� WKH� SRSXODWLRQ� RI
GLIIHUHQW� NLQGV� RI� UHVRXUFH�� :LWKRXW� D� UHVRXUFH� PDQDJHPHQW� DEVWUDFWLRQ�
UHVRXUFHV�DUH�VLPSO\�FUHDWHG�DQG�GHVWUR\HG�DV�UHTXLUHG��%\�UHF\FOLQJ�RU�SUH�
DOORFDWLQJ� UHVRXUFHV�� ZH� FDQ� DPRUWLVH� WKH� FRVW� RI� FUHDWLRQ� DQG� JDUEDJH
FROOHFWLRQ�� %\� OLPLWLQJ� WKH� SRSXODWLRQ� RI� GLIIHUHQW� W\SHV� RI� UHVRXUFH� ZH� FDQ
SUHYHQW�RU�FRQWURO�RYHUORDG��,Q�SDUWLFXODU��GXULQJ�RYHUORDG��WKH�DGGLWLRQDO�FRVW
UHODWLQJ� WR� DOORFDWLRQ� RU� JDUEDJH� FROOHFWLRQ� ZLOO� H[DVLSDWH� WKH� SUREOHP�� ,Q
DGGLWLRQ��LI�VRPH�UHVRXUFHV�DUH�ERXQGHG��IRU�H[DPSOH�WRWDO�&38��RU�PHPRU\�
WKHQ� FRQWUROOLQJ� WKH� UHVRXUFHV� H[SOLFLWO\� FDQ� DOORZ� JUDFHIXO� GHJUDGDWLRQ� RI
VHUYLFH��IRU�H[DPSOH�D�VHUYHU�PD\�UHIXVH�WR�DOORZ�DGGLWLRQDO�FOLHQWV�WR�FRQQHFW
ZKHQ�RYHUORDGHG��

7KH�UHVRXUFH�PDQDJHPHQW�DEVWUDFWLRQV�LQWURGXFHG�LQ�WKLV�VHFWLRQ�DUH�XVHG�IRU
D�VHFRQGDU\�SXUSRVH��$V�WKH\�DEVWUDFW�WKH�FUHDWLRQ�RI�UHVRXUFH�� WKH\�PD\�EH
XVHG�IRU�DEVWUDFW�UHVRXUFH�PDQDJHPHQW��7KLV�LV�ZKHUH�D�FRPSRQHQW�FUHDWHV�D
UHVRXUFH�ZLWKRXW�KDYLQJ�WR�NQRZ�LWV�FRQFUHWH�W\SH��)RU�H[DPSOH�LQ�WKH�6HULDO
/D\HU�� D� 6HULDOL]HU� UHVRXUFH� PXVW� EH� FUHDWHG� LQ� RUGHU� WR� VHULDOLVH� QHZ
UHTXHVWV�� $V� WKLV� FUHDWLRQ� LV� DEVWUDFWHG� E\� D� VHULDOLVHU� IDFWRU\�� WKH� 6HULDO
/D\HU�FDQ�EH�FRQILJXUHG�WR�XVH�GLIIHUHQW�VHULDOLVDWLRQ�SROLFLHV�E\�FKDQJLQJ�WKH
IDFWRU\� WKDW� LW� XVHV�� $EVWUDFW� UHVRXUFH� PDQDJHPHQW� LV� D� NH\� IHDWXUH� RI
)OH[L1HW��DQG�LV�D�SUH�UHTXLVLWH�IRU�WKH�UHXVH�RI�PDQ\�SURWRFRO�OD\HUV�

 18.2 Factories

7KH�VLPSOHVW�UHVRXUFH�PDQDJHPHQW�DEVWUDFWLRQ� LV�D�)DFWRU\��$� IDFWRU\� LV�DQ
REMHFW�WKDW�FRQVWUXFWV�UHVRXUFHV�RI�D�SDUWLFXODU�FODVV�RQ�GHPDQG��7KLV�KDV�WZR
DGYDQWDJHV�RYHU�WKH�QDLYH�XVH�RI�D�FRQVWUXFWRU�

• 7KH�FDOOHH�QHHG�QRW�NQRZ�WKH�FRQFUHWH�FODVV�RI�WKH�REMHFW�EHLQJ�FUHDWHG

• 7KHUH�FDQ�EH�PDQ\�IDFWRU\�LQVWDQFHV�IRU�WKH�VDPH�FODVV��DQG�HDFK�FDQ
PDLQWDLQ�GLIIHUHQW�©VWDWLFª�VWDWH�

$Q�H[DPSOH�)DFWRU\�FODVV�LV�VKRZQ�LQ�)LJXUH����
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 public class MyTicketFactory implements TicketFactory
 {
   private int nextNumber;
 
   class FooBarTicket implements Ticket
   {
     int no;
   }
 
   // abstract constructor for Ticket
   public synchronized Ticket getTicket()
   {
     FooBarTicket t = new FooBarTicket();
 
     t.no = nextNumber++;
 
     return t;
   }
 }

Figure 46 An Example Resource Factory

 18.3 Pools

$�SRRO�LV�D�IDFWRU\�WKDW�UHF\FOHV��,Q�DGGLWLRQ�WR�FUHDWLRQ�PHFKDQLVPV��WKH�SRRO
KDV�D�©UHF\FOHª�PHWKRG�WKDW�FDQ�EH�XVHG�WR�UHWXUQ�XVHG�REMHFWV�VR�WKDW�WKH\�FDQ
EH�UHF\FOHG�IRU�ODWHU�XVH�

 18.3.1 Issues with using Pools

2ULJLQDOO\��)OH[L1HW�PDGH�KHDY\�XVH�RI�SRROV��KRZHYHU�LQ�UHWURVSHFW��WKLV�ZDV
D�SRRU�GHFLVLRQ�

7KH�SULPDU\�SUREOHP�ZLWK�WKH�XVH�RI�SRROV�ZDV�WKH�GLIILFXOW\�LQ�GHEXJJLQJ��%\
PDQDJLQJ�VRPH�UHVRXUFHV�ZLWKLQ�SRROV��LW�ZDV�HVVHQWLDO�WKDW�WKH�UHVRXUFHV�EH
FRUUHFWO\� DOORFDWHG� DQG� IUHHG� �L�H�� UHWXUQHG� WR� WKH� SRRO��� ,I� D� UHVRXUFH� ZDV
UHWXUQHG�WR�WKH�SRRO�HDUO\��ZKHQ�VRPH�RWKHU�REMHFW�VWLOO�FRQWDLQHG�D�UHIHUHQFH
WR� LW��� WKH� UHVRXUFH� PLJKW� EH� UHDOORFDWHG�� DQG� WZR� REMHFWV� ZRXOG� WKHQ� EH
XQZLWWLQJO\� VKDULQJ� WKH� VDPH� UHVRXUFH�� (TXDOO\�� LI� D� UHVRXUFH� ZDV� QHYHU
UHWXUQHG�WR�WKH�SRRO��WKHQ�WKLV�ZRXOG�UHVXOW�LQ�D�©OHDNHG�UHVRXUFHª�DQG�WKH�SRRO
ZRXOG� UXQ� GU\�� ,Q� DGGLWLRQ�� DV� UHVRXUFHV� DUH�� LQ� JHQHUDO�� DUELWUDU\� REMHFWV�
WKH\�FRQWDLQ�D�QXPEHU�RI�ILHOGV�WKDW�DUH�VHW�WR�GHIDXOW�YDOXHV�RQ�FRQVWUXFWLRQ�
:KHQ�D�SRRO� UHDOORFDWHG�D� UHVRXUFH�� LW�ZDV� HVVHQWLDO� WKDW�DOO� ILHOGV�ZHUH� VHW
EDFN�WR�WKH�FRUUHFW�YDOXHV��7KLV�FRGH�KDG�WR�EH�KDQG�FUDIWHG��DQG�D�PLVWDNHV
ZHUH�KDUG�WR�VSRW�

7KH�XVH�RI�SRROV�DFFRXQWHG�IRU�WKH�YDVW�PDMRULW\�RI�OXUNLQJ�EXJV�WKDW�OHDG�WR
XQSUHGLFWDEOH�IDLOXUHV�LQ�)OH[L1HW��JHQHUDOO\�ZKHQ�UHVRXUFH�XVDJH�JRW�KLJK��
:H�KDG�DEDQGRQHG�WKH�-DYD�JDUEDJH�FROOHFWRU��DQG�ZHUH�SD\LQJ�WKH�SULFH�
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7KH� VROXWLRQ� WR� WKHVH� SUREOHPV� ZDV� WR� DEDQGRQ� WKH� XVH� RI� SRROV� DOPRVW
FRPSOHWHO\��:H�UH�HYDOXDWHG�WKH�EHQHILW�RI�XVLQJ�UHVRXUFH�SRROV�RQ�D�FDVH�E\
FDVH�EDVLV��)RU�DOO�FDVHV�EDU�RQH�� LW�ZDV�GHFLGHG�WKDW�WKH�UHF\FOLQJ�QDWXUH�RI
SRROV� FDXVHG� PRUH� KDUP� WKDQ� JRRG�� $V� -DYD� LV� LPSOHPHQWHG� HQWLUHO\� RQ� D
KHDS��DQG�DOO�WUDQVLHQW�REMHFWV�PXVW�EH�FUHDWHG�DQG�IUHHG�IURP�WKH�KHDS��WKHUH
ZDV� OLWWOH� XWLOLW\� LQ� WUHDWLQJ� VRPH� REMHFW� FODVVHV� DV� ©VSHFLDOª� DQG� �LQ� HIIHFW�
PDLQWDLQLQJ�D�SULYDWH�KHDS��7KH�RQO\�H[FHSWLRQ�WR�WKLV�ZDV�LQ�WKH�UHF\FOLQJ�RI
©SDFNHWVª� ¥� VLPSOH� IL[HG� VL]HG� E\WH� DUUD\V� XVHG� LQ� WKH� EDVLF� EXIIHU
LPSOHPHQWDWLRQ�� 7KLV� VSHFLDO� FDVH� LV� GLVFXVVHG� LQ� VHFWLRQ� ����� DIWHU� EDVLF
EXIIHUV�KDYH�EHHQ�GHVFULEHG�

7KH� VHFRQGDU\� XVH� RI� SRROV�� WKH� DFFRXQWLQJ� RI� WKH� QXPEHU� RI� UHVRXUFH� LQ
H[LVWHQFH�LV�RI�EHQHILW�¥�EXW�RQO\�IRU�UHVRXUFH�FODVVHV�ZKHUH�LW�LV�PHDQLQJIXO�WR
FRQWURO� WKH� SRSXODWLRQ�� )RU� HDFK� FDVH� ZH� KDG� WR� WUDGH� RII� WKH� DGGHG� FRGH
FRPSOH[LW\� RI� WKH� QHHG� WR� UHF\FOH� UHVRXUFHV�� ZLWK� WKH� EHQHILW� RI� DFFRXQWLQJ�
)RU�PRVW�FDVHV��ZH�GHFLGHG�WR�XVH�D�VLPSOH�)DFWRU\�DEVWUDFWLRQ�LQVWHDG�

 18.3.2 Managing Numbers of Resources

:KHQ�FRQWUROOLQJ� WKH� FUHDWLRQ�DQG�GHVWUXFWLRQ�RI� D� UHVRXUFH�E\� WKH�XVH� RI� D
SRRO� DEVWUDFWLRQ�� LW� LV� SRVVLEOH� WR� FRQWURO� WKH� RYHUDOO� QXPEHU� RI� UHVRXUFH
LQVWDQFHV�LQ�H[LVWHQFH��7KLV�PD\�EH�XVHG��IRU�H[DPSOH��WR�HQVXUH�WKDW�D�IL[HG
QXPEHU�H[LVW��RU�WKDW�WKHUH�LV�DQ�XSSHU��RU�ORZHU��ERXQG�RQ�WKH�WRWDO�QXPEHU�
0RUH� VXEWOH� SROLFLHV� LQFOXGH� FRQWUROOLQJ� WKH� ERXQGV� RQ� WKH� QXPEHU� RI
DYDLODEOH� UHVRXUFHV� UDWKHU� WKDQ�WKH�WRWDO��RU�SROLFLHV� WKDW�GR�QRW� FRQWURO� WKH
QXPEHU��EXW�DXGLW�LW��HLWKHU�IRU�GHEXJJLQJ��RU�IRU�SHUIRUPDQFH�SURILOLQJ�

,Q�)OH[L1HW�� HDFK�Pool� FRQWDLQV� D� UHIHUHQFH� WR� D�PoolManager� UHVSRQVLEOH
IRU� PDQDJLQJ� WKH� QXPEHU� RI� UHVRXUFHV� LQ� H[LVWHQFH�� :KLOVW� WKH� SRRO
LPSOHPHQWDWLRQ� XQGHUVWDQGV� WKH� FRQFUHWH� W\SH� RI� WKH� UHVRXUFH� EHLQJ
PDQDJHG�� DQG� LWV� VSHFLILF� IHDWXUHV�ZLWK� UHVSHFW� WR� FRQVWUXFWLRQ�� GHVWUXFWLRQ
DQG� UHLQLWLDOLVDWLRQ�� WKH� UHVRXUFH� PDQDJHU� RQO\� XQGHUVWDQGV� DEVWUDFW
UHVRXUFHV�� DQG� LV� UHVSRQVLEOH� VROHO\� IRU�PDLQWDLQLQJ� D� VHW� RI� LQVWDQFHV�� DQG
LQIRUPLQJ� WKH� SRRO� ZKHQ� D� QHZ� UHVRXUFH� VKRXOG� EH� FUHDWHG�� RU� DQ� ROG� RQH
GHVWUR\HG

:KHQHYHU�D�UHVRXUFH�LV�UHTXHVWHG�IURP�WKH�SRRO��WKH�SRRO�SDVVHV�WKH�UHTXHVW
WR�WKH�3RRO�0DQDJHU��7KLV�PD\�UHIXVH�WKH�UHTXHVW��EORFN�WKH�UHTXHVW�XQWLO�D
UHVRXUFH�LV�DYDLODEOH��UHWXUQ�D�UHVRXUFH�IURP�WKH�SRRO��RU�LQGLFDWH�WKDW�D�QHZ
UHVRXUFH� VKRXOG� EH� FUHDWHG�� ,Q� WKH� ODWWHU� FDVH�� WKH� SRRO� FRQVWUXFWV� WKH
UHVRXUFH��DQG�UHWXUQV�LW�WR�WKH�FOLHQW�

:KHQ�D�UHVRXUFH�LV�UHWXUQHG�WR�WKH�SRRO��WKH�SRRO�SDVVHV�WKH�UHVRXUFH�WR� WKH
SRRO�PDQDJHU��ZKLFK�PD\�VWRUH�LW��RU�UHTXHVW�LWV�GHVWUXFWLRQ��,Q�WKH�ODWHU�FDVH�
WKH�SRRO�LV�UHVSRQVLEOH�IRU�DQ\�©WLG\LQJª�SULRU�WR�GURSSLQJ�WKH�REMHFW�WR�DOORZ�LW
WR�EH�JDUEDJH�FROOHFWHG�
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$�QXPEHU�RI�GLIIHUHQW�UHVRXUFH�PDQDJHU�LPSOHPHQWDWLRQV�KDYH�EHHQ�EXLOW�

RecyclePoolManager
7KLV�PDLQWDLQV�DQ�XSSHU�ERXQG�RQ�WKH�WRWDO�QXPEHU�RI�UHVRXUFHV
KHOG� ZLWKLQ� WKH� SRRO�� :KHQ� D� UHVRXUFH� LV� UHTXHVWHG�� RQH� LV
UHWXUQHG�LI�WKH�SRRO�LV�QRW�HPSW\��,I�WKH�SRRO�LV�HPSW\��WKHQ�D�QHZ
UHVRXUFH� LV� FUHDWHG� LI� OHVV� WKDW� WKH�XSSHU� ERXQG� H[LVW�� LI� QRW� WKH
FDOOHH� EORFNV�IDLOV� �WKHUH� LV� D� EORFNLQJ� DQG� D� QRQ�EORFNLQJ
LQWHUIDFH���5HWXUQHG�UHVRXUFHV�DUH�VWRUHG�DQG�QHYHU�IUHHG�

CachePoolManager
7KLV� LV�WKH�XVXDO�SRRO�PDQDJHU�XVHG�IRU�EXIIHUV�� ,W�PDLQWDLQV�DQ
XSSHU�ERXQG�RQ�WKH�QXPEHU�RI�DYDLODEOH�UHVRXUFHV��2Q�D�UHTXHVW�
D�UHVRXUFH�LV�UHWXUQHG�IURP�WKH�SRRO�LI�DYDLODEOH��DQG�D�QHZ�RQH�LV
FUHDWHG�LI�QRW��:KHQ�D�UHVRXUFH�LV�UHWXUQHG��LW�LV�VWRUHG�LQ�WKH�SRRO
LI�WKH�SRRO�LV�QRW�IXOO��XSSHU�ERXQG�UHDFKHG��

DebugPoolManager
7KLV�DXGLWV�WKH�XVH�RI�UHVRXUFHV�DQG�FKHFNV�IRU�UHVRXUFHV�DOORFDWHG
LQ�RQH�SRRO�DQG�HUURQHRXVO\�UHWXUQHG�WR�DQRWKHU�

NullPoolManager
,I�QR�SRRO�PDQDJHU� LV�VSHFLILHG��UHVRXUFH�DUH�FUHDWHG�RQ�GHPDQG�
DQG�GHVWUR\HG�RQ�UHWXUQ��L�H��WKH�SRRO�DFWV�OLNH�D�IDFWRU\��

 18.4 Resources

7KHUH� DUH� VHYHUDO� GLIIHUHQW� UHVRXUFHV� XVHG�ZLWKLQ� )OH[L1HW� WKDW� QHHG� WR� EH
FRQWUROOHG�

%XIIHUV )RU�LQSXW�DQG�RXWSXW�RI�UHPRWH�PHVVDJHV��)RU�SHUIRUPDQFH�� LW� LV
XVHIXO�WR�UHXVH�EXIIHUV��DV�WKLV�UHGXFHV�WKH�JDUEDJH�FROOHFWLRQ�DQG
KHDS� IUDJPHQWDWLRQ� RYHUKHDG�� 7KH� QXPEHU� RI� EXIIHUV� NHSW� LQ
UHVHUYH� ZLOO� HIIHFW� ERWK� SHUIRUPDQFH� DQG� PHPRU\� RYHUKHDG�
%XIIHUV� WKHPVHOYHV� DUH� FUHDWHG� E\� EXIIHU� SRROV�� 7KH� VWDQGDUG
EXIIHU� LPSOHPHQWDWLRQ� �%DVLF� %XIIHUV�� XVHV� D� SRRO� WR� VWRUH� WKH
SDFNHWV�WKDW�PDNH�XS�WKH�EXIIHU�

6HVVLRQV 7KH�QXPEHU�RI�VHVVLRQV�DFWLYH�DW�DQ\�RQH�WLPH�LV�GLUHFWO\�UHODWHG
WR�WKH�QXPEHU�RI�FOLHQWV�WKDW�D�VHUYLFH�FDQ�VXSSRUW��$WWHPSWLQJ�WR
VXSSRUW�WR�PDQ\�FOLHQWV�ZLOO�OHDG�WR�VWDUYDWLRQ�RI�RWKHU�UHVRXUFHV�
7KH� SessionManager� LV� UHVSRQVLEOH� IRU� WKH� FRQVWUXFWLRQ� RI
VHVVLRQV��,W�XVHV�D�SessionFactory�WR�FUHDWH�QHZ�LQVWDQFHV�

7KUHDGV 7\SLFDOO\� D� SURWRFRO� ZLOO� KDYH� RQH� RU� PRUH� WKUHDGV� DFWLYH� DQG
UHDG\� WR� UHFHLYH�D� UHTXHVW�� ,I� WKHUH� LV�QR� WKUHDG�ZDLWLQJ�ZKHQ�D
UHTXHVW� DUULYHV�� WKHQ� WKLV� ZLOO� OHDG� WR� D� GHOD\�� 7KHUH� LV� D
ThreadResource� DEVWUDFWLRQ� IRU� SRROHG� WKUHDGV�� KRZHYHU� PRVW
SURWRFROV� LQWHJUDWH� WKH� WKUHDG� PDQDJHPHQW� LQWR� WKH� SURWRFRO
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PDQDJHPHQW�� DV� WKLV� FDQ� JLYH� DGGLWLRQDO� SHUIRUPDQFH� LQ� WKLV
FULWLFDO�DUHD�

2WKHU�5HVRXUFHV
7KHUH� DUH� D� QXPEHU� RI� RWKHU� REMHFW� FODVVHV� WKDW� DUH� WUHDWHG� DV
UHVRXUFHV�� DQG� DUH� DOORFDWHG� XVLQJ� )DFWRULHV� RU� 3RROV�� 7KLV� LV
SULPDULO\�WR�DLG�WKH�FRQVWUXFWLRQ�RI�UHXVDEOH�FRPSRQHQWV�
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PART FOUR:
ENGINEERING COMPONENTS
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 19 INTRODUCTION

 19.1 Debug

%HIRUH�GLYLQJ�LQWR�WKH�GHWDLOHG�GHVLJQ�RI�WKH�YDULRXV�HQJLQHHULQJ�FRPSRQHQWV
ZLWKLQ�)OH[L1HW��LW�LV�ZRUWK�XQGHUVWDQGLQJ�WKH�GHVLJQ�DQG�XVH�RI�WKH�)OH[L1HW
WUDFLQJ�V\VWHP��7KLV�PD\�EH�XVHG�WR�VHOHFWLYHO\�WUDFH�SDUWV�RI�)OH[L1HW��DQG�LV
H[WUHPHO\�KHOSIXO�ZKHQ�WU\LQJ�WR�XQGHUVWDQG�WKHLU�IXQFWLRQ��RU�ZKHQ�WUDFNLQJ
GRZQ�EXJV�

7KH� WUDFLQJ� V\VWHP� LV� LPSOHPHQWHG� LQ� WKH� VWDWLF� FODVV�'HEXJ�� 7KLV� KDV� RQH
SULPDU\� PHWKRG�� trace(…,string) � ZKLFK� LV� FDOOHG� WKRXVDQGV� RI� WLPHV
WKURXJKRXW� WKH� )OH[L1HW� FRGH�� 'HEXJ� ZLOO� VHOHFW� ZKLFK� RI� WKHVH� WUDFH
VWDWHPHQWV� VKRXOG� EH� RXWSXW� WR� WKH� VFUHHQ�� EDVHG� RQ� D� FRQILJXUDWLRQ� VFULSW
UHDG�DW�VWDUW�XS��$V�WKH�FRVW�RI�FDOOLQJ�WUDFH���LV�KLJK�¥�HYHQ�LI�WKH�VWULQJ�LV�QRW
RXWSXW�� D� VW\OLVHG� FDOOLQJ� FRQYHQWLRQ� LV� XVHG�� &RGH� ZLVKLQJ� WR� FDOO� WUDFH�
VKRXOG�ILUVW�FKHFN�LI�WKH�VWDWLF�YDULDEOH�Debug.on �LV�WUXH��)RU�H[DPSOH
 
 if(Debug.on)
   Debug.trace(this,“About to call foo(“+arg+”)”);

7KH�YDULDEOH�Debug.on � LV�VHW� LQ�RQH�RI�WZR�ZD\V��)RU�D�ILQDO�GHSOR\PHQW�� LW
VKRXOG� EH� LV� VHW� WR� ©public static final boolean on=false ª�� %\
UHFRPSLOLQJ�)OH[L1HW�� WKLV�ZLOO� FRPSLOH� RXW� DOO�Debug.trace() VWDWHPHQWV
ZLWKLQ�WKH�FRGH��)RU�GHYHORSPHQW�XVH��Debug.on � LV� VHW� WR� ©public static
boolean on=false ª��7KLV�ZLOO�FDXVH�GHEXJ�VWDWHPHQWV�WR�EH�FRPSLOHG�LQ��EXW
VWHSSHG�SDVW��7KH�GHEXJ�V\VWHP�ZLOO�FKHFN�WKH�FRQILJXUDWLRQ�ILOH��DQG�LI�VRPH
GHEXJJLQJ�LV�HQDEOHG��WKH�Debug.on �ZLOO�EH�VHW�WR�WUXH�

7KHUH�LV�WKHUHIRUH�D�SHUIRUPDQFH�FRVW�DVVRFLDWHG�ZLWK�

D� &RPSLOLQJ�LQ�WKH�WUDFH�VWDWHPHQWV��DV�WKH\�PXVW�EH�VWHSSHG�SDVW�

E� (QDEOLQJ�DQ\� WUDFLQJ�� DV�DOO� WUDFH� VWDWHPHQWV�ZLOO� EH� FDOOHG�� WKRXJK
RQO\�VHOHFWLYHO\�SULQWHG��(QDEOLQJ�WUDFLQJ�W\SLFDOO\�VORZV�)OH[L1HW�WR
DURXQG�����RI�LWV�RULJLQDO�VSHHG�

 19.1.1 Debug Interface

7KH�'HEXJ�V\VWHP�KDV�WZHOYH�SXEOLF�PHWKRGV��$OO�DUH�VWDWLF�
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void trace(Object obj,String msg)
void trace(Class  cls,String msg)
void trace(Object obj,String msg,Throwable t)

,I� WUDFLQJ� LV� HQDEOHG� IRU� WKH� VSHFLILHG� FODVV�� RXWSXW� WKH�PHVVDJH
msg�� WRJHWKHU� ZLWK� WKH� RSWLRQDO� H[FHSWLRQ� �7KH� H[FHSWLRQ� EDFN
WUDFH� LV� DOVR� RXWSXW��� &DOOV� WR� WUDFH� ZLWK� DQ� REMHFW�� UDWKHU� WKDQ
FODVV� SDUDPHWHU� DUH� IRU� HDVH�� DQG� FRUUHVSRQG� WR
trace(obj.getClass(),msg)�

void traceX(Object obj,String msg)
void traceX(Object obj,String msg,Throwable t)

$V�trace��EXW�RQO\�WUDFH�LI�H[WHQGHG�WUDFLQJ�LV�HQDEOHG��([WHQGHG
WUDFLQJ� LV� LGHQWLFDO� WR� ©QRUPDOª� WUDFLQJ�� DQG� LV� XVHG� WR� LQGLFDWH
WUDFH�VWDWHPHQWV�WKDW�ZLOO�SURGXFH�D�ODUJH�DPRXQW�RI�RXWSXW�

boolean tracing(Object obj)
boolean tracing(Class cls)
boolean tracingX(Object obj)

7HVW� LI� WUDFLQJ� �RU� GHWDLOHG� WUDFLQJ�� LV� HQDEOHG� IRU� D� SDUWLFXODU
FODVV�REMHFW�� 7KLV� PD\� EH� XVHG� E\� FRGH� ZLVKLQJ� WR� DYRLG� DQ
H[SHQVLYH�FDOO�WR�trace����WKDW�ZRXOG�EH�GLVFDUGHG�¥�IRU�H[DPSOH
WKH�PHVVDJH�PD\�KDYH�WR�EH�FRQVWUXFWHG�IURP�PDQ\�SLHFHV�

void help(String msg)
2XWSXW� D� PHVVDJH� WKDW� UHODWHV� WR� DQ� XQH[SHFWHG� HYHQW� �IRU
H[DPSOH�D�FODVV�QRW�IRXQG���WKDW�LV�OLNHO\�WR�EH�DQ�DSSOLFDWLRQ�EXJ�
7\SLFDOO\�D�KHOS�PHVVDJH�ZLOO�EH�SURGXFHG�ZKHQHYHU�WKH� ©FRUUHFWª
EHKDYLRXU� ZRXOG� EH� D� VLOHQW� IDLOXUH�� 7KH\� GR� QRW� QHFHVVDULO\
FRUUHVSRQG� WR� HUURUV�� +HOS� PHVVDJHV� PD\� EH� HQDEOHG
LQGHSHQGHQWO\�RI�RUGLQDU\�WUDFLQJ��+HOS�PHVVDJHV�DUH�D�FDQGLGDWH
IRU� LQWHUQDWLRQDOLVDWLRQ� �VHH� VHFWLRQ� ������ DOWKRXJK� WKLV� LV� OLWWOH
XVHG�LQ�WKH�FXUUHQW�LPSOHPHQWDWLRQ�

void bug(String s)
5HSRUW�D�EXJ�LQ�)OH[L1HW��$�VWDQGDUG�PHVVDJH�WRJHWKHU�ZLWK�WKH
VSHFLILHG�VWULQJ�LV�RXWSXW��7KH�SURJUDP�WKHQ�WHUPLQDWHV�

void assert(boolean flag,String s)
9DOLGDWH�WKDW�IODJ�LV�WUXH��LI�IDOVH�FDOO�bug(s)�

synchronized String getThreadID(Thread thread)
,Q�WUDFH�VWDWHPHQWV��DQ�LGHQWLILHU�IRU�WKH�FXUUHQW�WKUHDG�LV�RXWSXW�
7KLV�PHWKRG�DOORZV�WKH�DSSOLFDWLRQ� WR�REWDLQ�DQ� LGHQWLILHU�RI� WKH
VDPH�IRUPDW��,W�LV�XVHG�ZKHQ�GHEXJJLQJ�WKUHDG�V\QFKURQLVDWLRQ�

 19.1.2 Configuring Debug: The .debug file

7KH� .debug� ILOH� LV� XVHG� WR� FRQILJXUH� ZKLFK� FODVVHV� VKRXOG� KDYH� WUDFLQJ
HQDEOHG�IRU�WKHP��,W�FRQVLVWV�RI�D�OLVW�RI�VWDWHPHQWV��HDFK�RI�ZKLFK�HQDEOHV�RU
GLVDEOHV�WUDFLQJ�RI�D�SDUWLFXODU�FODVV��D�SDUWLFXODU�SDFNDJH�RU�D�VXE�SDFNDJH�
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7KH� RUGHU� RI� WKH� VWDWHPHQWV� LV� XQLPSRUWDQW�� HDFK� FODVV� ZLOO� EH� WUDFHG
DFFRUGLQJ�WR�WKH�PRVW�FORVHO\�ELQGLQJ�WUDFH�VWDWHPHQW�

)RU�H[DPSOH��D�W\SLFDO�.debug�ILOH�PLJKW�EH�
 
  # Tracing for serialization
 -UK.co.ansa.flexinet
 +UK.co.ansa.flexinet.basecomms.serialize.ref
 -UK.co.ansa.flexinet.basecomms.serialize.ref.RefSerializer
 +X_UK.co.ansa.flexinet.serialize.ref.RefDeSerializer
 +UK.co.ansa.flexinet.basecomms.layers.CallLayer
 +UK.co.ansa.flexinet.basecomms.layers.ClientCallLayer

• 7KH� ILUVW� OLQH� LV� D� FRPPHQW�� %ODQN� OLQHV�� DQG� OLQHV� EHJLQQLQJ� ©�ª� DUH
LJQRUHG��$OO�RWKHU�OLQHV�VKRXOG�VWDUW�©�©�RU�©�ª�

• 7KH� VHFRQG� OLQH�GLVDEOHV� WUDFLQJ� IRU�DOO� FODVVHV� LQ�SDFNDJHV� EHJLQQLQJ
§UK.co.ansa.flexinet¨��7KLV� LV� WKH�GHIDXOW� DFWLRQ�� DQG� WKLV� OLQH� LV
UHGXQGDQW�

• 7KH� WKLUG� OLQH� HQDEOHV� WUDFLQJ� IRU� DOO� FODVVHV� LQ� WKH� SDFNDJH
§UK.co.ansa.flexinet.basecomms.serialize.ref¨

• 7KH�IRXUWK�OLQH�GLVDEOHV�WUDFLQJ�IRU�D�VSHFLILF�FODVV�

• �7KH�ILIWK�OLQH�VWDUWV�§+X_¨��/LQHV�OLNH�WKLV�HQDEOH�H[WHQGHG�WUDFLQJ�IRU�D
FODVV� RU� SDFNDJH�� ([WHQGHG� WUDFLQJ� LV� W\SLFDOO\� XVHG� ZKHQ� D� ODUJH
DPRXQW�RI�WUDFH�FRGH�LV�JHQHUDWHG��7KLV�OLQH�HQDEOHV�H[WHQGHG�WUDFLQJ
IRU�RefDeSerializer�� 7KLV�ZLOO� SURGXFH� GHWDLOHG� LQIRUPDWLRQ� DERXW
HDFK�REMHFW�WKDW�LV�GHVHULDOLVHG�

• 7KH� ILQDO� WZR� OLQHV� HQDEOHV� WUDFLQJ� RI� WKH� CallLayer� DQG
ClientCallLayer� FODVVHV��7KHVH�DUH�RIWHQ�ZRUWK�WUDFLQJ� LV� WKH\�DUH
W\SLFDOO\�WKH�WRS�OD\HUV�RI�WKH�VHUYHU�DQG�FOLHQW�VWDFN�UHVSHFWLYHO\��DQG
RXWSXW�WUDFH�VWDWHPHQWV�WKDW�VKRZ�ZKHQ�D� FDOO� HQWHUV�DQG� OHDYHV�WKH
)OH[L1HW�V\VWHP�

 19.2 Internationalisation

7KH� LQWHUQDWLRQDOLVDWLRQ� V\VWHP� FDQ� EH� XVHG� WR� ©WUDQVODWHª� VWULQJV� VWRUHG
ZLWKLQ�D�VWDWLF�FODVV�LQWR�GLIIHUHQW�ODQJXDJHV��,W�KDV�EHHQ�GHVLJQHG�WR�PDNH�LW
VWUDLJKWIRUZDUG� IRU� D� SURJUDPPHU� WR� GHILQH� DQG� XVH� VXFK� VWULQJV�� DQG
HIILFLHQW�IRU�WKHP�WR�EH�DFFHVVHG�

7KH� EDVLF� DSSURDFK� LV� WR� KDYH� D� ©7H[Wª� FODVV� WKDW� H[WHQGV� WKH� )OH[L1HW
Language�FODVV��DQG�SURYLGHV�D�QXPEHU�RI�SXEOLF�VWDWLF�VWULQJV�WKDW�PD\�EH
HIILFLHQWO\�XVHG�E\�WKH�DSSOLFDWLRQ�FRGH��)RU�H[DPSOH�
 
 if(status==1)
 System.out.println(Text.call_failed_unknown);

7KH� Language� FODVV� HQVXUHV� WKDW� WKH� DOO� VXFK� ILHOGV� DUH� LQLWLDOLVHG� WR
DSSURSULDWH�YDOXHV�IRU�WKH�FXUUHQW�ORFDOH��7R�GR�WKLV�WKH�SURJUDPPHU�SURYLGHV
D�QXPEHU�RI� ODQJXDJH�VSHFLILF�VXE�FODVVHV�RI�Text�ZLWKLQ�WKH�VDPH�SDFNDJH�
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ZKLFK�GHILQH�YDOXHV�IRU�HDFK�RI�WKH�VWULQJV��7KHVH�FODVVHV�DUH�QDPHG�DIWHU�WKH
GLVSOD\� ODQJXDJH� IRU� WKH� ORFDOH�� IRU� H[DPSOH� French.class�
English.class��German.class HWF�

�6WULQJV�LQ�D�SDUWLFXODU�ODQJXDJH�PD\�DOVR�EH�DFFHVVHG�GLUHFWO\��IRU�H[DPSOH�
 
 System.out.println(French.failed_to_contact_server);

%RWK�RI�WKHVH�PHFKDQLVPV�DUH�H[WUHPHO\�HIILFLHQW��DQG�UHTXLUH�RQO\�WKUHH�E\WH
FRGHV� �DV� RSSRVHG� WR� WZR� IRU� DFFHVV� WR� D� VWULQJ� OLWHUDO��� ,Q� DGGLWLRQ�� DV� WKH
NH\ZRUGV�XVHG�WR�LGHQWLI\�WKH�VWULQJV�DUH�-DYD�ILHOG�QDPHV��WKH�MDYD�FRPSLOHU
ZLOO�VSRW�LI�DQ\�DUH�PLVW\SHG��DQG�UHSRUW�DQ�HUURU�

,Q� DGGLWLRQ� WR� WKHVH� PHFKDQLVPV�� DQ� DX[LOLDU\� PHFKDQLVP� LV� SURYLGHG� IRU
DSSOLFDWLRQV�WKDW�QHHG�WR�GHDO�ZLWK�VHYHUDO�GLIIHUHQW�ODQJXDJHV��DQG�WKDW�QHHG
WR�SDVV�ORFDOH�LQIRUPDWLRQ�DV�YDULDEOHV��7KLV�PD\�EH�SHUIRUPHG�DV�IROORZV�
 
 Errors l = new German();
 System.out.println(l.get(Errors.not_multicast));

7KLV�PHFKDQLVP�LV�OHVV�HIILFLHQW��EXW�LV�UHTXLUHG�LQ�VRPH�FLUFXPVWDQFHV�

7KH� LPSOHPHQWDWLRQ� RI� WKH� Language� FODVV� LV� VWUDLJKWIRUZDUG�� 8SRQ
LQLWLDOLVDWLRQ�RI�D�©7H[Wª�VXEFODVV�LW�GHWHUPLQHV�WKH�FXUUHQW�ORFDOH�DQG�ORFDWHV
WKH�ODQJXDJH�VSHFLILF�VXEFODVVHV��,I�ORFDOH�LQIRUPDWLRQ�LV�XQDYDLODEOH��WKHQ�WKH
VXEFODVV� FDQ� VXSSO\� DQ� H[SOLFLW� GHIDXOW�� 7KH� ILHOGV� LQ� WKH� VXEFODVV� DUH� WKHQ
H[DPLQHG�� DQG� IRU� HDFK�� WKH� DSSURSULDWH� VWULQJ� LV� GHWHUPLQHG� IURP� WKH
ODQJXDJH�VSHFLILF� FODVV�� 7KHUH� LV� D� XVHIXO� RSWLPLVDWLRQ� KHUH� IRU� WKH� QDWLYH
ODQJXDJH�RI�WKH�SURJUDPPHU��ODQJXDJH�VSHFLILF�VWULQJV�QHHG�RQO\�EH�SURYLGHG
LI�WKH\�FDQQRW�EH�JHQHUDWHG�DXWRPDWLFDOO\�IURP�WKH�NH\ZRUG��)RU�H[DPSOH��WKH
ILHOG�not_multicast�ZLOO�EH�VHW�WR�§QRW�PXOWLFDVW¨�LI�QR�VSHFLILF�DOWHUQDWLYH�LV
JLYHQ�LQ�WKH�ODQJXDJH�VSHFLILF�FODVV�

$Q� H[DPSOH� WH[W� FODVV� LV� JLYHQ� LQ� )LJXUH� ���� (QJOLVK� DQG� )UHQFK� ODQJXDJH
YHUVLRQ�RI�WKLV�LV�VKRZQ�LQ�)LJXUH����

 public class Errors extends Language
 {
     static
     {
       // supply default language if locale is unknown
       init( Errors.class, "English");
     }
 
     // strings for localization
     public static String
        not_multicast,
        call_failed_unknown,
        failed_to_contact_server;
 }

Figure 47 An Example ‘Text’ Class
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 public class English extends Errors
 {
  public final static String
   not_multicast       ="is not a multicast address",
   call_failed_unknown ="call failed remotely (unspecified)";
 }
 
 public class French extends Errors
 {
  public final static String
   not_multicast=
            "n’est pas une adresse de diffusion restreinte",
  call_failed_unknown=
            "appel distant echoue’ (non specifie’)",
  failed_to_contact_server=
            "echoue’ a contacter le serveur";
 }
 

Figure 48 English and French Language Version of Errors
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 20 REX BINDER (GREEN)

 20.1 Introduction

©*UHHQª� ZDV� WKH� ILUVW� ELQGHU� ZULWWHQ� LQ� )OH[L1HW�� )OH[L1HW� ELQGHUV� DUH
JHQHUDOO\�QDPHG�DIWHU�FRORXUV��DV�JLYLQJ�PHDQLQJIXO�QDPHV�WKDW�GLVWLQJXLVK�D
ELQGHU� IURP� IXWXUH� LPSOHPHQWDWLRQV� LV� GLIILFXOW�� )RU� H[DPSOH� WKH� FDQGLGDWH
QDPH� IRU� *UHHQ� ZDV� ©5H[%LQGHUª� ¥� EXW� VLQFH� WKHQ� DW� OHDVW� IRXU� RWKHU� 5H[
EDVHG�ELQGHUV�KDYH�EHHQ�ZULWWHQ�

*UHHQ� VXSSRUWV� UHPRWH� PHWKRG� LQYRFDWLRQ� EHWZHHQ� FOLHQW� DQG� VHUYHU�� 7KH
VHUYHU�PD\�H[SRUW�PDQ\�LQWHUIDFHV�RQ�WKH�VDPH�RU�GLIIHUHQW�REMHFWV��DQG�WKH
FOLHQW�KDV�DFFHVV�WR�WKHVH�YLD�)OH[L1HW�VWXEV��$�SURFHVV�PD\�EH�ERWK�D�FOLHQW
DQG� D� VHUYHU�� DQG� WKHUH� PD\� EH� PXOWLSOH� VLPXOWDQHRXV� FDOOV� DQG� DUELWUDU\
QHVWLQJ�RI�FDOOV�

7KH� SURWRFRO� WKDW� *UHHQ� LV� XVHV� LV� WKH� §5HPRWH� ([HFXWLRQ� 3URWRFRO¨� �5(;�
ZKLFK�ZDV�ILUVW�GHVLJQHG�IRU�XVH� LQ�$16$ZDUH� LQ������� ,Q� WKLV� LQFDUQDWLRQ�
5(;�LV� LPSOHPHQWHG�RYHU�8'3�PHVVDJLQJ�DQG�KDV�EHHQ�VLPSOLILHG� IURP�WKH
RULJLQDO�SURWRFRO�E\�WKH�VHSDUDWLRQ�RI�PHVVDJLQJ�DQG�IUDJPHQWDWLRQ�

�7KH�RULJLQDO�YHUVLRQ�RI�*UHHQ�GLG�QRW� VXSSRUW� IUDJPHQWDWLRQ�� DOWKRXJK� WKLV
KDV�VLQFH�EHHQ�DGGHG��7KH�H[HUFLVH�RI�DGGLQJ�IUDJPHQWDWLRQ�WR�DQ�HVWDEOLVKHG
SURWRFRO�ZDV�D�XVHIXO�YDOLGDWLRQ�RI�)OH[L1HWªV�FRQFXUUHQF\�FRQWURO�VFKHPH��6HH
VHFWLRQ�������

 20.1.1 Rex Protocol

7KH�5(;�SURWRFRO� LV� DQ�53&�SURWRFRO� WKDW�ZDV� GHVLJQHG�ZLWK� WKH� IROORZLQJ
NH\�IHDWXUHV�

• ,W� LV� UHVLOLHQW� WR� ORVV� RI� DQ\�PHVVDJH� RU� PHVVDJHV�� LQFOXGLQJ� SURWRFRO
PHVVDJHV�

• 8QGHU� PRGHUDWH� FOLHQW�VHUYHU� LQWHUDFWLRQ�� RQO\� WZR� PHVVDJHV� DUH
UHTXLUHG�SHU�LQYRFDWLRQ��D�UHTXHVW�DQG�D�UHSO\�

• ,W�FDQ�VXSSRUW�ERWK�©VPDOO�DQG�IDVWª�DQG�©ODUJH�DQG�VORZª�LQYRFDWLRQ

• 6HUYHU�IDLOXUH�LV�GHWHFWDEOH�¥�HYHQ�LI�LW�RFFXUV�PLG�LQYRFDWLRQ�
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Figure 49 REX Server-Side State Transition
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Figure 50 REX Client-Side State Transition

5(;� VHUYHU�VLGH� VWDWH� WUDQVLWLRQ� LV� LOOXVWUDWHG� LQ� )LJXUH� ���� DQG� WKH� FOLHQW
VLGH�VWDWH�WUDQVLWLRQ�LV�LOOXVWUDWHG�LQ�)LJXUH�����8QGHU�QRUPDO�RSHUDWLRQ��WKH
FOLHQW� VHQGV� DUH� UHTXHVW� DQG� WKHQ� ZDLWV� IRU� D� UHSO\�� ,I� WKH� UHSO\� LV� QRW
IRUWKFRPLQJ��WKH�FOLHQW�UHVHQGV�WKH�UHTXHVW�D�QXPEHU�RI�WLPHV��DQG�HYHQWXDOO\
JLYHV� XS��� ,I� WKH� VHUYHU� UHFHLYHV� D� GXSOLFDWH� UHTXHVW�� LW� VHQGV� DQ
DFNQRZOHGJHPHQW� WR� WKH� FOLHQW�� WR� LQIRUP� WKDW� LW� LV� SURFHVVLQJ� WKH� UHTXHVW�
)URP�WKHQ�RQ��WKH�FOLHQW�QHHG�RQO\�SHULRGLFDOO\�©SUREHª�WKH�VHUYHU�WR�FKHFN�WKDW
LW� LV� VWLOO� DOLYH�� $� VLPSOH� VXE�SURWRFRO� GHDOV� ZLWK� UH�VHQGLQJ� DQG
DFNQRZOHGJHPHQW�RI�SUREHV�

:KHQ� WKH�VHUYHU�KDV� FRPSOHWHG� WKH�UHTXHVW�� LW�VHQGV�D� ©UHSO\ª�PHVVDJH��7KH
FOLHQW� GRHV� QRW� DFNQRZOHGJH� WKLV� EXW� XQGHU� PRGHUDWH� ORDG�� WKH� FOLHQW� ZLOO
SHUIRUP� D� VXEVHTXHQW� UHTXHVW� DW� WKH� VHUYHU�� DQG� WKLV�ZLOO� EH� WUHDWHG� DV� DQ
LPSOLFLW� UHSO\�DFNQRZOHGJHPHQW�� ,I�QR�DFNQRZOHGJHPHQW� LV� IRUWKFRPLQJ�� WKH
VHUYHU� ZLOO� UHVHQG� WKH� UHSO\� SHULRGLFDOO\�� XQWLO� LW� UHFHLYHV� DQ� LPSOLFLW� RU
H[SOLFLW�UHSO\�DFNQRZOHGJHPHQW�
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7KH�HQWLUH�VWDWH�WUDQVLWLRQ�LV�SHUIRUPHG�RQ�D�SHU�VHVVLRQ�EDVLV��7KLV�DOORZV�D
FOLHQW� WR�SHUIRUP�LQYRFDWLRQV� LQ�SDUDOOHO�ZLWK� HDFK�RWKHU�� DQG� WKLV� LV� VLPSO\
WUHDWHG�DV�LI�WKH�LQYRFDWLRQV�FDPH�IURP�GLIIHUHQW�FOLHQWV��7KHUH�LV�VFRSH�IRU�WKH
VKDULQJ� RI� SUREHV� DQG� DFNQRZOHGJHPHQWV� EHWZHHQ� VHVVLRQV�� EXW� WKLV
RSWLPLVDWLRQ�LV�XQQHFHVVDU\��DV�WKHVH�PHVVDJHV�DUH�VPDOO�DQG�UDUHO\�VHQW�
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Figure 51 The Green Binder and Protocol Stack

 20.2 Basic Operation

8SRQ� LQLWLDOLVDWLRQ�� WKH� 5(;� ELQGHU� FUHDWHV� D� VLQJOH� SURWRFRO� VWDFN� WKDW� LV
XVHG�IRU�DOO�LQYRFDWLRQV�¥�ZKHWKHU�FOLHQW�RU�VHUYHU�VLGH��7KLV�LV�LOOXVWUDWHG�LQ
)LJXUH� ���� ,Q� DGGLWLRQ� WR� WKH� VWDFN�� WKHUH� DUH� D� VPDOO� QXPEHU� RI� VKDUHG
UHVRXUFHV�¥�IDFWRULHV�IRU�LQSXW�DQG�RXWSXW�EXIIHUV��DQG�D�6HVVLRQ�0DQDJHU�

 20.2.1 Name Generation

$OO�H[SRUWHG�QDPHV�DUH�TrivNames�¥�SDLUV�RI�D�UDPEndpoint�DQG�DQ�LQWHJHU
LQWHUIDFH� ,'�� ,Q� RUGHU� WR� JHQHUDWH� D� QDPH�� WKH� ELQGHU� FDOOV� WKH
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TrivNameLayer� WR� JHQHUDWH� DQ� LQWHUIDFH� ,'�� DQG� WKHQ� SDLUV� WKLV� ZLWK� WKH
VKDUHG�8'3�HQGSRLQW��6HH�)LJXUH�����

Network

UDP Layer

Name
Layer

id:

address:

3

IP

port

123.0.1.2
1234

Shared
Address

TrivName

UDPEndpoint

App.
Object App.

Object

1
2
3

App.
Object

GenerateName

Figure 52 Creating a Name

 20.2.2 Name Resolution

7R�UHVROYH�D�QDPH��D�QHZ�6WXE�LV�FUHDWHG��DQG�LQLWLDOLVHG�ZLWK�D�UHIHUHQFH�WR
WKH�WRS�RI�VWDFN��DQG�WKH�QDPH�EHLQJ�UHVROYHG�

 20.3 Client Side Call Processing

,Q� WKLV� VHFWLRQ� ZH� ZDON� WKURXJK� WKH� SURFHVV� RI� D� FDOO� GRZQ� WKH� VWDFN�� ,Q
VXEVHTXHQW�VHFWLRQV�ZH�FRQVLGHU�KRZ�D�PHVVDJH�LV�UHFHLYHG�RII�WKH�ZLUH��DQG
KRZ�UHTXHVWV�DUH�KDQGOHG�RQ�WKH�VHUYHU�

 20.3.1 Call Layer (ClientCallLayer)

2Q�WKH�FOLHQW��DQ�LQYRFDWLRQ�LV�PDGH�RQ�D�VWXE��DQG�SDVVHG�DV�DQ�,QYRFDWLRQ
REMHFW� WR� WKH� WRS� OD\HU�� WKH�ClientCallLayer�� 7KLV� REWDLQV� D� VHVVLRQ� IURP
WKH�SessionManager��$Q\�IUHH�VHVVLRQ�WR�WKH�FRUUHFW�SRUW�RQ�WKH�VHUYHU�KRVW
ZLOO� VXIILFH��7KH�&DOO�/D\HU� LV�QRW�DZDUH�RI� WKH�GHWDLOV� RI� WKH�SURWRFRO� EHLQJ
XVHG�� EXW� PD\� LGHQWLI\� WKH� VHVVLRQ� HQGSRLQW� E\� FDOOLQJ
getSessionEndpointIdentifier� RQ� WKH� WDUJHW� DGGUHVV� VWRUHG� LQ� WKH
,QYRFDWLRQ�REMHFW�
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7KH�SessionManager�PDQDJHV�WZR�W\SHV�RI�VHVVLRQV��§8S�VHVVLRQV¨�DUH�XVHG
IRU�GDWD�WUDYHOOLQJ�IURP�WKH�ZLUH�XS�WKH�VWDFN��DQG�§'RZQ�6HVVLRQV¨�DUH�XVHG
IRU� FOLHQW� FDOOV� SURFHHGLQJ� GRZQ� WKH� VWDFN�� ,Q� WKLV� FDVH�� D� 'RZQ� 6HVVLRQ� LV
UHTXLUHG��2QH�LV�UHPRYHG�IURP�D�SRRO�PDQDJHG�E\�WKH�VHVVLRQ�PDQDJHU��DQG
UHWXUQHG�WR�WKH�FOLHQW�WKUHDG��,I�QR�VHVVLRQ�LV�DYDLODEOH��D�QHZ�RQH�LV�FUHDWHG�
2Q�FRPSOHWLRQ�RI�WKH�FDOO��WKH�VHVVLRQ�ZLOO�EH�UHWXUQHG�WR�WKH�SRRO��DQG�PD\�EH
UHXVHG� E\� WKH� VDPH� �RU� D� GLIIHUHQW�� WKUHDG�ZLVKLQJ� WR� PDNH� D� VXEVHTXHQW�
QRQ�RYHUODSSLQJ� FDOO� WR� WKH� VDPH� VHUYLFH� HQGSRLQW� �SRUW��� $IWHU� UHFHLSW� IURP
WKH�VHVVLRQ�PDQDJHU��WKH�VHVVLRQ�LV�ORFNHG��DQG�YDOLGDWHG�IRU�UDFH�FRQGLWLRQV�

 20.3.2 Serial Layer

7KH� VHULDO� OD\HU� REWDLQV� DQ� RXWSXW� EXIIHU� IURP� WKH� IDFWRU\� WR� ZULWH� WKH
LQYRFDWLRQ� LQ� WR�� ,W� WKHQ� VHULDOLVHV� WKH� PHWKRG� QDPH�� VLJQDWXUH�� DQG
SDUDPHWHUV��:KHQ� WKH� FDOO� FRPSHWHV�� LW� LV� UHVSRQVLEOH� IRU� GHVHULDOLVLQJ� WKH
UHVXOW� �H[FHSWLRQ� RU� QRUPDO��� ,I� WKH� UHVXOW� LV� H[FHSWLRQDO�� LW� LV� QRW� WKH
UHVSRQVLELOLW\�RI�WKLV�OD\HU�WR�WKURZ�WKH�H[FHSWLRQ��,W�LV�VLPSO\�UHFRUGHG�LQ�WKH
LQYRFDWLRQ�REMHFW��,Q�JHQHUDO��D�OD\HU�VKRXOG�RQO\�UH�WKURZ�H[FHSWLRQV�WKDW�LWV
SHHU�OD\HU�JHQHUDWHG�

 20.3.3 Name Layer (TrivNameLayer)

7KH�1DPH�/D\HU� H[DPLQHV� WKH�DGGUHVV�RI� WKH� LQWHUIDFH�EHLQJ� LQYRNHG��7KLV
PXVW� EH� D� TrivName� �DV� *UHHQ� RQO\� UHVROYHV� TrivNames��� ,W� H[WUDFWV� WKH
LQWHUIDFH� LG� DQG� ZULWHV� WKLV� WR� WKH� RXWSXW� EXIIHU�� 2XWSXW� EXIIHUV� DUH
VHJPHQWHG��VR�WKH�1DPH�/D\HU�GRHV�QRW�QHHG�WR�EH�DZDUH�RI�WKH�VL]H�SRVLWLRQ
RI� GDWD� ZULWWHQ� E\� WKH� VHULDO� OD\HU� RU� RWKHU� OD\HUV� �VHH� 6HFWLRQ� ������� 7KH
1DPH� /D\HU� WKHQ� RYHUZULWHV� WKH� WDUJHW� ILHOG� LQ� WKH� ,QYRFDWLRQ� ZLWK� WKH
DGGUHVV�SRUWLRQ�RI�WKH�TrivName��,Q�WKLV�ZD\�LW�QHHG�QRW�EH�DZDUH�RI�WKH�W\SH
RI�SURWRFRO�DERYH�ZKLFK�LW�LV�PXOWLSOH[LQJ��DQG�ORZHU�OD\HUV�QHHG�QRW�EH�DZDUH
WKDW�PXOWLSOH[LQJ�KDV�WDNHQ�SODFH���6HH�VHFWLRQ���������

 20.3.4 RPC Layer (RexLayer)

7KH� 53&� /D\HU� LV� UHVSRQVLEOH� IRU� PDQDJLQJ� PHWKRG� LQYRFDWLRQV� RYHU
DV\QFKURQRXV�PHVVDJHV�

7R�SURFHVV�D� FOLHQW� FDOO�� WKH�RexLayer� ILUVW�ZULWHV�D�KHDGHU� LQWR� WKH� RXWSXW
EXIIHU�WR�LQGLFDWH�WKDW�WKH�PHVVDJH�LV��WKH�QH[W��UHTXHVW��DQG�WKHQ�VHQGV�LW�WR
WKH� OD\HU�EHORZ��2QFH� VHQW�� WKH�PHVVDJH� LV� VWRUHG� LQ� WKH�DVVRFLDWHG� VHVVLRQ�
7KH� VHVVLRQ� LV� WKHQ� DGGHG� WR� D� WLPHU� TXHXH�� VR� WKDW� WKH� PHVVDJH� PD\� EH
UHVHQW�LI�QR�UHSO\�LI�IRUWKFRPLQJ��7KH�FOLHQW�WKUHDG�ZDLWV�DW�WKLV�SRLQW�LV�QRW
ZRNHQ�XQWLO�D�PDWFKLQJ�UHSO\�KDV�EHHQ�UHFHLYHG�

)RU�VLPSOLFLW\�ZH�ZLOO�JORVV�RYHU�WKH�GHWDLOV�RI�WKH�5H[�SURWRFRO��/HW�XV�LQVWHDG
IROORZ�WKH�SURJUHVV�RI�DQ�RXWJRLQJ�PHVVDJH� IURP�WKH�RexLayer� WR� WKH�ZLUH�
7KLV� ZLOO� EH� WKH� VDPH� IRU� UHTXHVWV�� UHSOLHV� DQG� SURWRFRO� PHVVDJHV�� )RU
PHVVDJHV�� WKH� ,QYRFDWLRQ�FODVV� LV� LQDSSURSULDWH�� ,QVWHDG� MXVW� WKH� EXIIHU� DQG
VHVVLRQ�DUH�SDVVHG�
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 20.3.5 Fragmentation Layer

)UDJPHQWDWLRQ�LV�KDQGOHG�DW�WKLV�SRLQW��7KLV�ZLOO�EH�GHVFULEHG�LQ�VHFWLRQ������

 20.3.6 Session Layer

7KH� VHVVLRQ� OD\HU�ZULWHV� DQ� LGHQWLILHU� IRU� WKLV� VHVVLRQ� �DQG� WKH� SHHU� VHUYHU
VHVVLRQ� LI� NQRZQ�� LQWR� WKH�EXIIHU�� $V� WKH� VHVVLRQ� LV� QR� ORQJHU� DYDLODEOH�� WKH
OD\HU�EHORZ�LV�SDVVHG�WKH�RXWSXW�EXIIHU�DQG�DGGUHVV�

 20.3.7 UDP Layer

7KH� UDPLayer� VLPSO\� VHQGV� WKH� UHTXHVW� WR� WKH� JLYHQ� DGGUHVV�� DQG� WKHQ
UHWXUQV�YRLG��7KH�VWDFN�UDSLGO\�XQZLQGV�EDFN�WR�WKH�53&�/D\HU�

 20.4 Receipt of a message

0HVVDJHV�DUH�UHFHLYHG�RII�WKH�ZLUH�V\PPHWULFDOO\�RQ�FOLHQW�RU�VHUYHU��,W�LV�RQO\
DW�WKH�53&�/D\HU�WKDW� LW� LV�GHWHUPLQHG� LI� WKH\�UHSUHVHQW�D�UHTXHVW��UHSO\�RU
KDQGVKDNH�� ,Q� WKLV� VHFWLRQ�� ZH� ZDON� WKURXJK� WKH� SURJUHVV� DQ� LQFRPLQJ
PHVVDJH�PDNHV�

 20.4.1 UDP Layer

0HVVDJHV�DUH�UHFHLYHG�RII�WKH�ZLUH�LQ�WKH�UDPLayer��7KLV�FRQWDLQV�D�SRRO�RI
WKUHDGV� ZDLWLQJ� WR� OLVWHQ� IRU� LQFRPLQJ� PHVVDJHV�� EXW� RQO\� RQH� DFWXDOO\
OLVWHQLQJ�DW�D�WLPH��:KHQ�WKLV�WKUHDG�UHFHLYHV�D�PHVVDJH��LW�VWRUHV�WKH�E\WHV
LQWR�DQ�InputBuffer��REWDLQHG�IURP�WKH� LQSXW�EXIIHU� IDFWRU\��DQG�SDVVHV�LW
XS�WR�WKH�QH[W�OD\HU�

,Q�LWV�VLPSOHVW�PRGH�RI�RSHUDWLRQ��EHIRUH�SDVVLQJ�WKH�PHVVDJH�XS�WKH�VWDFN��LW
XQEORFNV�FUHDWHV� D� QHZ� OLVWHQHU� WKUHDG�� +RZHYHU�� IRU� HIILFLHQF\�� LW� PD\� EH
PRUH�DSSURSULDWH�WR�ZDLW�XQWLO�WKH�PHVVDJH�KDV�EHHQ�VHUYLFHG��DQG�WKHQ�DOORZ
WKH�RULJLQDO�WKUHDG�WR�FRQWLQXH�OLVWHQLQJ��7KLV�ZLOO�GHSHQG�RQ�WKH�WLPH�WDNH�WR
VHUYLFH� WKH� PHVVDJH� ¥� ZKLFK� LV� GHSHQGDQW� RQ� WKH� W\SH� DQG� FRQWH[W� RI� WKH
PHVVDJH�� 5DWKHU� WKDQ� EXUGHQLQJ� WKH� 8'3� OD\HU� ZLWK� WKLV� NQRZOHGJH�� D
©.LFN7KUHDGª�LQWHUIDFH�LV�SURYLGHG��ZKLFK�DOORZV�D�OD\HU�IXUWKHU�XS�WKH�VWDFN
WR�LQIRUP�WKH�8'3�OD\HU�WKDW�WKH�SURFHVVLQJ�RI�D�PHVVDJH�ZLOO�WDNH�VRPH�WLPH�
DQG�WKDW�LW�ZRXOG�EH�EHWWHU�WR�VWDUW�D�QHZ�OLVWHQHU��7KLV�LV�XVHG�LQ�5H[�ZLWK
IUDJPHQWDWLRQ�DQG�LV�GLVFXVVHG�LQ�VHFWLRQ������

 20.4.2 Session Layer

:KHQ� DQ� LQFRPLQJ� PHVVDJH� UHDFKHV� WKH� SessionLayer�� LW� PXVW� EH
DVVRFLDWHG�ZLWK� WKH� DSSURSULDWH� VHVVLRQ�� )LUVW�� WKH� 6HVVLRQ� /D\HU� UHDGV� WKH
VHVVLRQ�LGHQWLILHU�IURP�WKH�LQSXW�EXIIHU��LW�WKHQ�FDOOV�WKH�6HVVLRQ�0DQDJHU�DQG
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DVNV�IRU�D�PDWFKLQJ� ©8S�6HVVLRQª��7KHUH�DUH�DFWXDOO\� WZR�VHVVLRQV� LGHQWLILHG�
7KH� VHVVLRQ� RQ� WKLV�PDFKLQH�� DQG� WKH� VHVVLRQ� LQ� WKH� SHHU�PDFKLQH�� )RU� DOO
FDOOV� RWKHU� WKDQ� LQLWLDO� UHTXHVWV�� ERWK� YDOXHV� DUH� NQRZQ�� )RU� DQ� LQLWLDO
UHTXHVW�� WKH� FOLHQW� VSHFLILHV� WKDW� WKH� VHUYHU� VHVVLRQ� LV� XQNQRZQ�� DQG� WKH
VHUYHU�PXVW�DOORFDWH�D�QHZ�VHVVLRQ��7KHUH�LV�D�SRVVLELOLW\�RI�DQ�LQLWLDO�UHTXHVW
EHLQJ� GXSOLFDWHG�� VR� WKH� 6HVVLRQ0DQDJHU�PXVW� KDQGOH� WKLV�� DQG� UHWXUQ� WKH
VDPH� VHVVLRQ� WR� ERWK� UHTXHVWV�� 'XSOLFDWH� VXSSUHVVLRQ� RI� PHVVDJHV� LV� LWVHOI
SHUIRUPHG�E\�WKH�53&�OD\HU�

 20.4.3 RPC Layer

:KHQ� D� PHVVDJH� LV� UHFHLYHG� E\� WKH� RexLayer�� WKHUH� DUH� VHYHUDO� SRVVLEOH
FRXUVHV� RI� DFWLRQ�� GHSHQGLQJ� RQ� WKH� W\SH� RI� WKH�PHVVDJH�� 3URWRFRO�PHVVDJHV
JHQHUDWHG�E\�WKH�SHHU� OD\HU�PD\� OHDG�WR�D�VWRUHG�PHVVDJH�EHLQJ�UHVHQW�RU�D
WLPHU� PRGLILHG�� 5HSOLHV� WKDW� PDWFK� D� VWRUHG� UHTXHVW� ZLOO� OHDG� WR� WKH
UHTXHVWLQJ�WKUHDG�EHLQJ�ZRNHQ�DQG�KDQGHG�WKH�UHSO\��:H�ZLOO�JR�WKURXJK�WKH
WKLUG�FDVH��WKH�UHFHLSW�RI�D�©UHTXHVWª�PHVVDJH�LQ�PRUH�GHWDLO�

7KH� VWDWH� RI� WKH� VHVVLRQ� DVVRFLDWHG� ZLWK� WKH� UHTXHVW� LV� ILUVW� XSGDWHG� WR
LQGLFDWH�WKDW�D�UHTXHVW� LV�LQ�SURJUHVV��2QO\�RQH�UHTXHVW� LV�DOORZHG�DW�D� WLPH
IRU� HDFK� VHVVLRQ�� 7KH� VHVVLRQ� LV� WKHQ� XQORFNHG� LV� WR� DOORZ� IXUWKHU� SURWRFRO
PHVVDJHV�WR�EH�UHFHLYHG�UHODWLQJ�WR�WKLV�FDOO��ZKLOVW�WKH�FDOO�LV�VWLOO�LQ�SURJUHVV�
,Q� -DYD�� ORFNLQJ� LV� EORFN�VWUXFWXUHG�� VR� LQ� SUDFWLFH� WKLV� LQYROYHV� XQZLQGLQJ
WKH�FDOO�VWDFN�EDFN�WR�WKH�VHVVLRQ�OD\HU��WR�XQORFN�WKH�VHVVLRQ��DQG�WKHQ�FDOOLQJ
GLUHFWO\� EDFN� WR� WKH� 5H[/D\HU�� 7KH� Continuation� LQWHUIDFH� LV� XVHG� WR
DEVWUDFW�WKLV�DV�FOHDQO\�DV�SRVVLEOH�

2QFH� WKH� VHVVLRQ� LV�XQORFNHG�� WKH�FDOO� SURFHHGV�XS� WKH� VWDFN��:KHQ� WKH� FDOO
UHWXUQV��WKH�RXWSXW�EXIIHU�VWRUHG�LQ�WKH�,QYRFDWLRQ�KDV�D�KHDGHU�DSSHQGHG�WR
LW�� LQGLFDWLQJ� WKDW� LW� UHSUHVHQWV� D� UHSO\�� DQG� LV� WKHQ� VHQW� DV� DQ� RXWJRLQJ
PHVVDJH��7KH�RexLayer�DOVR�GHDOV�ZLWK�VRPH�VHUYHU�VLGH�HUURUV�E\�PDUNLQJ
UHSOLHV�DV�QRUPDO��HUURU��RU�H[WHQGHG�HUURU��7KH�ODWWHU�WZR�UHVXOWLQJ�IURP�WKH
FDOO�XS�WKH�VWDFN�UHWXUQLQJ�H[FHSWLRQDOO\��7KLV�ZLOO�DOZD\V�EH�GXH�WR�D�V\VWHP
H[FHSWLRQ�� QRW� DQ� DSSOLFDWLRQ� OHYHO� H[FHSWLRQ�� $W� WKLV� SRLQW�� SDVVLQJ� HUURU
LQIRUPDWLRQ� LV� WURXEOHVRPH�� DV� ZH� DUH� EHORZ� WKH� VHULDO� OD\HU�� $� VLPSOH
SURWRFRO� LV� GHILQHG� IRU� DOORZLQJ� ([FHSWLRQ� FODVVHV� WR� SURYLGHG� ©H[WHQGHG
LQIRUPDWLRQª��WR�DOORZ�WKHP�WR�EH�UHFUHDWHG�RQ�WKH�FOLHQW�PDFKLQH�

 20.5 Server Side Call Handing (above Rex)

2Q�WKH�VHUYHU��D�FDOO�LV�HIIHFWLYHO\�LQLWLDWHG�E\�WKH�RexLayer��DQG�XOWLPDWHO\
XQZLQGV� EDFN� WR� WKH� RexLayer�� 7KH� RexLayer� LV� WKHQ� UHVSRQVLEOH� IRU
FRQYHUWLQJ�WKH�UHVXOW�LQWR�D�UHSO\�PHVVDJH�

 20.5.1 Naming Layer (TrivNameLayer)

7KH�1DPH�/D\HU� UHDGV� WKH� LGHQWLILHU� RI� WKH� LQWHUIDFH� EHLQJ� FDOOHG� IURP� WKH
LQSXW�EXIIHU��DQG�ORRNV�WKLV�XS�LQ�WKH�GLFWLRQDU\�LW�PDLQWDLQV��,W�WKHQ�VHWV�WKH



12-Feb-99 FlexiNet Architecture 114

LQYRFDWLRQ�WDUJHW�WR�WKH�FRUUHVSRQGLQJ�DSSOLFDWLRQ�REMHFW��,Q�DGGLWLRQ�WR�WKLV�
WKH�TrivNameLayer�DOVR�UHWULHYHV�WKH�VWRUHG�FODVV�RI�WKH�H[SRUWHG�LQWHUIDFH�
7KLV�LV�DOVR�VWRUHG�LQ�WKH�,QYRFDWLRQ�IRU�ODWHU�YDOLGDWLRQ�WKDW�WKH�PHWKRG�EHLQJ
LQYRNHG�LV�RQH�WKDW�ZDV�H[SRUWHG�

 20.5.2 Serial Layer

7KH�VHULDO�OD\HU�UHDGV�WKH�PHWKRG�QDPH�DQG�VLJQDWXUH�DQG�FRQYHUWV�WKLV�WR�D
UHDO� PHWKRG� ZKLFK� LV� VWRUHG� LQ� WKH� Invocation� REMHFW� �$W� WKLV� SRLQW
FRQIRUPDQFH� ZLWK� WKH� H[SRUWHG� LQWHUIDFH� LV� FKHFNHG��� ,W� WKHQ� UHDGV� WKH
DUJXPHQWV�DQG�GHVHULDOLVHV� WKHP�WR�UHDO�REMHFWV��7KH�FDOO� LV� WKHQ�SDVVHG�XS
WKH�VWDFN��:KHQ�LW�UHWXUQV��WKH�UHVXOW��H[FHSWLRQ�RU�QRUPDO��LV�VHULDOLVHG�

 20.5.3 Call Layer

7KLV�LV�WKH�WRS�OD\HU�RI�WKH�VHUYHU�VLGH�VWDFN��DQG�E\�WKLV�SRLQW�WKH�,QYRFDWLRQ
REMHFW� LV� FRPSOHWH��7KLV� OD\HU� LQYRNHV�Invocation.invoke��7KH� LQYRFDWLRQ
REMHFW��LQ�WXUQ��LQYRNHV�WKH�VWRUHG�PHWKRG�DQG�DUJXPHQWV�RQ�WKH�WDUJHW�REMHFW�
,I� WKH� WDUJHW� LPSOHPHQWV� WKH� GenericCall� LQWHUIDFH�� WKHQ� WKLV� LV� XVHG� WR
SHUIRUP�WKH�LQYRFDWLRQ��)DLOLQJ�WKLV��-DYD�FRUH�UHIOHFWLRQ�LV�XVHG�

 20.6 Fragmentation Approach

)UDJPHQWDWLRQ�ZDV�DGGHG�WR�*UHHQ�ORQJ�DIWHU�WKH�EDVLF�SURWRFRO�ZDV�ZULWWHQ�
8QOLNH� SUHYLRXV� 5H[� LPSOHPHQWDWLRQV�� IUDJPHQWDWLRQ� ZDV� ZULWWHQ� DV� D
VHSDUDWH� OD\HU� 
VORWWHG� LQ
� EHORZ� WKH� 5H[� /D\HU�� 7KLV� DSSURDFK� ZDV� WDNHQ
EDVHG� RQ�H[SHULHQFH�ZLWK� WKH� LQLWLDO�$16$ZDUH� LPSOHPHQWDWLRQ��ZKHUH� WKH
SURWRFROV� IRU� IUDJPHQWDWLRQ� DQG� 53&� ZHUH� LQWHUWZLQHG�� ZKLFK� OHDG� WR
FRQVLGHUDEOH�DGGLWLRQDO�FRPSOH[LW\�

 20.6.1 Basic Concepts

(DFK� �ODUJH�� PHVVDJH� LV� EURNHQ� LQ� WR� D� QXPEHU� RI� IUDJPHQWV�� DQG� HDFK
IUDJPHQW� LV� JLYHQ� D� IUDJPHQW� QXPEHU� WR� DOORZ� WKH� IUDJPHQWV� WR� EH
UHDVVHPEOHG�� HYHQ� LI� WKH\� DUH� UHRUGHUHG�� RU� VRPH� DUH� ORVW�� $� EXIIHU
LPSOHPHQWDWLRQ�ZDV�GHVLJQHG�WR�EH�XVHG�ZLWK�IUDJPHQWV��WKDW�VWRUHV�EXIIHUV
DV�D�OLQNHG�OLVW�RI�VHJPHQWV��ZKHUH�HDFK�VHJPHQW�LV�WKH�VL]H�RI�D�VLQJOH�8'3
SDFNHW�

2Q� PHVVDJH� RXWSXW�� WKH� FDOOLQJ� WKUHDG� VLWV� LQ� D� ORRS� DQG� RXWSXWV� HDFK
IUDJPHQW�LQ�WXUQ�

2Q�LQSXW��WKH�IUDJPHQWDWLRQ�OD\HU�DVVHPEOHV�IUDJPHQWV�LQ�D�VWUXFWXUH�VWRUHG
LQ�WKH�VHVVLRQ��1RUPDOO\��DQ�XS�FDOO�ZLOO�OHDG�WR�D�IUDJPHQW�EHLQJ�DGGHG�WR�WKH
VWUXFWXUH��DQG�WKH�FDOO�WKHQ�UHWXUQV��:KHQ�WKH�ODVW�IUDJPHQW�RI�D�PHVVDJH�LV
UHFHLYHG��WKH�FDOOLQJ�WKUHDG�LV�WKHQ�XVHG�WR�FDOO�XS�WR�WKH�QH[W�OD\HU��ZLWK�WKH
FRPSOHWH�PHVVDJH�
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 20.6.2 Locking Issues

7KHUH� DUH� VHYHUDO� SRWHQWLDO� DUHDV� IRU� 
IHDWXUH� LQWHUDFWLRQ
� EHWZHHQ� WKH
IUDJPHQWDWLRQ�OD\HU�DQG�RWKHU�OD\HUV��,Q�SDUWLFXODU��WKHUH�LV�D�SRWHQWLDO�UDFH
FRQGLWLRQ� EHWZHHQ� IUDJPHQW� DVVHPEO\� DQG� SURWRFRO� PHVVDJHV�� 7KH
IUDJPHQWDWLRQ�OD\HU�PD\�EH�DVVHPEOLQJ�D�PHVVDJH�DW�WKH�VDPH�WLPH�WKDW�WKH
5H[�OD\HU�DERYH�LW�VHQGV�D�QHZ�RXWJRLQJ�SURWRFRO�PHVVDJH�

7KH� VHVVLRQ� ORFNLQJ� VWUDWHJ\� XVHG� LQ� )OH[L1HW� WDNHV� FDUH� RI� PRVW� RI� WKH
SUREOHPV�� $V� WKH� VHVVLRQ� LV� ORFNHG� ZKHQHYHU� WKH� )UDJPHQWDWLRQ� /D\HU� LV
FDOOHG��WKDW�OD\HU�PD\�VDIHO\�SURFHVV�PHVVDJHV��DQG�XVH�WKH�VHVVLRQ��ZLWKRXW
EHLQJ� FRQFHUQHG� ZLWK� WKUHDG� DFWLYLW\�� 2QH� UHPDLQLQJ� SUREOHP� LV� LI� WKH
IUDJPHQWDWLRQ� OD\HU� KDV� WR� GHDO� ZLWK� YHU\� ODUJH�PHVVDJHV��:LWK� WKHVH�� WKH
WLPH�WDNHQ�WR�IUDJPHQW�RU�DVVHPEOH�PD\�EH�ODUJH�HQRXJK�WR�LQWHUIHUH�ZLWK�WKH
QRUPDO�SURFHVVLQJ�RI�DFNQRZOHGJHPHQWV�E\�WKH�5H[�SURWRFRO��7KLV�PLJKW�OHDG
WR�5H[�XQQHFHVVDULO\�UH�VHQGLQJ�PHVVDJHV��DQG�LQ�DQ�H[WUHPH�FDVH�ZRXOG�OHDG
WR�SURWRFRO�IDLOXUH��ZKHQ�D�ODUJH�PHVVDJH�OHDGV�WR�WKH�UH�VHQG�RI�DQRWKHU�ODUJH
PHVVDJH�� DQG� D� GRZQZDUGV� VSLUDO��� 7R� SUHYHQW� WKLV� SUREOHP�� WKH
)UDJPHQWDWLRQ� OD\HU� EULHIO\� UHOHDVHV� WKH� VHVVLRQ� ORFN� GXULQJ� VHQGLQJ�� 7KLV
DOORZV� DQ\� LQFRPLQJ� SURWRFRO�PHVVDJHV� D� FKDQFH� WR� JHW� WKURXJK� WR� WKH� 5H[
/D\HU�

 20.6.3 Fine Tuning

7KHUH�DUH�D�QXPEHU�RI�©ILQH�WXQHVª�WR�RSWLPLVH�WKH�XVH�RI�IUDJPHQWV�

7KUHDG�.LFN
:KHQ� SURFHVVLQJ� D� ODUJH�PHVVDJH�� WKH�)UDJPHQWDWLRQ� OD\HU�ZLOO
TXLFNO\� GHDO� ZLWK� DQ� LQFRPLQJ� IUDJPHQW� �XQOHVV� LW� LV� WKH� ODVW
IUDJPHQW��� ,W� FDQ� WKHQ� UHWXUQ� WR� WKH� 8'3� OD\HU� DQG� WKH� VDPH
WKUHDG�FDQ�EH�XVHG�WR�OLVWHQ�IRU�WKH�QH[W�LQFRPLQJ�PHVVDJH��7KLV
LV�IDU�PRUH�HIILFLHQW�WKDW�LPPHGLDWHO\�VSDZQLQJ�D�VHFRQG�OLVWHQHU
LQ�WKH�8'3�OD\HU��DV�WKLV�ZLOO�W\SLFDOO\�OHDG�WR�D�WKUHDG�VZLWFK�SHU
IUDJPHQW�

5H[�$FNQRZOHGJHPHQWV
9DQLOOD� 5H[� GRHV� QRW� DFNQRZOHGJH� UHTXHVWV�� LQVWHDG� WKH� FOLHQW
UHVHQGV� WKH� UHTXHVW� LI� WKH� UHSO\� GRHV� QRW� DUULYH� TXLFNO\�� 7KLV
DSSURDFK�OHDGV�WR�IHZHU�PHVVDJHV�LQ�WKH�XVXDO�FDVH�WKDW�53&V�DUH
KDQGOHG�TXLFNO\��+RZHYHU�IRU�VORZ�53&V��WKHUH�LV�DQ�RYHUKHDG�RI
D�UHVHQW�UHTXHVW��DQG�D�DFNQRZOHGJHPHQW��)RU�VKRUW�UHTXHVWV��WKLV
RYHUKHDG� LV� WZR�PHVVDJHV� DQG� WKH� ©QRUPDO� FDVHª� RSWLPLVDWLRQ� LV
ZRUWKZKLOH�� +RZHYHU� IRU� IUDJPHQWHG� UHTXHVWV�� WKLV� DSSURDFK� LV
VXVSHFW��SDUWLFXODUO\�DV�ODUJH�UHTXHVWV�RIWHQ�HTXDWH�WR�VORZ�53&V�
)RU� WKLV� UHDVRQ�� WKH� 5H[� OD\HU� KDV� EHHQ� PRGLILHG� WR� GHWHFW
UHTXHVWV� FRUUHVSRQGLQJ� WR� IUDJPHQWHG� PHVVDJHV�� DQG� WR
LPPHGLDWHO\�DFNQRZOHGJH�WKHP�

0LVVHG�)UDJPHQWV
,Q� WKH� LQLWLDO� LPSOHPHQWDWLRQ�� WKH� )UDJPHQWDWLRQ� /D\HU� ZRXOG
VLPSO\� GURS� D�PHVVDJH� LW� IDLOHG� WR� DVVHPEOH�� 7KLV� LV� FOHDUO\� DQ
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H[SHQVLYH�DSSURDFK� LI�PHVVDJH� ORVW� LV� OLNHO\��7KH�RSWLPLVDWLRQ� LV
WR�VHQG�D�QDFN�LQGLFDWLQJ�WKH�ILUVW IUDJPHQW�WKDW�LV�ORVW��7KH�SHHU
PDFKLQH� WKHQ� UHVHQGV� DOO� IUDJPHQWV� IURP� WKH� ORVW� IUDJPHQW
RQZDUGV��7KLV�DSSURDFK�LV�WDNHQ��DV�W\SLFDO�QHWZRUN�EHKDYLRXU�LV
WR�GURS�QR�PHVVDJHV��RU�WR�GURS�D�EXUVW�RI�PHVVDJHV��6WDWLVWLFDOO\�
WKLV�DSSURDFK�VHQGV� OHVV�PHVVDJHV� WKDQ�D� ©QDFN�VLQJOH� IUDJPHQWª
DSSURDFK��DQG�LV�FRQVLGHUDEO\�VLPSOHU�

)UDJPHQWDWLRQ�7LPHRXW
,I�WKH�ODVW�IUDJPHQW�RI�D�PXOWL�IUDJPHQW�PHVVDJH�LV�QRW�UHFHLYHG�
WKH� IUDJPHQWDWLRQ� OD\HU� ZLOO� QRW� VSRW� WKLV� �LW� ZLOO� ZDLW
LQGHILQLWHO\��� $� VROXWLRQ� ZRXOG� EH� WR� DGG� D� WLPHU� LQWR� WKH
)UDJPHQWDWLRQ�/D\HU��WR�VSRW�WKLV�VSHFLDO�FDVH��7KLV�DSSURDFK�ZDV
UHMHFWHG� DV� WKH� RYHUKHDG� RI� WLPHU� PDQDJHPHQW� ZDV� ODUJH
FRPSDUHG�WR�WKH�OLNHOLKRRG�RI�WKLV�IUDJPHQW�EHLQJ�ORVW��,QVWHDG�ZH
UHO\�RQ�WKH�5H[�OD\HU�WR�WLPHRXW�DQG�UH�VHQG�WKH�HQWLUH�PHVVDJH�
)RU� XVH� LQ� D� SDUWLFXODUO\� XQUHOLDEOH� QHWZRUN�� WKLV� GHFLVLRQ� PD\
UHTXLUH�UH�HYDOXDWLQJ�

 20.7 Fragmentation Engineering

7KH� IUDJPHQWDWLRQ� OD\HU�UHOLHV�RQ� WKH� IDFW� WKDW�BasicOutputBuffer� VWRUHV
ORQJ� PHVVDJHV� LQ� D� OLQNHG� OLVW� RI� SDFNHWV�� 7KH� ELQGHU� VXSSOLHV� WKH
BasicoutputBufferFactory�ZLWK�D�VXLWDEOH�SDFNHW�VL]H�

7KH� IUDJPHQWDWLRQ� OD\HU� XVHV� D� WZR�E\WH� IUDJPHQW� VHJPHQW� LQ� HDFK� EXIIHU
FRQWDLQLQJ�WKH�IUDJPHQW�QXPEHU��7KHVH�VWDUW�DW�RQH�DQG�WKH�ODVW�IUDJPHQW�LV
PDUNHG�E\�QHJDWLQJ�LWV� IUDJPHQW�QXPEHU��6LQJOH�IUDJPHQW�PHVVDJHV�KDYH�D
IUDJPHQW�QXPEHU�RI�PLQXV�RQH�

 20.7.1 Outgoing messages

7KH� GRZQ� PHWKRG� WUDQVPLWV� HDFK� SDFNHW� LQ� D� PXOWL�SDFNHW� EXIIHU� DV� D
VHSDUDWH� IUDJPHQW�� %HWZHHQ� HDFK� IUDJPHQW� LW� UHOHDVHV� WKH� VHVVLRQ� ORFN� E\
ZDLWLQJ� RQ� WKH� VHVVLRQ� IRU� D� PLFURVHFRQG�� VR� DV� WR� HQDEOH� WKH� VHVVLRQ� WR
SURFHVV�LQFRPLQJ�PHVVDJHV�

,I�WKH�UHFHLYLQJ�IUDJPHQWDWLRQ�OD\HU�QRWLFHV�D�JDS�LQ�LWV�VHTXHQFH�RI�IUDJPHQW
QXPEHUV��LW�ZLOO�VHQG�D�1$.�IUDJPHQW��$�1$.�IUDJPHQW�LV�PDUNHG�E\�VHWWLQJ
WKH� WZR� PRVW� VLJQLILFDQW� ELWV� RI� WKH� IUDJPHQW� QXPEHU� WR� 10� DQG� WKH� OHDVW
VLJQLILFDQW����ELWV�WR�WKH�QXPEHU�RI�WKH�ILUVW�PLVVLQJ�IUDJPHQW�

ZKHQ� D� WUDQVPLWWLQJ� IUDJPHQWDWLRQ� OD\HU� UHFHLYHV� D� 1$.� IUDJPHQW�� LW
UHZLQGV� LWV� RXWSXW� EXIIHU� WR� WKH� UHTXHVWHG� IUDJPHQW� DQG� UHVXPHV
WUDQVPLVVLRQ�RI�WKH�PHVVDJH�IURP�WKDW�IUDJPHQW�
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 20.7.2 Incoming messages

,QFRPLQJ�PHVVDJHV�DUH�SURFHVVHG�E\�WKH�ORZHU�OD\HUV�RQH�IUDJPHQW�DW�D�WLPH
LQ�VLQJOH�SDFNHW�EXIIHUV��7KH�IUDJPHQWDWLRQ�OD\HU�DVVHPEOHV�WKH�IUDJPHQWV�RI
D� PXOWL�IUDJPHQW�PHVVDJH� IURP�PXOWLSOH� VLQJOH�SDFNHW� LQSXW� EXIIHUV� LQWR� D
VLQJOH� PXOWL�SDFNHW� LQSXW� EXIIHU�� 7KH� SDUWLDOO\� DVVHPEOHG� LQSXW� EXIIHU� LV
VWRUHG�LQ�WKH�VHVVLRQ�REMHFW�

,I�WKH�IUDJPHQWDWLRQ�OD\HU�QRWLFHV�D�JDS�LQ�LWV�VHTXHQFH�RI�IUDJPHQW�QXPEHUV�
LW�ZLOO�VHQG�D�1$.�IUDJPHQW�IRU�WKH�ILUVW�PLVVLQJ�IUDJPHQW��,W�ZLOO�GLVFDUG�DQ\
GXSOLFDWH�IUDJPHQWV�

:KLOH�DVVHPEOLQJ�D�PXOWL�IUDJPHQW�PHVVDJH��WKH�IUDJPHQWDWLRQ�OD\HU�UHWXUQV
DOPRVW� LPPHGLDWHO\� WR� WKH� 8'3� OD\HU�� ZKLFK� FDQ� WKHQ� OLVWHQ� RQ� WKH� VDPH
WKUHDG� IRU� WKH� QH[W� IUDJPHQW� DQG� DYRLG� DQ� XQQHFHVVDU\� WKUHDG� VZLWFK�
+RZHYHU��ZKHQ�WKH�IUDJPHQWDWLRQ�OD\HU�UHFHLYHV�WKH�ODVW��RU�RQO\��IUDJPHQW�RI
D�PHVVDJH� LW� QHHGV� WKH� FXUUHQW� WKUHDG� IRU� DQ� LQGHWHUPLQDWH� WLPH� WR� GHOLYHU
WKH�PHVVDJH�WR�WKH�OD\HUV�DERYH�LW��7KHUHIRUH��EHIRUH�GHOLYHULQJ�WKH�PHVVDJH�
LW� FDOOV� WKH� kickListenerThread� PHWKRG� RQ� WKH� 8'3� OD\HU� WR� DOORFDWH
DQRWKHU�WKUHDG�WR�OLVWHQ�IRU�LQFRPLQJ�PHVVDJHV�

 20.8 Summary

*UHHQ�ZDV� WKH� ILUVW�)OH[L1HW�SURWRFRO� DQG�SURYLGHV�D� FRPSOHWH�DQG� HIILFLHQW
53&� LPSOHPHQWDWLRQ��+RZHYHU�� LW� LV�QR� ORQJHU�XVHG�DV� WKH�GHIDXOW�)OH[L1HW
ELQGHU��7KLV�LV�EHFDXVH�D�7&3�EDVHG�ELQGHU�FDQ�EH�PDGH�PRUH�HIILFLHQW��2Q�D
OHYHO�SOD\LQJ�ILHOG��*UHHQ�RXJKW�WR�RXW�SHUIRUP�7&3�ELQGHUV�VXFK�DV�0DJHQWD�
7KH�UHDVRQ�LW�GRHV�QRW�LV�SULPDULO\�EHFDXVH�

D� 8'3�LV�OHVV�ZHOO�VXSSRUWHG��DQG�OHVV�KHDYLO\�RSWLPLVHG��WKDQ�7&3�LQ�PDQ\
RSHUDWLQJ�V\VWHPV�

E� 5(;�RYHU�-DYD�SHUIRUPV�HUURU�GHWHFWLRQ�FRUUHFWLRQ�LQ�-DYD��553�RYHU�7&3
SHUIRUPV�HUURU�GHWHFWLRQ�FRUUHFWLRQ�YLD�WKH�7&3�OLEUDULHV�ZKLFK�DUH�QDWLYH
�DQG�SUREDEO\�.HUQHO��FRGH��7KLV�LV�IDU�IDVWHU�

F� *UHHQ� LV� PRUH� VXVFHSWLEOH� WR� SRRU� WKUHDG� LPSOHPHQWDWLRQV� WKDQ� LV
0DJHQWD�
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 21 RRP BINDER (MAGENTA)

 21.1 Introduction

553��5HTXHVW�5HSO\�3URWRFRO��LV�D�VLPSOH�EXW�HIILFLHQW�53&�SURWRFRO�GHVLJQHG
VSHFLILFDOO\�IRU�)OH[L1HW��,W�LV�GHVLJQHG�WR�EH�DQ�©LGHDOª�SURWRFRO�IRU�-DYD��DQG�LV
FRQVLGHUDEO\�VLPSOHU�WKDQ�WKH�LPSOHPHQWDWLRQ�RI�D�VWDQGDUG�VXFK�DV�,,23�

553�LV�D�7&3�EDVHG�SURWRFRO� WKDW�VXSSRUWV�D� UHTXHVW�UHSO\�DEVWUDFWLRQ��7KH
SURWRFRO�LWVHOI�SDVVHV�RQO\�PHVVDJHV��DQG�SDLUV�UHTXHVWV�ZLWK�UHSOLHV��,W�GRHV
QRW�XQGHUVWDQG�REMHFWV��LQWHUIDFHV�RU�RWKHU�©KLJK�OHYHOª�FRQFHSWV��,W�PDNHV�XVH
RI�WKH�VHVVLRQ�DEVWUDFWLRQ��DQG�IRU�HDFK�VHVVLRQ�XVHV�D�7&3�FRQQHFWLRQ�IRU�ORZ
OHYHO� FRPPXQLFDWLRQ�� 7KH� 7&3� FRQQHFWLRQ� PD\� EH� WLPHG� RXW� RU� FORVHG
LQGHSHQGHQWO\�IURP�WKH�OLIH�RI�WKH�VHVVLRQ��7KH�RRPLayer�SURYLGHV�WKH�VDPH
DEVWUDFWLRQ� DV� WKH� RexLayer� DQG� DOO� OD\HUV� EHORZ� LW� ZLWKLQ� WKH� *UHHQ
SURWRFRO�

 21.2 Magenta

7R� D� ILUVW� DSSUR[LPDWLRQ�� 0DJHQWD� LV� D� *UHHQ� ELQGHU�� EXW� ZLWK� WKH� 53&�
VHVVLRQ�� IUDJPHQWDWLRQ� DQG�8'3� OD\HUV� UHSODFHG�ZLWK� D� VLQJOH� 53&�WR�ZLUH
OD\HU�� RRPLayer�� $� VLPSOH� VXEVWLWXWLRQ� RI� WKHVH� OD\HUV� ZRXOG� JLYH� D� YDOLG
ELQGHU��KRZHYHU�0DJHQWD�KDV�D�FRXSOH�RI�DGGLWLRQDO�IHDWXUHV�

,Q�SDUW�ILYH��ZH�ZLOO�LQWURGXFH�WKH�QRWLRQ�RI� ©FOXVWHUVª�ZLWKLQ�)OH[L1HW��7KHVH
OHDG�WR�QDPHV�UHTXLULQJ�WZR� OHYHOV�RI� LQGLUHFWLRQ��$�UHTXHVW� UHFHLYHG�RII� WKH
ZLUH�LV�ILUVW�GH�PXOWLSOH[HG�WR�D�FOXVWHU��DQG�WKHQ�OD\HU�GH�PXOWLSOH[HG�WR�DQ
LQWHUIDFH�ZLWKLQ�D�FOXVWHU�

7KH�0DJHQWD�ELQGHU�LV�FDSDEOH�RI�UHVROYLQJ�QDPHV�SURGXFHG�E\�D�553�ELQGHU
IRU� XVH� ZLWK� FOXVWHUV�� ,W� WKHUHIRUH� KDV� DGGLWLRQDO� OD\HUV� WR� GHDO� ZLWK� WKH
DGGLWLRQDO�OHYHOV�RI�PXOWLSOH[LQJ��,Q�DOO��0DJHQWD�FDQ�GHDO�ZLWK�WKUHH�W\SH�RI
QDPH�

�� TrivNameV�FRQVLVWLQJ�RI�DQ�,'�DQG�TCPEndpoint
7KHVH�QDPHV�DUH�JHQHUDWHG�E\�0DJHQWD�ELQGHUV�RQ�©VWDQGDUGª�V\VWHPV�

�� TrivNameV� FRQVLVWLQJ� RI� DQ� ,'� DQG� ClusterAddress�� :KHUH� WKH
ClusterAddress� LQ� WXUQ� FRQVLVWV� RI� D� ClusterID� DQG� TCPEndpoint�
7KHVH�QDPHV�DUH�JHQHUDWHG�E\�0DJHQWD�ELQGHUV�RQ�©FOXVWHUª�V\VWHPV�
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�� MobileNameV� FRQVLVWLQJ� RI� D� �UHIHUHQFH� WR� D�� MobileNamer�� ,'� DQG
ClusterAddress�� 7KHVH� QDPHV� DUH� JHQHUDWHG� E\� 0DJHQWD� ELQGHUV� RQ
©PRELOH�FOXVWHUª�V\VWHPV���VHH�&KDSWHU�����

7KHVH� HIIHFWV� DUH� VHHQ� LQ� WKUHH� DUHDV� RI� WKH� ELQGHU�� )LUVWO\�� WKHUH� LV� DQ
DGGLWLRQDO�OD\HU�DNLQ�WR�WKH�TrivNameLayer�WR�ZULWH�WKH�ClusterID�SDUW�RI
WKH�QDPH��6HFRQGO\��WKHUH�LV�D�OD\HU�WR�GHDO�ZLWK�UHELQGLQJ�MobileNameV�WKDW
UHIHU�WR�LQWHUIDFHV�WKDW�KDYH�PRYHG��)LQDOO\��WKH�ELQGHU�IXQFWLRQV�UHVSRQVLEOH
IRU�JHQHUDWLQJ��UHVROYLQJ��SDUVLQJ�DQG�VWULQJLI\LQJ�QDPHV�PXVW�GHDO�ZLWK�WKH
DGGLWLRQDO�FDVHV��7KH�0DJHQWD�ELQGHU�LV�LOOXVWUDWHG�LQ�)LJXUH����
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Figure 53 The Magenta Binder Stack

 21.3 Cluster Name Layer (SingleClusterMuxLayer)

7KLV� OD\HU� LV� UHVSRQVLEOH� IRU�PDQDJLQJ� WKH� ClusterID� DVVRFLDWHG�ZLWK� WKH
QDPHV� RI� LQWHUIDFHV� LQ� UHPRWH� RU� ORFDO� FOXVWHUV�� 7KH� 0DJHQWD� ELQGHU� LWVHOI
GRHV� QRW� QRUPDOO\� VXSSRUW� ORFDO� FOXVWHUV�� DOWKRXJK� LW� FDQ� EH� FRQILJXUHG� WR
VXSSRUW�D�VLQJOH�ORFDO�FOXVWHU��7KLV�LV�W\SLFDOO\�XVHG�WR�VXSSRUW�D�VHUYLFH�WKDW
FDQ�EH� �PDQXDOO\�� UHVWDUWHG�RQ�D�GLIIHUHQW�PDFKLQH�� ,Q� HLWKHU� FRQILJXUDWLRQ�
0DJHQWD� FDQ� UHVROYH� QDPHV� JHQHUDWHG� E\�0DJHQWD�FRPSDWLEOH� ELQGHUV� WKDW
GR�VXSSRUW�FOXVWHUV�
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�:KHQ�D�FDOO�LV�VHQW�GRZQ�WR�WKLV�OD\HU�RI�WKH�&OLHQW��LI�WKH�Invocation�WDUJHW
LV�D�FOXVWHU�DGGUHVV��FODVV�GNameFragment���WKHQ�WKH�FOXVWHU�,'�LV�H[WUDFWHG
DQG�ZULWWHQ�LQWR�WKH�RXWSXW�EXIIHU��7KH�Invocation�WDUJHW�LV�WKHQ�DPHQGHG
WR�FRQWDLQ�WKH�FDSVXOH�DGGUHVV�SRUWLRQ�RI�WKH�FOXVWHU�DGGUHVV��)RU�FDOOV�WR�QRQ�
FOXVWHU�DGGUHVVHV��WKLV� OD\HU�GRHV�QRWKLQJ�DQG�JDUEDJH�ZLOO�EH�SDVVHG�DV�WKH
FOXVWHU�LG�

2Q� WKH� VHUYHU�� LQFRPLQJ� FDOOV� UHDFKLQJ� WKLV� OD\HU� DUH� QRUPDOO\� SDVVHG� XS
XQPROHVWHG��,I�0DJHQWD�KDV�EHHQ�FRQILJXUHG�WR�VXSSRUW�D�VLQJOH�FOXVWHU��WKHQ
WKH� LGHQWLW\� RI� WKH� FOXVWHU� EHLQJ� FDOOHG� LV� UHDG� IURP� WKH� LQSXW� EXIIHU�� DQG
FKHFNHG�DJDLQVW�WKH�LGHQWLW\�RI�WKH�ORFDO�FOXVWHU��ZKLFK�LV�VWRUHG�LQ�WKLV�OD\HU�
$Q�UnKnownNameException�LV�WKURZQ�LI�WKHVH�GR�QRW�PDWFK�

 21.4 Locate Layer

7KH� LocateLayer� LV� D� FOLHQW� VLGH� RQO\� OD\HU� WKDW� GHDOV� RQO\� ZLWK
MobileNames�� )RU� FDOOV� RQ� QDPHV� RI� RWKHU� FODVVHV�� LW� SDVVHV� FDOOV� WKURXJK
ZLWK� QR� HIIHFW�� )RU� FDOOV� WR� MobileNames�� WKH� /RFDWH� /D\HU� XVHV� WKH
getAddress� PHWKRG� RQ� MobileName� WR� JHW� WKH� FXUUHQW� DGGUHVV� RI� WKH
LQWHUIDFH�� ,I� D� FDOO� XVLQJ� WKLV� IDLOV� EHFDXVH� WKH� LPSOHPHQWLQJ� FOXVWHU� KDV
PRYHG��WKHQ�WKH�WKUHDG�ORRSV��FDOOV�getAddress�DJDLQ��DQG�UHWULHV��:LWK�HDFK
FDOO�WR�getAddress��WKH�effort�SDUDPHWHU�LV�LQFUHDVHG��WR�LQGLFDWH�WKDW�WKH
SUHYLRXV�UHVXOW�ZDV�RXWGDWHG��DQG�WKH�MobileName� VKRXOG� ©WU\�KDUGHUª�¥� IRU
H[DPSOH��LW�PLJKW�LJQRUH�D�ORFDO�FDFKH�DQG�FRPPXQLFDWH�ZLWK�DQ�DXWKRULWDWLYH
QDPH�VHUYLFH��7KH�/RFDWH�/D\HU�JLYHV�XS�LI�MobileName.getAddress�WKURZV
DQ� H[FHSWLRQ�� RU� UHWXUQV� WKH� VDPH� DGGUHVV� DV� WKH� SUHYLRXV� DWWHPSW�
VXJJHVWLQJ�WKDW�FRQWLQXDWLRQ�ZRXOG�EH�IXWLOH�

7KLV� LPSOHPHQWDWLRQ� LV� LPSHUIHFW� ¥�D�MobileName� UHIHUULQJ� WR� DQ� LQWHUIDFH
RQ� D� FOXVWHU� PRYLQJ� EDFN� DQG� IRUWK� EHWZHHQ� WZR� ORFDWLRQV� PLJKW� FRUUHFWO\
UHWXUQ�DQ�DGGUHVV�WKDW�LV�LQYDOLG�E\�WKH�WLPH�LW�LV�XVHG��,W�PD\�WKHQ�EHFRPH
YDOLG� DJDLQ�� E\� WKH� WLPH� WKDW� WKH� QH[W� FDOO� WR� getAddress� LV� PDGH�� 7KLV
ZRXOG�OHDG�WR�D�IDLOXUH��DOWKRXJK�WKH�LQWHUIDFH�UHPDLQV�FRQWDFWDEOH��,W�ZRXOG
EH�SRVVLEOH�WR�SURGXFH�PRUH�RSWLPLVWLF�YHUVLRQ�RI�/RFDWH�/D\HU�WKDW�WULHG�IRU
ORQJHU� EHIRUH� IDLOLQJ�� DOWKRXJK� IRU� D� ©SHUIHFWª� VROXWLRQ�� VRPH� IRUP� RI
V\QFKURQLVDWLRQ�ZRXOG�EH�UHTXLUHG�

 21.5  RRPLayer

7KH�RRPLayer�LPSOHPHQWV�WKH�553�SURWRFRO��:H�ZLOO�FRQVLGHU�LWV�IXQFWLRQ�DV
D�FOLHQW�DQG�VHUYHU�VHSDUDWHO\�

 21.5.1 As a Client

:KHQ�D�FOLHQW�UHTXHVW�DUULYHV�DW�WKH�RRPLayer��LW�ZLOO�DOUHDG\�EH�DVVRFLDWHG
ZLWK� DQ� RRPSession�� )URP� WKLV�� WKH� OD\HU� PD\� GHWHUPLQH� WKH� 7&3
FRQQHFWLRQ� WKDW� WKH� VHVVLRQ� XVHV� �7KHUH� LV� D� RQH�WR�RQH� VHVVLRQ�FRQQHFWLRQ
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PDSSLQJ���)RU�WKH�ILUVW�FDOO��WKH�FRQQHFWLRQ�ZLOO�EH�QXOO��DQG�D�QHZ�RQH�ZLOO�EH
FUHDWHG�E\�ELQGLQJ�WR�WKH�VHUYHU�DGGUHVV�

:KHQ� WKH� FRQQHFWLRQ� LV� ILUVW� HVWDEOLVKHG�� $� KDQGVKDNH� LV� XQGHUWDNHQ�
ZKHUHE\�WKH�FOLHQW�VHQGV�DQ�LGHQWLILHU�IRU�WKH�FOLHQW�VHVVLRQ�DQG�DQ�LGHQWLILHU
IRU� WKH�VHUYHU�VHVVLRQ� �RU�null� LI�QRW�NQRZQ���7KH�VHUYHU�UHVSRQGV�ZLWK� WKH
LGHQWLW\� RI� WKH� VHUYHU� VHVVLRQ�� ZKLFK� WKH� FOLHQW� VWRUHV� LQ� WKH� VHVVLRQ� IRU
VXEVHTXHQW�XVH�LI�WKH�FRQQHFWLRQ�LV�ODWHU�EURNHQ�

7KH�FOLHQW�ZULWHV�WKH�UHTXHVW�EXIIHU�WR�WKH�VRFNHW��DORQJ�ZLWK�LWV�OHQJWK��DQG
WKHQ�EORFNV�DWWHPSWLQJ�WR�UHDG�WKH�UHWXUQ�VWDWXV��:KHQ�UHDGLQJ�DQG�ZULWLQJ
WR�D�7&3�VRFNHW��FDUH�PXVW�EH�WDNHQ�WKDW�XQQHFHVVDU\�IOXVKHV�DUH�QRW�FDXVHG�
)RU�WKLV�UHDVRQ��WKH�OHQJWK�RI�WKH�EXIIHU� LV�DGGHG�WR�WKH�EHJLQQLQJ�RI� LW��DQG
WKHQ�WKH�ZKROH�ZULWWHQ�DV�D�EORFN��6LPLODUO\��ZKHQ�UHDGLQJ��DV�IHZ�LQGLYLGXDO
UHDGV�DV�QHFHVVDU\�DUH�PDGH�

:KHQ�WKH�UHSO\�UHWXUQV��WKH�FOLHQW�WKUHDG�XQEORFNV��DQG�UHDGV�D� OHQJWK�DQG
VWDWXV�E\WH��,W�WKHQ�UHDGV�WKH�UHSO\�ZKLFK�ZLOO�EH�WKH�UHWXUQ�YDOXH�RU�DQ�553
HUURU� VWDWXV��ZKLFK� LV� FRQYHUWHG� WR� D�BadCallException��%HIRUH� UHWXUQLQJ
XS�WKH�FOLHQW�VWDFN��D�WLPHU�LV�VHW�WR�WLPHRXW�WKH�7&3�FRQQHFWLRQ�

,I�WKH�7&3�FRQQHFWLRQ�WLPHU�ILUHV��WKH�FRQQHFWLRQ�LV�WRUQ�GRZQ��DQG�D�IXUWKHU
WLPHU�VHW�IRU�WKH�VHVVLRQ�GHVWUXFWLRQ��1RWH�WKDW�QHLWKHU�WLPHU�FDQ�ILUH�ZKLOVW�D
FDOO� LV� EHLQJ� SURFHVVHG� ¥� EHFDXVH� WKH� VHVVLRQ� LWVHOI� LV� ORFNHG�� 7KH� WLPHU
LPSOHPHQWDWLRQ�HQVXUHV�WKLV�E\�GHOD\LQJ�WKH�VLJQDOOLQJ�RI�D� WLPHRXW�XQWLO� LW
FDQ�DFTXLUH�WKH�VHVVLRQ�ORFN���6HH�VHFWLRQ������

 21.5.2 As a Server

$V�D�VHUYHU��WKH�RRPLayer�KDV�D�QXPEHU�RI�OLVWHQHU�WKUHDGV�WKDW�DUH�EORFNHG
ZDLWLQJ� IRU� QHZ� FRQQHFWLRQV��2QO\� RQH� WKUHDG� DFWXDOO\� OLVWHQV��:KHQ�D�QHZ
FRQQHFWLRQ�DUULYHV�� D� VHFRQG� WKUHDG� LV� XQEORFNHG�FUHDWHG� WR�KDQGOH� WKH�QH[W
FRQQHFWLRQ�� DQG� WKH� RULJLQDO� WKUHDG� FDOOV� processClient�� :KHQ� WKLV
XOWLPDWHO\� UHWXUQV�� WKH� WKUHDG� LV� HLWKHU� UHWXUQHG� WR� WKH� OLVWHQHU� SRRO�� RU
GHVWUR\HG�¥�GHSHQGLQJ�RQ�WKH�FRQFXUUHQF\�SDUDPHWHUV�VHW�ZKHQ�WKH�OD\HU�ZDV
LQLWLDOLVHG�

7R�SURFHVV�D�FOLHQW��WKH�VHUYHU�ILUVW�UHDGV�WKH�FOLHQWªV�VHVVLRQ�LGHQWLW\�IURP�WKH
ZLUH��DQG�XVHV�WKLV�LQ�D�FDOO�WR�WKH�6HVVLRQ�0DQDJHU�WR�REWDLQ�WKH�DSSURSULDWH
VHUYHU�VHVVLRQ��,W�LPPHGLDWHO\�VHQGV�D�KDQGVKDNH�WR�WKH�FOLHQW�LQGLFDWLQJ�WKH
PDWFKLQJ� VHUYHU� VHVVLRQ� LG�� 7KLV� H[FKDQJH� RQO\� WDNHV� SODFH� ZKHQ� D� QHZ
FRQQHFWLRQ�LV�PDGH�

7KH� VHUYHU� WKHQ� ORFNV� WKH� VHVVLRQ� VHPL�SHUPDQHQWO\�� DV� LW� ZLOO� EH� WKH� RQO\
WKUHDG�SURFHVVLQJ�UHTXHVWV�RQ�XVLQJ�WKLV�VHVVLRQ��7KH�VHVVLRQ�ZLOO�HYHQWXDOO\
EH�XQORFNHG�ZKHQ�WKH�FRQQHFWLRQ�LV�EURNHQ��7KH�VHUYHU�WKUHDG�VLWV� LQ�D� ORRS
UHDGLQJ�FOLHQW�UHTXHVWV��VHQGLQJ�WKHP�XS�WKH�VWDFN��DQG�WKHQ�ZULWLQJ�UHSOLHV�
&DUH�LV�DJDLQ�WDNHQ�ZLWK�PLQLPLVLQJ�WKH�QXPEHU�RI�IOXVKHV�VHQW�E\�WKH�7&3
V\VWHP��%HIRUH� WKH� ILUVW� UHDG�� WKH� VHUYHU� VHWV� WKH� VRFNHW� UHDG� WLPHRXW� WR� EH
HTXDO� WR� WKH� GHVLUHG� FRQQHFWLRQ� WLPHRXW�� ,I� WKLV� ILUHV�� RU� WKH� FRQQHFWLRQ� LV
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FORVHG� E\� WKH� FOLHQW�� WKH� VHUYHU� VHWV� D� WLPHU� IRU� WKH� VHVVLRQ� GHVWUXFWLRQ�
XQORFNV�WKH�VHVVLRQ��DQG�WKH�SURFHVV&OLHQW�PHWKRG�UHWXUQV�

 21.6 Discussion

7KH�553�SURWRFRO�KDV�EHHQ�GHVLJQHG�DQG�LPSOHPHQWHG�ZLWK�FHUWDLQ�WKUHDGLQJ
FKDUDFWHULVWLFV��2Q� D� VHUYHU�� RQH� WKUHDG� LV� UHTXLUHG� IRU� HDFK� FOLHQW�ZLWK� DQ
RSHQ�FRQQHFWLRQ��7KLV�GHFLVLRQ� LV�SDUWO\�GXH�WR� WKH�QDWXUH�RI�-DYD�WKUHDGV�¥
WKH\�DUH�JHQHUDOO\�FKHDS��DQG�WKHUH�LV�QR�VRFNHW� OHYHO� ©VHOHFWª�FRPPDQG��,W� LV
DOVR�SDUWO\�GXH�WR�WKH�GHVLUH�WR�PLQLPLVH�WKUHDG�VZLWFKLQJ��,Q�553�WKHUH�QHHG
E\� QR� WKUHDG� VZLWFK� GXULQJ� DQ� 53&� RQ� HLWKHU� FOLHQW� RU� VHUYHU�� 7KLV� LV
SDUWLFXODUO\�LPSRUWDQW�DV�LQ�FXUUHQW�-DYD�LPSOHPHQWDWLRQV��WKUHDG�VZLWFKLQJ
LV�YHU\�VORZ��a����PV�RQ�D�3HQWLXP�3UR�����UXQQLQJ�17��

$Q�LPSRUWDQW�IHDWXUH�RI�553�LV�WKDW�RQO\�RQH�UHTXHVW�LV�HYHU�LQ�SURJUHVV�RQ�D
SDUWLFXODU� FRQQHFWLRQ�� 7KLV� UHPRYHV� WKH� QHHG� IRU� ©OLVWHQHUª� WKUHDGV� IRXQG� LQ
,,23� DQG� RWKHU� SURWRFROV�� +RZHYHU� LW� GRHV� PHDQ� WKDW� D� SDWKRORJLFDO
FOLHQW�VHUYHU�SDLU� WKDW�QHVWV�PDQ\�53&�EHWZHHQ�HDFK�RWKHU�ZLOO� OHDG� WR� WKH
FUHDWLRQ�RI�D�ODUJH�QXPEHU�RI�FRQQHFWLRQV��7KLV�LV�FRQVLGHUHG�WR�EH�D�UDUH�FDVH�
DQG�ZLOO�OHDG�WR�LQHIILFLHQF\�UDWKHU�WKDQ�IDLOXUH��DVVXPLQJ�WKHUH�LV�QR�ERXQG
RQ�WKH�QXPEHU�RI�FRQQHFWLRQV�SODFHG�E\�WKH�RSHUDWLQJ�V\VWHP��

$�VLPLODU�DSSURDFK�ZDV�LQGHSHQGHQWO\�GHYHORSHG�LQ�WKH�2PL2UE�V\VWHP��IURP
2OLYHWWL�5HVHDUFK�/DEV� >25/��@�� IRU�XVH� LQ� WKHLU� ,,23�SURWRFRO��:H�UHMHFWHG
WKLV� DSSURDFK� IRU� ,,23� DV� ZH� IHHO� LW� LV� QRW� LQ� WKH� VSLULW� �WKRXJK� DUJXDEO\
ZLWKLQ�WKH�ODZ��RI�WKH�,,23�VWDQGDUG�
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 22 IIOP BINDER

 22.1 Introduction

,,23�LV�DQ�©LQWHURSHUDELOLW\�SURWRFROª�VXSSRUWHG�E\�DOO�&25%$�25%V��)OH[L1HW
VXSSRUWV� ,,23�WR�DOORZ�)OH[L1HW� FOLHQWV� WR�DFFHVV�&25%$�VHUYLFHV�� DQG�YLFH
YHUVD�� $V� ,,23� LV� D� VWDQGDUG� SURWRFRO�� ZH� PD\� QRW� PRGLI\� LW� WR� EHWWHU� ILW
)OH[L1HW��RU�-DYD��FRQFHSWV��,W�WKHUHIRUH�SRVHV�WKH�FKDOOHQJH�RI�VXSSRUWLQJ�D
©IRUHLJQª�SURWRFRO��:H�GR�QRW�DWWHPSW�WR�PDNH�)OH[L1HW�D�&25%$�25%��UDWKHU
ZH� ZLVK� DSSOLFDWLRQV� ZULWWHQ� XVLQJ� )OH[L1HW� WR� LQWHURSHUDWH� ZLWK� &25%$
XVLQJ� )OH[L1HW� FRGLQJ� VW\OH� DQG� FRQFHSWV� DV� PXFK� DV� SRVVLEOH�� :H� PXVW
WKHUHIRUH� WUDQVODWH� EHWZHHQ� )OH[L1HW� FRQFHSWV� VXFK� DV� ,QWHUIDFH�� 1DPH�
2EMHFW�DQG�&25%$�FRQFHSWV�VXFK�DV�2EMHFW��,25�DQG�'DWD�W\SH�

$�VHFRQGDU\�JRDO�RI�WKH�,,23�ELQGHU�ZDV�WR�GHWHUPLQH�KRZ�ZHOO�)OH[L1HW�PHW
LWV� IOH[LELOLW\� JRDO� ZLWK� UHVSHFW� WR� WKLUG� SDUW\� SURWRFROV� WKDW� DUH� EDVHG� RQ
©IRUHLJQª�DVVXPSWLRQV�DQG�FRQFHSWV�

7KH� VWDQGDUGV� XVHG� IRU� WKH� ,,23� ELQGHU� ZRUN� ZHUH� WKH� UHOHYDQW� 20*
VSHFLILFDWLRQV� WKDW� ZHUH� FXUUHQW� DW� WKH� WLPH� RI� GHYHORSPHQW�� >20*��E@�
>20*��D@�� >20*��E@�� >20*��F@�� ,Q� RUGHU� WR� VXSSRUW� WKH� XVH� RI� ,,23� DV� D
DOWHUQDWLYH�SURWRFRO�WR�5(;�RU�553��ZH�QHHG�WR�VXSSRUW�WKH�VHULDOLVDWLRQ�RI�DOO
-DYD� W\SHV�� 7R� GR� WKLV��ZH�PDGH� XVH� RI� WKH� ©2EMHFWV� E\�9DOXHª� DQG� ©-DYD� WR
,'/ª�PDSSLQJ�VSHFLILFDWLRQV��ZKLFK�KDG�QRW� UHDFKHG� WKHLU� ILQDO� IRUPV�DW� WKH
WLPH�RI�LPSOHPHQWDWLRQ�

6RPH� IDPLOLDULW\� ZLWK� ,,23� DQG� WKH� &25%$� VWDQGDUGV� LV� DVVXPHG� RI� WKH
UHDGHUV�RI�WKLV�FKDSWHU�

 22.2 Basic Operation

8SRQ� LQLWLDOLVDWLRQ�� WKH� ,,23� ELQGHU� FUHDWHV� D� VLQJOH� SURWRFRO� VWDFN� WKDW� LV
XVHG�IRU�DOO�LQYRFDWLRQV�¥�ZKHWKHU�FOLHQW�RU�VHUYHU�VLGH��7KLV�LV�LOOXVWUDWHG�LQ
)LJXUH����� ,Q�DGGLWLRQ� WR� WKH� VWDFN�DQG� VWDQGDUG� VKDUHG� UHVRXUFHV�� WKHUH� LV
DOVR�DQ�IDLMapper��ZKLFK�LV�UHVSRQVLEOH�IRU�WKH�PDSSLQJ�EHWZHHQ�-DYD�DQG
&'5�W\SHV��7KLV�LV�GHVFULEHG�LQ�VHFWLRQ��������
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Figure 54 The IIOP Binder Stack

,,23� LV� DFWXDOO\� D� JHQHULF� LQWHURSHUDELOLW\� SURWRFRO� �*,23�� UXQQLQJ� RYHU� D
7&3�,3�WUDQVSRUW��7KH�PDMRULW\�RI�WKH�VWDFN�LV�WKHUHIRUH�*,23�VSHFLILF��ZLWK
RQO\�WKH�WUDQVSRUW�OD\HU�EHLQJ�,,23�VSHFLILF��BinderIIOP� LWVHOI�LV�D�FRQFUHWH
VXEFODVV� RI� BinderGIOP�� DQG� LV� RQO\� UHVSRQVLEOH� IRU� WUDQVSRUW� VSHFLILF
IHDWXUHV��WKH�RWKHU�OD\HUV�EHLQJ�LQLWLDOLVHG�E\�BinderGIOP�

 22.2.1 Name Generation

1DPHV� LQ� *,23� DUH� UHSUHVHQWHG� E\� VWDQGDUG� REMHFWV� FDOOHG� ,25V
�,QWHURSHUDELOLW\� UHIHUHQFHV��� ZKRVH� VWUXFWXUH� LV� GHILQHG� E\� WKH� &25%$
VWDQGDUG�� 7KH\� FRQWDLQ� GHWDLOV� DERXW� WKH� UHIHUHQFHG� REMHFW� DQG� DGGUHVVLQJ
LQIRUPDWLRQ� IRU� FRQQHFWLQJ� WR� WKH� REMHFW� YLD� RQH� RU�PRUH� SRVVLEOH� SURWRFROV�
7KH�LQIRUPDWLRQ�LV�KHOG�LQ�DQ�HQFDSVXODWHG�IRUP��L�H��LW�KDV�EHHQ�FRQYHUWHG�WR
LWV�ZLUH�IRUPDW�DQG�VWRUHG�LQ�D�E\WH�DUUD\��)XUWKHUPRUH��DQ�,25�FDQ�FRQWDLQ
PXOWLSOH�DGGUHVVHV�IRU�D�JLYHQ�REMHFW�

,Q� RUGHU� WR� WUHDW� ,25V� DV� )OH[L1HW� QDPHV�� WKH\� DUH� HQFDSVXODWHG� LQWR
GIOPnames�� ZKLFK� LPSOHPHQW� WKH� VWDQGDUG� )OH[L1HW� QDPH� LQWHUIDFH�
IIOPname�LV�D�VXEFODVV�RI�WKLV�XVHG�IRU�,25V�XVLQJ�WKH�,,23�SURWRFRO�

:KHQ�D�QDPH�LV�SDVVHG�LQ�D�©VWDQGDUGª�)OH[L1HW�SURWRFRO��WKH�QDPH�PD\�EH�DQ
REMHFW� UHSUHVHQWLQJ� WKH� XQLRQ� RI� D� VHW� RI� DOWHUQDWLYH� QDPHV� �W\SLFDOO\
DOWHUQDWLYHV�XVLQJ�GLIIHUHQW�SURWRFROV���7KH�VDPH�IDFLOLW\�LV�SURYLGHG�LQ�,25V
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XVLQJ� WKH� VXSSRUW� SURYLGHG� IRU� DUELWUDU\� H[WHQVLRQV� WKURXJK� 7DJJHG
&RPSRQHQWV�>20*��F@��7KLV�PD\�EH�XVHG�WR�DOORZ�)OH[L1HW�SURFHVVHV�WR�SDVV
,25V�FRQWDLQLQJ�ERWK�,,23�DQG��QRQ�,,23��)OH[L1HW�QDPHV��:KHQ�DQ�,25�LV
GHVHULDOLVHG�E\�)OH[L1HW��QRQ�,,23�)OH[L1HW�QDPHV�DUH�UHVROYHG�LQ�SUHIHUHQFH
WR� ,,23� QDPHV�� 7R� HQJLQHHU� WKLV�� BinderIIOP� PD\� EH� LQLWLDOLVHG� ZLWK� D
UHIHUHQFH�WR�D�VHFRQGDU\�JHQHUDWRU�ZKLFK�LV�XVHG�WR�JHQHUDWH�)OH[L1HW�VSHFLILF
QDPHV��7KLV�LV�W\SLFDOO\�D�UHIHUHQFH�WR�BinderTop��BinderIIOP�GHWHFWV�DQG
KDQGOHV�WKH�VSHFLDO�FDVH�WKDW�LW�LV�FDOOHG�UHFXUVLYHO\�YLD�BinderTop�

7KXV��D�VWDQGDUG�,25�FDQ�EH�H[SRUWHG�IURP�D�)OH[L1HW�V\VWHP�WR�DQ�DUELWUDU\
WKLUG� SDUW\�� ,I� WKDW� ,25� LV� HYHU� LPSRUWHG� EDFN� LQWR� D� )OH[L1HW� V\VWHP�� WKH
)OH[L1HW�VSHFLILF� QDPH� FDQ� EH� H[WUDFWHG� DQG� WKH�SUHIHUUHG� LQWHUQDO� SURWRFRO
FDQ�EH�XVHG�EHWZHHQ�WKH�WZR�)OH[L1HW�V\VWHPV�LQVWHDG�RI�,,23�

 22.2.2 Name Resolution

BinderIIOP� FDQ� UHVROYH� ERWK� IIOPnames� �JHQHUDWHG� DV� GHVFULEHG� DERYH��
DQG�UDZ�,25V��DVVXPLQJ�WKDW�WKH�,25�FRQWDLQV�DQ�,,23�DGGUHVV���6XSSRUW�IRU
UDZ� ,25V� ZDV� DGGHG� WR� FLUFXPYHQW� ZUDSSLQJ� DQG� XQZUDSSLQJ� GXULQJ
GHVHULDOLVDWLRQ��,Q�UHWURVSHFW��WKLV�XJOLQHVV�ZDV�SUREDEO\�XQQHFHVVDU\�

:KHQ� UHVROYLQJ� DQ� ,25� RU� IIOPname�� BinderIIOP� ILUVW� FKHFNV� ZKHWKHU� LW
FRQWDLQV� DQ� HPEHGGHG� )OH[L1HW� QDPH� �DV� GHVFULEHG� DERYH��� ,I� LW� GRHV�� WKDW
QDPH� LV� H[WUDFWHG� DQG� SDVVHG� WR� WKH� VHFRQGDU\� UHVROYHU� WR� EH� UHVROYHG� LQ
ZKDWHYHU�PDQQHU�LW�FKRRVHV��,I�WKLV�LV�QRW�WKH�FDVH��D�QHZ�6WXE�LV�FUHDWHG�DQG
LQLWLDOLVHG�ZLWK�D�UHIHUHQFH�WR�WKH�WRS�RI�WKH�,,23�VWDFN��DQG�WKH�QDPH�EHLQJ
UHVROYHG�

 22.3 IIOP Connection Model

%HIRUH�GHVFULELQJ�WKH�IXQFWLRQ�RI�WKH�,,23�ELQGHU�VWDFN�LQ�GHWDLO�� LW� LV�ZRUWK
SDXVLQJ� WR� FRQVLGHU� WKH� FRPSXWDWLRQDO� PRGHO� RI� ,,23� ZLWK� UHVSHFW� WR
PHVVDJHV� DQG� FRQQHFWLRQV�� 8QIRUWXQDWHO\�� ,,23� LV� D� OLWWOH� FRQIXVHG� LQ� WKLV
UHVSHFW��ZKLFK�PDNHV�IRU�VRPH�©LQWHUHVWLQJª�HQJLQHHULQJ�

7KHUH�DUH�WZR�EDVLF�DSSURDFKHV�WR�53&�KDQGOLQJ��0HVVDJH�EDVHG�DQG�6WUHDP�
EDVHG�� ,Q� D�PHVVDJH�EDVHG�SURWRFRO�� VXFK� DV�5(;� RU�553�� WKH� LQYRFDWLRQ� LV
PDUVKDOOHG� LQWR� D� EXIIHU�� ZKLFK� LV� WKHQ� VHQW� WR� WKH� VHUYHU�� 7KLV� UHDGV� WKH
EXIIHU�DQG�WKHQ�SURFHVVHV�LW��:LWK�D�VWUHDP�EDVHG�DSSURDFK��WKH�FOLHQW�RSHQV
D�FRQQHFWLRQ�DQG� WKHQ�VWDUWV� WR�PDUVKDO� WKH� LQYRFDWLRQ� LQWR� LW��7KLV�PD\�EH
VHQW�WR�WKH�VHUYHU�LV�SDUDOOHO�ZLWK�WKH�PDUVKDOOLQJ��7KLV�UHPRYHV�WKH�QHHG�IRU
WKH�FOLHQW�WR�KROG�WKH�HQWLUH�PDUVKDOOHG�PHVVDJH�LQ�PHPRU\�DW�RQFH��2Q�WKH
VHUYHU��WKH�PHVVDJH�PD\�EH�XQPDUVKDOOHG�LQ�SDUDOOHO�ZLWK�UHDGLQJ�LW�IURP�WKH
FOLHQW�� 7KLV� UHPRYHV� WKH� QHHG� IRU� WKH� VHUYHU� WR� VWRUH� WKH� HQWLUH�PDUVKDOOHG
PHVVDJH�� DQG� DOORZV� IRU� LPSURYHG� SHUIRUPDQFH� LI� WKH� IRXU� DFWLYLWLHV� �FOLHQW
PDUVKDO��FOLHQW�ZULWH��VHUYHU�UHDG��DQG�VHUYHU�XQPDUVKDOO��FDQ�WDNH�SODFH� LQ
SDUDOOHO��,Q�HLWKHU�VFKHPH��PHVVDJH�RU�VWUHDP�EDVHG��WKH�©KLJK�OHYHOª�DSSURDFK
PD\�EH�PDSSHG�WR�D�ORZ�OHYHO�PHVVDJH�RU�FRQQHFWLRQ�EDVHG�WUDQVSRUW�
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,W� LV� DQ� LVVXH� RI� VRPH� FRQWHQWLRQ� DV� WR�ZKHWKHU� WKH� VWUHDP�EDVHG� DSSURDFK
ZDUUDQWV� WKH� H[WUD� FRPSOH[LW\�� 7KH�PHPRU\� XVH� DGYDQWDJH� RQO\� DSSOLHV� WR
YHU\� ODUJH� LQYRFDWLRQV�� DQG� DQ\� SHUIRUPDQFH� JDLQ� PD\� GLVDSSHDU� LI� PDQ\
GLIIHUHQW� LQYRFDWLRQV� WDNH�SODFH� VLPXOWDQHRXVO\� �DV� WKH\� SURYLGH� DOWHUQDWLYH
VFRSH�IRU�SDUDOOHOL]DWLRQ��

,Q�PDQ\�UHVSHFWV�,,23�LV�VWUHDP�EDVHG��KRZHYHU�WKH�VWDQGDUG�LQVLVWV�WKDW�WKH
FOLHQW�LQGLFDWH�WKH�WRWDO�VL]H�RI�D�UHTXHVW��SULRU�WR�VHQGLQJ�LW��7KLV�SUHYHQWV�D
FOLHQW� IURP� VHQGLQJ� D� SDUW�PDUVKDOOHG� UHTXHVW�� DQG� WKH� DGYDQWDJHV� RI� D
VWUHDP�EDVHG�DSSURDFK�RQ�WKH�FOLHQW�DUH�ORVW��2Q�WKH�VHUYHU��D�VWUHDP�EDVHG
DSSURDFK� ZRXOG� VWLOO� EH� DSSURSULDWH�� 8QIRUWXQDWHO\�� LQ� D� ODWHU� UHYLVLRQ� RI
,,23�� WKH� QRWLRQ� RI� ©IUDJPHQWHG� PHVVDJHVª� ZHUH� DGGHG�� WR� DOOHYLDWH� WKH
SUREOHP�RI�WKH�FOLHQW�KDYLQJ�WR�DVVHPEOH�DQ�HQWLUH�UHTXHVW�SULRU�WR�VHQGLQJ�LW�
:KLOVW�WKLV�LV�KHOSIXO�RQ�WKH�FOLHQW��LW�FRPSOLFDWHV�D�VHUYHU�VLGH�VWUHDP�EDVHG
LPSOHPHQWDWLRQ�� EHFDXVH� LW� PXVW� XVH� WKH� ©IUDJPHQW� OHQJWKª� ILHOG� WR� DLG
UHDVVHPEO\�� 7KLV� ©VWURQJO\� HQFRXUDJHVª� WKH� VHUYHU� WR� XVH� D� PHVVDJH�EDVHG
DSSURDFK�� �$� EHWWHU� DSSURDFK�� LQ� WKH� DXWKRUV� RSLQLRQ�� ZRXOG� KDYH� EHHQ� WR
UHPRYH�WKH�OHQJWK�ILHOG�FRPSOHWHO\�¥�DQG�SRVVLEO\�UHSODFH�LW�ZLWK�D�WUDQVSRUW�
VSHFLILF�IUDPLQJ�OD\HU��

,,23��DV�LW�LV�WRGD\��LV�WKHUHIRUH�HIIHFWLYHO\�D�PHVVDJH�EDVHG�SURWRFRO��DV�LW�KDV
WKH� VWDQGDUG� KDOOPDUNV� RI� VL]HG� PHVVDJHV�� IUDJPHQWDWLRQ� DQG� UHDVVHPEO\�
+RZHYHU��DV�D�PHVVDJH�EDVHG�SURWRFRO�LW�KDV�VRPH�IDLOLQJV��7KH�OHQJWK�LWVHOI�LV
EXULHG�ZLWKLQ�WKH�PDUVKDOOHG�GDWD��DQG�LV�QRW�HDV\�WR�UHFRYHU��7KLV�PDNHV�LW
GLIILFXOW� WR� VSOLW�DQ� ,,23�SURWRFRO�VWDFN� LQWR� VWDQGDUG�UHDG�DVVHPEOH�SURFHVV
OD\HUV��,Q�WKH�)OH[L1HW�LPSOHPHQWDWLRQ�RI�WKH�,,23�SURWRFRO�VWDFN��ZH�WRRN�D
PHVVDJH�EDVHG�DSSURDFK��DQG�DFFHSW�VRPH�©NQLWWLQJª�RI�WKH�OD\HUV�DV�UHTXLUHG
WR� LGHQWLI\� WKH� OHQJWK� LQ� D� PHVVDJH� DV� LW� LV� UHDG� IURP� WKH� ZLUH�� 7KLV� ZDV
UHODWLYHO\� VWUDLJKWIRUZDUG� DV� WKH� RWKHU� )OH[L1HW� ELQGHUV� DUH� DOO� PHVVDJH�
EDVHG�� DQG� LW� LV� LQ� NHHSLQJ� ZLWK� WKH� WUHQG� RI� ,,23� GHYHORSPHQW�� ZKLFK
DSSHDUV�WR�IDYRXU�WKLV�DSSURDFK�

 22.4 Client Side Call Processing

,Q� WKLV� VHFWLRQ�� ZH� ZDON� WKURXJK� WKH� SURFHVV� RI� D� FDOO� GRZQ� WKH� VWDFN�� ,Q
VXEVHTXHQW�VHFWLRQV��ZH�FRQVLGHU�KRZ�D�PHVVDJH�LV�UHFHLYHG�RII�WKH�ZLUH��DQG
KRZ�UHTXHVWV�DUH�KDQGOHG�RQ�WKH�VHUYHU�

 22.4.1 Call Layer (ClientCallLayer)

7KH� ,,23�SURWRFRO�XVHV� WKH�VDPH�ClientCallLayer� DV� WKH�*UHHQ�SURWRFRO�
DQG�LW�EHKDYHV�LGHQWLFDOO\��6HH�VHFWLRQ��������

 22.4.2 Serial Layer (GIOPserialLayer)

7KLV�OD\HU�VXEVXPHV�WKH�IXQFWLRQ�RI�ERWK�QDPLQJ�DQG�VHULDOLVDWLRQ��DV�WKH�WZR
DUH�LQWHUWZLQHG�LQ�,,23���,W�REWDLQV�DQ�RXWSXW�EXIIHU�DQG�WKHQ�VHULDOLVHV�WKH
SDUDPHWHUV�RI�D�*,23�5HTXHVW�PHVVDJH��QDPHO\�
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• VHUYLFH� FRQWH[W� GDWD� �D� VWDQGDUG� EORFN� RI� LQIRUPDWLRQ� SURYLGLQJ
HQFRGLQJ�IRUPDW�GHWDLOV�

• PHVVDJH�LG��ZKLFK�GRXEOHV�DV�D�VHVVLRQ�LG�

• D�IODJ�LQGLFDWLQJ�LI�WKH�LQYRFDWLRQ�LV�RQH�ZD\

• WKH�WDUJHW�REMHFW�LG��H[WUDFWHG�IURP�WKH�QDPH�RI�WKH�GHVWLQDWLRQ�REMHFW�

• WKH�PHWKRG�QDPH

• D�FDOOHH�SULQFLSDO�VWULQJ��DOZD\V�D�GHIDXOW�YDOXH�LQ�RXU�LPSOHPHQWDWLRQ�

• PHWKRG�SDUDPHWHUV

• $Q\�FRQWH[W�YDOXHV�SURYLGHG�E\�WKH�,'/�0DSSHU��QRQH�DUH�SURYLGHG�E\
WKH�FXUUHQW�PDSSHUV��

:KHQ� WKH� LQYRFDWLRQ� FRPSOHWHV�� LI� LW� ZDV� QRW� D� RQH� ZD\� FDOO�� WKLV� OD\HU� LV
UHVSRQVLEOH�IRU�GHVHULDOLVLQJ�WKH�UHVXOW��H[FHSWLRQ�RU�QRUPDO��

 22.4.3 RPC Layer (GIOPrpcLayer)

7KLV� OD\HU� GHDOV� ZLWK� DOO� WKH�PHVVDJHV� LQYROYHG� LQ� WKH� *,23� SURWRFRO�� )RU
LQYRFDWLRQV��WKLV�PHDQV�IRUPDWWLQJ�WKH�KHDGHU�RI�WKH�EXIIHU�UHFHLYHG�IURP�WKH
VHULDO�OD\HU�WR�PDNH�LW�D�*,23�5HTXHVW�PHVVDJH�DQG�WKHQ�SDVVLQJ�LW�GRZQ�WR
WKH�VHVVLRQ�OD\HU��,I�D�UHSO\�LV�H[SHFWHG�WR�WKH�UHTXHVW��WKH�FDOOLQJ�WKUHDG�ZLOO
WKHQ� ZDLW� IRU� QRWLILFDWLRQ� WKDW� WKH� UHVSRQVH� KDV� DUULYHG� �RU� WKDW� WKH
FRQQHFWLRQ�KDV�EHHQ�FORVHG��

 22.4.4 Session Layer (GIOPsessionLayer)

7KH� VHVVLRQ� OD\HU� HQVXUHV� WKDW� D� FRQQHFWLRQ� H[LVWV� RYHU� ZKLFK� WR� VHQG� WKH
PHVVDJH��FDFKHV�WKH�LGHQWLILHU�RI�WKH�FRQQHFWLRQ�DQG�WKHQ�SDVVHV�WKH�PHVVDJH
WR�WKH�7&3�OD\HU�WR�VHQG�WR�WKH�UHPRWH�KRVW��,W�WKHQ�UHWXUQV�WR�WKH�53&�OD\HU�
ZKLFK�ZLOO�ZDLW�LI�D�UHVSRQVH�LV�H[SHFWHG�

 22.4.5 TCP Layer (IIOPtcpLayer)

7KLV�VLPSO\�VHQGV�WKH�UHTXHVW�RQ�WKH�JLYHQ�FRQQHFWLRQ��DQG�WKHQ�UHWXUQV��7KH
VWDFN�UDSLGO\�XQZLQGV�EDFN�WR�WKH�53&�OD\HU�

 22.5 Receipt of a message

0HVVDJHV�DUH�UHFHLYHG�RII�WKH�ZLUH�V\PPHWULFDOO\�RQ�FOLHQW�RU�VHUYHU��,W�LV�RQO\
DW�WKH�53&�OD\HU�WKDW�WKHLU�W\SH�LV�H[DPLQHG�DQG�DSSURSULDWH�DFWLRQ�WDNHQ��,Q
WKLV�VHFWLRQ�ZH�ZDON�WKURXJK�WKH�SURJUHVV�DQ�LQFRPLQJ�PHVVDJH�PDNHV�
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 22.5.1 TCP Layer

0HVVDJHV�DUH�UHFHLYHG�RII�WKH�ZLUH�LQ�WKH�IIOPtcpLayer��7KH�OD\HU�FRQWDLQV
D� SRRO� RI� WKUHDGV� ZDLWLQJ� WR� OLVWHQ� IRU� LQFRPLQJ� PHVVDJHV�� EXW� RQO\� RQH
DFWXDOO\� OLVWHQLQJ�DW�D� WLPH��:KHQ� WKLV� WKUHDG� UHFHLYHV� D�PHVVDJH�� LW� VWRUHV
WKH� E\WHV� LQWR� DQ� ,QSXW� %XIIHU� DQG� SDVVHV� LW� XS� WR� WKH� QH[W� OD\HU�� %HIRUH
SDVVLQJ� WKH� PHVVDJH� XS� WKH� VWDFN�� LW� XQEORFNV� RU� FUHDWHV� D� QHZ� OLVWHQHU
WKUHDG�

TcpLayer�LV�D�JHQHUDO�SXUSRVH�WUDQVSRUW�OD\HU�IRU�7&3�EDVHG�SURWRFROV�ZKLFK
PXOWLSOH[�PDQ\�PHVVDJHV�RYHU�D�VLQJOH�FRQQHFWLRQ��,Q�VXFK�SURWRFROV��LW�PXVW
EH�SRVVLEOH� WR�UHDG�RQH�PHVVDJH�� DQG� WKHQ�VLPXOWDQHRXVO\�SURFHVV� WKLV�� DQG
UHDG� WKH� QH[W�PHVVDJH�� IIOPtcpLayer� LV� D� WKLQ� YHQHHU� RYHU� WKH� VWDQGDUG
TCPLayer�� WR� GHDO� ZLWK� WKH� SUREOHPV� RI� H[WUDFWLQJ� WKH� OHQJWK� IURP� ,,23
PHVVDJHV�

 22.5.2 GIOPsessionLayer

:KHQ�DQ�LQFRPLQJ�PHVVDJH�UHDFKHV�WKH�GIOPsessionLayer��LW�LV�DVVRFLDWHG
ZLWK� WKH� DSSURSULDWH� VHVVLRQ�� 7KH� *,23� SURWRFRO� GRHV� QRW� LQFRUSRUDWH� WKH
FRQFHSW�RI�VHVVLRQV��EXW�ZH�VLPXODWH�WKHP�DV�WKH\�DUH�XVHIXO�DEVWUDFWLRQ�ZKHQ
GHVLJQLQJ�DQG�UHILQLQJ�D�ELQGHU��7R�LPSOHPHQW�VHVVLRQV�LQ�*,23��ZH�XVH�WKH
PHVVDJH� LG� ILHOG� ZLWKLQ� UHTXHVW�UHVSRQVH� PHVVDJH� SDLUV�� 6R�� LI� D� UHVSRQVH
PHVVDJH� LV� UHFHLYHG�� LWV� LG� LV� XVHG� WR� ILQG� WKH� VHVVLRQ� DVVRFLDWHG� ZLWK� WKH
SUHYLRXVO\� VHQW� UHTXHVW� PHVVDJH�� ,Q� RWKHU� FDVHV�� HLWKHU� WKH� ODVW� VHVVLRQ
DVVRFLDWHG�ZLWK�WKH�VRXUFH�HQGSRLQW�LV�XVHG��RU�LI�WKHUH�LV�QRQH��D�QHZ�RQH�LV
DOORFDWHG��+DYLQJ�IRXQG�DQ�DSSURSULDWH�VHVVLRQ��WKH�PHVVDJH�LV�WKHQ�SDVVHG�WR
WKH�53&�OD\HU�IRU�LQWHUSUHWDWLRQ�

 22.5.3 GIOPrpcLayer

7KH� *,23� SURWRFRO� FRQWDLQV� D� QXPEHU� RI� PHVVDJHV� LQ� DGGLWLRQ� WR� WKH� SDLU
XVHG� WR�HQFRGH�DQ�53&�UHTXHVW�DQG� UHVSRQVH��7KH�53&� OD\HU� LV� UHVSRQVLEOH
IRU� KDQGOLQJ� DOO� RI� WKHVH�� ZKLFK� LQFOXGH� VXFK� WKLQJV� DV� FKHFNV� IRU� REMHFW
H[LVWHQFH�� FRQQHFWLRQ� WHUPLQDWLRQ�� DQG� IUDJPHQWDWLRQ� RI� ODUJH� PHVVDJHV�� ,I
WKH�PHVVDJH�LV�D�UHVSRQVH�WR�D�SUHYLRXV�53&�UHTXHVW��WKHQ�FRQWURO�LV�KDQGHG
RYHU� WR� WKH�ZDLWLQJ� UHTXHVW� WKUHDG�YLD�D� WKUHDG� UHQGH]YRXV�� DQG�SURFHVVLQJ
FRQWLQXHV� DV� GHVFULEHG� DERYH�� ,Q� WKH� FDVH� RI� D� SURWRFRO� HUURU� RU� FORVHG
FRQQHFWLRQ�� DQ\� ZDLWLQJ� WKUHDG� LV� ZRNHQ� XS� DQG� LQIRUPHG� RI� WKH� SUREOHP�
5HTXHVWV� DUH� SDVVHG� VWUDLJKW� XS� WR� WKH� 53&� OD\HU� ZLWK� WKH� DFWLYH� WKUHDG
UHWDLQLQJ� FRQWURO�� 2Q� UHWXUQ�� DQ\� UHVXOW� EXIIHU� LV� IRUPDWWHG� DV� D� 5HVSRQVH
PHVVDJH�DQG�UHWXUQHG�WR�WKH�RULJLQDWRU�

 22.5.4 GIOPserialLayer

$� UHTXHVW� LV� GHDOW� ZLWK� E\� GHVHULDOLVLQJ� WKH� UHFHLYHG� EXIIHU� FRQWHQWV� DQG
FRQVWUXFWLQJ� DQ� ,QYRFDWLRQ� REMHFW�� ZKLFK� LV� KDQGHG� WR� WKH� &DOO� OD\HU�� 7KH
EXIIHU�LV�UHWXUQHG�WR�WKH�SRRO�DW�WKLV�SRLQW�
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2Q�UHWXUQ�IURP�WKH�&DOO�OD\HU��LI�WKH�UHTXHVW�ZDV�QRW�D�RQH�ZD\�UHTXHVW��WKH
UHVXOWV�RI�WKH�LQYRFDWLRQ�DUH�VHULDOLVHG�LQWR�D�QHZO\�DOORFDWHG�EXIIHU�DQG�VHQW
GRZQ�WR�WKH�53&�OD\HU�

 22.5.5 Call Layer

7KLV�LV�WKH�WRS�OD\HU�RI�WKH�VHUYHU�VLGH�VWDFN�DQG�ZRUNV�LGHQWLFDOO\�XQGHU�,,23
DV�IRU�RWKHU�SURWRFROV�VXFK�DV�*UHHQ�RU�0DJHQWD�

 22.6 Implementation Issues

,,23� LV� QRW� D� QDWLYH� )OH[L1HW�� QRU� HYHQ� -DYD�� SURWRFRO�� ,Q� DGGLWLRQ� LW� LV
©FRPPLWWHH� GHVLJQHGª� ZKLFK� KDV� OHDG� WR� D� QXPEHU� RI� LQFRQVLVWHQFLHV� DQG
GLIILFXOWLHV�

 22.6.1 IDL/Java mapping

$� VWDQGDUG� )OH[L1HW� VHULDOLVHU� LV� UHVSRQVLEOH� IURP� FRQYHUWLQJ� DQ� DUELWUDU\
REMHFW�JUDSK�LQWR�D�VHTXHQFH�RI�SULPLWLYH�-DYD�W\SHV��ZKLFK�DUH�WKHQ�ZULWWHQ
WR�DQ�RXWSXW�EXIIHU�ZKLFK�KDQGOHV�WKH�PDSSLQJ�RI�SULPLWLYH�W\SHV�RQWR�E\WHV�

:LWK�,,23��SULPLWLYH�W\SHV�DUH�&'5�W\SHV��7KHVH�KDYH�D�GLIIHUHQW�IRUPDW�DQG
UDQJH�IURP�WKHLU�-DYD�HTXLYDOHQWV��DQG�LQ�SDUWLFXODU�WKH�PDSSLQJ�LV�QRW�RQH�
WR�RQH��)RU�H[DPSOH��D�-DYD�6WULQJ�LV�XVHG�WR�UHSUHVHQW�ERWK�QDUURZ�DQG�ZLGH
&'5�VWULQJV��7R�FRPSOLFDWH�PDWWHUV��WKH�PDSSLQJ� IURP�-DYD�FODVVHV� WR�&'5
W\SHV� LV� QRQ�WULYLDO�� DQG� WKHUH�PD\� EH�PDQ\� GLIIHUHQW�PDSSLQJV�� 7KHVH� DUH
GHVFULEHG�LQ�WKH�UHOHYDQW�VSHFLILFDWLRQV�IRU�,'/�WR�-DYD�PDSSLQJ�>20*��E@�
-DYD�WR�,'/�PDSSLQJ�>20*��E@��DQG�REMHFWV�E\�YDOXH�>20*��D@�

6WDQGDUG� LPSOHPHQWDWLRQV� RI� -DYD�EDVHG� 25%V� VROYH� WKLV� SUREOHP� E\
FRPSLOLQJ�,'/�LQWR�VWXEV�WKDW�FRQWDLQ�KDUG�FRGHG�URXWLQHV�WR�FRUUHFWO\�HQFRGH
DQG� GHFRGH� WKH� YDOXHV�� )OH[L1HW� KRZHYHU� ZDV� GHVLJQHG� WR� GR� ZLWKRXW� SUH�
FRPSLOHG�VWXEV�E\�PDNLQJ�XVH�RI�WKH�UHIOHFWLYH�FDSDELOLWLHV�RI�-DYD�WR�REWDLQ
WKH�QHFHVVDU\�LQIRUPDWLRQ�DERXW�GDWD�W\SHV��:H�GLG�QRW�ZDQW�WR�VDFULILFH�WKH
IOH[LELOLW\�DQG�HDVH�RI�XVH�WKDW�WKLV�DSSURDFK�RIIHUV�

7KH� SUREOHP� ZDV� VROYHG� E\� GHILQLQJ� ,'/� PDSSLQJ� REMHFWV� ZKLFK� WKH� ,,23
VWDFN�FRQVXOWV�WR�GHWHUPLQH�WKH�FRUUHFW�PDSSLQJ�EHWZHHQ�-DYD�DQG�&'5�GDWD
W\SHV��$�GHIDXOW�PDSSHU�LV�DVVRFLDWHG�ZLWK�WKH�VWDFN�RQ�FUHDWLRQ��EXW�FDQ�EH
RYHUULGGHQ�GXULQJ�QDPH�UHVROXWLRQ�RQ�D�SHU�QDPH�EDVLV��7KH�PDSSHU�REMHFWV
LPSOHPHQW� WKH� IDLmapper� LQWHUIDFH�� EHKLQG� ZKLFK� WKH\� FDQ� SURYLGH� DQ\
SROLF\�WKH\�FKRRVH�IRU�PDSSLQJ�EHWZHHQ�W\SHV�

7ZR�LPSOHPHQWDWLRQV�RI�PDSSHUV�DUH�SURYLGHG�ZLWK�WKH�)OH[L1HW�GLVWULEXWLRQ�

IDLmapperBasic
7KLV� LPSOHPHQWV� D� EDVLF� PDSSLQJ� WKDW� FRQIRUPV� WR� WKH� ,'/� WR
-DYD� PDSSLQJ� >20*��E@� DQG� LV� VXIILFLHQW� IRU� HQFRGLQJ� DOO
VWDQGDUG�&25%$�GDWD�VWUXFWXUHV
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IDLmapperObjByValue
7KLV� LPSOHPHQWV� D�PDSSLQJ�ZKLFK� FRQIRUPV� WR� WKH� -DYD� WR� ,'/
>20*��E@� DQG� 2EMHFWV� E\� 9DOXH� >20*��D@� VSHFLILFDWLRQV�� 7KLV
DOORZV� DOO� -DYD� REMHFWV� WR� EH� VHULDOLVHG�� DQG� DOORZV� WKH� ,,23
%LQGHU�WR�EH�XVHG�DV�D�VWDQGDUG�)OH[L1HW�ELQGHU�

7KHVH� WZR� LPSOHPHQWDWLRQV� XVH� ©HGXFDWHG� JXHVVZRUNª� WR� GHWHUPLQH� ZKLFK
PDSSLQJ�LV� LQWHQGHG��7KRXJK�WKLV�ZRUNV�ZHOO��FOHDUO\� LW�ZLOO� IDLO� LI� WKH�VDPH
-DYD�W\SH�LV�PDSSHG�WR�WZR�GLIIHUHQW�&'5�W\SHV�ZLWKLQ�D�VLQJOH�LQWHUIDFH��H�J�
LI� DQ� LQWHUIDFH� FRQWDLQV� ERWK� ©ZLGHª� DQG� ©QDUURZª� VWULQJV�� 8OWLPDWHO\�
JXDUDQWHHG�FRUUHFW�HQFRGLQJ�DQG�GHFRGLQJ�RI�PHWKRG�FDOOV�RQ�DQ�LQWHUIDFH�FDQ
RQO\� EH� GRQH� WKURXJK� UHIHUHQFH� WR� WKH� ,'/� GHILQLWLRQ� RI� WKH� LQWHUIDFH�
$OWKRXJK�QRW�SURYLGHG�ZLWK�)OH[L1HW�DW�SUHVHQW��DQ�,'/�PDSSHU�FODVV�FRXOG
EH� GHYHORSHG� WKDW� UHDG� LQIRUPDWLRQ� IURP� DQ� LQWHUIDFH� UHSRVLWRU\� WR� SURYLGH
IXOO\�FRUUHFW�HQFRGLQJ�DQG�GHFRGLQJ�

 22.6.2 Method types

$�UHODWHG�LVVXH�LV�WKDW�RI�PHWKRG�LQIRUPDWLRQ�WKDW�LV�RQO\�DYDLODEOH�IURP�WKH
,'/� GHILQLWLRQV�� H�J�� ZKHWKHU� RU� QRW� WKH� PHWKRG� LV� RQH�ZD\�� DQG� ZKHWKHU
SDUDPHWHUV� DUH�in��out� RU�inout�� $V�ZLWK� W\SH�PDSSLQJ�� WKH� ,'/�PDSSHU
FODVV�SURYLGHV�WKH�DQVZHUV� WR� WKHVH� FKRLFHV��DQG� WKH�PDSSHUV�SURYLGHG�ZLWK
WKH� GLVWULEXWLRQ� XVH� HGXFDWHG� JXHVVZRUN� WR� DYRLG� UHOLDQFH� RQ� ,'/�� 7KH\
DVVXPH�WKDW�WKHUH�DUH�QR�RQH�ZD\�PHWKRGV��Out�DQG�inout�SDUDPHWHUV�FDQ
EH� GLVWLQJXLVKHG� IURP� in� SDUDPHWHUV� DV� WKH\� DUH� UHSUHVHQWHG� E\� VSHFLDO
+ROGHU� FODVVHV�� ,I� WKH� KROGHU� REMHFW
V� YDOXH� LV� QXOO� RQ� WKH� ILUVW� FDOO� WR� WKH
PHWKRG��LW�LV�DVVXPHG�WR�EH�DQ�out�SDUDPHWHU�HOVH�LW�LV�WDNHQ�WR�EH�DQ�inout�
$Q�,'/�PDSSHU�REMHFW�WKDW�PDGH�XVH�RI�,'/�FRPSLOHU�JHQHUDWHG�LQIRUPDWLRQ
FRXOG�EH�ZULWWHQ�WR�SURYLGH�JXDUDQWHHG�FRUUHFW�DQVZHUV�

 22.6.3 Serialisation

7KHUH�DUH� WKUHH�VWDJHV�WR�VHULDOLVLQJ�D�-DYD� LQYRFDWLRQ�DV�D�*,23�PHVVDJH�
HDFK�RI�WKHVH�VWDJHV�LV�KDQGOHG�E\�D�GLVWLQFW�FODVV�

• 2Q� VHULDOLVDWLRQ�� WKH� IDLmapper� GHWHUPLQHV� WKH� HTXLYDOHQW� ,'/
VLJQDWXUH�IRU�D�-DYD�PHWKRG�

• 7KH� SDUDPHWHUV� RI� WKDW�PHWKRG� DUH� WKHQ� VHULDOLVHG� E\� DQ� LQVWDQFH� RI
WKH�CDRSerializer�FODVV��WKLV�GHFRPSRVHV�FRPSOH[�,'/�W\SHV�LQWR�WKH
IXQGDPHQWDO� W\SHV� VXSSRUWHG� E\� WKH� &25%$� 'DWD� 5HSUHVHQWDWLRQ
�&'5��DQG�ZULWHV�LQVWDQFHV�RI�WKRVH�W\SHV�LQWR�D�CDROutputBuffer�

• 7KH�CDROutputBuffer�KDQGOHV�WKH�PDSSLQJ�RI�&'5�W\SHV�LQWR�D�E\WH
UHSUHVHQWDWLRQ�ZLWKLQ� WKH� EXIIHU�� LQFOXGLQJ� UHFRUGLQJ� D� E\WH� RUGHULQJ
IODJ�

&RQYHUVHO\��RQ�GHVHULDOLVDWLRQ�� WKH�CDRInputBuffer� UHFHLYHV�WKH�UDZ�E\WHV
IURP�WKH�ZLUH�DQG�KDQGOHV�E\WH�RUGHULQJ�WUDQVSDUHQWO\� WR� LQWHUSUHW� WKHP�DV
&'5� GDWD� W\SHV�� $� CDRDeSerializer� WKHQ� FRQVWUXFWV� WKHVH� W\SHV� LQWR
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LQVWDQFHV�RI�FRPSRXQG�,'/�W\SHV�DQG�WKHQ�WKHVH�DUH�PDSSHG�WR�-DYD�W\SHV�E\
DQ�IDLmapper�DJDLQ��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����

IDLmapper maps Java
sig to IDL sig

CDRSerializer maps
IDL types to CDR types

CDROutputBuffer maps
CDR types to bytes

byte[]

Java Client

Java Server
CDRInputBuffer maps

bytes to CDR types
CDRDeSerializer maps
CDR types to IDL types

IDLmapper maps IDL
sig to Java sig

Figure 55 Serialisation and Deserialisation of GIOP Messages

 22.6.4 Pass by value

7KH�)OH[L1HW� ,,23� LPSOHPHQWDWLRQ� �RSWLRQDOO\�� VXSSRUWV� ©2EMHFWV� E\�9DOXHª�
7KLV� LV� VWLOO�QRW� DQ� RIILFLDO� SDUW� RI� WKH�&25%$�VSHFLILFDWLRQ��7KH� H[WHQVLRQV
FRYHUHG�LQ�WKH�2EMHFWV�E\�9DOXH�5)3�>20*��D@�ZHUH�XVHG�WR�LPSOHPHQW�WKLV
IHDWXUH�� 7KHVH� H[WHQVLRQV� LQYROYH� PRGLILFDWLRQV� WR� FHUWDLQ� VWDQGDUG� 20*
FODVVHV�VXFK�DV�TCKind�DQG�InputStream��ZKLFK�LQ�WXUQ�PHDQV�WKDW�ZH�KDG
WR� PRGLI\� WKH� &25%$� -DYD� FODVVHV� WKDW� DUH� LQFOXGHG� LQ� -'.����� 7KHVH
PRGLILHG�FODVVHV�DUH�VKLSSHG�DV�SDUW�RI�WKH�)OH[L1HW�GLVWULEXWLRQ��DQG�PXVW�EH
XVHG�LQVWHDG�RI�WKH�VWDQGDUG�-'.����&25%$�FODVVHV�

 22.6.5 Sessions

6HVVLRQV� LQ� )OH[L1HW� DUH� XVHG� WR� KROG� VWDWH� LQIRUPDWLRQ� IRU� DW� OHDVW� WKH
OLIHWLPH�RI�D�UHTXHVW�UHSO\�SDLU�DQG�SRVVLEO\�ORQJHU��2WKHU�)OH[L1HW�SURWRFROV
UHO\�RQ�D�VHVVLRQ�LGHQWLILHU�EHLQJ�VHQW�LQ�D�UHTXHVW�ZKLFK�LV�WKHQ�UHWXUQHG�LQ
WKH�UHSO\�DQG�XVHG�WR�DVVRFLDWH�WKH�FRUUHFW�VHVVLRQ�ZLWK�WKDW�UHSO\��7KH�IRUPDW
RI�WKH�*,23�PHVVDJH�KRZHYHU�LV�GLFWDWHG�WR�XV�E\�WKH�VWDQGDUG��DQG� LW�GRHV
QRW�LQFOXGH�D�VHVVLRQ�LGHQWLILHU�ILHOG�

$� VROXWLRQ� RI� VRUWV� ZDV� HQJLQHHUHG� E\� XVLQJ� WKH� PHVVDJH� LG� ILHOG� WKDW� LV
SUHVHQW� LQ� DOO� RI� WKH� UHTXHVW�UHSO\� SDLU� PHVVDJHV� LQ� *,23� WR� GRXEOH� DV� D
VHVVLRQ�LG��$V�WKH�YDOXH�VHQW� LQ�WKH�UHTXHVW� LV�JXDUDQWHHG�WR�EH�UHWXUQHG�E\
WKH�VHUYHU�LQ�WKH�DVVRFLDWHG�UHSO\��ZH�FDQ�KDSSLO\�XVH�WKLV�YDOXH�WR�VHOHFW�WKH
FRUUHFW�VHVVLRQ�RQ�WKH�FOLHQW�VLGH�ZKHQ�D�UHVSRQVH�LV�UHFHLYHG��6HUYHU�VHVVLRQV
WKRXJK�FDQQRW�EH�PDLQWDLQHG�RYHU�PXOWLSOH�FDOOV�DV�WKHUH�DUH�QR�JXDUDQWHHV
DERXW�WKH�PHVVDJH�LG�VHQW�E\�FOLHQWV��ZKLFK�UHVXOWV� LQ� OHVV�HIILFLHQW�XVDJH�RI
VHVVLRQV�RQ�WKH�VHUYHU�VLGH�WKDQ�LQ�RWKHU�)OH[L1HW�SURWRFROV�
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 22.6.6 Message format

7KH�SURWRFROV�GHVLJQHG�E\�WKH�)OH[L1HW�WHDP�KDYH�IL[HG�VL]H�VHJPHQWV�ZLWKLQ
WKH�PHVVDJH�IRUPDWV�XVHG��ZKLFK�DOORZV�OD\HUV�LQ�WKH�SURWRFRO�VWDFN�WR�HQFRGH
DQG� GHFRGH� WKHLU� UHTXLUHG� LQIRUPDWLRQ� LQ� LVRODWLRQ� IURP� RWKHU� OD\HUV� LQ� WKH
VWDFN��7KLV�LQ�WXUQ�IDFLOLWDWHV�KH�DVVHPEO\�RI�DUELWUDU\�VHWV�RI�OD\HUV�WR�IRUP
SURWRFRO� VWDFNV� WR�PHHW� VSHFLILF� UHTXLUHPHQWV�ZLWKRXW� UHFRXUVH� WR�PRGLI\LQJ
WKH� OD\HUV� WKHPVHOYHV�� ,,23�ZDV� QRW� GHVLJQHG�ZLWK� WKLV� DSSURDFK� LQ�PLQG�
DQG� FRQVHTXHQWO\� WKH� ,,23� PHVVDJH� IRUPDW� FRQWDLQV� PDQ\� LQVWDQFHV� RI
YDULDEOH� OHQJWK� GDWD�� )XUWKHUPRUH�� WKH� WRWDO� OHQJWK� RI� WKH� ,,23�PHVVDJH� LV
QRW�WKH�ILUVW�YDOXH�HQFRGHG�LQ�WKDW�PHVVDJH��DV�LW�LV�IRU�)OH[L1HW�SURWRFROV��

7KLV�PHVVDJH� IRUPDW� KDV� WZR� FRQVHTXHQFHV�� ILUVWO\�� WKH� 7&3� OD\HU� RIIHUV� D
VWUHDP� LQWHUIDFH� XSZDUGV�� GHOHJDWLQJ� WKH� UHVSRQVLELOLW\� WR� ZRUN� RXW� KRZ
PDQ\� E\WHV� WR� UHDG� WR� KLJKHU� OD\HUV�� 7KLV� LV� WR� VXSSRUW� WUXH� ©VWUHDP�EDVHGª
SURWRFROV�� DV� ZHOO� DV� WR� DLG� WKH� PRGXODULW\� RI� WKH� ,,23� LPSOHPHQWDWLRQ�
6HFRQGO\��WKHUH�LV�VRPH�©EOXUULQJª�RI�WKH�OD\HUV��DOWKRXJK�WKLV�KDV�EHHQ�NHSW�WR
D�PLQLPXP��,Q�SDUWLFXODU��WKH�VHVVLRQ�OD\HU�KDV�WR�XQGHUVWDQG�D�OLWWOH�RI�WKH
IRUPDW� RI� WKH� SDUW� RI� WKH� PHVVDJH� KDQGOHG� E\� WKH� 53&� OD\HU� LQ� RUGHU� WR
H[WUDFW�WKH�PHVVDJH�LG�WKDW�LW�XVHV�DV�D�VHVVLRQ�KDQGOH��DQG�WKH�LQSXW�EXIIHU
FODVV� KDV� WR� XQGHUVWDQG� WKH� PHVVDJH� KHDGHU� IRUPDW� LQ� RUGHU� WR� UHDG� WKH
OHQJWK�RI�WKH�PHVVDJH�

 22.6.7 Message Fragmentation

9HUVLRQ� ���� RI� WKH� *,23� SURWRFRO� VXSSRUWV� WKH� IUDJPHQWDWLRQ� RI� ODUJH
PHVVDJHV� LQWR� VPDOOHU� SLHFHV�� 7KH� )OH[L1HW� LPSOHPHQWDWLRQ� RI� WKH� *,23
SURWRFRO� GRHV� QRW� PDNH� XVH� RI� WKLV� IHDWXUH� ZKHQ� VHQGLQJ� PHVVDJHV� LWVHOI�
KRZHYHU� WKH� *,23PHVVDJH/D\HU� XQGHUVWDQGV� IUDJPHQWDWLRQ� DQG� FRUUHFWO\
UHDVVHPEOHV�IUDJPHQWHG�PHVVDJHV�EHIRUH�IXUWKHU�LQWHUSUHWDWLRQ�

 22.6.8 Threading issues

7KH�*,23�VWDQGDUG�VWDWHV�WKDW�WUDIILF�WR�PRUH�WKDQ�RQH�REMHFW�FDQ�SDVV�RYHU
WKH�VDPH�FRQQHFWLRQ�EHWZHHQ� WZR�KRVWV��)XUWKHUPRUH�� LI� WKHUH� LV�PRUH� WKDQ
RQH� UHTXHVW� RXWVWDQGLQJ� RQ� D� FRQQHFWLRQ�� QR� JXDUDQWHH� LV� JLYHQ� WKDW� WKH
UHVSRQVHV�ZLOO�EH�LQ�WKH�VDPH�RUGHU�DV�WKH�UHTXHVWV�

7KHVH�IHDWXUHV�RI� WKH�SURWRFRO�KDYH�WZR�HIIHFWV�RQ�WKH�WKUHDGLQJ�PRGHO�XVHG
E\�WKH�,,23�LPSOHPHQWDWLRQ��)LUVW��RQ�WKH�FOLHQW�VLGH��WKH�WKUHDG�KDQGOLQJ�D
FOLHQW� UHTXHVW� GRHV�QRW�ZDLW� IRU� WKH� UHVSRQVH� �EHFDXVH� WKH� ILUVW� UHVSRQVH� RQ
WKDW� FRQQHFWLRQ� PLJKW� QRW� QHFHVVDULO\� EH� IRU� LW��� ,QVWHDG� LW� ZDLWV� LQ� WKH
PHVVDJH� OD\HU�� DQG� D� GHGLFDWHG� SRRO� RI� UHFHLYHU� WKUHDGV� KDQGOHV� WKH
FRQQHFWLRQ�� 2QFH� WKH� FRUUHFW� WKUHDG� WR� KDQGOH� WKH� UHVSRQVH� LV� LGHQWLILHG�
FRQWURO� LV� KDQGHG� RYHU� YLD� D� UHQGH]YRXV�� 6HFRQGO\�� DV� D� UHTXHVW� FDQ� EH
UHFHLYHG� RQ� D� FRQQHFWLRQ�ZKLOH� DQRWKHU� LV� VWLOO� RXWVWDQGLQJ�� WKH� ,,23� VWDFN
DOZD\V�KDV�D�WKUHDG�OLVWHQLQJ�RQ�WKH�FRQQHFWLRQ��:KHQ�D�PHVVDJH�LV�UHFHLYHG�
D� QHZ� OLVWHQHU� WKUHDG� LV� DOORFDWHG� IURP� D� SRRO� ZKLOH� WKH� SUHYLRXV� OLVWHQHU
KDQGOHV�WKH�PHVVDJH�
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7KLV�DSSURDFK�LV�UHODWLYHO\�FRVWO\��EXW�QHFHVVDU\�WR�VWD\�ZLWKLQ�WKH�ERXQGV�RI
WKH�,,23�VWDQGDUG��$�EHWWHU�DSSURDFK��WR�WKH�GHVLJQ�RI�,,23��ZRXOG�KDYH�EHHQ
WR�DOORZ�WKH�FOLHQW�WR�GLFWDWH�WKH�WHUPV�RI�XVH�RI�HDFK�FRQQHFWLRQ�LW�HVWDEOLVKHG�
7KLV�ZRXOG�DOORZ�FOLHQWV�ZLWK�VXIILFLHQW�UHVRXUFHV�WR�FKRRVH�D�PXFK�VLPSOHU�
DQG�PRUH�HIILFLHQW��PRGHO��IRU�H[DPSOH�WKDW�XVHG�LQ�553��ZKLOVW�DOORZLQJ�WKH
IXOO�IOH[LELOLW\�IRU�FOLHQWV�ZLWK�OLPLWHG�VRFNHW�UHVRXUFHV�
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 23 SSL BINDER (CRIMSON)

 23.1 Introduction

66/� �6HFXUH� 6RFNHW� /D\HU�� LV� D� VHFXULW\� SURWRFRO�� RULJLQDWHG� E\� 1HWVFDSH
&RPPXQLFDWLRQV�&RUSRUDWLRQ��ZKLFK�SURYLGHV�DXWKHQWLFDWLRQ��HQFU\SWLRQ��DQG
LQWHJULW\� FKHFNV�� 7KH� &ULPVRQ� ELQGHU� XVHV� L6D6L/N�� DQ� LPSOHPHQWDWLRQ� RI
66/� YHUVLRQ� �� >,$,.@�� $V� 66/� ZRUNV� ZLWK� 7&3� FRQQHFWLRQV�� WKH� &ULPVRQ
ELQGHU� LV� D� GLUHFW� GHVFHQGDQW� RI� WKH� 0DJHQWD� ELQGHU�� ,Q� IDFW� WKH� GHIDXOW
EHKDYLRXU�RI�WKH�&ULPVRQ�ELQGHU�LV�QRW�WR�XVH�66/�DW�DOO��DQG�EHKDYH�LQ�HYHU\
ZD\�DV�LI�LW�ZHUH�D�0DJHQWD�ELQGHU�

 23.2 Crimson

7KH� SULPDU\� GLVWLQJXLVKLQJ� IHDWXUH� RI� &ULPVRQ� LV� WKDW� LW� XVHV� D
ConfigurableSocketFactory�� ZKLFK� LV� FDSDEOH� RI� FUHDWLQJ� 66/� VRFNHWV
DQG� SODLQ� VRFNHWV�� ZKHUHDV� 0DJHQWD� XVHG� WKH� VWDQGDUG� SocketFactory
ZKLFK� SURGXFHV� SODLQ� VRFNHWV� RQO\�� $V� 66/� LV� KLJKO\� FRQILJXUDEOH�� WKH
FRQILJXUDWLRQ�GDWD� LV� SDVVHG� WR� WKH� VRFNHW� IDFWRU\� DV� DQ� H[WUD� FlexiProps
DUJXPHQW� LQ� WKH� VRFNHW� FUHDWLRQ� PHWKRGV� getSocket� DQG
getServerSocket�� 7KH� &ULPVRQ� ELQGHU� FRQVWUXFWRU� DOVR� WDNHV� D
FlexiProps� FRQILJXUDWLRQ�DUJXPHQW��DQG� LI� WKLV�FRQWDLQV�DQ� §VVO¨�SURSHUW\�
WKHQ�WKLV�ZLOO�EH�XVHG�WR�FRQILJXUH�VRFNHWV�ZKHQ�WKH\�DUH�FUHDWHG�

,I�&ULPVRQ�LV�FRQVWUXFWHG�LQ�WKLV�ZD\��WKH�FRQILJXUDWLRQ�GDWD�LV�SDVVHG�WR�WKH
FRPSRQHQWV�WKDW�XVH�WKH�VRFNHW�IDFWRU\�WR�FUHDWH�VRFNHWV��QDPHO\�WKH�VHVVLRQ
IDFWRU\� �FOLHQW� VLGH�� DQG� WKH� 53&� OD\HU� �VHUYHU� VLGH��� ,I� WKH� &ULPVRQ
FRQILJXUDWLRQ�KDV�QR�§VVO¨�SURSHUW\��WKHQ�&ULPVRQ�DFWV�DV�D�0DJHQWD�ELQGHU�

 23.3 Security Algorithm Selection

7KH�ILUVW�WKLQJ�WKDW�KDSSHQV�ZKHQ�D�FOLHQW�66/�VRFNHW�DWWHPSWV�WR�FRQQHFW�WR
D� VHUYHU� 66/� VRFNHW� LV� DOJRULWKP� QHJRWLDWLRQ�� 7KH� FOLHQW� VHQGV� OLVWV� RI
DOJRULWKP�QDPHV�LGHQWLI\LQJ�SRVVLEOH�FRQILJXUDWLRQV�IRU�D�FRQQHFWLRQ�

7KH� ILUVW� OLVW� VSHFLILHV� FDQGLGDWH� FRPSUHVVLRQ�PHWKRGV�� ,Q� L6D6L/N� WKH� RQO\
RSWLRQ�LV�§QR�FRPSUHVVLRQ¨�
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7KH� VHFRQG� OLVW� VSHFLILHV� VHFXULW\� DOJRULWKPV�� 7KH� FOLHQW� UHTXLUHV� WKDW� WKH
VHUYHU�FKRRVH�RQH�LWHP�IURP�WKH�OLVW��,W�SUHIHUV�WKH�VHUYHU�WR�FKRRVH�DQ�LWHP�DW
WKH�IURQW�RI�WKH�OLVW��,I�WKH�VHUYHU�LV�XQDEOH�RU�XQZLOOLQJ�WR�FRQQHFW�WKH�FOLHQW
XVLQJ� DQ� DOJRULWKP� IURP� WKH� OLVW�� WKHQ� LW� ZLOO� FORVH� WKH� FRQQHFWLRQ�� DQG� DQ
H[FHSWLRQ�ZLOO�EH�UDLVHG�RQ�WKH�FOLHQW�

(DFK� LWHP� RQ� WKH� OLVW� LV� D� VHFXULW\� DOJRULWKP� WULSOH�� 7KLV� LGHQWLILHV� WKUHH
WKLQJV

• D�NH\�H[FKDQJH�DOJRULWKP

• DQ�HQFU\SWLRQ�DOJRULWKP��RU�§QR�HQFU\SWLRQ¨�

• D�PHVVDJH�DXWKHQWLFDWLRQ�FRGH��VLJQDWXUH��DOJRULWKP

7KH� SULPDU\� IXQFWLRQ� RI� 66/� FRQILJXUDWLRQ� LV� VSHFLI\LQJ� ZKLFK� WULSOH� DUH
VXLWDEOH� IRU� D� JLYHQ� FRQQHFWLRQ�� DQG� SURYLGLQJ� VXIILFLHQW� DGGLWLRQDO
LQIRUPDWLRQ�IRU�WKH�VHOHFWHG�DOJRULWKPV��IRU�H[DPSOH�.H\V��&HUWLILFDWHV�HWF��

 23.4 SSL Configuration

7KHUH�DUH�WKUHH�FDWHJRULHV�RI�SURSHUW\�XVHG�WR�FRQILJXUH�WKH�&ULPVRQ�ELQGHU�
7KHVH� UHODWH� WR� DOJRULWKP� VHOHFWLRQ�� FOLHQW�VHUYHU� LGHQWLILFDWLRQ� DQG� WUXVW�
7KH\� ZLOO� EH� GHVFULEHG� LQ� WKH� IROORZLQJ� WKUHH� VHFWLRQV�� ,Q� JHQHUDO�� VRPH
SURSHUWLHV�LQ�HDFK�FDWHJRU\�PXVW�EH�VSHFLILHG�IRU�HDFK�FRQQHFWLRQ��DOWKRXJK�D
SDUWLFXODU�ELQGHU�LQVWDQFH�XVXDOO\�WUHDWV�DOO�FRQQHFWLRQV�LQ�D�XQLIRUP�ZD\�

 23.4.1 Algorithm Selection

7KH�FOLHQW�DQG�VHUYHU�PXVW�ERWK�HQXPHUDWH�ZKLFK�DOJRULWKPV�WKH\�DUH�ZLOOLQJ
WR�XVH�� DQG� JLYH� DQ� RUGHU� RI� SUHIHUHQFH��7ZR� VHWV� RI� SURSHUWLHV� DUH� XVHG� IRU
WKLV�� RQH� IRU� D� VHUYHUªV� VHFXULW\� FRQILJXUDWLRQ�� DQG� RQH� IRU� FOLHQWªV�� 7KH
VWUXFWXUH�RI�WKH�WZR�VHWV�LV�WKH�VDPH�

• client.algorithm_sets
7KLV�JLYHV�D� VLPSOH� HQXPHUDWLRQ�RI� DFFHSWDEOH�DOJRULWKP� WULSOHV��7KH
SURSHUWLHV� VKRXOG� EH� D� OLVW� RI� DOJRULWKP� WULSOHV�� VSHFLILHG� DV� D� VSDFH
FRQFDWHQDWHG�OLVW�RI�VWULQJV�RU�DQ�DUUD\�RI�VWULQJV��(DFK�VWULQJ�VKRXOG
EH�RI�WKH�IRUP�.�&�0��ZKHUH�.�LV�WKH�NH\�H[FKDQJH�DOJRULWKP��&�WKH
HQFU\SWLRQ� DOJRULWKP�� DQG�0� WKH� PHVVDJH� DXWKHQWLFDWLRQ� DOJRULWKP�

(YHU\�DYDLODEOH�DOJRULWKP�WULSOH� OLVWHG� LQ�WKLV�SURSHUW\� LV� LQFOXGHG�DV
DQ� DFFHSWDEOH� DOJRULWKP� WULSOH�� $� FOLHQW�ZLOO� EH�ZLOOLQJ� WR� XVH� DQ\� RI
WKHVH�WULSOHV�WR�WDON�WR�WKH�VHUYHU�

• server.algorithm_sets
$Q�DQDORJRXV�SURSHUW\�IRU�VHUYHUV��$�VHUYHU�ZLOO�EH�ZLOOLQJ�WR�DOORZ�D
FOLHQW�WR�FRQQHFW�XVLQJ�DQ\�RI�WKHVH�WULSOHV�

• client.key_exchange_algorithms
server.key_exchange_algorithms
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• client.cipher_algorithms
server.cipher_algorithms

• client.mac_algorithms
server.mac_algorithms
7KHVH�SURSHUWLHV�SURYLGH�DQ�DOWHUQDWLYH�PHDQV�RI�VSHFLI\LQJ�DFFHSWDEOH
DOJRULWKP� WULSOHV�� 7KH\� PD\� EH� XVHG� LQVWHDG� RI�� RU� DV� ZHOO� DV�� WKH
algorithm_sets�SURSHUWLHV��(DFK�RI�WKHVH�SURSHUWLHV�VKRXOG�EH�D�OLVW
RI�DOJRULWKP�QDPHV��VSHFLILHG�DV�D�VSDFH�FRQFDWHQDWHG�OLVW�RI�VWULQJV�RU
DQ�DUUD\�RI�VWULQJV��1DPHV�WKDW�GR�QRW�FRUUHVSRQG�WR�DOJRULWKPV�RI�WKH
DSSURSULDWH�W\SH�DUH�LJQRUHG�

(YHU\� DYDLODEOH� DOJRULWKP� WULSOH� IRUPHG� E\� FKRRVLQJ� RQH� DOJRULWKP
IURP�HDFK�VHW�LV�FRQVLGHUHG�WR�EH�DQ�DFFHSWDEOH�DOJRULWKP�WULSOH�

• client.algorithm_sets.order
server.algorithm_sets.order

• client.key_exchange_algorithms.order
server.key_exchange_algorithms.order

• client.cipher_algorithms.order
server.cipher_algorithms.order

• client.mac_algorithms.order
server.mac_algorithms.order
7KHVH� SURSHUWLHV� DUH� XVHG� WR� VSHFLILHG� WKH� RUGHU� RI� SUHIHUHQFH� RI� WKH
DOJRULWKP� WULSOHV� GHILQHG� XVLQJ� WKH� SUHFHGLQJ� SURSHUWLHV�� (DFK
SURSHUW\� VKRXOG� EH� D� OLVW� RI� DOJRULWKP� QDPHV�� VSHFLILHG� DV� D� VSDFH
FRQFDWHQDWHG�OLVW�RI�VWULQJV�RU�DQ�DUUD\�RI�VWULQJV�

,I� WZR� WULSOHV� DUH� JLYHQ� D� FRQIOLFWLQJ� RUGHULQJ�XVLQJ� WKHVH� SURSHUWLHV�
WKHQ� WKH� DOJRULWKP� VHWV� SURSHUW\� WDNHV� SUHFHGHQFH�� IROORZHG� E\� NH\
H[FKDQJH��FLSKHU��DQG�PHVVDJH�DXWKHQWLFDWLRQ�FRGH�DOJRULWKPV��LQ�WKDW
RUGHU�

 23.5 Identification

2QFH� WKH� VHUYHU� VRFNHW� KDV� VXFFHVVIXOO\� FKRVHQ� D�PXWXDOO\� DYDLODEOH� FLSKHU
VXLWH�� LW� VHQGV� DQ� 66/� FHUWLILFDWH� WR� WKH� FOLHQW� VRFNHW�� $Q� 66/� FHUWLILFDWH
FRPSULVHV� D� VHTXHQFH� RI� ;���� FHUWLILFDWHV�� 7KH� ILUVW� RI� WKHVH� FRQWDLQV� WKH
VHUYHUªV�SXEOLF�NH\��WKH�VHUYHUV�QDPH��SOXV�VRPH�DGGLWLRQDO�LQIRUPDWLRQ��DQG�D
VLJQDWXUH� JHQHUDWHG� XVLQJ� D� FHUWLILFDWH� DXWKRULW\ªV� SULYDWH� NH\�� 7KH� QH[W
FHUWLILFDWH� LQ� WKH� FKDLQ� VKRXOG� EH� WKH� FHUWLILFDWH� IRU� WKH� VDPH� FHUWLILFDWH
DXWKRULW\�� DQG� FRQWDLQ� WKH� DXWKRULW\ªV� SXEOLF� NH\�� ZKLFK� FDQ� EH� XVHG� WR
YDOLGDWH�WKH�VLJQDWXUH�LQ�WKH�VHUYHUªV�FHUWLILFDWH��6LPLODUO\�WKLV�ILUVW�DXWKRULW\
FHUWLILFDWH� LV� VLJQHG�� 7KH� VLJQDWXUH� RQ� DQ� DXWKRULW\ªV� FHUWLILFDWH� PD\� KDYH
EHHQ� JHQHUDWHG� E\� \HW� DQRWKHU� DXWKRULW\ªV� SULYDWH� NH\�� LQ� ZKLFK� FDVH� WKH
FRUUHVSRQGLQJ�FHUWLILFDWH�VKRXOG�EH�WKH�QH[W�LQ�WKH�FKDLQ��7KH�DOWHUQDWLYH��IRU
WKH� ODVW� LQ� WKH� FKDLQ�� LV� IRU� WKH� FHUWLILFDWH� WR� EH� VHOI� VLJQHG�� VR� WKDW� WKH
VLJQDWXUH�FDQ�EH�FKHFNHG�XVLQJ�WKH�SXEOLF�NH\�IURP�WKH�VDPH�FHUWLILFDWH�
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7KH� SURSHUWLHV� XVHG� WR� VXSSO\� FHUWLILFDWHV� WR� WKH� VHUYHU� DQG� FOLHQW� KDYH
LGHQWLFDO�VWUXFWXUH�

• certificate_directory
5RRW� GLUHFWRU\� IRU� ILOHV� XVHG� IRU� FHUWLILFDWHV� DQG� WHPSRUDU\� 56$� NH\
SDLUV�� 3URSHUWLHV� ZKLFK� FRQWDLQ� ILOH� QDPHV� IRU� WKHVH� W\SHV� RI� VWRUHG
REMHFW� FDQ�EH�JLYHQ�UHODWLYH� WR� WKLV�GLUHFWRU\�� RU� EH� JLYHQ� DV� DEVROXWH
SDWKV�

• client.key_and_certificate.RSA,
server.key_and_certificate.RSA,
client.key_and_certificate.DSA,
server.key_and_certificate.DSA,
client.key_and_certificate.DH,
server.key_and_certificate.DH

:KHQ�VXSSOLHG��WKHVH�SURSHUWLHV�FDQ�EH�HLWKHU�NH\�DQG�FHUWLILFDWH�SDLU
REMHFWV��RU�WKH�QDPHV�RI�ILOHV�ZKHUH�NH\�DQG�FHUWLILFDWH�SDLUV�DUH�VWRUHG�

• client.password.RSA,
server.password.RSA,
client.password.DSA,
server.password.DSA,
client.password.DH,
server.password.DH
7KH�SDVVZRUGV�WR�XVH�WR�GHFU\SW�WKH�SULYDWH�NH\V�RI�NH\�DQG�FHUWLILFDWH
SDLUV�UHDG�IURP�ILOH�

 23.5.1 Trust

7KHVH�SURSHUWLHV�PD\�EH�XVHG�WR�GHILQH�ZKLFK�FOLHQWV�PD\�FRQQHFW�WR�D�VHUYLFH
LQWHUIDFH�� RU� WR� UHVWULFW� WKH� LGHQWLW\� RI� WKH� VHUYLFH� WR� ZKLFK� D� FOLHQW� LV
FRQQHFWLQJ��$V�66/�FHUWLILFDWHV�DUH�LVVXHG�E\�FHUWLILFDWLRQ�DXWKRULWLHV�WKHQ�WKH
DFFHSWDEOH�UHTXLUHG�FHUWLILFDWLRQ�DXWKRULWLHV�PXVW�DOVR�EH�VSHFLILHG�

:KHQ�WKH�66/�FHUWLILFDWH�LV�UHFHLYHG�E\�WKH�FOLHQW��WKHQ�WKH�FRQILJXUDWLRQ�VHW
XS� E\� WKH� &RQILJXUDEOH� 6RFNHW� )DFWRU\�ZLOO� DOZD\V� FKHFN� WKDW� WKH� FKDLQ� RI
;����FHUWLILFDWHV�LV�VLJQHG�DV�SUHYLRXVO\�GHVFULEHG��,Q�DGGLWLRQ��LW�FDQ�DOVR�EH
FRQILJXUHG� WR� FKHFN� WKDW� WKH� FKDLQ� FRQWDLQV� D� FHUWLILFDWH� IRU� D� NQRZQ
FHUWLILFDWH�DXWKRULW\��7KLV�RSWLRQ�LV�FRQWUROOHG�E\�WKH�SURSHUWLHV�

• client.require_trusted_root
$�ERROHDQ�SURSHUW\�

• client.authority_certificates
(LWKHU� D� VWULQJ� FRQWDLQLQJ� ILOH� QDPHV� FRQFDWHQDWHG� ZLWK� VHSDUDWLQJ
VSDFHV��RU�DQ�DUUD\�RI�;����FHUWLILFDWH�REMHFWV�

,Q� DGGLWLRQ�� D� VHUYHU� KDV� WKH� RSWLRQ� RI� UHTXLULQJ� DQ� 66/� FHUWLILFDWH
IURP�WKH�FOLHQW��7KLV�LV�VHW�XS�E\�XVLQJ�WKH�FRQILJXUDWLRQ�SURSHUWLHV�
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• server.require_certificate,
server.require_trusted_root
%RROHDQ�SURSHUWLHV�

• server.authority_certificates
(LWKHU� D� VWULQJ� FRQWDLQLQJ� ILOH� QDPHV� FRQFDWHQDWHG� ZLWK� VHSDUDWLQJ
VSDFHV��RU�DQ�DUUD\�RI�;����FHUWLILFDWH�REMHFWV�

$OO� RI� WKH� FRQILJXUDWLRQ� DQG� LQLWLDOLVDWLRQ� RI� WKH� 66/� FRQQHFWLRQ� KDSSHQV
ZKHQ�VHUYHU�VRFNHWV�DUH�FUHDWHG�DQG�ZKHQ�FOLHQW�VRFNHWV�DUH�FRQQHFWHG��7KHUH
LV�QR�LQWHUDFWLRQ�ZLWK�WKH�FOLHQW�RU�VHUYHU�DSSOLFDWLRQV�

 23.6 Supported Algorithms

7KH�DOJRULWKPV�FXUUHQWO\�VXSSRUWHG�E\�L6D6L/N�DUH�

• .H\�H[FKDQJH
– 56$

– 56$B(;3257

– '+B'66��'LIILH�+HOOPDQ�ZLWK�SXEOLF�NH\�IURP�D�FHUWLILFDWH�VLJQHG
XVLQJ�D�'6$�DXWKRULW\�FHUWLILFDWH��

– '+B'66B(;3257

– '+(B'66� �'LIILH� +HOOPDQ� ZLWK� WHPSRUDU\� NH\V�� '6$� VLJQHG�
XVLQJ�D�'6$�XVHU�FHUWLILFDWH�

– '+(B'66B(;3257

– '+B56$��'LIILH�+HOOPDQ�ZLWK�SXEOLF�NH\�IURP�D�FHUWLILFDWH�VLJQHG
XVLQJ�D�56$�DXWKRULW\�FHUWLILFDWH�

– '+B56$B(;3257

– '+BDQRQ��'LIILH�+HOOPDQ�ZLWK�WHPSRUDU\�NH\V��XQVLJQHG�

– '+BDQRQB(;3257

7KH�H[SRUW�YHUVLRQV�UHVWULFW�WKH�XVH�RI�'+��DQG�56$�NH\V�WR�IHZHU�WKDW
����ELWV�ZKHQ�XVHG�IRU�HQFU\SWLRQ�

,I� DQ� HSKHPHUDO� RU� DQRQ\PRXV� 'LIILH� +HOOPDQ� DOJRULWKP� LV� VHOHFWHG�
WKHQ�WHPSRUDU\�'LIILH�+HOOPDQ�SDUDPHWHUV�DUH�UHTXLUHG�E\�WKH�VHUYHU�
,I� DQ\� RI� WKHVH� DOJRULWKPV� DUH� DYDLODEOH� DIWHU� KDYLQJ� SURFHVVHG� WKH
FLSKHU� VXLWH� SURSHUWLHV� IRU� D� VHUYHU� VRFNHW�� WKHQ� WKH� &RQILJXUDEOH
6RFNHW�)DFWRU\�ZLOO�DXWRPDWLFDOO\�JHQHUDWH�WKH�SDUDPHWHUV�

,I� 56$B(;3257� LV� VHOHFWHG�� RU�56$�ZLWK�18//� HQFU\SWLRQ�� DQG� WKH
VHUYHU� FHUWLILFDWH� FRQWDLQV�D�SXEOLF�NH\� ORQJHU�WKDQ�����ELWV�� WKHQ� WKH
VHUYHU� UHTXLUHV� D� WHPSRUDU\� 56$� NH\� SDLU� WKDW� VDWLVILHV� WKH� OHQJWK
UHVWULFWLRQ��7KLV�KDV�WR�EH�VHW�XVLQJ�WKH�SURSHUWLHV��VHUYHU�RQO\��

• server.temp_key
7KLV�VKRXOG�HLWKHU�EH�WKH�QDPH�RI�D�ILOH�FRQWDLQLQJ�DQ�56$�NH\�SDLU�
RU�DQ�H[SOLFLW�56$�NH\�SDLU�
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• server.temp_password
7KLV�LV�RQO\�UHTXLUHG�LI�server.temp_key�FRQWDLQV�D�ILOH�QDPH�� LQ
ZKLFK�FDVH� LW�VKRXOG�EH� WKH�SDVVZRUG�WR�XVH� WR�GHFU\SW� WKH�SULYDWH
NH\�LQ�WKDW�ILOH�

• (QFU\SWLRQ
– 18//��QR�HQFU\SWLRQ�

– 5&������ELW�NH\�

– 5&��&%&��ZLWK�FLSKHU�EORFN�FKDLQLQJ��VWLOO����ELW�NH\�

– ,'($�&%&��'(6�&%&�����ELW�NH\�

– �'(6�&%&��7ULSOH�'(6�ZLWK�&%&��WZR����ELW�NH\V��

• 0HVVDJH�DXWKHQWLFDWLRQ

– 0'�

– 6+$

1RW� DOO� RI� WKH� FRPELQDWLRQV� DUH� LQFOXGHG� LV� 66/� YHUVLRQ� ��� IRU� H[DPSOH� WKH
RQO\� FRPELQDWLRQ� ZKLFK� LQFOXGHV� ,'($� LV� ZLWK� 56$� DQG� 6+$�� 6HH� WKH
L6D6L/N�GRFXPHQWDWLRQ�IRU�GHWDLOV�

 23.7 Generating Certificates

7KH� -DYD� DSSOLFDWLRQ� CertificateGUI� KDV� EHHQ� ZULWWHQ� WR� SURYLGH� D
UHDVRQDEO\�FRQYHQLHQW�ZD\�RI�SURGXFLQJ�ERWK�DXWKRULW\�DQG�XVHU�FHUWLILFDWHV
IRU�XVH�ZLWK�WKH�&ULPVRQ�ELQGHU��7KH� IROORZLQJ�VHFWLRQV�GHVFULEH�KRZ�WR�XVH
WKH�LQWHUIDFH�WR�JHQHUDWH�WKH�FHUWLILFDWH�ILOHV�IRU�D�66/�FHUWLILFDWH�FRPSULVLQJ�D
FKDLQ�RI�WKUHH�;����FHUWLILFDWHV�

7KH�IROORZLQJ�VHFWLRQV�GHWDLO�WKH�YDULRXV�ZLQGRZV�WKDW�IRUP�WKH�XVHU�LQWHUIDFH
RI�WKH�SURJUDP�

 23.7.1 Main window

7KH�PDLQ�ZLQGRZ��)LJXUH�����LV�GLYLGHG�LQWR�IRXU�GDWD�HQWU\�DUHDV��SOXV�D�URZ
RI�EXWWRQV�DQG�D�VWDWXV�OLQH�

&HUWLILFDWH�'HWDLOV
7KLV�DUHD�FRQWDLQV�WKUHH�FKRLFH�LWHPV��&HUWLILFDWH�W\SH��.H\�W\SH�
DQG�0D[LPXP�NH\�VL]H�

$Q� 66/� FHUWLILFDWH� FRPSULVHV� D� VHTXHQFH� RI� ;���� FHUWLILFDWHV�
VWDUWLQJ�ZLWK�D�XVHU�FHUWLILFDWH��IROORZHG�E\�RQH�RU�PRUH�DXWKRULW\
FHUWLILFDWHV��7KH�FHUWLILFDWH�W\SH�FKRLFH�LV�XVHG�WR�GLVWLQJXLVK�WKHVH
WZR�;����FHUWLILFDWH�UROHV�
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     Certificate Creation Interface
File

Certificate Details
Authority

DSA

1024

Self

DSA

Certificate Details:

Key type:

Max key size:

Sign by:

Using algorithm:

Signature

Name Components

country:

stateOrProvince:

locality:

organization:

organizationalUnit:

commonName:

Validity Period
16 dec 1998

17 dec 1998

Valid from:

Expiry:

New Save Load Exit

Figure 56 CertificateGUI Main Window

7KUHH�NH\�W\SHV�DUH�VXSSRUWHG��'6$��56$��DQG�'+��$V�'+�NH\V
DUH�RQO\�XVHG�IRU�HQFU\SWLRQ��DQG�DXWKRULW\�FHUWLILFDWHV�DUH�XVHG�WR
VLJQ�RWKHU�FHUWLILFDWHV�� LW� LV�QRW�VHQVLEOH�WR�JHQHUDWH�DQ�DXWKRULW\
FHUWLILFDWH� WKDW� KDV� D� '+� NH\� W\SH�� 7KH� SURJUDP� GHWHFWV
QRQVHQVLFDO�FRPELQDWLRQV�ZKHQ�WKH�JHQHUDWLRQ�RI�D�QHZ�FHUWLILFDWH
LV� UHTXHVWHG�� DQG� SRSV� XS� DQ� HUURU� GLDORJ� ZKLFK� GHWDLOV� WKH
SUREOHP�GHWHFWHG�

7ZR�NH\�VL]H�RSWLRQV�DUH�SURYLGHG��7KHVH�DOZD\V�UHODWH�WR�WKH�VL]H
RI� WKH�SXEOLF� NH\� RI� WKH� NH\� SDLU� DQG� DUH� LQFOXGHG� VR� WKDW�XVHUV
FDQ� FRPSO\� ZLWK� OHJLVODWLRQ�� 7KH� DFWXDO� NH\� OHQJWK� LV� UDQGRPO\
FKRVHQ�WR�EH�RI�D�OHQJWK�ZKLFK�GRHV�QRW�H[FHHG�WKH�VWDWHG�VL]H��QRU
EH� VLJQLILFDQWO\� VKRUWHU��7KLV�KDV� WKH� HIIHFW� RI� VWUHQJWKHQLQJ� WKH
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DOJRULWKP�RYHU�IL[HG�NH\�OHQJWK�FKRLFHV�E\�DOORZLQJ�PRUH�SRVVLEOH
NH\V�WR�EH�XVHG�

6LJQDWXUH
7KLV� DUHD� FRQWDLQV� WZR� FKRLFHV�� 7KH� �VLJQ� E\�� FKRLFH� SURYLGHV� D
VHOHFWLRQ�RI�WKH�NQRZQ�SULYDWH�NH\V�ZKLFK�FDQ�EH�XVHG�WR�VLJQ�WKH
QHZ�FHUWLILFDWH��,Q�WKH�FDVH�RI�D�URRW�DXWKRULW\�FHUWLILFDWH�WKLV�FDQ
EH� WKH� SULYDWH� NH\� FRUUHVSRQGLQJ� WR� WKH� SXEOLF� NH\� RQ� WKH
FHUWLILFDWH�LWVHOI��WKLV�LV�OLVWHG�DV��VHOI���DQG�LV�WKH�RQO\�FKRLFH�XQWLO
DQ�DXWKRULW\�FHUWLILFDWH�ILOH�LV�ORDGHG��RU�DQ�DXWKRULW\�FHUWLILFDWH�LV
JHQHUDWHG�

7KH� VHFRQG� FKRLFH� LWHP� LV� IRU� WKH� VLJQDWXUH� DOJRULWKP� WR� XVH�
FRPSULVLQJ�WZR�'6$�EDVHG�DOJRULWKPV�DQG�WKUHH�56$�DOJRULWKPV�
,I� D� '6$� NH\� DQG� DQ� 56$� EDVHG� DOJRULWKP� �RU� YLFH�YHUVD�� DUH
VHOHFWHG�� WKHQ� QR� FHUWLILFDWH� LV� SRVVLEOH�� DJDLQ� GHWHFWHG� ZKHQ
FHUWLILFDWH�JHQHUDWLRQ�LV�UHTXHVWHG�

1DPH�&RPSRQHQWV
7KLV�DUHD�DOORZV�WKH�HQWU\�RI�WKH�PRVW�FRPPRQ�QDPH�FRPSRQHQWV
XVHG�LQ�;����FHUWLILFDWHV��FKRVHQ�IURP�D�YDVW�FROOHFWLRQ�RI�HVRWHULF
SRVVLELOLWLHV�SURYLGHG�E\�WKH�[����VSHFLILFDWLRQ��$W�OHDVW�RQH�RI�WKH
ILHOGV�PXVW�EH�QRQ�HPSW\�WR�DYRLG�DQ�HUURU�GLDORJ�

9DOLGLW\�3HULRG
$OWKRXJK� LW� LV�SRVVLEOH� WR� JHQHUDWH� FHUWLILFDWHV�ZKLFK�H[SLUH�DW� D
GDWH�SULRU�WR�WKHLU��YDOLG�IURP��GDWH��RU�DW�D�GDWH�LQ�WKH�SDVW��WKLV
LV�UHJDUGHG�DV�EHLQJ�DQ�HUURU�

§1HZ¨�%XWWRQ
7KLV� JHQHUDWHV� D� QHZ� NH\� SDLU� DQG� SURGXFHV� D� QHZ� ;���
FHUWLILFDWH�KROGLQJ�WKH�SXEOLF�NH\�RI�WKH�SDLU�ZLWK�VLJQDWXUH��QDPH�
DQG� YDOLGLW\� SHULRG� DV� HQWHUHG� LQWR� WKH� DUHDV� DV� GHWDLOHG� DERYH�
7KH� NH\� JHQHUDWLRQ� FDQ� EH� TXLWH� VORZ�� DQG� ZKLOVW� WKLV� LV� EHLQJ
GRQH� WKH� VWDWXV� OLQH� �EHORZ� WKH� EXWWRQV�� H[SODLQV� WKDW� WKLV� LV
KDSSHQLQJ�� 2QFH� WKH� REMHFWV� KDYH� EHHQ� VXFFHVVIXOO\� FUHDWHG�� DQ
GLDORJ�SRSV�XS�DVNLQJ�IRU�D�VLQJOH�QDPH�WR�XVH�WR�UHIHU�WR�WKHP�E\�
7KLV�LV�XVHG�DV�WKH�EDVH�QDPH�IRU�ILOHV�ZKHQ�WKH\�DUH�VDYHG�

§6DYH¨�%XWWRQ
§/RDG¨�%XWWRQ

7KHVH�RSHQ�WKH�ORDG�RU�VDYH�GLDORJV�UHVSHFWLYHO\��7KHVH�RSHUDWLRQV
DUH�DOVR�DYDLODEOH�IURP�WKH�ILOH�PHQX�

§([LW¨�%XWWRQ
7KLV�H[LWV�WKH�SURJUDP��DIWHU�SURPSWLQJ�IRU�FRQILUPDWLRQ�

 23.7.2 The Save Dialog

7KLV� GLDORJ� FRQWDLQV� D� GLUHFWRU\� DUHD� DW� WKH� WRS��8QGHU� WKLV� LV� D� OLVW� RI� WKH
REMHFWV� WKDW� KDYH� EHHQ� FUHDWHG� EXW� QRW� VDYHG� WR� ILOH�� )RU� HDFK� DXWKRULW\
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FHUWLILFDWH� WKHUH�ZLOO�EH� WZR�HQWULHV�� WKH�[����FHUWLILFDWH�E\� LWVHOI� �IRU�XVH� LQ
FKHFNLQJ� D� FHUWLILFDWH� FKDLQ� IRU� D� WUXVWHG� URRW��� DQG� D� SDLU� FRPSULVLQJ� D
SULYDWH�NH\�DQG�66/�FHUWLILFDWH��IRU�XVH�LQ�VLJQLQJ�FHUWLILFDWHV�LQ�D�VXEVHTXHQW
VHVVLRQ��� $� XVHU� FHUWLILFDWH� MXVW� KDV� WKH� SDLU� RI� WKH� SULYDWH� NH\� DQG� 66/
FHUWLILFDWH�

7KH�6DYH�EXWWRQ�LQLWLDWHV�WKH�VDYLQJ�RI�WKH�VHOHFWHG�LWHP��LI�DQ\��WR�ILOH��:KHQ
D�NH\�DQG�FHUWLILFDWH�REMHFW�LV�VDYHG��WKH�SULYDWH�NH\�FRPSRQHQW�LV�HQFU\SWHG
SULRU�WR�ZULWLQJ�WKH�ILOH��DQG�WR�GR�WKLV�D�SDVVZRUG�HQWU\�GLDORJ�LV�SRSSHG�XS�
7KH�SULYDWH�NH\�HQFU\SWLRQ�GLDORJ�KDV�WZR�WH[W�ILHOGV��IRU�WKH�SDVVZRUG�DQG�LWV
UHSHDW��SOXV�D�FKRLFH�RI�WKH�HQFU\SWLRQ�DOJRULWKP�WR�XVH�

 23.7.3 The Load Dialog

7KH�GLUHFWRU\�DUHD�RI�WKH�/RDG�GLDORJ�LV� LGHQWLFDO�WR�WKDW� LQ�WKH�6DYH�GLDORJ�
8QGHUQHDWK�WKLV�LV�D�OLVW�RI�WKH�ILOHV�ZKLFK�PD\�EH�ORDGHG��7KLV�ZLOO�RQO\�OLVW
WKRVH�ILOHV�ZLWK�QDPHV�RI�WKH�IRUP�name_key_and_cert.der�WKDW�FRQWDLQ�D
NH\� DQG� 66/� FHUWLILFDWH� SDLU�� DQG� ZKHUH� WKH� PDLQ� ;���� FHUWLILFDWH� LV� QRW
FXUUHQWO\�ORDGHG�

7KH� /RDG� EXWWRQ� LQLWLDWHV� WKH� ORDGLQJ� RI� D� NH\� DQG� FHUWLILFDWH� IURP� WKH
VHOHFWHG�ILOH��7KH�SULYDWH�NH\�UHDG�IURP�ILOH�LV�DVVXPHG�WR�EH�HQFU\SWHG��DQG�D
SULYDWH�NH\�GHFU\SWLRQ�GLDORJ�ZLOO�DSSHDU��,I�WKH�FRUUHFW�SDVVZRUG�LV�HQWHUHG�
WKH�NH\�ZLOO�EH�GHFU\SWHG�DQG�WKH�SDLU�ORDGHG�

 23.8 Generating Temporary RSA Key Pairs

$� VHFRQGDU\� SURJUDP�� TempKeyGUI�� LV� SURYLGHG� IRU� JHQHUDWLQJ� WHPSRUDU\
56$�NH\V��7KLV�LV�PXFK�VLPSOHU��7KH�PDLQ�ZLQGRZ�KDV�D�FKRLFH�RI�PD[LPXP
NH\� VL]H�� ZKLFK� ZRXOG� QRUPDOO\� EH� VHOHFWHG� DV� ���� ELWV�� DV� WKLV� LV� WKH
FRPPRQO\� XVHG� PD[LPXP� VL]H� IRU� WHPSRUDU\� 56$� NH\V�� 7KH� 1HZ� EXWWRQ
JHQHUDWHV�D�QHZ�SDLU�RI�NH\V��DQG�WKHQ�SRSV�XS�D�6DYH�GLDORJ��7KLV�GLDORJ�KDV
D� GLUHFWRU\� DUHD� LGHQWLFDO� WR� WKDW� LQ� WKH� FHUWLILFDWH� JHQHUDWLQJ� SURJUDP�
IROORZHG� E\� D� ILOH� QDPH� ILHOG�� D� SDVVZRUG� DQG� SDVVZRUG� UHSHDW� ILHOG� SOXV� D
FKRLFH�RI�DOJRULWKPV�WR�XVH�WR�HQFU\SW�WKH�SULYDWH�NH\�RI�WKH�SDLU�
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 24 RMP BINDER (BLACK)

 24.1 Introduction

%ODFN�VXSSRUWV�UHOLDEOH�PHVVDJH�SDVVLQJ�EHWZHHQ�D�JURXS�RI�PHPEHU�REMHFWV�
0HVVDJHV�DUH�WUDQVPLWWHG�E\�PHWKRGV�ZLWK�IXOO\�W\SHG�DUJXPHQWV�DQG�D�void
UHVXOW��0HVVDJH�PHWKRGV�FDQ�EH�JURXSHG�LQWR�LQWHUIDFHV�MXVW�OLNH�FDOO�PHWKRGV
DQG� D� JURXS�PD\� H[SRUW�PDQ\� LQWHUIDFHV�� %ODFN� LV� FXUUHQWO\� XQILQLVKHG�� ,Q
SDUWLFXODU�LW�UHXVHV�VRPH�FRPSRQHQWV�WKDW�VKRXOG�EH�FXVWRPLVHG�IRU�HIILFLHQF\�

$�JURXS�PHPEHU�LV�ERWK�D�FOLHQW�DQG�D�VHUYHU��$�PHPEHU�VHQGV�D�PHVVDJH�WR
WKH�JURXS�E\�LQYRNLQJ�WKH�FRUUHVSRQGLQJ�PHWKRG�RQ�WKH�)OH[L1HW�VWXE�IRU�LWV
LQWHUIDFH��&RQWURO�LV�UHWXUQHG�WR�WKH�VHQGHU�DV�VRRQ�DV�WKH�PHVVDJH�KDV�EHHQ
WUDQVPLWWHG�DQG�RQO\�D�ORFDO�UXQWLPH�H[FHSWLRQ�PD\�EH�WKURZQ��7KH�SURWRFRO
GHOLYHUV�WKH�PHVVDJH�WR�HDFK�PHPEHU�RI�WKH�JURXS��LQFOXGLQJ�WKH�VHQGHU��DQG
LWV�PHWKRG� LV� WKHQ� H[HFXWHG� E\� HDFK�PHPEHU�� 7KHUH� DUH� QR� UHSO\�PHVVDJHV
�QRW�HYHQ�QXOO�RQHV�RU�H[FHSWLRQV��

7KH�SURWRFRO� WKDW�%ODFN�XVHV�LV�EDVHG�RQ�D�VXEVHW�RI� WKH�§5HOLDEOH�0XOWLFDVW
3URWRFRO¨��503��ZKLFK�LV�GHVFULEHG�LQ�>50@�DQG�ZKLFK�LQ�WXUQ�LV�EDVHG�RQ�WKH
&KDQJ� DQG� 0D[HPFKXN� SURWRFRO� >&0��@�� 7KH� SURWRFRO� FKDUDFWHULVWLFV� DQG
VWDWH�PDFKLQH�DUH�GHVFULEHG�LQ�VHFWLRQ��������

7KH� 503� SURWRFRO� FRQWUROV� WKH� 4R6� �UHOLDELOLW\�� RUGHULQJ� DQG� UHVLOLHQFH�� RI
PHVVDJH�GHOLYHU\��%ODFN�RQO\� LPSOHPHQWV�D�VXEVHW�RI� WKH�503�4R6�RSWLRQV�
503�SURYLGHV� XQUHOLDEOH� DQG� UHOLDEOH� GHOLYHU\��%ODFN� RQO\� SURYLGHV� UHOLDEOH
GHOLYHU\�� 503� SURYLGHV� XQRUGHUHG�� VRXUFH� RUGHUHG�� DQG� WRWDOO\� RUGHUHG
GHOLYHU\�� %ODFN� RQO\� SURYLGHV� WRWDOO\� RUGHUHG� GHOLYHU\�� %RWK� SURYLGH� .
UHVLOLHQW��PDMRULW\� UHVLOLHQW�DQG� WRWDOO\�UHVLOLHQW�GHOLYHU\�� �.�UHVLOLHQW�PHDQV
WKH�PHVVDJH�KDV�EHHQ�DFNQRZOHGJHG�E\�.�QRGHV�EHIRUH�WKH�SURWRFRO�GHOLYHUV�LW
WR�WKH�DSSOLFDWLRQ��

7KH�%ODFN� ELQGHU� DQG�SURWRFRO� VWDFN� DUH� EDVHG� RQ� WKH�*UHHQ� RQHV�� 7KH� WRS
WKUHH� OD\HUV� �Call�� Serial� DQG� Name�� RI� WKH� %ODFN� VWDFN� DUH� WKH� VDPH� DV
WKRVH� XVHG� LQ� *UHHQ�� 7KH� MessageLayer� LV� D� KHDYLO\� FXW� GRZQ� IRUP� RI
RexLayer��ZKLFK� FXWV�RXW�DOO� WKH�� DFNQRZOHGJHPHQWV�� SUREHV�� WLPHRXWV� DQG
UHWUDQVPLVVLRQV��7KLV�LV�EHFDXVH�WKH�ORZHU�OD\HUV�SURYLGH�UHOLDEOH�GHOLYHU\�

7KH�SessionLayer�LV�WKH�VDPH�DV�XVHG�LQ�*UHHQ��7KH�SessionManager�DQG
6HVVLRQ�FRXOG�SUREDEO\�EH�FXW�GRZQ�
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7KH�FragmentationLayer� LV� LQVHUWHG�EHWZHHQ�WKH�MessageLayer� DQG�WKH
SessionLayer��&XUUHQWO\� WKH� IUDJPHQWDWLRQ� OD\HU� IURP�*UHHQ� LV� XVHG�� EXW
WKLV�VXSSRUWV�1$&.V�IRU�UHOLDELOLW\��DQG�WKLV�LV�UHGXQGDQW�ZKHQ�XVHG�RYHU�WKH
503�SURWRFRO�

,Q�D�ZHOO�VWUXFWXUHG�ZRUOG��RexLayer�ZRXOG�EH�D�VXEFODVV�RI�MessageLayer�
DQG� WKH� *UHHQ� FragmentationLayer�� SessionManager� DQG� Session
ZRXOG�EH�VXEFODVVHV�RI�WKH�%ODFN�RQHV�

7KH� 5HOLDEOH� 0XOWLFDVW� 3URWRFRO� LV� LPSOHPHQWHG� LQ� DQ� H[WUD� RmpLayer
LQVHUWHG� EHQHDWK� WKH� SessionLayer�� ,Q� DGGLWLRQ�� UdpLayer� KDV� EHHQ
H[WHQGHG�WR�IRUP�D�MulticastUdpLayer�

 24.2 Basic Operation

8SRQ� LQLWLDOLVDWLRQ�� WKH�%ODFN� ELQGHU� FUHDWHV� D� VLQJOH� SURWRFRO� VWDFN� WKDW� LV
XVHG�IRU�DOO�LQYRFDWLRQV�¥�ZKHWKHU�FOLHQW�RU�VHUYHU�VLGH��7KLV�LV�LOOXVWUDWHG�LQ
)LJXUH����

,Q� DGGLWLRQ� WR� WKH� VWDFN�� WKHUH� DUH� D� VPDOO� QXPEHU� RI� VKDUHG� UHVRXUFHV� ¥
IDFWRULHV�IRU�LQSXW�DQG�RXWSXW�EXIIHUV��DQG�D�6HVVLRQ�)DFWRU\�

$W� WKH� PRPHQW� RQO\� D� VLQJOH� JURXS� FDQ� H[LVW�� :KHQ� PXOWLSOH� JURXSV� DUH
LPSOHPHQWHG�� WKH� RmpLayer� ZLOO� PXOWLSOH[� D� QXPEHU� RI
MulticastUdpLayers�XVLQJ�GDWD�VWUXFWXUHV�VLPLODU�WR�VHVVLRQV�

 24.2.1 Name Generation

$OO�H[SRUWHG�QDPHV�DUH�TrivNames�¥�SDLUV�RI�D�UDPEndpoint�DQG�DQ�LQWHJHU
LQWHUIDFH� ,'�� ,Q� RUGHU� WR� JHQHUDWH� D� QDPH�� WKH� ELQGHU� FDOOV� WKH
TrivNameLayer�WR�JHQHUDWH�DQ�LQWHUIDFH�,'��DQG�WKHQ�SDLUV�WKLV�ZLWK�D�QHZ
UDPEndpoint�FRQWDLQLQJ�WKH�JURXSªV�PXOWLFDVW�,3�DGGUHVV�DQG�8'3�SRUW��

 24.2.2 Name Resolution

7R�UHVROYH�D�QDPH��D�QHZ�6WXE�LV�FUHDWHG��DQG�LQLWLDOLVHG�ZLWK�D�UHIHUHQFH�WR
WKH�WRS�RI�VWDFN��DQG�WKH�QDPH�EHLQJ�UHVROYHG�
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Figure 57 The Black Binder and Protocol Stack

 24.3 Client Side Call Processing

,Q� WKLV� VHFWLRQ� ZH� ZDON� WKURXJK� WKH� SURFHVV� RI� D� FDOO� GRZQ� WKH� VWDFN�� ,Q
VXEVHTXHQW�VHFWLRQV�ZH�FRQVLGHU�KRZ�D�PHVVDJH�LV�UHFHLYHG�RII�WKH�ZLUH��DQG
KRZ�UHTXHVWV�DUH�KDQGOHG�RQ�WKH�VHUYHU�

 24.3.1 Call Layer, Serial Layer, Name Layer

,GHQWLFDO�WR�*UHHQ��VHFWLRQV����������������

 24.3.2 Message Layer

7KLV�OD\HU�LV�UHVSRQVLEOH�IRU�PDQDJLQJ�PHWKRG�LQYRFDWLRQV�RYHU�DV\QFKURQRXV
PHVVDJHV�
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MessageLayer� LV� D� FXW� GRZQ� RexLayer �VHFWLRQ� ��������� %DVLFDOO\�� LW
FRQYHUWV� ,QYRFDWLRQV� LQWR� PHVVDJHV�� $OO� WLPHRXWV�� TXHXHV�� UHWUDQVPLVVLRQV
DQG� SURWRFRO�PHVVDJHV� �$&.V� DQG� 3UREHV�� KDYH� EHHQ� UHPRYHG�� 6HTXHQFLQJ
KDV�EHHQ�OHIW�LQ�IRU�QRZ�DV�D�FKHFN�RQ�WKH�RmpLayer�RUGHULQJ��5HTXHVW�UHSO\
SDLULQJ�KDV�EHHQ� OHIW� LQ� IRU�ZKHQ�QRQ�PHPEHU�FDOO� LQYRFDWLRQV�DUH�DGGHG� WR
WKH�RmpLayer�

0HVVDJH�LQYRFDWLRQV��L�H��ZLWK�D�YRLG�UHVXOW��UHWXUQ�XS�WKH�VWDFN�WR�WKH�FDOOHU
DV�VRRQ�DV�WKH�PHVVDJH�KDV�EHHQ�WUDQVPLWWHG�

 24.3.3 Fragmentation Layer

,GHQWLFDO� WR�*UHHQ� �VHFWLRQ� ��������� EXW� WKH�1$.�SURWRFRO� LV� UHGXQGDQW� DQG
FDQ�EH�UHPRYHG�

 24.3.4 Session Layer

,GHQWLFDO�WR�*UHHQ��VHFWLRQ���������

 24.3.5 Group Layer (RmpLayer)

7KLV�LV�DQ�DGGLWLRQDO�OD\HU�QRW�SUHVHQW�LQ�WKH�*UHHQ�SURWRFRO�

2XWJRLQJ� PHVVDJHV� DUH� W\SHG� DV� ©'DWDª�� VRXUFH� RUGHUHG�� WDJJHG� ZLWK� WKH
VHQGLQJ� KRVWªV� ,3� DGGUHVV�� VHQW� RQ� GRZQ� WKH� VWDFN� DQG� TXHXHG� IRU� SRVVLEOH
UHWUDQVPLVVLRQ�

 24.3.6 UDP Layer (MulticastUdpLayer)

)RU� RXWJRLQJ� PHVVDJHV�� WKH� IXQFWLRQ� LV� LGHQWLFDO� WR� *UHHQ� �VHFWLRQ� ��������
H[FHSW�WKDW�WKH�PHVVDJH�LV�VHQW�WR�D�PXOWLFDVW�DGGUHVV�

 24.4 Receipt of a Message

0HVVDJHV�DUH�UHFHLYHG�RII�WKH�ZLUH�V\PPHWULFDOO\�RQ�FOLHQW�RU�VHUYHU��,W�LV�RQO\
DW� WKH� RmpLayer� WKDW� WKH\� DUH� GHWHUPLQHG� WR� EH� DSSOLFDWLRQ� RU� SURWRFRO
PHVVDJHV��,Q�WKLV�VHFWLRQ�ZH�ZDON�WKURXJK�WKH�SURJUHVV�DQ�LQFRPLQJ�PHVVDJH
PDNHV�

 24.4.1 UDP Layer (MulticastUdpLayer)

,GHQWLFDO�WR�*UHHQ��VHFWLRQ����������H[FHSW�WKDW�WKH�OD\HU�OLVWHQV�RQ�WKH�JURXSªV
PXOWLFDVW� ,3� DGGUHVV� DQG�8'3� SRUW� UDWKHU� WKDQ� WKH� KRVWªV� ,3� DGGUHVV� DQG
SURFHVVªV�8'3�SRUW�
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 24.4.2 Group Layer (RmpLayer)

7KLV�DGGLWLRQDO�OD\HU�LV�D�PDVVLYH�FKDQJH�IURP�*UHHQ��FRPSDUHG�WR�WKLV��HYHU\
RWKHU�FKDQJH�KDV�MXVW�EHHQ�PLQRU�WLQNHULQJ��

7KH� EDVLF� SULQFLSOH� RI� WKH� SURWRFRO� LV�� D� VHQGHU�PXOWLFDVWV� D�PHVVDJH� WR� DOO
PHPEHUV�RI�WKH�JURXS��LQFOXGLQJ�LWVHOI��DQG�LW�LV�SRVLWLYHO\�DFNQRZOHGJHG�E\�D
VLQJOH� PXOWLFDVW� $&.� VHQW� E\� D� GHVLJQDWHG� PHPEHU� NQRZQ� DV� WKH� WRNHQ
KROGHU��)LJXUH������7KH�$&.�LV�DOVR�XVHG�WR�SDVV�WKH�WRNHQ�URXQG�DOO�PHPEHUV
RI� WKH�JURXS� LQ�WXUQ�VR�WKDW�HDFK�PHPEHU�FDQ�RUGHU��GHOLYHU�DQG�GLVFDUG� LWV
PHVVDJHV�ZLWK�WKH�UHTXLUHG�4R6�

ACK

Token Holder

Sender

message

Figure 58 Basic Operation of RMP

%XW� EHFDXVH�8'3�PHVVDJHV�PD\� EH� ORVW�� LWV� D� OLWWOH�PRUH� FRPSOLFDWHG� WKDQ
WKDW�

$�VHQGHU�DGGV�LWV�RZQ�8'3�DGGUHVV�DQG�D�ORFDO�VRXUFH�RUGHU�WR�D�PHVVDJH�DQG
PXOWLFDVWV�LW�WR�DOO�PHPEHUV�RI�WKH�JURXS��$OO��RU�PRVW��RI�WKH�JURXS�PHPEHUV
UHFHLYH�WKH�PHVVDJH�DQG�TXHXH�LW�LQ�WKHLU�KROGLQJ�TXHXH��,I�WKH�WRNHQ�KROGHU
UHFHLYHV�WKH�PHVVDJH�� LW�DVVLJQV�D�WRWDO�RUGHU�WR�WKH�PHVVDJH�DQG�PXOWLFDVWV
DQ�$&.�PHVVDJH�FRQWDLQLQJ�WKH�VHQGHUV�8'3�DGGUHVV��VHQGHU
V�VRXUFH�RUGHU�
JURXS
V�WRWDO�RUGHU�DQG�WKH�QH[W�WRNHQ�KROGHU
V�8'3�DGGUHVV�

7KH�PHVVDJH�VHQGHU�SHULRGLFDOO\�UHWUDQVPLWV�WKH�PHVVDJH�XQWLO�LW�UHFHLYHV�WKH
$&.�IRU�LWV�PHVVDJH��7KH�WRNHQ�KROGHU�SHULRGLFDOO\�UHWUDQVPLWV�WKH�$&.�XQWLO
LW� UHFHLYHV� DQ�$&.�ZLWK�D�KLJKHU� WRWDO� RUGHU� RU� D� ©FRQILUPª�PHVVDJH� IRU� WKH
$&.�

:KHQ�D�PHPEHU�UHFHLYHV�WKH�$&.�IRU�D�PHVVDJH�� LW�SODFHV� LW� LQ� LWV�RUGHULQJ
TXHXH�DORQJ�ZLWK�D�VORW�IRU�WKH�PHVVDJH��,I�LW�ILQGV�WKH�PHVVDJH�LQ�LWV�KROGLQJ
TXHXH�LW�RUGHUV�WKH�PHVVDJH�E\�WUDQVIHUULQJ�LW� IURP�WKH�KROGLQJ�TXHXH�WR�LWV
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VORW�LQ�WKH�RUGHULQJ�TXHXH��RWKHUZLVH�LW�PXOWLFDVWV�D�1$.�UHTXHVWLQJ�D�FRS\�RI
WKH�PLVVLQJ�PHVVDJH�� ,I� D� PHPEHU� VHHV� D� JDS� LQ� WKH� VHTXHQFH� RI� $&.V� LW
PXOWLFDVWV�D�1$.�UHTXHVWLQJ�D�FRS\�RI�WKH�PLVVLQJ�$&.�

$IWHU�D�PHPEHU�KDV�UHFHLYHG�.��� >.�� �JURXS�PHPEHUVKLS@�$&.V�DIWHU� WKH
$&.�IRU�D�PHVVDJH�WKHQ�WKH�PHPEHU�FDQ�GHOLYHU�WKDW�PHVVDJH�XS�WKH�SURWRFRO
VWDFN�IRU�ORFDO�H[HFXWLRQ��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����

Received, but unordered, messages

Queued awaiting more ACKs
(for resilience)

Delivered
Items

66

B,9

ACK

Total Order:

Sender, Source Order:

67

B,9

Data

68

E,22

ACK

69

E,22

Data

70

G,14

ACK

71

G,14

Data

72

E,23

ACK

73

Ordering Queue

Advance over next data message
on receipt of ACK 74
(for K=3 resilience)

Holding Queue

A,6

Data

E,23

Data

A,7

Data

G,15

Data

Moved on receipt of ACK E,23

Sender, Source Order:

Type:

Figure 59 RMP Message Queues

(DFK�PHPEHU�NHHSV�HDFK�PHVVDJH�LQ�LWV�RUGHULQJ�TXHXH�XQWLO�WKH�WRNHQ�KDV
EHHQ�SDVVHG�URXQG�HYHU\�PHPEHU�RI�WKH�JURXS�VLQFH�WKH�PHVVDJH�ZDV�$&.HG�
LW�FDQ�WKHQ�GLVFDUG�LW�

$�PHPEHU�PD\�QRW�DFFHSW�WKH�WRNHQ�XQWLO� LW� LV�LQ�SRVVHVVLRQ�RI�DOO�PHVVDJHV
XS� WR� DQG� LQFOXGLQJ� WKH�PHVVDJH� DFNQRZOHGJHG� E\� WKH� $&.� SDVVLQJ� LW� WKH
WRNHQ��,W�PXVW�VHQG�RXW�D�1$.�IRU�HDFK�PLVVLQJ�PHVVDJH�DQG�ZDLW�XQWLO�LW�KDV
UHFHLYHG�WKHP�DOO�EHIRUH�EHFRPLQJ�WKH�WRNHQ�KROGHU�

,I�D�WRNHQ�KROGHU��RU�PHPEHU�UHWULHYLQJ�PHVVDJHV�SULRU�WR�EHFRPLQJ�WKH�WRNHQ
KROGHU��UHFHLYHV�D�UHWUDQVPLWWHG�$&.�LW�VKRXOG�VHQG�D�FRQILUP�PHVVDJH�WR�WKH
VHQGHU�

1$&.V�DUH�UHSOLHG�WR�ZLWK�D�PXOWLFDVW�RI�WKH�UHTXHVW�PHVVDJH�RU�$&.�E\�WKH
WRNHQ� KROGHU�� EHFDXVH� LW� PXVW� KDYH� REWDLQHG� FRSLHV� RI� DOO� RXWVWDQGLQJ
PHVVDJHV� EHIRUH� DFFHSWLQJ� WKH� WRNHQ�� 7KH\� PD\� DOVR� EH� UHSOLHG� WR� E\� WKH
SUHYLRXV�WRNHQ�KROGHU��LI�LV�VWLOO�ZDLWLQJ�IRU�DQ�$&.�RU�FRQILUP�PHVVDJH�IURP
WKH�QHZ�WRNHQ�KROGHU�

,I�PHVVDJHV�DUH�QRW�VHQW�IDVW�HQRXJK�WR�HQVXUH�WLPHO\�FLUFXODWLRQ�RI�WKH�WRNHQ�
WKHQ� D�QXOO� WRNHQ� LV� WUDQVPLWWHG� URXQG� RQH� FRPSOHWH� FLUFXLW� RQ� D� KHDUWEHDW
WLPH�RXW�
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2UGHUO\�JURXS�PHPEHUVKLS�FKDQJHV�DUH�LQLWLDWHG�E\�-RLQ�DQG�/HDYH�PHVVDJHV
ZKLFK�DUH�UHSOLHG�WR�E\�WKH�WRNHQ�KROGHU�ZLWK�WKH�QHZ�PHPEHUVKLS� OLVW� LQ�D
/LVW� PHVVDJH�� 7KH� /LVW� PHVVDJH� LV� RUGHUHG� LQ� WKH� VDPH� VHTXHQFH� DV� GDWD
PHVVDJHV�VR�WKDW�WKH�PHPEHUVKLS�FKDQJH�WDNHV�SODFH�EHWZHHQ�WKH�VDPH�GDWD
PHVVDJHV�LQ�HDFK�JURXS�PHPEHU�

:KHQ� WKH� WRNHQ� JHWV� ORVW�� D� UHIRUPDWLRQ� SURWRFRO� LV� LQYRNHG� WR� GLVFRYHU� WKH
UHPDLQLQJ� PHPEHUV�� ILQG� WKH� KLJKHVW� WRWDO� RUGHU� DQG� HOHFW� D� QHZ� WRNHQ
KROGHU�

)RU�IXUWKHU�GHWDLOV�RI�WKH�PHPEHUVKLS�DQG�UHIRUPDWLRQ�SURWRFROV�VHH�>503@�

 24.4.3 Session Layer

,GHQWLFDO�WR�*UHHQ��VHFWLRQ���������

 24.4.4 Fragmentation Layer

,GHQWLFDO�WR�*UHHQ��EXW�WKH�1$.�SURWRFRO�LV�UHGXQGDQW�DQG�FDQ�EH�UHPRYHG�

 24.4.5 Message Layer

1R�SURWRFRO�PHVVDJHV�DUH�JHQHUDWHG�RU�UHFHLYHG�E\�WKH�MessageLayer�

0HVVDJHV� DUH� SURFHVVHG� DV� LQ� WKH� RexLayer� H[FHSW� WKDW� H[FHSWLRQV� IURP
PHVVDJH�LQYRFDWLRQV�DUH�GLVFDUGHG�

 24.5 Server Side Call Handing (above RPC)

,GHQWLFDO�WR�*UHHQ��VHFWLRQ�������
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 25 OTHER BINDERS

 25.1 Yellow – REX over TCP

5H[�LV�D�UHOLDEOH�SURWRFRO�GHVLJQHG�WR�UXQ�RYHU�DQ�XQUHOLDEOH�PHVVDJH�SDVVLQJ
V\VWHP� �VXFK�DV�8'3���+RZHYHU�� LW� FDQ� DOVR� EH� UXQ� RYHU�7&3��7KLV�PD\� EH
UHTXLUHG�IRU�PDFKLQHV�ZLWK�QR�8'3�VXSSRUW�¥�RU�IRU�DFFHVV�WR�VHUYLFHV�DFURVV
D� ILUHZDOO�¥�ZKHUH�7&3� LV�D�EHWWHU�VXSSRUWHG�SURWRFRO��7KH�<HOORZ�ELQGHU� LV
LGHQWLFDO� WR� *UHHQ�� H[FHSW� WKDW� LW� XVHV� D� TcpDatagramLayer� LQVWHDG� RI� D
8GS/D\HU�� 7KLV� OD\HU� ©KLGHVª� 7&3� FRQQHFWLRQV� WR� JLYH� D� GDWDJUDP� LQWHUIDFH
VLPLODU�WR�8'3�

<HOORZ�ZDV�FUHDWHG�ERWK�DV�D�WHVW�WR�GHWHUPLQH�KRZ�HDV\�LW�ZDV�WR�FRQVWUXFW�D
QHZ� ELQGHU� RXW� RI� H[LVWLQJ� SLHFHV� �TcpDatagramLayer� EHLQJ� WKH� RQO\� QHZ
SLHFH��DQG�WR�SURYLGH�7&3�VXSSRUW�DW�D�WLPH�ZKHQ�*UHHQ�ZDV�WKH�RQO\�RWKHU
ELQGHU��7KLV�ZDV�D�KDOI�ZD\�SRLQW� LQ� WKH� GHYHORSPHQW� RI� WKH� ILUVW� 66/�EDVH
ELQGHU��5RVH�

<HOORZ�LV�OHVV�HIILFLHQW�WKDQ�0DJHQWD�¥�DV�WKH�SURWRFRO�PDQDJHPHQW��WKH�5H[
/D\HU�� LV� XQDZDUH� RI� WKH� FRQQHFWLRQV�� VR� FDQQRW� PDQDJH� WKHP� HIIHFWLYHO\�
$SDUW� IURP�VSHFLDOLVW� XVH��0DJHQWD� VKRXOG�XVXDOO\� EH�XVHG� LQ�SUHIHUHQFH� WR
<HOORZ�

 25.2 Blue – REX over UDP with Mobility

7KLV�LV�D�5(;�EDVHG�ELQGHU�GHVLJQHG�IRU�XVH�ZLWK�FOXVWHUV�DQG�FDSVXOHV��,W�LV
LPSOHPHQWHG�DV�&OXVWHU�&DSVXOH�ELQGHU�SDLU��,W�LV�GHVFULEHG�LQ�WKH�FRQWH[W�RI
FOXVWHUV�LQ�FKDSWHU����

 25.3 Negotiation Binder

7KLV�ZDV�SDUW�RI�DQ�HDUO\�SLHFH�RI�ZRUN�RQ�QHJRWLDWHG�ELQGHUV� �VR�HDUO\�� WKH
FRORXU�QDPH�FRQYHQWLRQ�KDGQªW�NLFNHG�LQ��
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 25.4 Burgundy – Magenta using Blueprints

7KLV� LV�D�YHUVLRQ�RI�0DJHQWD�WKDW� LV�FRQVWUXFWHG�XVLQJ�WKH�%OXHSULQW�V\VWHP
�FKDSWHU� �����2WKHU� WKDQ� LQLWLDOLVDWLRQ� URXWLQHV�� LWV� VWUXFWXUH� LV� LGHQWLFDO� WR
WKDW�RI�0DJHQWD�

 25.5 Other Binders Created During Development

$�QXPEHU� RI� ELQGHUV�ZHUH� FUHDWHG� WKDW�KDYH� VXEVHTXHQWO\� EHHQ� UHSODFHG� RU
WKDW�KDYH�RWKHUZLVH�EHFRPH�H[WLQFW��$Q�LQFRPSOHWH�OLVW�LV�DV�IROORZV�

• 5RVH�¥�5(;�RYHU�7&3�ZLWK�66/
7KLV� ZDV� FUHDWHG� GXULQJ� HDUO\� 66/� H[SHULPHQWV� ¥� EHIRUH� D� PRUH
VXLWDEOH� 7&3� WUDQVSRUW� ZDV� DYDLODEOH�� ,W� ZDV� UHPRYHG� EHFDXVH
&ULPVRQ��553�ZLWK�66/��LV�D�EHWWHU�DOWHUQDWLYH�

• /HPRQ�¥�5(;�RYHU�7&3�ZLWK�66/�DQG�0RELOLW\
7KH�PRELOLW\�DZDUH� YHUVLRQ� RI� 5RVH�� 7KLV� KDV� OLNHZLVH� EHHQ� UHSODFHG
ZLWK�DQ�553�YHUVLRQ��,Q�DGGLWLRQ��WKH�GHVLJQ�RI�FOXVWHUV�HYROYHG�DIWHU
WKLV�ELQGHU�ZDV�GHVLJQHG��DQG�/HPRQ�ZDV�QHYHU�XSGDWHG�

• 3XUSOH�¥�6DPH�GRPDLQ�SVHXGR�ELQGHU
7KLV� ZDV� D� SLHFH� RI� ELQGHU� ©PDJLFª� WKDW� ZDV� UHTXLUHG� WR� LQ� RUGHU� WR
LQLWLDOLVH� FOXVWHUV�� $IWHU� D� UHHQJLQHHULQJ� RI� WKLV� FOXVWHU� DEVWUDFWLRQ�
WKLV�EHFDPH�REVROHWH�
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 26 OBJECT SERIALISATION

 26.1 Introduction

6HULDOLVDWLRQ�LV�WKH�SURFHVV�RI�FRQYHUWLQJ�D�JUDSK�RI�REMHFWV� LQ�WR�D�VHULDO��RU
E\WH� DUUD\�� IRUP�� 7KLV� LV� JHQHUDOO\� UHTXLUHG� HLWKHU� WR� SDVV� WKH� REMHFWV� WR
DQRWKHU� -90� �IRU� H[DPSOH� LQ� D� UHPRWH� PHWKRG� LQYRFDWLRQ�� RU� WR� VWRUH� WKH
REMHFWV� SHUVLVWHQWO\� WR� GLVF�� 6HULDOLVDWLRQ� LV� VLPLODU� WR� PDUVKDOOLQJ�� 7KH
GLIIHUHQFH� LV� WKDW� VHULDOLVDWLRQ� LV� DQ� REMHFW�RULHQWHG� SURFHVV� ¥� DQG� LQ� HDFK
REMHFW�PD\�EH�D�VXE�FODVV�RI�WKH�FODVV�H[SHFWHG�

 26.2  Serialising Interface References

:KHQ�FRQVLGHULQJ�D�VHULDOLVDWLRQ�V\VWHP�IRU�XVH�LQ�D�PLGGOHZDUH�SODWIRUP��ZH
PXVW�FRQVLGHU�RQH�LPSRUWDQW�VSHFLDO�FDVH��:KHQ�VHULDOLVLQJ�D�JUDSK�RI�REMHFWV�
ZH�PXVW�EH�DEOH�WR�GLVWLQJXLVK�EHWZHHQ�REMHFWV�WR�EH�SDVVHG�DV�GDWD��E\�YDOXH�
DQG�REMHFWV�WKDW�VKRXOG�EH�SDVVHG�E\�UHIHUHQFH�

,Q� )OH[L1HW�� ZH� ZDQWHG� WR� VXSSRUW� WKH� 2'3� DEVWUDFWLRQV� DV� FORVHO\� DV
SRVVLEOH��DQG�VR�WRRN�WKH�GHFLVLRQ�WKDW�UHIHUHQFHV�WR�REMHFWV�VKRXOG�EH�SDVVHG
E\�YDOXH��DQG�UHIHUHQFHV�WR� LQWHUIDFHV�VKRXOG�EH�SDVVHG�E\�UHIHUHQFH��7KLV� LV
LOOXVWUDWHG� LQ�)LJXUH�����7R�GHWHUPLQH� WKH�GLIIHUHQFH�EHWZHHQ�D�UHIHUHQFH� WR
DQ�REMHFW�DQG�D�UHIHUHQFH�WR�DQ� LQWHUIDFH��WKH�FODVV� RI� WKH� UHIHUHQFH�PXVW�EH
H[DPLQHG�

SXEOLF�&ODVV�2
LPSOHPHQWV�$�%
^
�������
`

A

B

Pointer to an
object, pass the
state of the object.

Pointer to an
interface, pass a
reference to the
interface.

Figure 60 Determining Whether to Pass by Reference or Value
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 26.3 Java.io.Serializable

-'.�����VKLSSHG�ZLWK�D�©EXLOW�LQª�DSSURDFK�WR�VHULDOLVDWLRQ��$OWKRXJK�LW�ZRXOG
KDYH� EHHQ� VWUDLJKWIRUZDUG� IRU� )OH[L1HW� WR� XVH� WKLV�� XQIRUWXQDWHO\� LW� ZDV
FRQVLGHUHG�WRR�OLPLWHG��,Q�SDUWLFXODU��WKH�6XQªV�VHULDOLVHU�FDQQRW�EH�H[WHQGHG
WR�GHDO�ZLWK�VSHFLDO�FDVHV�RQ�D�E\�XVH�EDVLV��7KLV�LV�H[DFWO\�ZKDW�ZDV�UHTXLUHG
LQ�)OH[L1HW� WR�VSRW� WKH�GLIIHUHQFH�EHWZHHQ�D� UHIHUHQFH� WR�DQ� LQWHUIDFH�RQ�DQ
REMHFW��DQG�D�UHIHUHQFH�WR�WKH�REMHFW�LWVHOI�

6XQªV� VHULDOLVHU� GRHV� VXSSRUW� H[WHQVLRQ�� EXW� RQO\� RQ� D�SHU� FODVV� EDVLV�� (DFK
FODVV� PD\� SURYLGHG� VSHFLDO� VHULDOLVDWLRQ� PHWKRGV� WR� VHULDOLVH� LW� DQG� LWV
VXEFODVVHV��7KLV�LV�XVHG�LQ�6XQªV�50,�V\VWHP��DQG�LV�ZK\�50,�VHUYHU�REMHFWV
PXVW�H[WHQG�D�VSHFLILF�VXSHUFODVV�

 26.4 FlexiNet Serialisation Approach

5DWKHU�WKDQ�SURGXFLQJ�D�VHULDOLVDWLRQ�V\VWHP�ZKLFK�VSHFLILFDOO\�GLVWLQJXLVKHG
EHWZHHQ�REMHFW�DQG�LQWHUIDFH�UHIHUHQFHV��ZH�GHFLGHG�WR�GHVLJQ�D�VHULDOLVHU�WKDW
FRXOG�GHDO�ZLWK�E\�XVH� VSHFLDO� FDVHV� LQ� JHQHUDO�� 7KH�SHU� FODVV� VSHFLDOLVDWLRQ
SURYLGHG�E\�6XQªV�VHULDOLVHU�LV�D�VSHFLDO�FDVH�RI�WKLV�

(YHU\� WLPH� D� QHZ� XVH� RI� DQ� REMHFW� LV� GHWHFWHG� �L�H�� HYHU\� WLPH� DQ� REMHFW� LV
UHIHUUHG� WR� E\� D� UHIHUHQFH� RI� D� GLIIHUHQW� FODVV��� WKHQ� D� VHULDOLVHU� PHWKRG� LV
LQYRNHG� WR�GHWHUPLQH� LI� WKLV� XVH� VKRXOG� EH� WUHDWHG� DV� D� VSHFLDO� FDVH�� ,Q� WKH
GHIDXOW� VHULDOLVHU� �BasicSerializer�� QR� XVHV� DUH� VSHFLDO�� KRZHYHU� E\
VXEFODVVLQJ�BasicSerializer�ZH�FDQ�SURYLGHG�IRU�GLIIHUHQW�VSHFLDO�FDVHV�

 26.5 Contextual Information

:KHQ� VHULDOLVDWLRQ�� WKHUH� LV� XVXDOO\� D� FRQWH[W� DVVRFLDWLQJ� WKH� VHULDOLVHU� DQG
GHVHULDOL]HU��7KDW�LV�WR�VD\�WKDW�WKH�VHULDO�IRUP�GRHV�QRW�KDYH�WR�EH�IXOO\�VHOI�
GHVFULELQJ�¥�WKH�GHVHULDOL]HU�FDQ�GHWHUPLQH�VRPH�LQIRUPDWLRQ�DERXW�WKH�GDWD
IURP�FRQWH[W�LQ�ZKLFK�LW�LV�XVHG�

)RU�H[DPSOH��LQ�D�PHWKRG�LQYRFDWLRQ��WKH�VHUYHU�H[SHFWV�HDFK�SDUDPHWHU�WR�EH
D�VXEFODVV�RI� WKH�FRUUHVSRQGLQJ�SDUDPHWHU�FODVV� LQ� WKH�PHWKRG�VLJQDWXUH�� ,I
DQ\�RI�WKHVH�FODVVHV�LV�©)LQDOª��WKHQ�QR�W\SLQJ�LQIRUPDWLRQ�IRU�WKDW�SDUDPHWHU
QHHG�EH�LQFOXGHG�LQ�WKH�VHULDOLVHU�GDWD��,I�D�SDUDPHWHU�LV�RI�WKH�H[SHFWHG�FODVV
�DV�RSSRVHG�WR�D�VXEFODVV���WKHQ�D�IODJ�PD\�EH�VHULDOLVHG�LQVWHDG�RI�D�IXOO�FODVV
QDPH�

)OH[L1HWªV� writeObject� PHWKRG� WKHUHIRUH� WDNHV� DQ� DGGLWLRQDO� SDUDPHWHU�
WKH�H[SHFWHG�FODVV�RI�WKH�REMHFW��DV�GHWHUPLQHG�IURP�FRQWH[W��7KLV�LV�XVHG�ERWK
WR� UHGXFH� WKH� DPRXQW� RI� FRQWH[WXDO� GDWD� ZULWWHQ� WR� WKH� VHULDO� IRUP�� DQG� WR
GHWHUPLQH�WKH�ZD\�LQ�ZKLFK�WKH�REMHFW�LV�EHLQJ�UHIHUHQFHG�
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 26.6 Object Graphs

7KH�EDVLF�RSHUDWLRQ�RI�D�VHULDOLVHU� LV�WR�ZDON�RYHU�D�URRWHG�REMHFW�JUDSK��)RU
HDFK�REMHFW�WKH�IROORZLQJ�SURFHGXUH�LV�XQGHUWDNHQ

7R�VHULDOLVH��REMHFW�FRQWH[W��

• ,I� WKH� FRQWH[W� LV� D� SULPLWLYH� W\SH� �ERROHDQ�� FKDU�� LQW� HWF���� ZULWH� WKH
YDOXH�LW�UHSUHVHQWV��([LW�

• ,I�WKH�REMHFW�LV�QXOO��ZULWH�D�IODJ�WR�LQGLFDWH�WKLV�([LW�

• /RRNXS���REMHFW�FRQWH[W��LQ�WKH�GLFWLRQDU\��,I�KDV�EHHQ�VHULDOLVHG�EHIRUH�
ZULWH�WKH�GLFWLRQDU\�LQGH[�RI�WKH�SUHYLRXV�XVH��([LW�

• $GG�WKLV��REMHFW�FRQWH[W��WR�WKH�GLFWLRQDU\��5HPHPEHU�LWV�LQGH[��i��

• 'HWHUPLQH�LI�WKLV�XVH�LV�VSHFLDO��,I� LW� LV��ZULWH�i��DQG�D�IODJ�WR� LQGLFDWH
ZKLFK� VSHFLDO� FDVH�� 7KHQ� XVH� FXVWRP� SHU�FDVH� FRGH� WR� ZULWH� WKH
DSSURSULDWH�VWDWH��([LW�

• ,I� WKH� REMHFW� LV� QRW� VSHFLDO�� WKH� FRQWH[W� KDV� KDG� QR� HIIHFW�� /RRNXS
�REMHFW�QXOO��LQ�WKH�GLFWLRQDU\��,I�LW�LV�IRXQG�DW�LQGH[�j�

– 5HSODFH��REMHFW�FRQWH[W��!i�ZLWK���REMHFW�FRQWH[W��!j

– :ULWH�j

– ([LW�

• $GG��REMHFW��QXOO��!i�WR�WKH�GLFWLRQDU\��:ULWH�i�

• :ULWH�WKH�WUXH�FODVV�RI�WKH�REMHFW��VHH�VHFWLRQ������

• :ULWH� WKH� VWDWH� RI� WKH� REMHFW� LQ� ©VOLFHVª� IURP� LWV� XOWLPDWH� VXSHUFODVV
GRZQ�WR�LWV�FRQFUHWH�FODVV�

7R�VHULDOLVH�D�VOLFH�RI�REMHFW

– &KHFN� IRU� VSHFLDO� PHWKRGV� IRU� VHULDOLVLQJ� WKLV� VOLFH�� XVH� LI
DYDLODEOH�� ([LW�� $� SHU�VOLFH� VSHFLDO� PHWKRG� PLJKW�� IRU� H[DPSOH
VHULDOLVH� DQ� REMHFW� RI� FODVV� Foo�� EXW� WKHQ� DOORZ� VWDQGDUG
WHFKQLTXHV�WR�VHULDOLVH�DGGLWLRQDO�ILHOGV�DGGHG�WR�D�VXEFODVV�RI�Foo�
7KLV�LV�FXUUHQWO\�QRW�XVHG�LQ�)OH[L1HW�

– )RU�HDFK�ILHOG��ZULWH�WKH�GDWD�IRU�WKDW�ILHOG��,I�WKH�ILHOG�FRQWDLQV�DQ
REMHFW�� RU� DQ� DUUD\� RI� REMHFWV�� ZULWH� WKRVH� REMHFWV� E\� UHFXUVLYHO\
FDOOLQJ�VHULDOL]H�REMHFW�FRQWH[W���7KH�FRQWH[W�LV�WKH�W\SH�RI�WKH�ILHOG�
7KH�ILHOGV�PD\�EH�UHDG��DQG�VHW��XVLQJ�-DYD�FRUH�UHIOHFWLRQ�

1RWH�
7KH� DEVHQFH� RI� VRPH� IODJV� LQ� WKH� VHULDOLVHG� E\WH� VWUHDP� PXVW� EH
GHWHFWDEOH�� ,Q� WKH� FXUUHQW� LPSOHPHQWDWLRQ�� WKLV� LV� GRQH� E\� HQVXULQJ
WKDW�HDFK�IODJ�ZULWWHQ�LV�GLVWLQFW�IURP�DOO�WKH�RWKHU�YDOXHV�WKDW�PD\�DOVR
EH�ZULWWHQ�DW�WKDW�SRLQW�LQ�WKH�VWUHDP��,Q�SDUWLFXODU

– 7KH�QXOO�REMHFW�IODJ�LV�D�LPSRVVLEOH�GLFWLRQDU\�LQGH[

– 7KH�VSHFLDO�FDVH�IODJV�DUH�DOO�GLVWLQFW�IURP�WKH�ILUVW�LWHP�ZULWWHQ�WR
LGHQWLI\�D�FODVV�
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 26.7 Class Serialisation

&ODVVHV�PXVW�EH�VHULDOLVHG�RQ�WZR�GLIIHUHQW�RFFDVLRQV��)LUVWO\��DQ�DFWXDO�FODVV
PD\�EH�SDVVHG�DV�WKH�©REMHFWª�SDUDPHWHU�LQ�D�FDOO�WR�writeObject��6HFRQGO\�
FODVVHV�PXVW�EH�VHULDOLVHG�WR�LGHQWLI\�WKH�DFWXDO�FODVV�RI�REMHFWV�ZULWWHQ�WR�WKH
VWUHDP��7KLV�VHFRQG�FDVH�LV�PXFK�PRUH�FRPPRQ�

7KHUH� DUH� PDQ\� LVVXHV� UHODWLQJ� WR� FODVV� VHULDOLVDWLRQ�� )LUVWO\�� LW� LV
LQDSSURSULDWH� WR� VHULDOLVH� WKH� E\WHFRGHV�PDNLQJ� XS� WKH� DFWXDO� FODVV�� 7KHVH
PD\�EH�YHU\�ODUJH��DQG�LQ�JHQHUDO��DOO�FODVVHV�LPSRUWHG�E\�WKH�VHULDOLVHG�FODVV
ZRXOG�DOVR�KDYH�WR�EH�SDVVHG��$V�WKH�UHFLSLHQW�LV�OLNHO\�WR�KDYH�ORDGHG��RU�KDYH
EHWWHU� DFFHVV� WR�� VRPH� RU� DOO� RI� WKHVH� FODVVHV�� WKLV� ZRXOG� EH� H[WUHPHO\
ZDVWHIXO��)RU�WKLV�UHDVRQ�DORQH��WKH�QDLYH�DSSURDFK�LV�UHMHFWHG�

&ODVV� VHULDOLVDWLRQ� LV� WKHUHIRUH� FRQFHUQHG� ZLWK� VXSSO\LQJ� LGHQWLILFDWLRQ
LQIRUPDWLRQ��VR�WKDW�D�UHFLSLHQW�FDQ�GHWHUPLQH�ZKLFK�FODVV�WR�ORDG��DQG�ZKHUH
WKH�E\WH�FRGHV�IRU�WKDW�FODVV��DQG�FODVVHV�LW�LPSRUWV��FDQ�EH�ORFDWHG�

7KHUH�DUH�VHYHUDO�SDUWV�WR�WKLV�LQIRUPDWLRQ

• :KDW�LV�WKH�IXOO\�TXDOLILHG�QDPH�RI�WKH�FODVV"

• :KLFK�YHUVLRQ�RI�WKH�FODVV�VKRXOG�EH�XVHG"

• :KHUH�FDQ�WKH�FODVV�EH�REWDLQHG"

• :KLFK�YHUVLRQV�RI�LPSRUWHG�FODVVHV�VKRXOG�EH�XVHG"�DQG�ZKHUH�PD\�WKH
FODVVHV�EH�REWDLQHG"

• :KDW� LV� WKH� FHUWLILFDWLRQ� WR� WKH� DXWKHQWLFLW\� DQG� DXWKRUVKLS� RI� WKH
FODVV"

,Q�DGGLWLRQ�WR�WKLV�LQIRUPDWLRQ��WKHUH�LV�DQ�LVVXH�DV�WR�ZKHWKHU�WKH�UHFLSLHQW
ZLOO� EH�ZLOOLQJ� RU� DEOH� WR� DFWXDOO\� ORDG� DQG� H[HFXWH� WKH� FODVV�� 7KH\�PD\� EH
XQZLOOLQJ�GXH�WR�VHFXULW\�SROLF\��RU�XQDEOH�EHFDXVH�WKH�FODVV�LV�QRW�DFFHVVLEOH
WR�WKHP��RU�EHFDXVH�WKH\�KDYH�DOUHDG\�ORDGHG�D�GLIIHUHQW�FODVV�ZLWK�WKH�VDPH
QDPH�� �7KLV� VHFRQG� OLPLWDWLRQ� LV� UHPRYHG� E\� XVH� RI� WKH� )OH[L1HW� &ODVV
5HSRVLWRU\��

7KHUH� DUH�PDQ\� DSSURDFKHV� WR� VHULDOLVLQJ� FODVVHV�� DQG� IRU� WKLV� UHDVRQ�� WKH
)OH[L1HW�VHULDOLVHU�PD\�EH�SDUDPHWHULVHG�ZLWK�D�ClassSerializer� WKDW� LV
VROHO\�UHVSRQVLEOH�IRU�VHULDOLVLQJ�FODVVHV��7ZR�ClassSerializers�KDYH�EHHQ
ZULWWHQ��D�WULYLDO�RQH�GHVFULEHG�LQ�VHFWLRQ��������DQG�D�PRUH�FRPSOH[�RQH�WKDW
LQWHUIDFHV�WR�WKH�)OH[L1HW�&ODVV�5HSRVLWRU\�GHVFULEHG�LQ�VHFWLRQ��������

$OWKRXJK�VHULDOLVLQJ�FODVVHV�LV�LQ�JHQHUDO�D�FRPSOH[�LVVXH��,Q�WKH�PDMRULW\�RI
FDVHV��WKH�FODVV�WR�EH�VHULDOLVHG�LV�H[DFWO\�WKDW�FODVV�WKDW�LV�H[SHFWHG�IURP�WKH
FRQWH[W� RI� WKH� FDOO�� )RU� H[DPSOH�� WKH� PHWKRG� op(Foo f)� ZLOO� SUREDEO\� EH
SDVVHG�DQ�REMHFW�RI�FODVV�Foo�PRUH�RIWHQ�WKDW�DQ�REMHFW�RI�D�VXEFODVV�RI�Foo��,Q
WKLV� VSHFLDO� FDVH�� DOO� WKDW� LV� UHTXLUHG� LV� IRU� WKH� VHULDOLVDWLRQ� RI� D� IODJ� WR
LQGLFDWHG�WKDW�WKH�FODVV�LV�DV�H[SHFWHG��WKH�UHFLSLHQW�ZLOO�KDYH�DOUHDG\�ORDGHG
WKLV�FODVV�LQ�ZKHQ�ORDGLQJ�WKH�LQWHUIDFH�FODVV��$�VHFRQG�FRPPRQ�RSWLPLVDWLRQ
LV� WR� VSRW� VXEVHTXHQW� UHIHUHQFHV� WR� D� FODVV� SUHYLRXVO\� VHULDOLVHG�� DQG� WR
VHULDOLVH� WKH� LQGH[� RI� WKH� FODVV� ZLWKLQ� D� GLFWLRQDU\�� 7KLV� RSWLPLVDWLRQ� LV
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SDUWLFXODUO\�VLJQLILFDWLRQ�ZKHQ�D�QXPEHU�RI�LQWHUIDFH�UHIHUHQFHV�DUH�VHULDOLVHG
WRJHWKHU�¥�DV�WKH\�ZLOO�WHQG�WR�PDNH�XVH�RI�WKH�VDPH�QDPLQJ�FODVVHV�

 26.7.1 ClassNameSerializer

7KLV� LV� D� WULYLDO� FODVV� VHULDOLVHU�� ,W� DVVXPHV� WKDW� WKH� SHHU� GHVHULDOL]HU� KDV
DFFHVV�WR�D�FODVV�RI�WKH�VDPH�QDPH�DQG�YHUVLRQ��,Q�DGGLWLRQ��LW�DVVXPHV�WKDW
WKH�SHHU�XVHV�LWV�RZQ�PHDQV�IRU�YDOLGDWLQJ�WKH�DXWKHQWLFLW\�DQG�DXWKRUVKLS�RI
WKH�FODVV�

7KH�DSSURDFK�LV�VWUDLJKWIRUZDUG

• ,I�WKH�&ODVV�LV�WKH�H[SHFWHG�FODVV�WKHQ�D�IODJ�LV�ZULWWHQ��([LW�

• 7KH�FODVV� LV� ORRNHG�XS� LQ�D�GLFWLRQDU\�� ,I� LW�KDV�DQ�HQWU\�� WKH� LQGH[� LV
ZULWWHQ��([LW�

• 7KH�FODVV�LV�DGGHG�WR�WKH�GLFWLRQDU\��DQG�WKH�LQGH[�LV�ZULWWHQ�

• 7KH�IXOO\�TXDOLILHG�FODVV�QDPH�LV�ZULWWHQ�

 26.8 Basic Serialiser

7KH� VXSHUFODVV� IRU� DOO� H[LVWLQJ� )OH[L1HW� VHULDOLVHUV� LV� FDOOHG
BasicSerializer�� WKLV� LPSOHPHQWV� WKH� 6HULDOL]HU� LQWHUIDFH�� ZKLFK� LV� XVHG
E\� RWKHU� SDUWV� RI� )OH[L1HW� WR� DEVWUDFW� WKH� SDUWLFXODU� VHULDOLVHU� EHLQJ� XVHG�
6LPLODUO\�� WKH� SHHU� GHVHULDOLVHU� LV� FDOOHG� BasicDeSerializer�� 7KH� ©EDVLFª
VHULDOLVHU� SHUIRUPV� REMHFW�JUDSK� ZDONLQJ� ZLWK� QR� VSHFLDO� FDVHV�� 2WKHU
VHULDOLVHUV�RYHUULGH�WKH�©VSHFLDOª�PHWKRG�WR�SURYLGHG�DGGLWLRQDO�IXQFWLRQDOLW\�

 26.9 Sun Compatible Serialiser (SCSerializer)

7KLV� LV� D� VXEFODVV� RI� %DVLF6HULDOL]HU� WKDW� VSRWV� SHU�FODVV� VSHFLDO� FDVHV� LQ� D
PDQQHU� FRPSDWLEOH� ZLWK� 6XQªV� Externalizable� LQWHUIDFH�� 7KLV� DOORZV
)OH[L1HWªV�VHULDOLVHU�WR�VHULDOLVH�DSSOLFDWLRQ�REMHFWV�ZLWK�VSHFLDO�VHULDOLVDWLRQ
PHWKRGV� FRQIRUPLQJ� WR� WKLV� VWDQGDUG� LQWHUIDFH��+RZHYHU�� LW� VKRXOG� EH� XVHG
ZLWK� D� PRGLFXP� RI� FDUH�� DV� WKH� Externalizable� LQWHUIDFH� GRHV� QRW� SDVV
FRQWH[W�¥�DQG�DQ\�SHU�XVH�VSHFLDO�FDVHV�ZLOO�WKHUHIRUH�QRW�EH�VSRWWHG�XQWLO�WKH
ILUVW�OHYHO�RI�UHFXUVLRQ�

 26.10 Reference Serialiser (RefSerializer)

7KLV� LV� WKH� SULPDU\� VHULDOLVHU� XVHG� E\� )OH[L1HW�� ,W� LV� D� VXEFODVV� RI
SCSerializer��VR�ZLOO�GHDO�ZLWK�Externalizable�VSHFLDO�FDVHV�LQ�DGGLWLRQ
WR�LWV�RZQ�

RefSerializer� LV� GHVLJQHG� WR� VSRW� UHIHUHQFHV� WR� LQWHUIDFHV�� DQG� VHULDOLVH
WKHVH�©E\�UHIHUHQFHª��7R�DFKLHYH�WKLV��LW�ORRNV�IRU�WZR�VSHFLDO�FDVHV�
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 26.10.1 References to Interfaces

5HIHUHQFHV� WR� LQWHUIDFH� DUH� GHWHFWHG� EHFDXVH� WKH� FODVV� RI� WKH� UHIHUHQFH� LV� DQ
LQWHUIDFH� FODVV�� 7KH� VSHFLDO� FDVH� LV� KDQGOHG� E\� JHQHUDWLQJ� D� QDPH� IRU� WKH
LQWHUIDFH��DQG�ZULWLQJ�WKH�IROORZLQJ�LQIRUPDWLRQ�WR�WKH�RXWSXW�EXIIHU�

• $�IODJ�WR�LQGLFDWH�WKDW�WKLV�LV�D�VSHFLDO�FDVH

• 7KH�FODVV�RI�WKH�LQWHUIDFH�EHLQJ�UHIHUHQFHG

• 7KH�QDPH�JHQHUDWHG�WR�UHSUHVHQW�WKH�LQWHUIDFH��FDUH��

7KH� LQWHUIDFH� QDPH�PXVW� EH� ZULWWHQ� ZLWK� D�PRGLFXP� RI� FDUH�� ,W� VKRXOG� EH
ZULWWHQ� DV� D� ©YDOXHª� REMHFW�� QRW� D� UHIHUHQFH�� 7KLV� LV� DQ� LVVXH� ZLWK� 6PDUW
3UR[LHV��ZKHUH� WKH�QDPH�ZLOO� DOVR� EH� D� SUR[\� �ZKLFK�ZRXOG� WULS� WKH� VHFRQG
VSHFLDO�FDVH���7KH�VROXWLRQ�LV�WR�XVH�D�SVHXGR�LQWHUIDFH�DV�D�IODJ�LQ�WKH�FDOO�WR
writeObject�� 7KLV� IODJ� LV� VSRWWHG� E\� WKH� RefSerializer� GXULQJ� WKH
UHFXUVLYH�FDOO��DQG�QR�VSHFLDO�FDVH�LV�UDLVHG�

 26.10.2 References to Proxy Objects

3UR[\�REMHFWV�DUH�XVHG�ZLWKLQ�)OH[L1HW�WR�UHSUHVHQW�D�©YLHZª�RQ�WR�DQ�LQWHUIDFH
¥� W\SLFDOO\� WR�DOORZ�D� FOLHQW� WR�KDYH�D� UHIHUHQFH� WR�DQ� LQWHUIDFH�RQ�D� UHPRWH
REMHFW�� ,I� D� UHIHUHQFH� WR� D� SUR[\� REMHFW� LV� VHULDOLVHG�� WKH� QDPH� RI� WKH� UHDO
LQWHUIDFH�VKRXOG�WKHUHIRUH�EH�VHULDOLVHG�LQVWHDG��)RU�WKH�PRVW�SDUW��WKLV�FRXOG
EH� GHDOW� ZLWK� DV� D� UHIHUHQFH� WR� DQ� LQWHUIDFH�� DV� GHVFULEHG� DERYH�� +RZHYHU
DGGLQJ�WKLV�VSHFLDO�FDVH�DOORZV�XV�WR�GHDO�ZLWK�WZR�SUREOHPV�GHVFULEHG�LQ�WKH
QH[W� VHFWLRQ��:KHQ�D�SUR[\�REMHFW� LV� VHULDOLVHG�� WKH� IROORZLQJ� LQIRUPDWLRQ� LV
ZULWWHQ�

• $�IODJ�WR�LQGLFDWH�WKDW�WKLV�LV�D�VSHFLDO�FDVH

• 7KH�FODVV�RI�WKH�LQWHUIDFH�UHSUHVHQWHG�E\�WKH�SUR[\

• 7KH�QDPH�RI�WKH�LQWHUIDFH�UHSUHVHQWHG�E\�WKH�SUR[\

7KLV� LQIRUPDWLRQ�LV� LGHQWLFDO�WR�WKDW�ZULWWHQ�IRU�WKH�ILUVW�VSHFLDO�FDVH��VR� WKH
GHVHULDOLVHU�GRHV�QRW�KDYH�WR�GLVWLQJXLVK�EHWZHHQ�WKHP�

 26.11 Automatic Widening of Interface References

-DYD�LV�DQ�REMHFW�RULHQWHG�SURJUDPPLQJ�ODQJXDJH��DQG�IUHTXHQWO\�REMHFWV�DUH
QDUURZHG� LQ� RUGHU� WR� EH� PDQLSXODWHG� JHQHULFDOO\�� DQG� WKHQ� ZLGHQHG� XSRQ
UHWULHYDO�

$Q�H[DPSOH�RI�WKLV�LV�XVH�RI�WKH�VWDQGDUG�Hashtable�FODVV�
 
 Foo f = new FooImpl();
 
 Object o = (Object f) // narrowing
 Hashtable.put(“myfoo”,o);
 …
 o = hashtable.get(“myfoo”);
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 f = (Foo) o; // widening
 

7KLV�DSSURDFK�LV�HTXDOO\�DSSOLFDEOH�LQ�D�GLVWULEXWHG�FRQWH[W��IRU�H[DPSOH�LI�DQ
LQWHUIDFH� LV� VWRUHG� LQ� D� 7UDGHU�� +RZHYHU�� WKHUH� DUH� WZR� LPSRUWDQW� LVVXHV�
)LUVWO\��LI�DQ�LQWHUIDFH�LV�FDVW�WR�EH�RI�W\SH�Object��WKHQ�WKH�RefSerializer
ZLOO�EH�XQDEOH�WR�GHWHFW�WKDW�WKH�LQWHQWLRQ�LV�WR�SDVV�D�UHIHUHQFH�QRW�D�YDOXH�
7KH� VHFRQG� LVVXH� LV� WKDW� ZLGHQLQJ� RI� LQWHUIDFH� UHIHUHQFHV� LV� JHQHUDOO\
GLVDOORZHG��DV�LW�LV�D�VHFXULW\�ULVN��D�FOLHQW�JDLQLQJ�D�UHIHUHQFH�WR�RQH�LQWHUIDFH
RQ�DQ�REMHFW�FRXOG�LOOLFLWO\�FRQYHUW�LW�WR�D�UHIHUHQFH�WR�D�VHFRQG�LQWHUIDFH��

7KHVH�SUREOHPV�DUH�WDFNOHG�WRJHWKHU�E\�XVLQJ�D�SUR[\��$V�WKH�SUR[\�VWRUHV�D
UHIHUHQFH�WR�D�SDUWLFXODU� LQWHUIDFH� �RI�H[SOLFLW�W\SH�� WKHQ� LW� LV� LUUHOHYDQW�KRZ
WKH�SUR[\�LV�FDVW��7KH�RefSerializer�ZLOO�NQRZ�ERWK�WKDW�LW�LV�WR�EH�SDVVHG
E\�UHIHUHQFH��DQG�WKH�FODVV�DQG�QDPH�RI� WKH� LQWHUIDFH�EHLQJ�UHSUHVHQWHG��7R
XVH�WKLV�IHDWXUH��WKH�SURJUDPPHU�PXVW�WDJ�WKDW�D�QDUURZHG�LQWHUIDFH�PD\�EH
ZLGHQHG�E\�D�FOLHQW�

)RU�H[DPSOH
 
  Foo f = new FooImpl();
 
  Object o = FlexiNet.tag(f,Foo.class) // narrow and tag
  remoteHash.put(“myfoo”,o);
 
 …
 
  o = remoteHash.get(“myfoo”); // same or different client
  f = (Foo) o; // no special action on widening
 

,Q� SUDFWLFH�� ZKDW� DFWXDOO\� RFFXUV� LV� WKDW� WKH� WDJ� RSHUDWLRQ� FUHDWHV� D� ORFDO
SUR[\� IRU� WKH� LGHQWLILHG� LQWHUIDFH�� 7KLV� SUR[\� FRQWDLQV� H[SOLFLW� LQIRUPDWLRQ
DERXW�WKH�FODVV�RI�WKH�LQWHUIDFH�WKDW�LW�UHSUHVHQWV��7KLV�XVHG�E\�)OH[L1HW�ZKHQ
LW�LV�VHULDOLVHG��7KLV�tag �PHWKRG�SURYLGHV�D�JHQHUDO�PHFKDQLVP�IRU�VSHFLI\LQJ
FRQVWUDLQWV�RQ�H[SRUWHG�LQWHUIDFHV��0RUH�H[DPSOHV�DUH�JLYHQ�LQ�VHFWLRQ������

7R�DLG� LQ� WKH� W\SH� VDIHW\� RI� VHUYLFHV� WKDW�ZLVK� WR�KDQGOH� UHIHUHQFHV� WR� ©DQ\ª
LQWHUIDFH��WKH�FODVV� Iface � LV�GHILQHG�DV�WKH� ©PRVW�JHQHUDOª� LQWHUIDFH�FODVV��LQ
WKH�VDPH�ZD\�WKDW�Object � LV� WKH�PRVW�JHQHUDO�REMHFW�FODVV���$�SURJUDPPHU
PD\�XVH�WKLV�WR� LQGLFDWH�WKDW�DQ� LQWHUIDFH� LV�UHTXLUHG��7KLV�GRHV�QRW�UHTXLUH
WKDW� DSSOLFDWLRQ� LQWHUIDFHV� DFWXDOO\� H[WHQG� Iface � ¥� WKLV� LV� KDQGOHG� E\� WKH
SUR[\�FODVV�XVHG�E\�WKH�HQJLQHHULQJ�¥�LW�LV�VLPSO\�DQ�DQQRWDWLRQ�WR�HQFRXUDJH
W\SH�VDIHW\�

 26.12 StubSerializer

7KLV�VHULDOLVHU�ZDV�GHVLJQHG�WR�EH�XVHG�ZKHQ�VHULDOLVLQJ�DSSOLFDWLRQ�FRGH� LQ
RUGHU�WR�PLJUDWH�LW��+HUH�WKH�GLVWLQFWLRQ�EHWZHHQ�SDVV�E\�UHIHUHQFH�DQG�SDVV
E\� YDOXH� LV� GLIIHUHQW� WKDQ� IURP� ©QRUPDOª� )OH[L1HW� XVH�� :H� UHTXLUH� WKDW� DOO
REMHFWV� DUH� SDVVHG� E\� YDOXH� XQOHVV� WKH\� DUH� DFWXDOO\� SUR[LHV� WR� UHPRWH
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LQWHUIDFHV�¥� LQ�ZKLFK�FDVH�WKH�QDPHV�RI� WKH� LQWHUIDFH�VKRXOG�EH�SDVVHG��DQG
WKH�SUR[LHV�UHFUHDWHG�ZKHQ�WKH�VWDWH�LV�GHVHULDOLVHG�

7R� GR� WKLV��StubSerializer� RYHUZULWHV� VSHFLDO���ZLWK� D�PHWKRG� WKDW� ORRNV
IRU� SUR[\� REMHFWV�� 3UR[LHV� WR� UHPRWH� REMHFWV� DUH� GHDOW� ZLWK� LQ� DQ� LGHQWLFDO
IDVKLRQ� WR�RefSerializer�� KRZHYHU� SUR[LHV� WR� ORFDO� REMHFWV� DUH� WUHDWHG� DV
©QRUPDOª�REMHFWV��VR�WKDW�WKH\�PD\�EH�UHFUHDWHG�LQ�DQ�LGHQWLFDO�IDVKLRQ�RQ�WKH
GHVWLQDWLRQ� PDFKLQH�� $� VSHFLDO� FDVH� LV� WKDW� DXWR�JHQHUDWHG� VWXEV� DUH� QRW
VHULDOLVDEOH� E\� RUGLQDU\� PHDQV�� VR� SUR[LHV� IRU� ORFDO� REMHFWV� ZKLFK� DUH
WKHPVHOYHV�DXWR�JHQHUDWHG��PXVW�EH�VHULDOLVHG�LQ�D�VSHFLDO�ZD\�

StubSerializer�SURGXFHV�RXWSXW�ZKLFK�LV�FRPSDWLEOH�ZLWK�WKDW�RXWSXW�IURP
RefSerializer�� 7KHUH� LV� WKHUHIRUH� QR� StubDeSerializer� ¥
RefDeSerializer�LV�XVHG�LQVWHDG�

 26.13 Discussion

7KH� GHFLVLRQ� WR� ZULWH� D� QHZ� VHULDOLVHU� IRU� )OH[L1HW� ZDV� D� KDUG� RQH�� 6XQªV
VHULDOLVHU� SURYLGHV� D� VWDQGDUG� WKDW� DSSOLFDWLRQ� SURJUDPPHUV� DUH� IDPLOLDU
ZLWK��DQG� LQ�SDUWLFXODU�� FODVVHV� WKDW� UHTXLUHG� VSHFLDO� VHULDOLVDWLRQ�DUH�PXFK
PRUH�OLNHO\�WR�EH�SURYLGHG�IRU�XQGHU�6XQªV�V\VWHP�WKDW�RXUV��+RZHYHU�6XQªV
DSSURDFK�LV�OHVV�IOH[LEOH��,Q�DGGLWLRQ�WR�UHTXLULQJ�WKDW�©VHUYHUª�REMHFWV�H[WHQG�D
VSHFLILF� EDVH� FODVV�� LW� LV� QRW� SRVVLEOH� WR� FKDQJH� WKH� DFWLRQ� RI� WKH� VHULDOLVHU
ZLWKRXW�FKDQJLQJ�WKH�DSSOLFDWLRQ�FODVVHV��6XQV�VHULDOLVHU�FDQQRW�WKHUHIRUH�EH
XVHG�WR�PLJUDWH�DSSOLFDWLRQ�FRGH�LQ�WKH�VDPH�ZD\�DV�)OH[L1HWªV��7KLV�LV�RQH�RI
WKH�SULPDU\�UHDVRQV�ZKLFK�)OH[L1HWªV�§0RELOH�2EMHFW�:RUNEHQFK¨�LV�FXUUHQWO\
D�ZRUOG�EHDWHU�

7KHUH�DUH�WZR�LPSRUWDQW�OLPLWDWLRQV�WR�WKH�FXUUHQW�)OH[L1HW�V\VWHP��)LUVWO\�
DV�ZH�XVH�D�SXUH�-DYD�DSSURDFK��DV�RSSRVHG�WR�6XQ��ZH�PXVW�XVH�-DYD�FRUH
UHIOHFWLRQ�WR�UHDG�DQG�VHW�ILHOGV�RQ�REMHFWV�EHHQ�VHULDOLVHG��,Q�-'.������ZH�DUH
WKHUHIRUH�UHVWULFWHG�WR�VHULDOLVLQJ�public�ILHOGV��,Q�-'.������ LW� LV�SRVVLEOH�WR
FKDQJH�WKH�VHFXULW\�SULYLOHJHV�RI�WKH�VHULDOLVHU��DQG�WKLV�LVVXH�ZLOO�EH�UHVROYHG�

7KH� VHFRQG� OLPLWDWLRQ� LV� WKDW� readObject� DQG� writeObject� PHWKRGV
SURYLGHG� E\� VRPH� FODVVHV� XQGHU� 6XQªV� Serializable� LQWHUIDFH� FDQQRW� EH
XVHG� E\� )OH[L1HW�� 7KLV� LV� EHFDXVH� WKH\� WDNH� DV� D� SDUDPHWHU� D� UHIHUHQFH� WR
6XQªV� VHULDOLVDWLRQ� V\VWHP�� DQG� ZH� FDQQRW� RYHUULGH� WKLV�� :H� EHOLHYH� 6XQ
DSSUHFLDWHV� WKH� UHVWULFWLRQ� WKLV� SODFHV� RQ� V\VWHP� GHVLJQHUV�� DV� WKH\� KDYH
SURYLGHG�Externalizable�DV�DQ�DOWHUQDWLYH�LQWHUIDFH��:H�FDQ��DQG�GR��PDNH
XVH�RI�WKLV�
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 27  STUB GENERATION

 27.1 Introduction

7KH�UROH�RI�D�)OH[L1HW�VWXE�LV�WR�SURYLGH�DQ�DXWR�JHQHUDWHG�SUR[\�REMHFW��7KLV
KDV�D�FROOHFWLRQ�RI�PHWKRGV��HDFK�RI�ZKLFK��ZKHQ�LQYRNHG��FDXVH�WKH�LGHQWLFDO
LQYRFDWLRQ� WR� RFFXU� RQ� VRPH�RWKHU�� XVXDOO\� UHPRWH�� REMHFW�� )XUWKHUPRUH�� WKH
UHVXOW� YDOXH� RI� VXFK� DQ� LQYRFDWLRQ� LV�SDVVHG� EDFN�DQG� UHWXUQHG� E\� WKH� VWXE
PHWKRG��RU�LI�DQ�H[FHSWLRQ�LV�UDLVHG��WKHQ�WKLV�LV�VLPLODUO\�SDVVHG�EDFN�DQG�UH�
UDLVHG�E\�WKH�VWXE�

,W� LV� QRUPDO� SUDFWLFH� LQ� V\VWHPV� ZKLFK� SURYLGH� WKLV� VRUW� RI� FDSDELOLW\� WR
LQFOXGH� D� ODQJXDJH� IRU� GHVFULELQJ� WKH�PHWKRGV�ZKLFK� WKH� VWXE� VKRXOG� KDYH�
DQG� VRPH� VRUW� RI� FRPSLOHU� ZKLFK� SURGXFHV� WKH� VWXE� IURP� LWV� GHILQLWLRQ�� ,Q
)OH[L1HW�WKH�VWXE�GHVFULSWLRQ�ODQJXDJH�LV�UHSODFHG�E\�D�-DYD�LQWHUIDFH�FODVV�
DQG�WKH�VWXE�JHQHUDWRU�LV�D�VSHFLDOLVHG�FRPSLOHU�ZKLFK�FRQVWUXFWV�E\WHFRGH�IRU
VWXE� FODVVHV�� 7KH� E\WHFRGH�� ZKHQ� ORDGHG� LQWR� D� -DYD� SURJUDP�� SURGXFHV� D
FODVV� WKDW� LPSOHPHQWV� WKH� LQWHUIDFH� IURP� ZKLFK� LW� ZDV� FRPSLOHG�� 7KH� VWXE
JHQHUDWRU� LV� XVXDOO\� OLQNHG� ZLWK� WKH� DSSOLFDWLRQ�� DQG� JHQHUDWHV� VWXEV
G\QDPLFDOO\�©RQ�GHPDQGª�

(DFK� LQVWDQFH� RI� D� VWXE� FODVV� FRQWDLQV� D� body� REMHFW� WKDW� HPERGLHV� D
FRQQHFWLRQ�WR�WKH� ©UHDOª�VHUYLFH�REMHFW�WKDW�WKH�VWXE�LV�D�SUR[\�IRU��7KLV� LV�VHW
ZKHQ�WKH�VWXE�LV�JHQHUDWHG��DQG��JHQHUDOO\��GRHV�QRW�FKDQJH�

 27.2 Stub Generation

7KH� FRQVWUXFWLRQ� RI� VWXE� FODVVHV� IURP� LQWHUIDFHV� LV� PDGH� SRVVLEOH� E\� WZR
IHDWXUHV� RI� WKH� -DYD� V\VWHP�� )LUVW�� -DYD� SURYLGHV� LQWURVSHFWLRQ� IDFLOLWLHV�
7KHVH�DOORZ�)OH[L1HW�WR�DQDO\VH�WKH� LQWHUIDFH� FODVV� WR�REWDLQ�GHVFULSWLRQV�RI
DOO�RI� WKH�PHWKRGV� LQ�WKH� LQWHUIDFH��DORQJ�ZLWK�WKHLU�DUJXPHQW� W\SHV�� UHWXUQ
W\SHV��DQG�H[FHSWLRQV

6HFRQGO\��-DYD�KDV�XVHU�GHILQHG�FODVV�ORDGHUV��ZKLFK�FDQ�ORDG�E\WHFRGH�DV�DQ
DUUD\� RI� E\WHV� WR� SURGXFH� D� FODVV�� ,Q� )OH[L1HW�� MXVW� VXFK� DUUD\� RI� E\WHV� LV
SURGXFHG�E\�WKH�VWXE�JHQHUDWRU��DQG�DV�D�UHVXOW�WKH�VWXE�FODVV�FDQ�EH�GHILQHG
DV�ZHOO� DV� ORDGHG� DW� UXQWLPH�� 7KLV� UHPRYHV� WKH� QHHG� IRU� DQ� H[WHUQDO�� EXLOG
WLPH��FRPSLODWLRQ�WRRO��DV�IRXQG�LQ�&25%$�DQG�-DYD�50,�
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,Q� )OH[L1HW� WHUPV�� HDFK� VWXE� PHWKRG� FRQVWUXFWV� DQ� Invocation� REMHFW� WR
UHSUHVHQW�WKH�LQYRFDWLRQ�WDNLQJ�SODFH��7KH�LQYRFDWLRQ�REMHFW�PXVW�FRQWDLQ�WKH
IROORZLQJ�LQIRUPDWLRQ

• 7KH�QDPH�DQG�VLJQDWXUH�RI�WKH�PHWKRG�EHLQJ�LQYRNHG��7KLV�LV�VWRUHG�LQ
DQ�LQVWDQFH�RI�WKH�:UDSSHG0HWKRG�FODVV��7KLV�LV�VLPSO\�D�ZUDSSHU�IRU
MDYD�ODQJ�UHIOHFW�0HWKRG� WKDW� DOORZ� PRUH� HIILFLHQW� DFFHVV� WR� VRPH
DWWULEXWHV�

• 7KH�WDUJHW�XSRQ�ZKLFK�WKH�PHWKRG�LV�EHLQJ�LQYRNHG��7KLV�PD\�DFWXDOO\
EH� WKH� QDPH� RI� WKH� UHPRWH� LQWHUIDFH� UDWKHU� WKDQ� DQ� H[SOLFLW� MDYD
UHIHUHQFH�WR�WKH�VHUYLFH�REMHFW�

• 7KH�SDUDPHWHUV�EHLQJ�LQYRNHG�RQ�WKH�PHWKRG��7KHVH�DUH�SDVVHG�DV�DQ
DUUD\�RI�REMHFWV�

,Q�DGGLWLRQ�WR�WKLV��HDFK�VWXE�VWRUHV�D�UHIHUHQFH�WR�D�ERG\�ZKLFK�LW�SDVVHV�WKH
QHZO\� FRQVWUXFWHG� LQYRFDWLRQ� WR�� 7KLV� LV� WKH� DFWXDO� VHUYLFH� REMHFW�� RU� PRUH
W\SLFDOO\��WKH�WRS�RI�D�FRPPXQLFDWLRQV�VWDFN�

,QYRFDWLRQ�REMHFWV�PXVW�EH� FUHDWHG�G\QDPLFDOO\��DV� RQH� LQVWDQFH� LV� UHTXLUHG
SHU�LQYRFDWLRQ��+RZHYHU�WKH�PHWKRG��ERG\�DQG�QDPH�PD\�EH�VKDUHG�EHWZHHQ
LQYRFDWLRQV�� DQG�GR�QRW� FKDQJH�GXULQJ� WKH� OLIHWLPH� RI� WKH� VWXE��7KH�PHWKRG
REMHFWV� �RQH� SHU� PHWKRG�� PD\� WKHUHIRUH� EH� FUHDWHG� DQG� VWRUHG� LQ� WKH� VWXE
GXULQJ� FRQVWUXFWLRQ�� 7KH� ERG\� DQG� QDPH� DUH� FUHDWHG� H[WHUQDOO\� WR� WKH� VWXE
JHQHUDWRU��EXW�DUH�DOVR�VHW�DW�FRQVWUXFWLRQ�WLPH�

:KHQHYHU� D� VWXE� PHWKRG� LV� LQYRNHG�� D� QHZ� Invocation LV� FRQVWUXFWHG�
FRQWDLQLQJ�WKH�WrappedMethod�REMHFW�FRUUHVSRQGLQJ�WR�WKH�VWXE�PHWKRG��WKH
QDPH��DQG�WKH�DUJXPHQWV�RI�WKH�FDOO�DV�DQ�DUUD\�RI�REMHFWV��7KH�Invocation
REMHFW� SURYLGHV� DQ� invoke� PHWKRG� ZKLFK� LQLWLDWHV� FRPPXQLFDWLRQ�� :KHQ
FRPPXQLFDWLRQ�KDV�FRPSOHWHG��WKH�Invocation�REMHFW�DOVR�FRQWDLQV�D�UHVXOW
YDOXH�WR�EH�UHWXUQHG�RU�WKURZQ�E\�WKH�VWXE�

7KLV�JLYHV�D�WKH�EDVLF�VWUXFWXUH�IRU�D�VWXE�PHWKRG�

• &RQVWUXFW�DQ�DUUD\�RI�WKH�DUJXPHQWV�WR�WKH�PHWKRG�FDOO��DQG�FRQVWUXFW
DQ�LQYRFDWLRQ�REMHFW�FRQWDLQLQJ�LW�

• &DOO�LQYRNH�

• 5HWULHYH�DQG�DQDO\VH�WKH�UHVXOW��WR�UHWXUQ�RU�WKURZ�

7KH�E\WHFRGH�IRU�HDFK�PHWKRG�VWDUWV�E\�FRQVWUXFWLQJ�WKH�DUJXPHQW�DUUD\�DQG
LQLWLDOLVLQJ� LW� ZLWK� WKH� DUJXPHQWV� DV� SDVVHG� WR� WKH� VWXE� PHWKRG� E\� WKH
DSSOLFDWLRQ�� $V� QRW� DOO� -DYD� YDOXHV� DUH� REMHFWV�� WKH� E\WHFRGH� PXVW� FRQYHUW
SULPLWLYH� W\SHV� LQWR� FRUUHVSRQGLQJ� REMHFW� W\SHV�� )RU� REMHFW� W\SHV� D� VLPSOH
DVVLJQPHQW�ZLOO�VXIILFH�

)ROORZLQJ�WKH�FRGH�IRU�WKH�FRQVWUXFWLRQ�RI�WKH�Invocation REMHFW��FRPHV�WKH
FRGH� WR� FDOO� WKH�invoke�PHWKRG�ZLWK� WKH� ERG\� DV� LWV� DUJXPHQW�� 7KHUH� LV� D
SRVVLELOLW\� WKDW� WKLV� FDOO� ZLOO� IDLO� DQG� UDLVH� D� BadCallException�� DQG� WKH
VWXE�FDWFKHV�WKLV�H[FHSWLRQ�DQG�FRQYHUWV� LW�WR�D�UXQWLPH�H[FHSWLRQ�EHIRUH�UH�
WKURZLQJ�
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7KH� ILQDO� VWDJH� LV� WR� DQDO\VH� WKH� UHVXOW�� )LUVW�� D� PHWKRG� LV� LQYRNHG� RQ� WKH
,QYRFDWLRQ� REMHFW� WR� GHWHUPLQH� LI� WKH� LQYRFDWLRQ� UDLVHG� DQ� H[FHSWLRQ�� )RU� D
QRQ�H[FHSWLRQDO�UHWXUQ��WKH�UHVXOW�PXVW�EH�FRQYHUWHG�IURP�REMHFW�WR�SULPLWLYH
W\SH��LI�DSSURSULDWH��E\�FDOOLQJ�DQ�W\SH�VSHFLILF�PHWKRG�RQ�WKH�ZUDSSHU�REMHFW�
7KH�UHWXUQ�YDOXH�LV�WKHQ�UHWXUQHG�DV�WKH�UHVXOW�RI�WKH�PHWKRG�

)RU�WKH�FDVH�ZKHUH�DQ�H[FHSWLRQ�LV�WR�EH�UDLVHG��WKHUH�DUH�WKUHH�SRVVLELOLWLHV�

• 7KH�UHWXUQ�YDOXH�PD\�EH�RQH�RI�WKH�OLVWHG�H[FHSWLRQV�IRU�WKH�PHWKRG��DV
REWDLQHG�IURP�WKH�LQWHUIDFH�FODVV�

• 7KH�UHWXUQ�YDOXH�LV�D�RuntimeException

• The� UHWXUQ� YDOXH� LV� DQ� LQWHUQDO� )OH[L1HW� H[FHSWLRQ� WKDW� VKRXOG� EH
FRQYHUWHG�WR�D�JHQHUDO�SXUSRVH�UXQWLPH�H[FHSWLRQ�

7KH�E\WHFRGH�JHQHUDWRU�FUHDWHV�E\WHFRGHV� IRU�D�FDVFDGH�RI� ©LIª� FODXVHV�WR�GHDO
ZLWK�WKHVH�FDVHV��$Q�H[DPSOH�RI�WKH�VRXUFH�FRGH�HTXLYDOHQW�WR�D�VWXE�PHWKRG
LV�LOOXVWUDWHG�LQ�)LJXUH����

7KH� JHQHUDWHG� VWXE� GDWD� LV� ORDGHG� XVLQJ� D� VSHFLDOLVHG� FODVV� ORDGHU�� 7KLV� LV
XVHG�EHFDXVH�GHIDXOW�-DYD�FODVV�ORDGLQJ�LV�IURP�WKH�ILOH�V\VWHP��DQG�ZH�ZLVK
WR�DYRLG�ZULWLQJ�RQ�WKH�IO\�JHQHUDWHG�FODVVHV�WR�WHPSRUDU\�ILOHV�

$V� WKHUH� PD\� EH� PDQ\� GLIIHUHQW� �VWDQGDUG�� FODVV� ORDGHUV� ZLWKLQ� DQ� -90�
WKHUH� DUH� SRWHQWLDOO\� PDQ\� GLIIHUHQW� QDPH�VSDFHV� IRU� -DYD� FODVVHV�� )RU
H[DPSOH�� WKH� &ODVV� 5HSRVLWRU\� �FKDSWHU� ���� PDNHV� XVH� RI� WKLV� IHDWXUH�� 7KH
VWXE�FODVV� ORDGLQJ�V\VWHP�WKHUHIRUH�PXVW�PDLQWDLQ��DW�ZRUVW��RQH�VWXE�FODVV
ORDGHU� IRU�HDFK�RUGLQDU\�FODVV� ORDGHU�� ,I� IHZHU�VWXE�FODVV� ORDGHUV�ZHUH�XVHG�
WKHQ� WKLV� PLJKW� YLRODWH� WKH� VHSDUDWLRQ� EHWZHHQ� WKH� GLIIHUHQW� FODVV� QDPH
VSDFHV�� 7KH� VWXE� FODVV� ORDGLQJ� V\VWHP� NHHSV� DQ� WDEOH� RI� VWXE� FODVV� ORDGHUV�
LQGH[HG�E\�WKH�FODVV� ORDGHU�WKDW� WKH� LQWHUIDFH�FODVV�ZDV� ORDGHG�ZLWK�� ,Q�WKLV
ZD\� LW� FDQ�G\QDPLFDOO\� JHQHUDWH� VWXE� FODVV� ORDGHUV� RQ�GHPDQG�� DQG� HQVXUH
WKDW� WKH� PLQLPXP� QXPEHU� LV� FUHDWHG�� 7KH� VWXE� FODVV� ORDGHU� ORDGV� WKH
PLQLPXP�QXPEHU�RI�FODVVHV��DQG� LQ�SDUWLFXODU�UHIHUV�EDFN�WR�WKH� �VWDQGDUG�
FODVV� ORDGHU�XVHG�WR� ORDG�WKH� LQWHUIDFH�FODVV� LQ�RUGHU�WR� ORDG�DQ\�DSSOLFDWLRQ
FODVVHV�WKDW�DUH�UHTXLUHG�WR�VXSSRUW�WKH�LQWHUIDFH��7KLV�DSSURDFK�DOVR�HQVXUHV
WKDW� WKH� VWXE� FDQ� EH� VDIHO\� FDVW� WR� EH� RI� WKH� LQWHUIDFH� W\SH�� DQG� WKDW� WKH
DSSOLFDWLRQ�QHHG�QHYHU�UHIHU�WR�WKH�VWXE�W\SH�H[SOLFLWO\�
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 public Class Foo Stub extends FlexiStub implements Foo
 {
   private Object body;
   private Name   name;
 
   static WrappedMethod barMethod = new WrappedMethod("bar",
                  "(Ljava.lang.String;i)Lbaz;");
 
   // method from proxied interface
   public Baz bar(String s,int i) throws
                                myException1,myException2;
   {
 
     Object[] arg = new Object[2]; // convert arguments to
     arg[0] = s;                   // object array
     arg[1] = new Integer(i);
 
     // construct new invocation object
     Invocation inv = new Invocation(barMethod,name,arg);
 
     try
     {
       inv.invoke(body); // invoke invocation on body
     }
     catch (BadCallException engineeringExc)
     {
       // engineering exception – rethrow
       throw new FlexiNetRuntimeException(engineeringExc);
     }
 
     Object rc = inv.getReturnValue();
 
     if(inv.isExceptionalResult())
     {
      // cast to approriate exception type and re-throw
       if(rc instanceof myExcepetion1)
         throw (myException1) rc;
       else if (rc instanceof myException2)
         throw (myException2) rc;
       else if (rc instanceof RuntimeException)
         throw (RuntimeException) rc;
       else
         throw new FlexiNetRuntimeException(rc);
     }
     return (Bar) rc; // return normal result
   }
 }

Figure 61 An Example Stub Method

7KH� VWXE� JHQHUDWRU� KDV� EHHQ� GHVLJQHG� WR� VLPSOLI\� WKH� FRQVWUXFWLRQ� RI� RWKHU
VWXE� DQG� SUR[\� FODVVHV� XVLQJ� DQ� LQWHUIDFH� DV� D� WHPSODWH�� +RZHYHU�� WKLV
UHPDLQV�D�FRPSOH[�SURFHVV��QRW�OHDVW�EHFDXVH�WKH�FXUUHQW�E\WHFRGH�JHQHUDWRU
RQO\�SURGXFHV�WKH�VXEVHW�RI�-DYD�E\WHFRGHV�WKDW�ZDV�UHTXLUHG�IRU�RXU�VWXEV�
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'HVSLWH�WKH�IDFW�WKDW�ZH�RQO\�XVH�D�VXEVHW�RI�VHW�RI�-DYD�E\WHFRGHV��7KH�$3,
IRU�E\WHFRGH�JHQHUDWLRQ�LV�VWLOO�WRR�H[WHQVLYH�WR�OLVW�KHUH��7KH�JHQHUDWHG�IRUP
RI�WKH�E\WHFRGH�GDWD��DQ�REMHFW�RI�FODVV�ClassData��KDV�D�SULQW�PHWKRG�WKDW
FDQ�EH�XVHG�WR�SURGXFH�D�ILOH�FRQWDLQLQJ�WKH�FODVV�LQ�KXPDQ�UHDGDEOH�IRUP��$
XWLOLW\�-DYD�SURJUDP�PrintClass�LV�DOVR�SURYLGHG��7KLV�UHDGV�LQ�D�FODVV�DQG
RXWSXWV�LW�LQ�WKH�VDPH�KXPDQ�UHDGDEOH�IRUPDW�DV�WKH�SULQW�PHWKRG��7KHVH�FDQ
EH�XVHG�WR�VSRW�GLIIHUHQFHV�EHWZHHQ�JHQHUDWHG�DQ�HTXLYDOHQW�FRPSLOHG�FODVVHV�
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 28 RESOURCE IMPLEMENTATIONS

 28.1 Introduction

7KLV�FKDSWHU�FRQWDLQV�D�GHVFULSWLRQ�RI�VRPH�RI�WKH�UHVRXUFH�DQG�XWLOLW\�W\SHV
GHILQHG�LQ�)OH[L1HW�

 28.2 Buffers

)OH[L1HW��OLNH�PRVW�PLGGOHZDUH�SODWIRUPV��VXSSRUWV�D�EXIIHU�DEVWUDFWLRQ�LQWR
ZKLFK�RXWJRLQJ�PHVVDJHV�DUH�ZULWWHQ��DQG�IURP�ZKLFK�LQFRPLQJ�PHVVDJHV�DUH
UHDG��7KLV�LV�XVHG�LQ�SUHIHUHQFH�WR�GLUHFWO\�UHDGLQJ�ZULWLQJ�©WR�WKH�ZLUHª�SDUWO\
WR�DLG�FRGH�VHSDUDWLRQ��DQG�SDUWO\�EHFDXVH�EORFN�ZULWHV�DUH�XVXDOO\�IDVWHU�DW
WKH�QHWZRUN�RSHUDWLQJ�V\VWHP�LQWHUIDFH�

)OH[L1HW�LV�XQXVXDO�LQ�WKDW�WKHUH�LV�D�KLJK�GHJUHH�RI�VHSDUDWLRQ�EHWZHHQ�WKH
GLIIHUHQW� OD\HUV�RI�D�SURWRFRO�VWDFN��,W� LV� LPSRUWDQW�WKDW�GLIIHUHQW� OD\HUV�WKDW
ZLVK� WR�ZULWH� LQWR� DQ� RXWSXW� EXIIHU� DUH� FR�RUGLQDWHG� ¥� VR� WKDW� RQH� GRHV� QRW
ZULWH�RYHU�GDWD�ZULWWHQ�E\�DQRWKHU��7KH�DSSURDFK�WDNHQ�LV�WR�XVH�VHJPHQWHG
EXIIHUV��7KHVH�DUH�EXIIHUV�ZKLFK�DUH�ORJLFDOO\�VSOLW�LQWR�D�QXPEHU�RI�VHJPHQWV�
(DFK� OD\HU� LV� WKHQ� LQIRUPHG�RI� WKH� VHJPHQW�V�� LW� VKRXOG�XVH�� DQG� WKH� OD\HUV
DUH�WKHUHIRUH�NHSW�LQGHSHQGHQW��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����

MDYD�LR�'DWD2XWSXW

Segment
0

Segment
1

Segment
2

2XWSXW%XIIHU

%XIIHU
6HJPHQWV

 Interface
Identification

Session
Identification

Rex
Protocol
Header

8 bytes 2 bytes 4 bytes

Segments as used by the ’Green’ protocol

Segment
1

Fragment
Number

2 bytes

Method,Arguments
or

Result

Segment
3

Figure 62 Buffer Segments

)OH[L1HW� GLVWLQJXLVKHG� EHWZHHQ� LQSXW� EXIIHUV� DQG� RXWSXW� EXIIHUV�� 2XWSXW
%XIIHUV� LPSOHPHQW� WKH� DataOutput� LQWHUIDFH�� DQG� SULPLWLYH� W\SHV� PD\� EH
ZULWWHQ� GLUHFWO\� WR� WKHP� �WKH� EXIIHU� SHUIRUPV� DSSURSULDWH� PDUVKDOOLQJ��
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6LPLODUO\�� ,QSXW�%XIIHUV� LPSOHPHQW�DataInput��$OO� FRPSRQHQWV�XVH�EXIIHUV
YLD� WKH� DEVWUDFW� LQWHUIDFHV� InputBuffer� DQG� OutputBuffer�� 7KLV� DOORZV
WKHP� WR� EH� UHXVHG� ZLWK� GLIIHUHQW� EXIIHU� LPSOHPHQWDWLRQV�� WKDW� SHUIRUP
GLIIHUHQW� IRUPV� RI� PDUVKDOOLQJ�� RU� WKDW� KDYH� GLIIHUHQW� LPSOHPHQWDWLRQV� IRU
H[WHQGLQJ�EXIIHUV�

7KHUH� DUH� WZR� SULPDU\� EXIIHU� LPSOHPHQWDWLRQV��%DVLF�%XIIHUV� DUH� D� ©QDWLYHª
EXIIHU�LPSOHPHQWDWLRQ�DQG�DUH�XVHG�E\�WKH�PDMRULW\�RI�SURWRFROV��&'5�%XIIHUV
DUH� XVHG� LQ� WKH� *,23� SURWRFROV�� 7KH\� XVH� &'5�PDUVKDOOLQJ� IRUPDWV� ZKHQ
UHDGLQJ�ZULWLQJ� SULPLWLYH� W\SHV�� 7KH\� DUH� DOVR� EDVHG� RQ� DQ� HDUOLHU� EXIIHU
LPSOHPHQWDWLRQ��ZKLFK�LV�OHVV�HIILFLHQW�DW�H[WHQGLQJ�EXIIHUV�

 28.3 Basic Buffers

7KH� EDVLF� EXIIHU� LPSOHPHQWDWLRQ� LV� ILQHO\� WXQHG� IRU� SHUIRUPDQFH�� ,W� XVHV� D
©FKDLQ�RI�SDFNHWVª�DEVWUDFWLRQ�WR�VWRUH�WKH�GDWD� LQWHUQDOO\��1HZ�SDFNHWV�PD\
EH�FKHDSO\�DSSHQGHG�WR�WKH�FKDLQ�LQ�RUGHU�WR�H[WHQG�WKH�EXIIHU��)RU�GDWDJUDP
RULHQWHG�SURWRFROV��HDFK�SDFNHW�ZLWKLQ�WKH�EXIIHU�FRUUHVSRQGV�WR�D�SDFNHW�WR�EH
VHQW�RQ�WKH�ZLUH��7KH�EXIIHU�LPSOHPHQWDWLRQ�FDQ�UHVHUYH�D�VSDFH�DW�WKH�IURQW
RI�HDFK�SDFNHW�WR�DOORZ�SHU�SDFNHW�KHDGHU�LQIRUPDWLRQ�WR�EH�ZULWWHQ�

BasicBuffers� DUH� PDQDJHG� E\� %XIIHU� 3RROV�� � $V� SRROHG� UHVRXUFH�� WKH\
FRQWDLQ� D� recycle� PHWKRG�� +RZHYHU�� WKH\� DUH� QRW� WKHPVHOYHV� UHXVHG�
,QVWHDG��ZKHQ�D�EXIIHU�LV�UHF\FOHG��WKH�SDFNHWV�FRQWDLQHG�ZLWKLQ�LW�DUH�VWRUHG
E\� WKH� SRRO� PDQDJHU�� DQG� WKH� EXIIHU� LWVHOI� LV� GLVFDUGHG�� 7KLV� UHGXFHV� WKH
SRVVLEOH� LQWURGXFWLRQ� RI� EXJV� WKDW� ZDV� IRXQG� ZLWK� DUELWUDU\� UHF\FOLQJ� RI
REMHFWV�ZLWKLQ�RWKHU�SRRO�LPSOHPHQWDWLRQV���VHH�VHFWLRQ����������7KH�IROORZLQJ
VWHSV�DUH�WDNHQ�WR�HQVXUH�VDIH�UHF\FOLQJ�

• 5HIHUHQFHV� WR� SDFNHWV� DUH� HQFDSVXODWHG� E\� EXIIHUV� DQG� SRROV�� 2QO\
WKHVH�FODVVHV�QHHG�EH�FRUUHFW�WR�HQVXUH�WKDW�D�SDFNHW�LV�QRW�HUURQHRXVO\
VKDUHG�EHWZHHQ�WZR�EXIIHUV�

• :KHQ�D�EXIIHU�LV�UHF\FOHG��LW�LV�FULSSOHG�VR�WKDW�LW�QR�ORQJHU�FRQWDLQV�D
UHIHUHQFH� WR� LWV� SDFNHWV�� ,I� D� EXIIHU� LV� HUURQHRXVO\� XVHG� DIWHU� EHLQJ
UHF\FOHG��WKLV�ZLOO�OHDG�WR�DQ�LPPHGLDWH�IDLOXUH�UDWKHU�WKDQ�D�OLQJHULQJ
EXJ�

• 7KH� finalize� PHWKRG� IRU� EXIIHUV� UHF\FOHV� WKHP�� 7KLV� HQVXUHV� WKDW
EXIIHUV�DUH�HYHQWXDOO\�UHF\FOHG��HYHQ�LI�WKH�SURJUDPPHU�IRUJHWV�

• 3DFNHWV�FRQWDLQ�RQO\�E\WHV��QRW�UHIHUHQFHV�WR�RWKHU�REMHFWV��7KLV�UHGXFHV
WKH� LPSDFW� RI� D� EXJJ\� UHLQLWLDOLVDWLRQ� URXWLQH��:H� GHILQH� WKDW� D� QHZ
SDFNHW� FRQWDLQV� DUELWUDU\� GDWD�� VR� WKH� QHHG� IRU� UHLQLWLDOLVDWLRQ� LV
DYRLGHG�FRPSOHWHO\�

7R�HQVXUH�WKDW�EXIIHUV�FDQ�EH�UDSLGO\�DOORFDWHG��ZH�PLQLPLVH�WKHLU�FRPSOH[LW\�
,Q� SDUWLFXODU�� LQGLYLGXDO� EXIIHUV� GR� QRW� FRQWDLQ� LQIRUPDWLRQ� DERXW� EXIIHU
VHJPHQWV�� WKH\� VLPSO\� FRQWDLQ� D� SRLQWHU� WR� WKH� FXUUHQW� SRVLWLRQ�ZLWKLQ� WKH
EXIIHU��:KHQ�D�FDOO�LV�PDGH�WR�FKDQJH�WKH�FXUUHQW�VHJPHQW��WKH�EXIIHU�SRRO�LV
FRQVXOWHG��DQG�UHWXUQV�WKH�VHJPHQWªV�RIIVHW��%DVLF�EXIIHUV�FDQ�EH�RSWLRQDOO\�EH
FRPSLOHG� ZLWK� DGGLWLRQDO� ERXQGV� FKHFNLQJ� FRGH� WKDW� YDOLGDWH� WKDW
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UHDGV�ZULWHV� WR� D� VHJPHQW� GR� QRW� RYHUUXQ�� 7KLV� FKHFNLQJ� LV� E\� GHIDXOW� RQO\
SHUIRUPHG�ZKHQ�GHEXJJLQJ�RI�)OH[L1HW�DV�D�ZKROH�LV�HQDEOHG�

 28.4 Priority Queues

0RVW�SURWRFROV� UHTXLUH� VRPH� IRUP�RI� TXHXH�DEVWUDFWLRQ�� ,Q� SDUWLFXODU��PDQ\
SURWRFROV� UHTXLUH� D� WLPHU� TXHXH� ZKLFK� LV� XVHG� WR� UHVHQG� PHVVDJHV� RYHU
XQUHOLDEOH� WUDQVSRUWV�� RU� WLPHRXW� FRQQHFWLRQV� RU� VHVVLRQV�� 7KH
PriorityQueue� FODVV� ZDV� GHVLJQHG� WR� SHUIRUP� HIILFLHQW� TXHXLQJ� RI� LWHPV
RUGHUHG�E\�NH\��$� VXEFODVV� RI� WKLV��TimerQueue� LV� XVHG� LQ�*UHHQ��0DJHQWD
DQG�PRVW�RWKHU�SURWRFROV�

7KH� SULRULW\� TXHXH� PDQDJHV� DQ� RUGHUHG� TXHXH� RI� LWHPV�� HDFK� RI� ZKLFK� LV
DVVRFLDWHG�ZLWK�D�NH\��7KH�LWHP�ZLWK�WKH�ORZHVW�YDOXH�LV�VWRUHG�DW�WKH�IURQW�RI
WKH�TXHXH��7KH�LPSOHPHQWDWLRQ�LV�WXQHG�WR�PDNH�WKH�DGGLWLRQ�DQG�UHPRYDO�RI
LWHPV� DV� HIILFLHQW� DV� SRVVLEOH�� UHJDUGOHVV� RI� WKHLU�SRVLWLRQ�ZLWKLQ� WKH� TXHXH�
,QWHUQDOO\�� D� KHDS� VWUXFWXUH� LV� XVHG� WR� PDLQWDLQ� WKH� RUGHULQJ� UHODWLRQVKLS
EHWZHHQ�LWHPV��7KH�KHDS�LV�LPSOHPHQWHG�DV�DQ�DUUD\�RI��UHIHUHQFHV�WR��KDQGOH
REMHFWV��(DFK�KDQGOH�FRQWDLQV�D�UHIHUHQFH�WR�WKH�TXHXHG�REMHFW��WKH�NH\�YDOXH
DQG�D�EDFN�UHIHUHQFH�WR�WKH�REMHFWªV�SRVLWLRQ�ZLWKLQ�WKH�KHDS��7KLV�DOORZV�IRU
HIILFLHQW� UHPRYDO� IURP� WKH� KHDS�� ZLWKRXW� UHFRXUVH� WR� VHDUFKLQJ�� 7KLV� LV
LOOXVWUDWHG�LQ�)LJXUH����

. . .

PriorityQueue

Handle

Queuable
Object

1 2 3 4 n

key
position
value

665
3
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TimerQueue

Figure 63 Priority Queue Implementation

(DFK� REMHFW� VWRUHG� LQ� WKH� TXHXH�PXVW� LPSOHPHQW� WKH�Queueable� LQWHUIDFH�
7KLV� FRQWDLQV� WKH� dequeued� PHWKRG�� ZKLFK� LV� XVHG� E\� VXE�FODVVHV� RI
PriorityQueue�WR�LQIRUP�DQ�REMHFW�WKDW�LW�KDV�EHHQ�UHPRYHG�IURP�WKH�TXHXH�

$Q�LPSRUWDQW�IHDWXUH�RI�WKH�SULRULW\�TXHXH�DEVWUDFWLRQ�LV�LWV�LQWHUDFWLRQ�ZLWK
V\QFKURQLVDWLRQ� PHFKDQLVPV�� )UHTXHQWO\�� D� GHTXHXHG� LWHP� PXVW� LWVHOI� EH
ORFNHG�SULRU�WR�VRPH�DFWLRQ�EHLQJ�WDNHQ��7KH�WKUHDG�SHUIRUPLQJ�WKH�GHTXHXLQJ
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ZRXOG�WKHUHIRUH�ORFN�WKH�TXHXH��WR�GHTXHXH��DQG�WKHQ�ORFN�WKH�REMHFW��GXULQJ
SURFHVVLQJ�RI�WKH�GHTXHXH�HYHQW���(TXDOO\��DQ�REMHFW�WKDW�QHHGV�WR�EH�TXHXHG
LV�RIWHQ�ORFNHG��WKLV�OHDGV�WR�DFTXLVLWLRQ�RI�WKH�ORFNV�LQ�WKH�RSSRVLWH�RUGHU��7KLV
FRXOG�OHDG�WR�GHDGORFN�

7R�DYRLG�WKLV��WKH�TXHXH�LPSOHPHQWDWLRQ�©MXJJOHVª�LWV�ORFNV�ZKHQ�GHTXHXLQJ�DQ
REMHFW�VR�WKDW�REWDLQV�WKH�ORFNV� LQ�WKH�RUGHU�REMHFW��TXHXH��7KLV�UHPRYHV�WKH
SRVVLELOLW\�RI�GHDGORFN��7KH�SULRULW\�TXHXH�DOVR�PDQDJHV�WKH�UDFH�FRQGLWLRQ�RI
DQ� REMHFW� EHLQJ� VLPXOWDQHRXVO\� UHPRYHG� IURP� D� TXHXH�PDQXDOO\�� DQG� EHLQJ
GH�TXHXHG� �IRU� H[DPSOH� GXH� WR� WLPHRXW��� 7KLV� DOORZV� VWUDLJKWIRUZDUG� XVH� RI
SULRULW\�TXHXHV�

)RU�H[DPSOH�LI�D�PXWH[�LV�KHOG�RQ�DQ�REMHFW��DQG�D�WLPHRXW�RFFXUV�OHDGLQJ�WR
WKH� REMHFW� EHLQJ� GHTXHXHG�� WKH� FDOOEDFN� ZLOO� QRW� RFFXU� XQWLO� WKH� PXWH[� LV
UHOHDVHG� DQG�PD\� EH� DWWDLQHG� E\� WKH� WLPHU� WKUHDG�� ,I� LQ� WKH�PHDQWLPH� WKH
LWHP�LV�UHPRYHG�IURP�WKH�TXHXH��WKH�FDOOEDFN�ZLOO�QRW�RFFXU�DW�DOO�

7KHUH�LV�RQH�LVVXH�KHUH��LQ�-DYD��WKHUH�LV�QR�ZD\�WR�DVFHUWDLQ�LI�D�ORFN�LV�KHOG
RQ�DQ�REMHFW�ZLWKRXW�DWWHPSWLQJ�WR�JDLQ� WKH� ORFN� �DQG�SRVVLEO\�EORFNLQJ��� ,Q
WKH�FDVH�RI� WKH�WLPHU�TXHXH�� WKLV�PD\�UHVXOW� LQ� WKH�FDOOEDFN�RQ�RWKHU�REMHFWV
EHLQJ�GHOD\HG��EHFDXVH�WKH�REMHFW�ZLWK�WKH�ORZHVW�WLPHRXW�LV�ORFNHG�IRU�D�ORQJ
SHULRG� RI� WLPH�� )RU� FXUUHQW� SURWRFROV�� WKLV� OLPLWDWLRQ� LV� QRW� VLJQLILFDQW�� DV
PXWH[V� DUH� RQO\� KHOG� EULHIO\�� KRZHYHU� WKLV�PXVW� EH� FRQVLGHUHG� LI� WKH� WLPHU
TXHXH�LV�XVHG�IRU�RWKHU�SXUSRVHV�

 28.5 Cache

9DULRXV� SDUWV� RI�)OH[L1HW� SHUIRUP� VRPH� IRUP� RI� FDFKLQJ��$Q� DEVWUDFW� FDFKH
LQWHUIDFH� KDV� EHHQ� GHILQHG� WR� DOORZ� GLIIHUHQW� FDFKLQJ� SROLFLHV� WR� EH� XVHG
LQWHUFKDQJHDEO\��7KH�FDFKH�LQWHUIDFH�LV�VKRZQ�LQ�)LJXUH�����,W�LV�HVVHQWLDOO\�D
NH\�YDOXH�ORRNXS�

 public interface Cache
 {
   public Object put(Object key,Object value,int weight);
 
   public Object put(Object key,Object value);
 
   public Object get(Object key);
 
   public void resize(int size);
 
   public int getCurrentSize();
 
   public int getMaxSize();
 }

Figure 64 The Cache Interface

7KHUH�DUH�FXUUHQWO\�WKUHH�FDFKH�LPSOHPHQWDWLRQV��WZR�RI�ZKLFK�DUH�WULYLDO�
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• %RWWRPOHVV�%XFNHW
7KLV�LV�D�VLPSOH�KDVKWDEOH��,W�QHYHU�GLVFDUGV�DQ\WKLQJ�IURP�WKH�FDFKH�

• 1XOO�&DFKH
7KLV�GRHV�QRW�VWRUH�DQ\WKLQJ�DW�DOO�

• %ORFNLQJ�+DVKWDEOH
7KLV�LV�D�XVHIXO�FDFKH�DEVWUDFWLRQ��,W�LV�HVVHQWLDOO\�D�KDVKWDEOH��EXW�KDV
DQG�DGGLWLRQDO�PHWKRG��getb��JHW�EORFNLQJ���7KLV�ZLOO�UHWULHYH�DQ�LWHP
IURP� WKH� FDFKH�� EXW� LI� LW� LV� QRW� SUHVHQW�� ZLOO� PDUN� WKH� FDOOHH� DV� WKH
©KDQGOHUª� IRU� WKLV� NH\�� $Q\� VXEVHTXHQW� FDOOV� WR� JHW� RU� getb�ZLWK� WKH
VDPH�NH\�ZLOO�EORFN�XQWLO�WKH�KDQGOHU�KDV�SHUIRUPHG�D�put�RSHUDWLRQ�
7KLV� PD\� EH� XVHG� WR� HQVXUH� WKDW� RQO\� RQH� WKUHDG� SHUIRUPV� DQ
H[SHQVLYH� ORRNXS� LI�D�FDFKH� ORRNXS� IDLOV��7KH�KDQGOHU�PD\�SXW�D�QXOO
YDOXH�LQWR�WKH�FDFKH�WR� LQGLFDWH�WKDW� LW�KDV�IDLOHG��7KH�QH[W� WKUHDG�WR
DWWHPSW�D�getb�ZLOO�EHFRPH�WKH�QHZ�KDQGOHU�
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 29 BLUEPRINTS

 29.1 Introduction

)OH[L1HW� LV� KLJKO\� FRQILJXUDEOH�� DQG� D� PHFKDQLVP� LV� UHTXLUHG� IRU� WKH
VSHFLILFDWLRQ� RI� FRPSOH[� FRPSRQHQW� LQWHUGHSHQGHQFLHV�� 7KH� FlexiProps
V\VWHP�ZDV�GHVLJQHG�WR�ILW�WKLV�SXUSRVH��7KLV�LV�D�VLPSOH�H[WHQVLRQ�RI�WKH�-DYD
SURSHUW\� VFKHPH� WKDW� DOORZV� DUELWUDU\� �QRQ�VWULQJ�� SURSHUWLHV�� )OH[L3URSV� LV
VWLOO�XVHG�IRU�WKH�VSHFLILFDWLRQ�RI�VRPH�SURSHUWLHV��LQ�SDUWLFXODU�IRU�VSHFLI\LQJ
TXDOLW\�RI�VHUYLFH�FRQVWUDLQWV��+RZHYHU��LW�ZDV�IRXQG�WR�EH�ODFNLQJ�ZKHQ�XVHG
WR�VSHFLI\�FRPSOH[�FRPSRXQG�REMHFWV��VXFK�DV�ELQGHU�SURWRFRO�VWDFNV��)RU�WKLV
UHDVRQ��WKH�©EOXHSULQWª�V\VWHP�ZDV�LQWURGXFHG�

$Q� LPSRUWDQW� XVH� RI� WKH� EOXHSULQW� V\VWHP� LV� WR� DOORZ� D� FOLHQW� WR� VSHFLI\
PRGLILFDWLRQ� WR� D� VWDQGDUG� WHPSODWH� XVHG� LQ� ELQGHU� LQLWLDOLVDWLRQ�� )RU
H[DPSOH��D�FOLHQW�PD\�ZLVK�WR�SURGXFH�D�YDULDQW�RI�WKH�0DJHQWD�ELQGHU�WKDW
XVHV� D� GLIIHUHQW� WKUHDGLQJ� SROLF\�� RU� WKDW� XVHV� D� GLIIHUHQW� EXIIHU� SRRO
DEVWUDFWLRQ�� 7KH� W\SH� FKHFNLQJ� IDFLOLWLHV� LQ� EOXHSULQWV� HQVXUH� WKDW� WKH
PRGLILFDWLRQ�GR�QRW�OHDG�WR�DQ�LQFRQVLVWHQW�JUDSK�

 29.2 Blueprints

%OXHSULQWV�DUH�D�PHFKDQLVP�IRU�VSHFLI\LQJ�DQ�DUELWUDU\�REMHFW�JUDSK�DQG�WKHQ
FR�RUGLQDWLQJ� WKH� FRQVWUXFWLRQ� RI� WKH� JUDSK�� (DFK� QRGH� LQ� WKH� JUDSK
UHSUHVHQWV� DQ� REMHFW� WKDW� LV� WR� EH� FRQVWUXFWHG�� RU� D� SURSHUW\� YDOXH�� 7KH
EOXHSULQW�PDLQWDLQV� D� VHW� RI� FRQVWUDLQWV� RQ� WKH� FODVV� WKDW� WKH� REMHFW�PLJKW
KDYH��DQG�WKH�SRVVLEOH�YDOXHV�RI�HDFK�SURSHUW\�

7KH� EOXHSULQW� V\VWHP� ZLOO� YDOLGDWH� D� EOXHSULQW� E\� DVNLQJ� HDFK� FODVV
UHSUHVHQWHG�ZLWKLQ�WKH�JUDSK�WR�DGG�FRQVWUDLQWV�RQ�WKH�YDOXHV�RI�RWKHU�QRGHV
WKDW�LW�GHSHQGV�RQ��)RU�H[DPSOH��D�QRGH�UHSUHVHQWLQJ�D�8'3�PHVVDJLQJ�OD\HU
PD\� SODFH� D� FRQVWUDLQW� RQ� WKH� QRGH� UHSUHVHQWLQJ� WKH� EXIIHU� SURSHUW\
LQGLFDWLQJ�WKH�PD[LPXP�VL]H�IRU�D�EXIIHU�

7KH� EOXHSULQW� V\VWHP� ZLOO� LWHUDWH� RYHU� D� JUDSK� XQWLO� LW� KDV� IRXQG� D� VHW� RI
FDQGLGDWH� YDOXHV� IRU� HDFK� QRGH� WKDW� PHHW� DOO� FRQVWUDLQWV�� ,W� FDQ� WKHQ� FR�
RUGLQDWH�WKH�FRQVWUXFWLRQ�RI�WKH�REMHFW�JUDSK�PDWFKLQJ�WKLV�EOXHSULQW�

7KH�XWLOLW\�RI�%OXHSULQWV�FRPHV�IURP�WKH�IDFW�WKDW�RQO\�WKH�WRS�QRGH�ZLWKLQ�WKH
JUDSK�QHHG�EH�VSHFLILHG��DQG�WKLV�ZLOO�DGG�DGGLWLRQDO�QRGHV�DQG�FRQVWUDLQWV�
UHFXUVLYHO\� VSHFLI\LQJ� WKH� IXOO� EOXHSULQW�� $� SURJUDPPHU�PD\� VSHFLDOLVH� WKLV
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WHPSODWH�EH�SUHGHILQLQJ�FRQVWUDLQWV�RQ�DQ\�SDUWLFXODU�QRGH�ZLWKLQ�WKH�JUDSK�
ZLWKRXW�KDYLQJ�WR�EH�DZDUH�RI�WKH�GHWDLOV�DERXW�KRZ�WKLV�QRGH�UHODWHV�WR�RWKHU
QRGHV��,I�WKH�SURJUDPPHU�VSHFLILHV�WKDW�D�QRQ�GHIDXOW�FODVV�VKRXOG�EH�XVHG�IRU
D� SDUWLFXODU� QRGH�� WKHQ� WKLV� FODVV� ZLOO� EH� XVHG� ZKHQ� WKH� REMHFW� JUDSK� LV
XOWLPDWHO\� FUHDWHG�� DQG�ZKHQ� WKH� FODVVHV�DUH� LQWHUURJDWHG� WR�DGG�DGGLWLRQDO
FRQVWUDLQWV�

%OXHSULQWV� DUH� XVHG� IRU� SURWRFRO� VWDFN� VSHFLILFDWLRQ� DQG� FRQVWUXFWLRQ�� $
FRPPRQ� UHTXLUHPHQW� LV� WR� XVH� D� GHIDXOW� VWDFN� �DV� VSHFLILHG� E\� DQ� H[LVWLQJ
ELQGHU��ZLWK� VPDOO�PRGLILFDWLRQV�� VXFK� DV� D� FKDQJH� LQ� EXIIHULQJ�SROLF\�� RU� D
GLIIHUHQW� VHULDOLVDWLRQ� IDFWRU\�� ,Q� WKHVH� FDVHV�� EOXHSULQWV� DOORZV
VWUDLJKWIRUZDUG�VSHFLILFDWLRQ�ZLWK�D�JXDUDQWHH�WKH�EOXHSULQWV�ZLOO�UHSRUW�DQ\
FRQIOLFWV��LI�WKH�QHZ�JUDSK�LV�LQFRQVLVWHQW��RU�RQH�FRPSRQHQW�LV�QRW�FRPSDWLEOH
ZLWK�DQRWKHU�

,Q�SULQFLSOH�DOO� WKDW� LV� UHTXLUHG� LV� WKDW� HDFK�QRGH�KDV� FRQVWUDLQWV� VHW�RQ� LWV
YDOXH�� DQG� D� SURRI� V\VWHP�FRXOG� WKHQ�EH�XVHG� WR� FKRRVH� DSSURSULDWH� YDOXHV�
+RZHYHU�LQ�SUDFWLFH��VXFK�D�VFKHPH�ZRXOG�EH�IDU�WR�LQHIILFLHQW��DQG�LQ�JHQHUDO
LQWUDFWDEOH���7R�PDNH�WKH�DSSURDFK�SUDFWLFDEOH��IRU�HDFK�QRGH�ERWK�FRQVWUDLQWV
DQG�VXJJHVWLRQV�DUH�VWRUHG��)RU�H[DPSOH��D�PHVVDJLQJ� OD\HU�PLJKW�FRQVWUDLQ
WKDW� WKH� EXIIHU� VL]H� LV� OHVV� WKDQ� �.� DQG� VXJJHVW� WKDW� �.� LV� D� VXLWDEOH� VL]H�
7KLV�VXJJHVWLRQ�ZLOO�EH�XVHG�LI�LW�PHHWV�DQ\�FRQVWUDLQWV�SODFHG�RQ�WKH�SURSHUW\
E\�RWKHU�QRGHV��DQG�LI�QRW�RWKHU�VXJJHVWLRQV�RYHUULGH�LW�

 29.3 Blueprint Structure

$�%OXHSULQW�JUDSK�LV�KHOG�LQWHUQDOO\�DV�D�WUHH�VWUXFWXUH�ZLWK�©V\PEROLF�OLQNVª�
(DFK�QRGH�LQ�WKH�JUDSK�UHSUHVHQWV�DQ�REMHFW�WR�EH�FUHDWHG�RU�D�SURSHUW\�YDOXH�
ZKLFK� LV� VLPSO\� VWRUHG�� 2Q� HDFK� QRGH� DUH� D� QXPEHU� RI� VXJJHVWLRQV� IRU� D
SRVVLEOH�YDOXH��DQG�D�QXPEHU�RI�FRQVWUDLQWV�RQ�ZKDW�WKH�YDOXH�PD\�EH��2QFH
WKH� EOXHSULQW� KDV� EHHQ� UHVROYHG� FRPSOHWHO\�� HDFK� QRGH� ZLOO� DOVR� FRQWDLQ� D
YDOXH�� 7KH� REMHFW� WKDW� WKH� URRW� QRGH� VSHFLILHV� LV� EXLOW� RU� FRPSRVHG� IURP� WKH
FRPSRQHQWV� VSHFLILHG� LQ� WKH� ORZHU� SDUWV� RI� WKH� WUHH�� %OXHSULQWV� DUH
KLHUDUFKLFDO� IRU� WKLV� UHDVRQ�� WKH� REMHFW� WKDW� LV� UHTXLUHG� LV� EXLOW� IURP� VXE�
FRPSRQHQWV�UHSUHVHQWHG�E\�WKH�ORZHU�SDUWV�RI�WKH�WUHH��ZKLFK�DUH�WKHPVHOYHV
EXLOW�IURP�FRPSRQHQWV�LV�\HW�ORZHU�SDUWV�

(DFK� OLQN� LQ� WKH� WUHH� LV� JLYHQ� D� PHDQLQJIXO� QDPH�� DQG� D� ©GRW� VHSDUDWHGª
SDWKQDPH� LV� XVHG� WR� LGHQWLI\� D� SDUWLFXODU� QRGH�� 7KH� URRW� RI� WKH� WUHH� LV� DQ
H[FHSWLRQ��DQG�LV�XQQDPHG��,Q�)LJXUH�����QRGH���LV�UHIHUUHG�WR�DV�§D�G¨��ZKLOH
��ZKLFK�KDV�D�V\PEROLF�OLQN�IURP���PD\�EH�UHIHUUHG�WR�HLWKHU�DV�§E�I¨�RU�§D�H¨�
7KH�VWUXFWXUH�RI�D�%OXHSULQW�GHILQHV�VFRSHV�IRU�HDFK�RI�WKH�QRGHV��)RU�H[DPSOH
LQ�)LJXUH�����DOO�WKH�QRGHV�DUH�YLVLEOH�LQ�WKH�URRWªV�VFRSH��+RZHYHU�RQO\�QRGHV
����DQG���DUH�LQ�QRGH��ªV�VFRSH��DQG���LV�QRW�DFFHVVLEOH�DW�DOO��7KH�OLQN�§H¨�IURP
�� WR���PXVW�EH� HVWDEOLVKHG� IURP�D�VFRSH� WKDW� FRQWDLQV�ERWK���DQG���� LQ� WKLV
FDVH� RQO\� WKH� FUHDWRU� RI� WKH� %OXHSULQW� RU� QRGH� ��PD\� GR� WKDW�� ,W� ZRXOG� EH
LPSRVVLEOH�IRU�QRGH���VLQFH�SULRU�WR�WKH�OLQN�EHLQJ�HVWDEOLVKHG���LV�RXWVLGH�LWV
VFRSH�
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Figure 65 A Blueprint Graph

,QWHUQDOO\��WKH�JUDSK�EHORZ�DQ\�QRGH�IRUPV�D�YDOLG�EOXHSULQW��DQG�UHIHUV�WR�LWV
GHVFHQGDQWV�E\�UHODWLYH�QDPHV��)RU�H[DPSOH��QRGH���UHIHUV� WR�QRGH���E\� WKH
QDPH�§F¨�

(DFK� QRGH� LQ� WKH� %OXHSULQW�PD\� FRQWDLQ� D� QXPEHU� RI� VXJJHVWLRQV� DV� WR� LWV
HYHQWXDO� YDOXH�� DQG�D�QXPEHU� RI� FRQVWUDLQWV� RQ� WKDW�YDOXH��7KH� FRQVWUDLQWV
PXVW�EH�PXWXDOO\�FRPSDWLEOH��WKDW�LV��LW�PXVW�EH�WKHRUHWLFDOO\�SRVVLEOH�WR�ILQG
D� YDOXH� WKDW� VDWLVILHV� DOO� WKH� FRQVWUDLQWV�� ,I� D� FRQVWUDLQW� LV� DGGHG� ZKLFK
EUHDFKHV�WKLV�UHTXLUHPHQW�WKH�%OXHSULQW�ZLOO�WKURZ�DQ�H[FHSWLRQ��DQG�IDLO�WR
DSSO\�WKH�FRQVWUDLQW�

7KH�RUGHU�LQ�ZKLFK�VXJJHVWLRQV�DUH�PDGH�LV�VLJQLILFDQW��:KHQ�WKHUH�DUH�WZR
RU�PRUH�VXJJHVWLRQV�RQ�D�QRGH��WKH\�ZLOO�EH�FRQVLGHUHG�LQ�WKH�RUGHU�LQ�ZKLFK
WKH\�ZHUH�PDGH��7KH�UHDVRQ� IRU� WKLV� LV�WR�HQVXUH�WKDW�WKH�RXWHU� VFRSHV�WDNH
SUHFHGHQFH� LQ�QRUPDO�XVDJH��7KLV� LV�GLVFXVVHG�ZKHQ�5HVROXWLRQ� LV�H[DPLQHG
LQ�GHWDLO�

 29.4 Writing Classes for use in Blueprints

)RU�D�FODVV�WR�EH�D�YDOLG�VXJJHVWLRQ�IRU�D�EOXHSULQW�QRGH�� LW�PXVW� LPSOHPHQW
WKH� UniformCreate� LQWHUIDFH� DQG� D� QXPEHU� RI� VWDWLF� PHWKRGV�� 7KH� VWDWLF
PHWKRGV�DUH�QRW�VSHFLILHG�LQ�WKH�LQWHUIDFH��DV�-DYD�GRHV�QRW�DOORZ�WKLV�

public static void setRequirements(Blueprint)
7KLV�DOORZV�D�FODVV�WR�DGG�VXJJHVWLRQV�DQG�FRQVWUDLQWV�ZLWKLQ� LWV
VFRSH�� 7KH� PHWKRG� LV� SDVVHG� WKH� EOXHSULQW� QRGH� WKDW� ZLOO
HYHQWXDOO\�EH�LQLWLDOLVHG�WR�EH�DQ�REMHFW�RI�WKLV�FODVV��)URP�WKLV�LW
FDQ�DFFHVV�DOO�QRGHV�ZLWKLQ�WKDW�QRGHªV�VFRSH��7\SLFDO�XVDJH�ZRXOG
EH� WR� FRQVWUDLQ� QRGHV� WKDW� ZLOO� ODWHU� EH� XVHG� WR� VHW� WKH� REMHFWªV
LQWHUQDO�VWDWH�
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public static Object createUninitialised()
7KLV� LV�XVHG�E\� WKH�EOXHSULQWV� V\VWHP� WR� FUHDWH�DQ�REMHFW� JUDSK�
RQFH�WKH�FRUUHFW�REMHFW�FODVV�IRU�HDFK�QRGH�KDV�EHHQ�DVFHUWDLQHG��,W
VLPSO\�FUHDWHV�DQ�LQVWDQFH�RI�WKH�FODVV��,W�LV�GLVWLQFW�IURP�WKH�QR�
DUJ�FRQVWUXFWRU�DV�LW�FUHDWHV�DQ�REMHFW�WKDW�LV�XQLQLWLDOLVHG�

public int initialise(Blueprint)
,QLWLDOLVHV� WKH� REMHFW�� REWDLQLQJ� DQ\� VWDWH� QHHGHG� IURP� WKH
VXSSOLHG� %OXHSULQW�� 7KH� DUJXPHQW� LV� WKH� VDPH� DV� IRU
setRequirements��$Q\�RWKHU�LQLWLDOLVDWLRQ�WKDW�LV�QHHGHG�VKRXOG
DOVR�EH�GRQH�DW�WKLV�SRLQW�

 29.5 Use

7R�FRQVWUXFW�DQ�REMHFW�JUDSK��D�EOXHSULQW�QRGH�IRU�WKH�URRW�REMHFW�LV�ILUVW
FUHDWHG� ZKLFK� VXJJHVWV� WKH� �RQO\�� SRVVLEOH� YDOXH� IRU� WKH� URRW� REMHFW�� 7KH
FUHDWRU� PD\� WKHQ� DGG� VXJJHVWLRQV� RU� FRQVWUDLQWV� WR� WKH� EOXHSULQW�� RU� FKLOG
QRGHV��7KHUH�DUH�WKUHH�SKDVHV�WR�WKH�LQLWLDOLVDWLRQ�RI�DQ�REMHFW�JUDSK�IURP�D
EOXHSULQW�

• )LUVWO\��WKH�EOXHSULQW�LV�UHVROYHG��7R�GR�WKLV�D�VXJJHVWLRQ�LV�FKRVHQ�IRU
HDFK�QRGH��DQG�setRequirements�LV�FDOOHG�IRU�HDFK�QRGH�LQ�WKH�JUDSK
WKDW� FRUUHVSRQGV� WR� DQ� REMHFW� WR� EH� FUHDWHG�� $V� HDFK� UHTXLUHPHQW� LV
DGGHG��LW�LV�FKHFNHG�IRU�FRQVLVWHQF\��7KH�UHVROXWLRQ�DOJRULWKP�ZLOO�EDFN
RII�DQG�WU\�GLIIHUHQW�VXJJHVWLRQV�XQWLO�LW�ILQGV�D�FRQVLVWHQW�VHW�

• 6HFRQGO\�� WKH� JUDSK� LV� ZDONHG� DQG� createUnitialised� FDOOHG� IRU
HDFK�QRGH��7KLV�FRQVWUXFWV�DQ�XQLQLWLDOLVHG�REMHFW�JUDSK�

• )LQDOO\��WKH�REMHFW�LQ�HDFK�QRGH�LV�LQLWLDOLVHG�

5HVROYHG�EOXHSULQWV�PD\�EH�VWRUHG�UDWKHU�WKDQ�XVHG�WR�LPPHGLDWHO\�FUHDWH�DQ
REMHFW� JUDSK�� 7KLV� LV� XVHIXO�� DV� UHVROXWLRQ�PD\� EH� FRVWO\� IRU� FRPSOH[� REMHFW
JUDSKV��%OXHSULQWV�KDYH�D�XWLOLW\�FRQVWUXFWRU�DOORZLQJ�D�JUDSK�WR�EH�UHDG�IURP
D� SUHYLRXVO\� VDYHG� VWDWH�� $� FRGH� IUDJPHQW� IRU� FRQVWUXFWLQJ� D� ELQGHU� XVLQJ
EOXHSULQWV�LV�VKRZQ�LQ�)LJXUH����

 // create a blueprint for an object of class Burgundy
 Blueprint bp=new Blueprint(Burgundy.class,Burgundy.class);
 
 // suggest that a special purpose serial layer is used
 // This suggestion takes precidence over default suggestions
 // as it is made in the outermost context
 bp.suggest(“serial”,CompressingSerialLayer.class);
 
 // Built the object graph and read the result
 bp.construct();
 Burgundy burgundy = (Burgundy) bp.get(null);

Figure 66 Using Blueprints
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 29.6 Resolution

5HVROXWLRQ�LV�D�FRPSOH[�SURFHVV��DQG�LV�LQ�IDFW�13�FRPSOHWH��,Q�SUDFWLFH��PRVW
VROXWLRQV� DUH� IRXQG� WULYLDOO\�� EXW� WKH� SRWHQWLDO� WR� VWRUH� SUHYLRXVO\� UHVROYHG
JUDSKV�LV�LPSRUWDQW�IRU�GLIILFXOW�FDVHV�

7KH�UHVROYHU�XVHV�D�EDFNWUDFNLQJ�DOJRULWKP�ZKLFK�ZDONV�WKH�%OXHSULQW�WUHH�LQ
D� WRS�GRZQ� PDQQHU� �URRW� ILUVW��� $W� HDFK� QRGH� LW� SLFNV� WKH� ILUVW� XQWULHG
VXJJHVWLRQ�DQG�WHVWV�LW�DJDLQVW�WKH�FXUUHQW�FRQVWUDLQWV��,I�WKH�VXJJHVWLRQ�IDLOV�
LW�WULHV�WKH�QH[W�RQH��DQG�VR�RQ��XQWLO�LW�UXQV�RXW�RI�VXJJHVWLRQV�RU�D�VXJJHVWLRQ
LV�DFFHSWHG��,Q�WKH�FDVH�RI�UXQQLQJ�RXW�RI�VXJJHVWLRQV�LW�UHWXUQV�D�IDLOXUH�

2QFH�D�VXJJHVWLRQ�LV�DFFHSWHG��WKH�QRGH�WULHV�WR�UHVROYH�DOO�WKH�QRGHV�EHORZ�LW
�ZLWKRXW� IROORZLQJ� OLQNV��� 6KRXOG� DQ\� RI� WKHVH� IDLO�� WKHQ� WKH� FXUUHQW
VXJJHVWLRQ�DW�WKLV�QRGH�LV�GHHPHG�D�IDLOXUH�DQG�WKH�QH[W�VXJJHVWLRQ�LV�WDNHQ�

,I� DOO� WKH� FKLOGUHQ� DUH� VXFFHVVIXOO\� UHVROYHG� WKHQ� WKH� FXUUHQW� VXJJHVWLRQ� LV
UHFKHFNHG� DJDLQVW� WKH� FXUUHQW� FRQVWUDLQWV�� VLQFH� LW� LV� SRVVLEOH� WKDW� WKH
FKLOGUHQ�KDYH�LPSRVHG�QHZ�FRQVWUDLQWV��,I�DOO�WKLV�LV�VXFFHVVIXO�WKHQ�WKH�YDOXH
IRU�WKLV�QRGH�LV�VHW�WR�WKH�FXUUHQW�VXJJHVWLRQ�

,I�WKH�QRGH�LQ�TXHVWLRQ�LV�WKH�URRW�RI�WKH�%OXHSULQW�WUHH�WKLV�UHVXOWV�LQ�D�UHWXUQ
IURP� WKH� UHVROXWLRQ� PHWKRG�� RWKHUZLVH� WKH� QRGH� FDOOV� LWV� SDUHQW� WR� UHSRUW
VXFFHVVIXO�FRPSOHWLRQ��7KLV�FDOO�UDWKHU�WKDQ�D�UHWXUQ�DOORZV�WKH�SDUHQW�WR�IDLO
�GXH�WR�FRQVWUDLQWV�LPSRVHG�E\�LWV�FKLOGUHQ���DQG�XQZLQG�WKH�VWDFN�WR�ILQG�WKH
ODWHVW� XQWULHG� VXJJHVWLRQ�� ,Q� IDFW�� DOO� VXFFHVVIXO� VXJJHVWLRQV� FDXVH� D� FDOO
UDWKHU�WKDQ�D�UHWXUQ��(YHQWXDOO\�WKH�URRW�JHWV�D�FDOO�RI�WKLV�W\SH��DQG�VR�ORQJ
DV�LWªV�VDWLVILHG��WKH�VWDFN�FDQ�XQZLQG�OHDYLQJ�WKH�UHVROYHG�WUHH�

,Q� HIIHFW�� WKH� ZD\� WKH� DOJRULWKP�ZRUNV� LV� WR� GR� ERWK� WKH� QRQ�GHWHUPLQLVWLF
VROXWLRQ� SRVLWLQJ�� DQG� WHVWLQJ� LQ� D� VLQJOH� SKDVH�� 7KLV� PHDQV� WKDW� ZKHQ� D
VXJJHVWLRQ� LV� UHMHFWHG�� DOO� SRVVLEOH� VXE�VROXWLRQV� WKDW� DUH� DV� \HW� XQUHVROYHG
DUH�UHMHFWHG��,Q�WKLV�ZD\��WKH�QXPEHU�RI�WHVWV�FDQ�EH�UHGXFHG��7KLV�LQ�QR�ZD\
PLWLJDWHV�WKH�IDFW�WKDW�WKH�SUREOHP�LV�13�FRPSOHWH��EXW�LW�GRHV�PHDQ�WKDW�WKH
QXPEHU�RI�VROXWLRQV�WR�EH�WHVWHG�LV�UHGXFHG�IURP�WKH�ZRUVW�FDVH��,Q�SULQFLSOH
WKLV�FRXOG�EH�UHGXFHG�IXUWKHU��E\�UHVROYLQJ�WKRVH�SDUWV�RI�WKH�WUHH�ZLWK�IHZHVW
VXJJHVWLRQV� ILUVW�� WKXV�PDNLQJ�WKH� OHQJWK�RI�EDFNWUDFN� VKRUWHU�ZKHQ� LW�GRHV
KDSSHQ�

2QH�EXJ�LQ�WKH�DOJRULWKP�KDV�EHHQ�IRXQG��,I�VXJJHVWLRQV�DUH�PDGH�RQ�D�QRGH
WKDW�KDV� DOUHDG\� VXFFHVVIXOO\� UHVROYHG� DQG� D� ODWHU� QRGH� IDLOV� �LPSOLFLWO\� RQH
WKDW� LV� QRW� LQ� LWV� VFRSH� RI� WKH� UHVROYHG� QRGH��� WKHQ� WKH� QHZ� VXJJHVWLRQ�ZLOO
QHYHU� EH� WULHG�� 7KLV� PHDQV� WKDW� D� SRVVLEOH� FRQILJXUDWLRQ� KDV� EHHQ� PLVVHG�
3UREOHPV�FDQ�RQO\�DULVH�LI�VXJJHVWLRQV�DUH�PDGH�RYHU�D�OLQN��$V�WKLV�IHDWXUH�LV
QRW�FXUUHQWO\�XVHG�WKLV�LV�QRW�SUHVHQWO\�D�SUREOHP��7KLV�OLPLWDWLRQ�FRXOG��DQG
VKRXOG��EH�UHFWLILHG�LQ�D�ODWHU�UHYLVLRQ�RI�EOXHSULQWV�
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 29.7 Instantiation and Initialisation

,QVWDQWLDWLRQ� LV�D�YHU\�VLPSOH�SURFHVV��7KH�EOXHSULQW� WUHH� LV�ZDONHG��DQG�DOO
IRU�DOO�QRGHV�UHSUHVHQWLQJ�DQ�REMHFW� WR�EH�FUHDWHG�� WKH�createUnitialised
PHWKRG�LV�FDOOHG�

,QLWLDOLVDWLRQ�LV�VRPHZKDW�PRUH�FRPSOH[��$JDLQ�WKH�EOXHSULQW�WUHH�LV�ZDONHG
DQG�IRU�HDFK�QRGH�ZKHUH�DQ�REMHFW�KDV�EHHQ�FUHDWHG�LQ�WKH�SUHYLRXV�SDVV��WKH
initialise�PHWKRG�LV�FDOOHG�RQ�WKH�REMHFW��SDVVLQJ�LW�WKH�FRUUHVSRQGLQJ�QRGH
DV�DUJXPHQW��,W�LV�SRVVLEOH�WKDW�GXULQJ�LQLWLDOLVDWLRQ�RI�WKLV�REMHFW��LW�ZLOO�QHHG
WR�PDNH�LQYRFDWLRQV�RQ�RWKHU�REMHFWV�ZLWKLQ�WKH�EOXHSULQW�JUDSK�WKDW�KDYH�QRW
WKHPVHOYHV� EHHQ� LQLWLDOLVHG�� ,I� DQ� REMHFW� LV� LQYRNHG� DV� LV� QRW� �VXIILFLHQWO\�
LQLWLDOLVHG�WR�KDQGOH�WKH�FDOO��LW�VKRXOG�UDLVH�DQ�UnitialisedException��$Q
LQLWLDOLVDWLRQ�PHWKRG�PD\�FDWFK�WKLV�DQG�UHWXUQ�D�VWDWXV�IODJ�WR�WKH�EOXHSULQW
V\VWHP�WR� LQGLFDWH� WKDW� LW�� LWVHOI��KDV�EHHQ�XQDEOH� WR� FRPSOHWH� LQLWLDOLVDWLRQ�
7KH� EOXHSULQW� V\VWHP� ZLOO� FRQWLQXH� LQLWLDOLVLQJ� RWKHU� REMHFWV�� DQG� ZLOO
HYHQWXDOO\�UHWXUQ�WR�WKLV�REMHFW�DQG�DWWHPSW�WR�FRPSOHWH�LQLWLDOLVDWLRQ��,W�WKLV
ZD\�EOXHSULQWV�PD\�FUHDWH�REMHFW�JUDSKV��ZKHUH�VRPH�SDUWV�RI�WKH�JUDSK�DUH
PXWXDOO\�GHSHQGHQW�RQ�HDFK�RWKHU�

7KH�LQLWLDOLVH�PHWKRG�DFWXDOO\�KDV�WKUHH�SRVVLEOH�UHWXUQ�YDOXHV

• &RPSOHWH
7KLV�REMHFW�LV�LQLWLDOLVHG��'R�QRW�FDOO�initialise�DJDLQ

• 3URJUHVV
7KLV�REMHFW�LV�QRW�\HW�IXOO\�LQLWLDOLVHG��EXW�KDV�PDGH�SURJUHVV��,W�PLJKW
EH�ZRUWK�LQLWLDOLVLQJ�RWKHU�REMHFWV�WKDW�PLJKW�GHSHQG�RQ�WKLV�RQH�

• 6WDOO
7KLV�REMHFW�LV�QRW�\HW�IXOO\�LQLWLDOLVHG�DQG�KDV�PDGH�QR�SURJUHVV�VLQFH
WKH�ODVW�FDOO�WR�initialise��,I�DOO�REMHFWV�DUH�VWDOOHG��WKHQ�QR�SURJUHVV
FDQ�EH�PDGH��DQG�IDLOXUH�LV�UHSRUWHG�

1RWH� WKDW� LW� LV� WKH� UHVSRQVLELOLW\� RI� WKH� REMHFWV� WKHPVHOYHV� WR� HLWKHU� EHKDYH
LGHPSRWHQWO\�ZLWK�UHVSHFW�WR�LQLWLDOLVH�FDOOV��RU�WR�UHFRUG�WKHLU�SUHYLRXV�UHWXUQ
YDOXH�� VR� DV� WR� SUHYHQW� UHSHDWLQJ� SUHYLRXV� VHW�XS�� &ODVVHV� PXVW� FRUUHFWO\
UHSRUW�SURJUHVV�RU�VWDOO��$�FODVV�WKDW�DOZD\V�UHWXUQV�3URJUHVV�UHJDUGOHVV�RI�LWV
UHDO�VHW�XS�VWDWXV�ZLOO�FDXVH�DQ�LQILQLWH�ORRS�DQG�LV�DQ�HUURU�

7KH�SRWHQWLDO�IDLOXUH�PRGH�RI�WKH�V\VWHP�LV�ZKHQ�WKHUH�DUH�WZR�FODVVHV�ZKLFK
UHTXLUH�HDFK�RWKHUªV�VHUYLFHV�IRU�VHW�XS��DQG�FDQQRW�RIIHU�WKRVH�VHUYLFHV�XQWLO
WKH\�WKHPVHOYHV�DUH�FRPSOHWHO\�LQLWLDOLVHG��,Q�WKLV�FDVH�ERWK�ZLOO�VWDOO�FDXVLQJ
D�IDLOXUH�

 29.8 Relationship to JavaBeans

7KH�-DYD%HDQV�$3,�VXJJHVW�VWDQGDUG�PHFKDQLVPV�IRU�WKH�FUHDWLRQ�RI�REMHFWV�
DQG� IRU� WKH�VSHFLILFDWLRQ�RI�SURSHUWLHV��:KHQ�EHDQV� DUH� FRPSRVHG�� RQH� EHDQ
PD\�YHWR�SDUDPHWHU�FKDQJHV�VXJJHVWHG�E\�DQRWKHU�EHDQ��RU�E\�D�YLVXDO�WRRO��
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�,Q�PDQ\�UHVSHFWV��-DYD%HDQV�LV�DQ�DOWHUQDWLYH�V\VWHP�WR�%OXHSULQWV��DOO�EH�LW
PRUH� SULPLWLYH�� ,I� WKH� WZR� DSSURDFKHV� ZHUH� PHUJHG�� WKHQ� D� FRPPRQO\
XQGHUVWRRG�DEVWUDFWLRQ��%HDQV��FRXOG�EH�XVHG�ZLWKLQ�)OH[L1HW��DQG�WKH�YLVXDO
WRROV� DVVRFLDWHG� ZLWK� EHDQV� FRXOG� EH� XVHG� WR� DLG� WKH� SURWRW\SLQJ� RU
FRQVWUXFWLRQ� RI� QHZ� ELQGHU� VWDFNV�� $Q� DGGLWLRQDO� DGYDQWDJH� LV� WKDW� WKH
DGRSWLRQ� RI� WKH� EHDQ� VW\OH� JXLGH� ZRXOG� JLYH� D� VWURQJ� UHODWLRQVKLS� EHWZHHQ
SURSHUW\�YDOXHV�DQG�ILHOGV�ZLWKLQ�DQ�REMHFW��*LYHQ�WKLV�UHODWLRQVKLS��PXFK�RI
WKH� FRGH� UHVSRQVLEOH� IRU� VHWWLQJ� UHTXLUHPHQWV� IRU� D� JLYHQ� FODVV� FRXOG� EH
LQIHUUHG�IURP�WKH�QDPHV�DQG�W\SHV�RI�WKH�REMHFWªV�ILHOGV��7KLV�ZRXOG�PDNH�WKH
GHVLJQ�RI�D�EOXHSULQW�FRPSDWLEOH�FODVV�PRUH�VWUDLJKWIRUZDUG�

$�PHUJH�RI�WKH�WZR�WHFKQRORJLHV�LV�ZRUWK\�RI�IXUWKHU�FRQVLGHUDWLRQ�
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PART FIVE:
CLUSTERS AND CAPSULES
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 30 CONCEPTS

 30.1 Distribution Transparencies

7KH�50�2'3�VWDQGDUG� LGHQWLILHV�QLQH�GLVWULEXWLRQ�WUDQVSDUHQFLHV��2I�WKHVH�
RQO\�WZR��$FFHVV�DQG�/RFDWLRQ�UHODWH�GLUHFWO\�WR�UHPRWH�LQYRFDWLRQ��,Q�DGGLWLRQ
WR� WKLV�� VRPH� )OH[L1HW� SURWRFROV� PD\� SURYLGH� VRPH� GHJUHH� RI� )DLOXUH�
5HSOLFDWLRQ�DQG�6HFXULW\�WUDQVSDUHQF\��7KH�RWKHU�WUDQVSDUHQFLHV��0LJUDWLRQ�
5HORFDWLRQ��3HUVLVWHQFH�DQG�7UDQVDFWLRQ�FDQQRW�EH�WDFNOHG�RQ�D�SHU�LQYRFDWLRQ
EDVLV�� ,QVWHDG�� WKH\� UHTXLUH� VRPH� QRWLRQ� RI� HQFDSVXODWLRQ�� ZKHUHE\� DOO
LQWHUDFWLRQV� ZLWK� DQ� REMHFW�� RU� JURXS� RI� REMHFWV� FDQ� EH� LQWHUFHSWHG� DQG
PDQDJHG�

7KH� 50�2'3� VWDQGDUG� LQWURGXFHV� WKH� QRWLRQ� RI� D� FOXVWHU� DV� D� XQLW� RI
HQFDSVXODWLRQ�� :H� KDYH� LPSOHPHQWHG� WKLV� FRQFHSW� ZLWKLQ� WKH� )OH[L1HW
IUDPHZRUN�� 8VLQJ� WKLV� FRQVWUXFW�� )OH[L1HW� PD\� EH� XVHG� WR� VXSSRUW� PRELOH
REMHFWV� �UHTXLULQJ� 0LJUDWLRQ� DQG� 5HORFDWLRQ� WUDQVSDUHQFLHV��� SHUVLVWHQW
REMHFWV� �UHTXLULQJ� 3HUVLVWHQFH� DQG� )DLOXUH� WUDQVSDUHQF\�� DQG� WUDQVDFWLRQDO
REMHFWV� �UHTXLULQJ� 7UDQVDFWLRQDO� WUDQVSDUHQF\��� 7KHVH� DUH� GLVFXVVHG� LQ
FKDSWHUV��������DQG���UHVSHFWLYHO\�

Object
Interface

Java
Reference

Cluster

Transparent
Engineering

Objects

Figure 67 Encapsulated Objects
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 30.2 Encapsulation

:KDW�PDNHV�D�VHW�RI�REMHFWV�HQFDSVXODWHG"�:H�GHILQH�WKLV�DV�D�VXE�JUDSK�RI
WKH�HQWLUH�REMHFW�JUDSK��VXFK�WKDW�DOO�UHIHUHQFHV�LQWR�DQG�RXW�RI�WKH�VXE�JUDSK
�RU� FOXVWHU�� DUH� LPSOHPHQWHG� E\� )OH[L1HW� LQWHUIDFH� UHIHUHQFHV�� 7KLV� LV
LOOXVWUDWHG�LQ�)LJXUH����

,I� ZH� QHYHU� SDVV� UHIHUHQFHV� DFURVV� )OH[L1HW� LQWHUIDFH� UHIHUHQFHV�� WKHQ� LW� LV
LPSRVVLEOH� IRU� WZR� FOXVWHUV� WR� MRLQ�� VR� RQFH� HQFDSVXODWHG�� D� FOXVWHU� UHPDLQV
HQFDSVXODWHG�� ,Q� )OH[L1HW�� ZKHQ� FRPPXQLFDWLRQ� WDNHV� SODFH� DFURVV� DQ
LQWHUIDFH�UHIHUHQFH��REMHFWV�DUH�SDVVHG�E\�YDOXH��DQG�LQWHUIDFHV�DUH�SDVVHG�E\
FRQVWUXFWLQJ�D�SUR[\�REMHFW� LQ�WKH�GHVWLQDWLRQ�FOXVWHU�¥�QRW� WKH�VKDULQJ�RI� D
-DYD� UHIHUHQFH�� ,Q� WKH� GHVLJQ� RI� D� )OH[L1HW� FOXVWHULQJ� PHFKDQLVP�� ZH� DUH
WKHUHIRUH�RQO\�FRQFHUQHG�ZLWK�WKH�LQLWLDO�FRQVWUXFWLRQ�RI�FOXVWHUV��7KH�QRUPDO
)OH[L1HW�LQYRFDWLRQ�PRGHO�ZLOO�HQVXUH�WKDW�RQFH�D�FOXVWHU��DOZD\V�D�FOXVWHU�

 30.3 Strong Encapsulation

2QH� LPSRUWDQW� DSSOLFDWLRQ� IRU� &OXVWHUV� LV� WR� VXSSRUW� PXWXDOO\� GLVWUXVWIXO
SLHFHV� RI� FRGH�� :KHQ� XVHG� LQ� WKLV� ZD\�� &OXVWHUV� SURYLGH� D� ©YLUWXDO� -90ª
HQYLURQPHQW��ZKHUHE\�GLIIHUHQW�FOXVWHUV�DUH�LVRODWHG�IURP�HDFK�RWKHU��WR�VRPH
GHJUHH��:H�WHUP�WKH�WHFKQLTXHV�XVHG�WR�DFKLHYH�WKLV� §VWURQJ�HQFDSVXODWLRQ¨�
LQ�SDUWLFXODU�ZH�DUUDQJH�WKDW�

• (DFK�FOXVWHU�FRQWDLQV�LWV�RZQ�WKUHDG�JURXS��DQG�LV�D�PDQDJHU�IRU�WKRVH
WKUHDGV��:KHQHYHU�D�FDOO� LV�PDGH�IURP�RQH�FOXVWHU�WR�DQRWKHU�� WKHQ�D
QHZ�WKUHDG�LV�FUHDWHG�ZLWKLQ�WKH�FDOOHH��WR�VHUYLFH�WKH�UHTXHVW��,Q�WKLV
ZD\�� FDOOHH� IDLOXUH� RU� EORFNLQJ� ZLOO� OHDG� WR� FDOOHU� WLPHRXW� �D� ©VDIHª
IDLOXUH�� DQG� WKH� FDOOHU� KDV� QR� FRQWURO� RYHU� WKH� FDOOLQJ� WKUHDG�� DQG
FDQQRW�EORFN�RU�NLOO�LW��7KH�FDOOHH�DQG�FDOOHU�DUH�WKHUHIRUH�LVRODWHG�IURP
HDFK�RWKHU�

• (DFK�FOXVWHU�KDV�LWV�RZQ�YLHZ�RQ�WKH�FODVV�QDPHVSDFH��&ODVVHV�ORDGHG
E\�RQH� FOXVWHU� FDQQRW� UHVWULFW� WKH� SRVVLEOH� FODVVHV� ORDGHG� E\� DQRWKHU�
(DFK�FOXVWHU�DOVR�KDV�D�GLVWLQFW�VHW�RI�VWDWLF�PHWKRGV�DQG�GDWD��VR�WKH\
FDQQRW�LQWHUIHUH�ZLWK�HDFK�RWKHU�

• (DFK� FOXVWHU� KDV� LWV� RZQ� VHFXULW\� PDQDJHU�� DQG� PD\� KDYH� GLIIHUHQW
VHFXULW\�SROLFLHV�DSSOLHG�WR�LW�
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Application
Code

Cluster Comms
External

Communications

Cluster
Manager

Figure 68 Cluster Components

 30.4 Cluster Components

:H�GLVWLQJXLVK�EHWZHHQ� WKUHH� FRPSRQHQWV� WKDW� WRJHWKHU�PDNH�XS�D� FOXVWHU�
7KHVH�DUH�LOOXVWUDWHG�LQ�)LJXUH����

• &OXVWHU�0DQDJHU
(DFK�FOXVWHU�FRQWDLQV�D�GLVWLQJXLVKHG�PDQDJHPHQW�REMHFW�WKDW�LV�XVHG
WR� RUFKHVWUDWH� DFFHVV� WR� WKH� FOXVWHU� IURP� RXWVLGH� DJHQFLHV�� DQG� WR
FRQWURO� DFFHVV� WR� V\VWHP� UHVRXUFH� IURP� ZLWKLQ� WKH� FOXVWHU�� 'LIIHUHQW
FOXVWHU� PDQDJHUV� PD\� SURYLGH� GLIIHUHQW� IDFLOLWLHV�� IRU� H[DPSOH�� WKH
PRELOH� FOXVWHU�PDQDJHU� SURYLGHV� DQ� DGGLWLRQDO� LQWHUIDFH� WR� VXSSRUW� D
PRELOLW\�DEVWUDFWLRQ��VHH�FKDSWHU�����

• &OXVWHU�&RPPV
7KH� &OXVWHU� &RPPV� FRPSRQHQW� LV� WKH� )OH[L1HW� LQIUDVWUXFWXUH� WKDW
VXUURXQGV� WKH�&OXVWHU�DQG�HQIRUFHV� WKH� HQFDSVXODWLRQ��7KHUH�PD\� EH
GLIIHUHQW�&OXVWHU�&RPPV�LPSOHPHQWDWLRQV��WKDW�FRUUHVSRQG�WR�VXSSRUW
IRU�GLIIHUHQW�FRPPXQLFDWLRQ�SURWRFROV�

• $SSOLFDWLRQ�&RGH
7KH�WKLUG�FRPSRQHQW�RI�D�FOXVWHU�FRPSULVHV�RI�WKH�REMHFWV�WKDW�PDNH�XS
WKH� DSSOLFDWLRQ� FOXVWHU� LWVHOI� ¥� WKH� RWKHU� WZR� FRPSRQHQWV� EHLQJ
LQIUDVWUXFWXUH�FRPSRQHQWV��$�QXOO�FOXVWHU�FRQVLVWV�RI�D�FOXVWHU�PDQDJHU
DQG�FOXVWHU�FRPPV��ZLWK�QR�DSSOLFDWLRQ�FRGH�FRPSRQHQW�

 30.5 Capsules and Nucleus

7R� VXSSRUW� WKH� FOXVWHU� DEVWUDFWLRQ�� WKHUH� DUH� WZR� DGGLWLRQDO� FRPSXWDWLRQDO
REMHFWV��$�FDSVXOH�LV�ERWK�D�FRQWDLQHU�DQG�D�IDFWRU\�IRU�FOXVWHUV��$�SDUWLFXODU
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-90� PD\� VXSSRUW� VHYHUDO� FDSVXOHV� LQ� RUGHU� WR� VXSSRUW� GLIIHUHQW� W\SHV� RI
FOXVWHU�� RU� IRU� RWKHU� UHDVRQV� �IRU� H[DPSOH� RQH� &DSVXOH� SHU� XVHU��� ,Q
HQJLQHHULQJ�WHUPV��D�FDSVXOH�LV�VLPSO\�D�FOXVWHU�ZLWK�D�©PRUH�SRZHUIXOª�FOXVWHU
PDQDJHU�¥�MXVW�DV�D�IDFWRU\�LV�DOVR�DQ�REMHFW�

$� FOXVWHU� �RU� FDSVXOH�� LV� FUHDWHG� E\� FRQVWUXFWLQJ� DQ� DSSURSULDWH� &OXVWHU
0DQDJHU��DQG�WKHP�ZUDSSLQJ� LW�ZLWK�D�QHZO\�FUHDWHG�&OXVWHU�&RPPV��7KLV
DVVRFLDWHV� WKH� &OXVWHU� 0DQDJHU� ZLWK� D� QHZ� FRPPXQLFDWLRQV� HQYLURQPHQW�
DQG�VHSDUDWHV�LW�IURP�WKH�UHVW�RI�WKH�SURFHVV��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����
$V�FOXVWHU�IDFWRULHV��FDSVXOHV�DUH�UHVSRQVLEOH�ERWK�IRU�WKH�FUHDWLRQ�RI�&OXVWHU
0DQDJHUV��DQG�IRU�ZUDSSLQJ�WKHP��&DSVXOHV�PD\�DOVR�FUHDWH�RWKHU�FDSVXOHV�

Figure 69 Wrapping a Cluster Manager to Create a New Cluster

7KH�ILUVW�FDSVXOH�ZLWKLQ�D�-90�LV�D�VSHFLDO�FDVH��DV�WKHUH�LV�QR�IDFWRU\�FDSVXOH
WR� FUHDWH� LW�� 7KH� 1XFOHXV� LV� SURYLGHG� IRU� WKLV� SXUSRVH�� ,W� SURYLGHV� D
wrapCapsule�LQWHUIDFH�XVHG�WR�ZUDS�WKH�ILUVW�FDSVXOH�FUHDWHG�ZLWKLQ�D�-90�
7KLV� LV� XQXVXDO� LQ� WKDW� RQO\� DVVRFLDWHV� WKH� FDSVXOH� ZLWK� D� )OH[L1HW
HQYLURQPHQW��LW�GRHV�QRW�VHSDUDWH�LW�IURP�WKH�FDOOLQJ�WKUHDG�¥�DV�WKDW�WKUHDG
LV�QRW�ZLWKLQ�DQ�H[LVWLQJ�FDSVXOH��,Q�HIIHFW��Nucleus.wrap�ZUDSV�WKH�HQWLUH
-90�DV�D�VLQJOH�FDSVXOH�
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 31 SYSTEMS ARCHITECTURE

 31.1 Aims

,Q�DGGLWLRQ�WR�WKH�VXSSRUW�RI�WKH�&OXVWHU�DQG�&DSVXOH�DEVWUDFWLRQ��WKHUH�DUH�D
QXPEHU�RI�DGGLWLRQDO��HQJLQHHULQJ�DLPV�RI�WKH�LPSOHPHQWDWLRQ��7KHVH�ZKHUH
GHWHUPLQHG�DIWHU�DQ�LQLWLDO�WULDO�ZLWK�DQ�DG�KRF�LPSOHPHQWDWLRQ�

• &RQILJXUDEOH�&RPPXQLFDWLRQV
$SSOLFDWLRQV� XVLQJ� )OH[L1HW� DUH� JHQHUDOO\� XQFRQFHUQHG� ZLWK� WKH
VHOHFWLRQ�RI�JHQHUDWRUV�DQG�UHVROYHUV�PDGH�DYDLODEOH�WR�WKHP��7KLV�KDV
DOORZHG� WKH� GHYHORSPHQW� RI� D� ©SOXJ�DQG�SOD\ª� WHVW� EHQFK�� ZKHUHE\� D
FRPPDQG� OLQH� DUJXPHQW� FDQ� EH� XVHG� WR� FKDQJH� WKH� GHIDXOW� ELQGLQJ
SURWRFRO�� 7KLV� KDV� EHHQ� XVHIXO� IRU� ERWK� SURWRFRO� WHVWLQJ�� DQG� WR� DOORZ
FRQWUROOHG� LQWHJUDWLRQ� RI� VHUYLFHV� LQ� DQ� HYROYLQJ� SODWIRUP�� $V� WKH
FOXVWHU� DEVWUDFWLRQ� UHTXLUHV�PRUH� LQWLPDWH� NQRZOHGJH� RI� WKH� ELQGLQJ
SURFHVV�� LW� LV� WHPSWLQJ� WR� FORVHO\� OLQN� WKHVH� WZR� GLVSDUDWH� SLHFHV� RI
HQJLQHHULQJ��DQG�LQGHHG�WKH�LQLWLDO�FOXVWHU�LPSOHPHQWDWLRQ�ZDV�VLQJOH�
SURWRFRO��$Q� LPSRUWDQW�DLP�RI� WKH� IXOO� GHVLJQ��ZDV� WR� DOORZ� WKH� VDPH
VRUW� RI� ELQGHU� FRQILJXUDWLRQ� DV� LV� IRXQG� LQ� QRQ�FOXVWHU� )OH[L1HW
DSSOLFDWLRQV�

• 'LVWULEXWHG�&DSVXOHV
&DSVXOHV�DUH�IDFWRULHV�IRU�FOXVWHUV��DQG�LQ�WKH�FXUUHQW�LPSOHPHQWDWLRQ�
FOXVWHUV� PXVW� EH� FUHDWHG� ZLWKLQ� WKH� VDPH� -90� DV� WKH� FDSVXOH�
+RZHYHU�� IRU� VFDODELOLW\� LW� PD\� ODWHU� EH� UHTXLUHG� WKDW� FOXVWHUV� DUH
FUHDWHG� RQ� D� ©IDUPª� RI� -90V� PDQDJHG� E\� WKH� FDSVXOH�� ,Q� WKH� LQLWLDO
LPSOHPHQWDWLRQ�� WKH� FOXVWHU� FUHDWLRQ� LQWHUIDFH� LQFOXGHG� WKH
FRQVWUXFWLRQ�RI�DQ�DSSOLFDWLRQ�REMHFW��,Q�D�GLVWULEXWHG�LPSOHPHQWDWLRQ�
WKLV�ZRXOG� OHDG� WR� WKH� FDSVXOH�KDYLQJ� WR� ORDG� DSSOLFDWLRQ� FODVVHV� ¥� D
SRWHQWLDO�ERWWOHQHFN��7KH�QHZ�LQWHUIDFH�ZDV�GHVLJQHG�VR� WKDW� FOXVWHUV
DUH� FUHDWHG� HPSW\� ¥� WKH� EXUGHQ� RI� FUHDWLQJ� DSSOLFDWLRQ� FODVVHV� LV
WKHUHIRUH�PRYHG�IURP�WKH�FDSVXOH�-90�WR�WKH�FOXVWHU�-90�

• ([WHQVLEOH�&OXVWHU�0DQDJHPHQW
©9DQLOODª�FOXVWHUV�DUH�RI�UHODWLYHO\�OLWWOH�XVH��7R�SURYLGH�D�XVHIXO�FOXVWHU
DEVWUDFWLRQ�� LW� LV� QHFHVVDU\� WR� VSHFLDOLVH� VRPH� RU� DOO� RI� WKH� FOXVWHU
PDQDJHU��FDSVXOH�RU�FRPPXQLFDWLRQV�LQIUDVWUXFWXUH��7KH�V\VWHP�PXVW
EH�DUFKLWHFWHG�LW�VXFK�D�ZD\�DV�WR�PDNH�WKLV�SRVVLEOH�

• 6LPSOLFLW\
7KH�HQJLQHHULQJ� RI�&OXVWHUV� LV�QHFHVVDULO\� FRPSOH[��+RZHYHU�� DV� LW� LV
HQYLVDJHG� WKDW� SURJUDPPHUV� ZLOO� ZLVK� WR� SURGXFH� WKHUH� RZQ
VSHFLDOLVHG� &OXVWHU� DEVWUDFWLRQV�� LV� LW� LPSRUWDQW� WKDW� WKH� LQWHUQDO
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LQWHUIDFHV�WKDW�VXFK�D�SURJUDPPHU�ZRXOG�QHHG�WR�XQGHUVWDQG�DUH�NHSW
DV�VWUDLJKWIRUZDUG�DV�SRVVLEOH�

 31.2 Cluster Identity and Address

$�PDMRU�DLP�ZLWK�WKH�GHVLJQ�RI�WKH�FOXVWHU�DEVWUDFWLRQ�ZDV�WR�VXSSRUW�FOXVWHUV
WKDW�PLJKW�PLJUDWH� IURP� RQH�PDFKLQH� WR� DQRWKHU�� 7KLV�PLJUDWLRQ�PLJKW� EH
GXH� WR�PRELOLW\�RI�DQ�H[HFXWLQJ�FOXVWHU�� RU� VLPSO\�GXH� WR� WKH� UHVWDUWLQJ� RI� D
IDLOHG�FOXVWHU��7R�DLG�LQ�WKH�FRQVWUXFWLRQ�RI�WKLV�DEVWUDFWLRQ��WZR�FRQFHSWV�DUH
LQWURGXFHG��7KH�FOXVWHU� LGHQWLW\� LV�D�SVHXGR�UDQGRP�LGHQWLILHU� WKDW�XQLTXHO\
LGHQWLILHV�D�FOXVWHU�ZLWKLQ�D�SDUWLFXODU�FDSVXOH��DQG�LV�H[SHFWHG�WR�EH�JOREDOO\
XQLTXH��7KH�JOREDO�XQLTXHQHVV�RI�D�FOXVWHU�LGHQWLW\�FDQQRW�EH�JXDUDQWHHG�IRU
WZR�UHDVRQV��)LUVWO\�DV�LW�LV�D�UDQGRP�QXPEHU��WKHUH�LV�DOZD\V�D�SRVVLELOLW\�RI
FODVK�� DQG� VHFRQGO\� D� PDOLFLRXV� SURJUDP� PD\� LQWHQWLRQDOO\� FUHDWH� FOXVWHUV
ZLWK� WKH� VDPH� LGHQWLW\�� $� FOXVWHU� ZLOO� QRUPDOO\� UHWDLQ� LWV� LGHQWLW\� DIWHU� LW
�ORJLFDOO\��PRYHV��KRZHYHU�LQ�WKH�FDVH�RI�D�FODVK��WKH�FOXVWHU�ZLOO�EH�DVVLJQHG�D
QHZ� LGHQWLW\��&OXVWHU� LGHQWLWLHV� DUH� WKHUHIRUH� RQO\� JXDUDQWHHG� WR� EH� XQLTXH
ZLWKLQ� D� FDSVXOH�� EXW� WKH� H[SHFWHG� XQLTXHQHVV� SURSHUW\� PD\� EH� XVHG� LQ
RSWLPLVLQJ�WKH�GHVLJQ�RI�FHUWDLQ�VHUYLFHV��VXFK�DV�WKH�UHORFDWLRQ�VHUYLFH��

7KH�VHFRQG�FRQFHSW�WKDW�LV�LQWURGXFHG�LV�D�&OXVWHU�$GGUHVV��7KLV�LV�D�WXSOH�RI
D�FOXVWHU�LGHQWLW\�DQG�D�SURWRFRO�VSHFLILF�DGGUHVV��,W�LV�HIIHFWLYHO\�D�QDPH�IRU
WKH�FOXVWHU�DV�D�ZKROH��7KH�QDPHV�RI� LQWHUIDFHV�ZLWKLQ� D� FOXVWHU�DUH�DOZD\V
WXSOHV� RI� D� FOXVWHU� DGGUHVV� DQG� SURWRFRO� VSHFLILF� LQWHU�FOXVWHU� PXOWLSOH[LQJ
LQIRUPDWLRQ�� ,W� LV� WKHUHIRUH� SRVVLEOH� WR� UH�PDS� DQ� LQWHUIDFH� QDPH� IURP� RQH
FOXVWHU�WR�D�UHSOLFD�RI�WKH�FOXVWHU��E\�VXEVWLWXWLQJ�RQH�FOXVWHU�DGGUHVV�IRU�WKH
RWKHU�

 31.3 Components and Interfaces

$� FOXVWHU� FRPSULVHV� RI� WZR� FRPSRQHQWV�� IRU� HDFK� RI� WKHVH�� WKHUH� LV� D
FRUUHVSRQGLQJ�IDFWRU\�FRPSRQHQW�ZLWKLQ�WKH�&DSVXOH�

• 7KH�&OXVWHU�0DQDJHU�LV�FUHDWHG�E\�WKH�&DSVXOH�0DQDJHU

• 7KH�&OXVWHU�&RPPV�LV�FUHDWHG�E\�WKH�&DSVXOH�&RPPV��7KLV�LV�XVHG�WR
©ZUDSª�WKH�FOXVWHU�PDQDJHU�DQG�LVRODWH� LW� IURP�WKH�UHVW�RI� WKH�V\VWHP�
2QFH�ZUDSSHG��REMHFWV�ZLWKLQ�WKH�FOXVWHU�PD\�RQO\�EH�DFFHVVHG�YLD�WKH
&OXVWHU�&RPPV�

7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����

7KH�&DSVXOH�0DQDJHU�LV�DOVR�UHVSRQVLEOH�IRU�PDQDJLQJ�FOXVWHUV�LW�KDV�FUHDWHG
YLD� FDOOV� WR� WKH� &OXVWHU� 0DQDJHU� RQ� �D� VXEFODVV� RI�� WKH� ClusterManager
LQWHUIDFH��,Q�WXUQ��WKH�&OXVWHU�0DQDJHU�PD\�FRQWURO� LWV�RZQ�&OXVWHU�&RPPV
YLD�FDOOV�WR�WKH�ClusterComms�LQWHUIDFH�

'XULQJ�DQ�LQYRFDWLRQ��WKH�&OXVWHU�&RPPV�ZLOO�FRPPXQLFDWH�ZLWK�WKH�&OXVWHU
0DQDJHU�WR�LQIRUP�LW�RI�D�FDOOªV�SURJUHVV��DQG�WR�DOORZ�WKH�PDQDJHU�WR�FRQWURO
LQWHUDFWLRQ�ZLWK�WKH�FOXVWHU�
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Figure 70 Creating a Cluster

,Q� DGGLWLRQ� WR� WKHVH� LQWHUIDFHV�� WKHUH� LV� RQH� RWKHU� VWDQGDUG� LQWHUIDFH�� 7KH
FOXVWHU�PDQDJHU� LPSOHPHQWV� �D�VXE�FODVV�RI��Cluster��7KLV�SURYLGHV�D�KLJK
OHYHO�PDQDJHPHQW�LQWHUIDFH��WR�DOORZ�DSSOLFDWLRQ�FRGH�WR�FRQWURO�WKH�XVH�RI�WKH
FOXVWHU�� 7KH� SULPDU\� PHWKRG� RQ� WKLV� LQWHUIDFH� LV� createObject�� ZKLFK� LV
XVHG�WR�LQVWDQWLDWH�D�FOXVWHU�ZLWK�DSSOLFDWLRQ�FRGH�

7KH�VWDQGDUG�LQWHUIDFHV�DUH�LOOXVWUDWHG�LQ�)LJXUH����
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Figure 71 Standard Cluster Interfaces
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 31.3.1 ClusterManager

7KLV�LV�WKH�©PRVW�EDVLFª�FOXVWHU�PDQDJHU�LQWHUIDFH��&OXVWHU�PDQDJHUV�GHVLJQHG
IRU�SDUWLFXODU�W\SHV�RI�FOXVWHU�DUH�OLNHO\�WR�H[WHQG�WKLV��7KLV�LQWHUIDFH�LV�PDGH
DYDLODEOH�WR�WKH�FDSVXOH�WKDW�FUHDWHG�WKH�FOXVWHU��DV�WKH�FOXVWHU�RZQHU��DQG�WR
WKH�FOXVWHUªV�&OXVWHU�&RPPV��$�FOXVWHU�PDQDJHU�PD\�DOVR�SURYLGH�DGGLWLRQDO
SXEOLF�LQWHUIDFHV��RU�LQWHUIDFHV�IRU�XVH�E\�WKUHDGV�ZLWKLQ�WKH�FOXVWHU�

7KH�ILUVW�PHWKRG�LV�FDOOHG�E\�WKH�&DSVXOH�&RPPV�GXULQJ�ZUDSSLQJ�

public void setComms(ClusterComms comms)
6HW� D� UHIHUHQFH� WR� WKH� ORFDO� �SHU�FOXVWHU�� FRPPXQLFDWLRQ� VXE�
V\VWHP�� $Q� H[SOLFLW� UHIHUHQFH� LV� UHTXLUHG� DV� D� PDQDJHPHQW
LQWHUIDFH� WR� WKH� )OH[L1HW� JHQHUDWRUV� DQG� ELQGHUV� XVHG� LQ� WKH
FOXVWHU�

7KH�QH[W�WZR�PHWKRGV�DUH�FDOOHG�E\�WKH�&OXVWHU�&RPPV�WR�RUFKHVWUDWH�DFFHVV
WR�WKH�FOXVWHU�

public boolean startCall()
$� FDOOEDFN� WR� LQIRUP� WKH� FOXVWHU� PDQDJHU� WKDW� D� FOLHQW� LV
DWWHPSWLQJ� WR� FDOO� DQ� LQWHUIDFH�ZLWKLQ� WKH� FOXVWHU�� 7KH�PDQDJHU
PD\� EORFN� WKLV� FDOO� XQWLO� WKH� FOXVWHU� LV� LQ� D� FRQVLVWHQW� VWDWH�� RU
PD\�UHWXUQ�false�WR�LQGLFDWH�WKDW�WKH�FOXVWHU�LV�FORVLQJ�GRZQ�

public void endCall()
$� FDOOEDFN� WR� LQIRUP� WKH�PDQDJHU� WKDW� D� FOLHQW� KDV� ILQLVKHG� DQ
LQYRFDWLRQ�LQWR�WKH�FOXVWHU�

7KH� ILQDO�PHWKRG� LV� XVHG� E\� &DSVXOH�0DQDJHU� WR� REWDLQ� D� UHIHUHQFH� WR� WKH
SXEOLF� FOXVWHU� PDQDJHPHQW� LQWHUIDFH�� 7\SLFDOO\�� WKH� ClusterManager
LQWHUIDFH�ZLOO�EH�H[WHQGHG�ZLWK�DGGLWLRQDO�PHWKRGV�IRU�WKH�&DSVXOH�0DQDJHU
WR�XVH�

public Cluster getClusterIface()
5HWXUQ� WKH� SXEOLF� LQWHUIDFH� WR� WKH� FOXVWHU� �LI� WKHUH� LV� RQH��� 7KLV
LQWHUIDFH�ZLOO�W\SLFDOO\�EH�D�VXE�FODVV�RI�&OXVWHU�

1RWH�� ,Q� WKH� FXUUHQW� LPSOHPHQWDWLRQ�� WKHUH� DUH� WZR� DGGLWLRQDO� FDOOV� RQ
ClusterManager�� GetThreadGroup� LV� XVHG� WR� GHWHUPLQH� WKH� SHU�FOXVWHU
WKUHDG� JURXS�� 7KLV� FDOO� �RU� DQ� HTXLYDOHQW�� VKRXOG� DFWXDOO\� UHVLGH� ZLWKLQ
&OXVWHU�&RPPV��WR�DOORZ�LW�WR�VXSSRUW�ZHDNO\�HQFDSVXODWHG�FOXVWHUV�WKDW�GR�QRW
KDYH� WKHLU� RZQ� WKUHDG� JURXS�� 7KH� VHFRQG� FDOO��setMobileNamer� LV� XVHG� WR
FRQILJXUH�FOXVWHUV�WKDW�VXSSRUW�PRELOH�QDPLQJ��7KLV�WRSLF�ZLOO�EH�GLVFXVVHG�LQ
D�ODWHU�VHFWLRQ�
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 31.3.2 ClusterComms

7KLV� LQWHUIDFH� LV� XVHG� E\� D� &OXVWHU� 0DQDJHU� WR� FRQILJXUH� DQG� FRQWURO� LWV
&OXVWHU�&RPPV��,W�KDV�D�QXPEHU�RI�PHWKRGV�ZKLFK�DUH�PDLQO\�FRQFHUQHG�ZLWK
UHVWDUWLQJ�D�FOXVWHU�IURP�D�SUHYLRXVO\�FDSWXUHG�VWDWH�

ClusterAddress getClusterAddress()
5HWXUQ�WKH�DGGUHVV�RI�WKH�FOXVWHU�DV�D�ZKROH��7KLV�PD\�EH�XVHG�WR
ODWHU�UHFUHDWH�D�FOXVWHU�DW�WKH�VDPH�DGGUHVV��RU�WR�WUDQVODWH�QDPHV
LVVXHG�E\�D�FOXVWHU�ZLWK�RQH�DGGUHVV�WR�QDPHV�LVVXHG�E\�D�VHFRQG�
HTXLYDOHQW��FOXVWHU�

Object getExports()
5HWXUQ� DQ� REMHFW� ZKLFK� HQFDSVXODWHV� LQIRUPDWLRQ� DERXW� DOO� WKH
LQWHUIDFHV� H[SRUWHG� IURP� WKLV� FOXVWHU�� 7KLV� PD\� EH� VWRUHG�� DQG
ODWHU�XVHG�WR�UHFUHDWH�D�FOXVWHU�ZLWK�WKH�VDPH�H[SRUWV�

boolean setExports(Object exp)
7KH� GXDO� RI� getExports�� VHW� WKH� LQWHUIDFHV� H[SRUWHG� E\� WKLV
FOXVWHU�� WR� WKRVH� LGHQWLILHG� LQ� H[S�� :KHQ� VHWWLQJ� H[SRUWV�� WKH
QDPHV�RI�H[SRUWHG�LQWHUIDFHV�ZLOO�EH�WUDQVODWHG�WR�WKH�HTXLYDOHQW
QDPH�LQ�WKH�QHZ�FOXVWHU��$�FOLHQW�ZLWK�D�UHIHUHQFH�WR�DQ�LQWHUIDFH
WR�WKH�SUHYLRXV�FOXVWHU�PD\�WKHUHIRUH�FRQYHUW�LW�LQWR�D�UHIHUHQFH�WR
WKH� HTXLYDOHQW� LQWHUIDFH� LQ� WKH� QHZ� FOXVWHU�� E\� PDSSLQJ� WKH
FOXVWHU� DGGUHVV� HPERGLHG� LQ� WKH� QDPH� WR� WKH� QHZ� FOXVWHUªV
DGGUHVV��7KH�GHWDLOV�RI�WKLV�D�SURWRFRO�VSHFLILF�

void dontExport(Object obj,Class cls)
,QIRUP� WKH� &OXVWHU� &RPPV� WKDW� D� SDUWLFXODU� LQWHUIDFH� LV� WR� EH
GLVFOXGHG� IURP�WKH�VHW�RI�H[SRUWV� UHWXUQHG�E\�getExports��7KLV
LV� W\SLFDOO\� XVHG� WR� QRWH� WKDW� DQ� LQWHUIDFH� LV� DQ� HQJLQHHULQJ
LQWHUIDFH��DQG�VKRXOG�QRW�EH�UHFUHDWHG�LI�WKH�FOXVWHU�ZHUH�UHEXLOG
IURP�D�VWRUHG�VWDWH�

Name nameIface(Object obj,Class cls)
*HQHUDWH� D� QDPH� IRU� DQ� LQWHUIDFH� H[SOLFLWO\�� 7KLV� QDPH�PD\� EH
VWRUHG�DQG�ODWHU�XVHG�LQ�D�FDOO�WR�nameIface(obj,cls,name)�LQ
D�QHZ�FOXVWHU�

boolean nameIface(Object obj,Class cls,Name name)
*LYH�DQ�LQWHUIDFH�D�VSHFLILF�QDPH��7KLV�LV�RI�VSHFLDOLVW�XVH��DQG�LV
SDUW� RI� WKH� SURFHVV� UHTXLUHG� WR� UHVWDUW� D� FOXVWHU� DW� D� SUHYLRXV
DGGUHVV��7KH�QDPH�VKRXOG�KDYH�EHHQ�UHWXUQHG�E\�D�SUHYLRXV�FDOO
WR�nameIface�

boolean redirectToCluster(MobileClusterName newCluster)
7KLV� FDOO� LQIRUPV� WKH� FOXVWHU� FRPPV� WKDW� FDOOV� WR� WKH� FOXVWHU
VKRXOG�EH�UHGLUHFWHG�WR�D�GLIIHUHQW�FOXVWHU��7KLV�LV�W\SLFDOO\�XVHG�LQ
PRELOH� FOXVWHUV�� DV� WKH� ILQDO� DFWLRQ� RI� D� FOXVWHU�PDQDJHU�� RQFH� D
UHSOLFD�FOXVWHU�KDV�EHHQ�FUHDWHG�LQ�D�UHPRWH�FDSVXOH�
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Object getClusterByValueReference(Object originalRef,
                         Class ifaceClass)
7KLV�FDOO�LV�XVHG�WR�REWDLQ�D�UHIHUHQFH�WR�D�UHPRWH�FOXVWHU�WKDW� LV
DVVRFLDWHG� ZLWK� D� StubSerializer�� UDWKHU� WKDQ� DQ� RUGLQDU\
VHULDOLVHU��7KLV�LV�XVHG�WR�SDVV�WKH�FRQWHQWV�RI�WKH�ORFDO�FOXVWHU�©E\
YDOXHª�WR�WKH�UHPRWH�FOXVWHU�

Serializer   getClusterByValueSerializer(DataOutput output)
DeSerializer getClusterByValueDeSerializer(DataInput input)

7KHVH� WKUHH� FDOOV� DUH� XVHG� WR� JHW� HQJLQHHULQJ� REMHFWV� FDSDEOH� RI
UHDGLQJ�RU�ZULWLQJ�WKH�FOXVWHU�VWDWH��7KH\�DUH�XVHG�ZKHQ�ZULWLQJ
WKH�FOXVWHU�VWDWH�RXW�WR�D�ILOH�

Binder getBinderTop()
5HWXUQ� D� UHIHUHQFH� WR� WKH� WRS� RI� WKH� ELQGLQJ� VWDFN�� 8VHG� RQO\
GXULQJ�ZUDSSLQJ�

void setMobileNamer(MobileNamer namer)
,QGLFDWH�WKDW�QDPHV�JHQHUDWHG�IRU�LQWHUIDFHV�VKRXOG�EH�©PRELOHª�LQ
WKDW�WKH\�FDQ�EH�LQGLUHFWHG�YLD�WKH�UHORFDWLRQ�VHUYLFH�©QDPHUª��7KLV
LV�XVHG� WR�DOORZ�D� UHIHUHQFH� WR�EH� WUDQVSDUHQWO\�PRYHG� IURP�RQH
FOXVWHU�LQVWDQFH�WR�DQRWKHU�

void destroy()
'HVWUR\�WKH�FRPPXQLFDWLRQV�V\VWHP�DQG�SUHYHQW�IXWXUH�LQFRPLQJ
RU�RXWJRLQJ�FDOOV�

void setNameHandler(NameHandler handler)
$�KRRN�LQWR�WKH�ELQGLQJ�V\VWHP��VHW�D�KDQGOHU�WR�EH�XVHG�WR�FDWFK
NameNotFound�H[FHSWLRQV�DQG�G\QDPLFDOO\�FUHDWH�VHUYLFH�REMHFWV
WR�VHUYLFH�WKH�IDLOHG�UHTXHVW�

 31.3.3 Capsule

7KLV� LQWHUIDFH� LV�XVHG�E\�DSSOLFDWLRQ� FRGH� WR� FUHDWH�QHZ� FOXVWHUV��3DUWLFXODU
LPSOHPHQWDWLRQV� PD\� H[WHQG� WKLV� WR� SURYLGH� DGGLWLRQDO� SHU�FDSVXOH
PDQDJHPHQW�IXQFWLRQV

public Cluster createCluster()
&UHDWH� D� QHZ� FOXVWHU�� 7KLV� LV� WKH� PRVW� FRPPRQO\� XVHG� FDOO�� $
FOXVWHU�ZLOO�EH�FUHDWHG�ZLWK�WKH�GHIDXOW�W\SHV�RI�&OXVWHU�0DQDJHU
DQG�&OXVWHU�&RPPV�IRU�WKLV�FDSVXOH�

public Cluster createHintedCluster(MobileNamer namer,
                          GlobalID idHint)
*HQHUDWH�D�QHZ�FOXVWHU�XVLQJ�WKH�VSHFLILHG�LQIRUPDWLRQ�DV�D�KLQW�
namer�LV�WKH�PRELOH�QDPHU�WR�XVH�WR�QDPH�LQWHUIDFHV�JHQHUDWHG�E\
WKLV� FOXVWHU��idHint� LV� D� VXJJHVWHG� LGHQWLW\� WR� JLYH� WKH� FOXVWHU�
7KLV�FDOO� LV�XVHG�ZKHQ�UHFUHDWLQJ�D�FOXVWHU�IURP�DQRWKHU�FOXVWHU�
RU� IURP� D� VWRUHG� VWDWH�� ,I� WKH� VXJJHVWLRQV� DUH� WDNHQ�� WKHQ� WKH
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UHORFDWLRQ� VHUYLFH� ZLOO� EH� DEOH� WR� VWRUH� WKH� PDSSLQJ� PRUH
HIILFLHQWO\�WKDQ�LI�WKH�VXJJHVWLRQ�LV�LJQRUHG�

public Cluster createNamedCluster(MobileClusterName name)
                         throws BadName
&UHDWH�D�FOXVWHU�RI�D�JLYHQ�QDPH��7KLV�LV�XVHG�WR�UHFUHDWH�D�FOXVWHU
DW� DQ� ROG� DGGUHVV� DIWHU� D� FUDVK�� ,W� LV� UDUHO\� UHTXLUHG� DV� WKH
UHORFDWLRQ� VHUYLFH�PD\� EH� XVHG� WR� UH�PDS� UHIHUHQFHV� WR� D� FOXVWHU
ZLWK� D� GLIIHUHQW� QDPH�� 7KLV� ZLOO� WKURZ� BadName� LI� WKH� QDPH� LV
XQVXLWDEOH�

 31.3.4 Cluster

7KH�&OXVWHU�LQWHUIDFH�KDV�D�VLQJOH�RSHUDWLRQ�XVHG�WR�FUHDWH�QHZ�REMHFWV�ZLWKLQ
WKH�FOXVWHU��$�SDUWLFXODU�FOXVWHU�LPSOHPHQWDWLRQ�PD\�RQO\�DOORZ�WKLV�PHWKRG
WR�EH�FDOOHG�RQFH�

public Iface createObject(Class cls,Object[] args)
                 throws InstantiationException
&UHDWH�DQ�REMHFW�RI�FODVV�cls�ZLWKLQ�WKH�FOXVWHU��,I�WKH�REMHFW�KDV
DQ�init�PHWKRG�PDWFKLQJ�WKH�VSHFLILHG�DUJXPHQWV��WKHQ�WKLV�ZLOO
EH� FDOOHG�DIWHU� WKH�REMHFW�KDV�EHHQ�FRQVWUXFWHG��7KLV�PD\�UHWXUQ
DQ�LQWHUIDFH��ZKLFK�ZLOO�EH�SDVVHG�WR�WKH�FOLHQW�

 31.3.5 CapsuleComms

7KH�CapsuleComms�LQWHUIDFH�LV�DQ�LQWHUIDFH�RQWR�WKH�&DSVXOH�&RPPV�IRU�XVH
E\�D�&DSVXOH�REMHFW��7\SLFDOO\��WKHUH�ZLOO�EH�RQH�FDSVXOH�FRPPV�SHU�FDSVXOH�
DOWKRXJK� LW� LV� SHUIHFWO\� UHDVRQDEOH� WR� PXOWLSOH[� VHYHUDO� FDSVXOHV� DERYH� D
&DSVXOH�&RPPV�

public Object wrap(ClusterManager clusterManager,
          Class          managerIfaceClass,
          GlobalID       idHint,
          ClusterAddress requiredAddress,
          ClusterComms   calleeClusterComms)
          throws BadName
:UDS� D� FOXVWHU� PDQDJHU� WR� FRQVWUXFW� D� QHZ� FOXVWHU�� 7KH
SDUDPHWHU� managerIfaceClass� VSHFLILHV� WKH� VXEFODVV� RI
ClusterManager�WKDW�VKRXOG�EH�UHWXUQHG�DV�D�ZUDSSHG�LQWHUIDFH
WR� WKH� FOXVWHU�PDQDJHU��idHint� SURYLGHV� D� VXJJHVWLRQ� DV� WR� WKH
LGHQWLW\� WR� EH� DVVRFLDWHG� ZLWK� WKH� FOXVWHU� �LI� QRQ�QXOO�� DQG
requiredAddress�VSHFLILHV�WKH�DGGUHVV�WKH�FOXVWHU�VKRXOG�XVH��LI
QRQ�QXOO���7KH�ILQDO�SDUDPHWHU��calleeClusterComms�LV�XVHG�WR
ZUDS�WKH�PDQDJHPHQW�LQWHUIDFH�EHIRUH�UHWXUQLQJ�LW��7KLV� LV�XVHG
ZKHQ� ©VSDZQLQJª� RQH� FOXVWHU� IRUP� DQRWKHU� �DV� VKRZQ� LQ� )LJXUH
����
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public Object wrap(ClusterManager clusterManager,
          Class          managerIfaceClass,
          String         address,
          ClusterComms   calleeClusterComms)
          throws BadName
$�VHFRQG�IRUP�RI�ZUDS�WKDW�WDNHV�D�VWULQJLILHG�DGGUHVV�
'HSUHFDWHG�¥�XVHG�E\�LQIRUPDWLRQ�VSDFH�RQO\�

public void addNameHandler(NameHandler nameHandler)
public void removeNameHandler(NameHandler nameHandler)

7KHVH�PHWKRGV�DUH�XVHG�WR�G\QDPLFDOO\�ORDG�FOXVWHUV�RQ�GHPDQG�
7KH\� VSHFLI\� QDPH� KDQGOHUV� WR� EH� XVHG� WR� UHVROYH� WKH� QDPHV� RI
FOXVWHUV�WKDW�D�FOLHQW�EHOLHYHV�DUH�ORFDO�WR�WKLV�FDSVXOH��EXW�GR�QRW
LQ�IDFW�H[LVW�

public String getBootstrap()
5HWXUQ� D� ERRWVWUDS� VWULQJ� IRU� WKLV� FDSVXOH� FRPPV�� WKDW� PD\� EH
XVHG�WR�UHLQLWLDOLVH�LW�DIWHU�D�FUDVK�

 31.4 Design of Cluster Comms

7KH� FOXVWHU� FRPPV� VXE�V\VWHP� LV� HVVHQWLDOO\� D� SHU�FOXVWHU� LQVWDQFH� RI� WKH
)OH[L1HW� ELQGLQJ� V\VWHP�� 7KH� &OXVWHU� &RPPV� REMHFW� LWVHOI� LV� VLPSO\� D
ZUDSSHU� IRU� D� ELQGHU� JUDSK��5HVROYHUV�ZLWKLQ� WKLV� JUDSK�PD\� EH� ©VWDQGDUGª
UHVROYHU� FODVVHV�� KRZHYHU� *HQHUDWRUV� PXVW� SURYLGH� VRPH� DGGLWLRQDO
PDQDJHPHQW�IDFLOLWLHV��DQG�VXEFODVV�WKH� LQWHUIDFH�ClusterGenerator� WR�GR
WKLV��7KH� DGGLWLRQDO� IDFLOLWLHV� DUH� UHTXLUHG� IRU�PDQDJLQJ� WKH� OLIHF\FOH� RI� WKH
FOXVWHU��LQ�SDUWLFXODUO\��GHVWUR\LQJ�LW��DQG�LQVWDQWLDWLQJ�LW�IURP�D�VWRUHG�VWDWH�

7KH� ClusterGenerator� LQWHUIDFH� H[WHQGV� *HQHUDWRU�� DQG� SURYLGHV� ILYH
DGGLWLRQDO�PHWKRGV�

public ClusterAddress getClusterAddress()
5HWXUQ�WKH�DGGUHVV�RI�WKLV�FOXVWHU��,Q�WKH�FXUUHQW�LPSOHPHQWDWLRQ�
HDFK� FOXVWHU�PD\� KDYH� RQO\� RQH� �OHDI�� JHQHUDWRU�� DQG� KHQFH� RQH
FOXVWHU� DGGUHVV�� ,Q� SULQFLSOH� D� FOXVWHU� FRXOG� KDYH� D� QXPEHU� RI
JHQHUDWRUV�

public Name mapName(Name originalName)
&RQYHUW� D� QDPH� JHQHUDWHG� E\� WKH� FRUUHVSRQGLQJ� JHQHUDWRU� LQ� D
SUHYLRXV�LQFDUQDWLRQ�RI�WKLV�FOXVWHU�WR�D�QDPH�ZLWKLQ�WKLV�FOXVWHU�
7KLV�LV�SHUIRUPHG�E\�UHPRYLQJ�WKH�HPEHGGHG�FOXVWHU�DGGUHVV��DQG
UHSODFLQJ�LW�ZLWK�WKH�FXUUHQW�RQH�

�public boolean redirectToCluster(MobileClusterName newName)
5HGLUHFW�DQ\�IXUWKHU�FDOOV� LQWR�WKH�FOXVWHU�IURP�QDPHV�JHQHUDWHG
E\�WKLV�JHQHUDWRU��WR�WKH�QDPHG�FOXVWHU��7KH�©QHZ1DPHª�LV�D�WXSOH
RI�D�FOXVWHU�DGGUHVV�DQG�D�UHIHUHQFH�WR�WKH�UHORFDWLRQ�VHUYLFH�WKDW
FOLHQWV� ZLOO� FRQWDFW� ZKHQ� DWWHPSWLQJ� WR� ORFDWH� WKLV� FOXVWHU�
'LIIHUHQW�JHQHUDWRUV�PD\�XVH�GLIIHUHQW�DOJRULWKPV�WR�DFKLHYH�WKLV�
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EXW�WKH�QRUPDO�EHKDYLRXU�LV�WR�SDVV�WKH�UHGLUHFWLRQ�LQIRUPDWLRQ�RQ
WR�WKH�UHORFDWLRQ�VHUYLFH��DQG�WKHQ�UHIXVH�DOO�LQFRPPLQJ�FDOOV�

public void destroy()
'HVWUR\� WKH� JHQHUDWRU�� DQG� UHIXVH� DOO� LQFRPLQJ� FDOOV�� ,I� FDOOHG
DIWHU� UHGLUHFW7R&OXVWHU�� WKHQ� WKH� UHGLUHFWLRQ� VKRXOG� FRQWLQXH� WR
WDNH�SODFH�

public void setMobileNamer(MobileNamer namer)
6HW� WKH� UHORFDWLRQ� VHUYLFH� �PRELOH� QDPHU�� WR� EH� HPEHGGHG� LQ
QDPHV�JHQHUDWHG�E\�WKLV�JHQHUDWRU��$�FOLHQW�ZLWK�D�©PRELOH�QDPHª
RI� WKLV� IRUP� ZLOO� FRQWDFW� WKH� UHORFDWLRQ� VHUYLFH� WR� GHWHUPLQH
ZKHWKHU�WKH�FOXVWHU�KDV�EHHQ�PLJUDWHG��,Q�JHQHUDO��WKH�UHORFDWLRQ
VHUYLFH� LV�RQO\� FRQWDFWHG�DIWHU�DQ�RUGLQDU\� LQYRFDWLRQ�KDV� IDLOHG�
+RZHYHU��IRU�VRPH�FOLHQWV�RU�SURWRFROV��WKH�UHORFDWLRQ�VHUYLFH�PD\
EH�FRQWDFWHG� LQ�DGYDQFH� �)RU�H[DPSOH� LI� WKH� FOLHQW�KDV� UHDVRQ� WR
EHOLHYH�WKDW�WKH�FOXVWHU�KDV�PLJUDWHG��

 31.4.1 Shared Cluster Communications

,I�D�FDSVXOH�VXSSRUWV�D� ODUJH�QXPEHU�RI�FOXVWHUV��WKHQ� LW� LV�XQUHDVRQDEOH� IRU
HDFK�WR�KDYH�D�FRPSOHWHO\�VHSDUDWH�FRPPXQLFDWLRQV�V\VWHP��,Q�SUDFWLFH��WKLV
PD\�OHDG�WR�HDFK�KDYLQJ�D�OLVWHQHU�VRFNHW�DQG�OLVWHQHU�WKUHDG��7R�UHGXFH�WKH
RYHUKHDG�� JHQHUDWRUV�DQG�UHVROYHUV� IRU�XVH� LQ� FOXVWHUV� DUH�XVXDOO\� VSOLW� LQWR
WZR�SDUWV��D�VKDUHG�SHU�&DSVXOH�&RPPV�SDUW��DQG�D�SULYDWH��SHU�FOXVWHU�SDUW�
7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����

Network

Capsule

Capsule Comms

Cluster

ClusterComms

Binder Stack

Figure 72 Sharing Communications Resources Between Clusters

7KH� SHU�FOXVWHU� SDUW� RI� D� JHQHUDWRU� RU� UHVROYHU� LPSOHPHQWV� WKH
ClusterGenerator� RU� Resolver� LQWHUIDFH�� DV� PLJKW� EH� H[SHFWHG�� $
VWDQGDUG�LQWHUIDFH�LV�DOVR�GHILQHG�IRU�WKH�ERWWRP��VKDUHG�SDUW��7KHUH�LV�D�KLJK
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GHJUHH�RI�LQGHSHQGHQFH�EHWZHHQ�WKH�WZR�SDUWV��DQG�WKLV�DOORZV�RQH�WRS�SDUW�WR
EH� ILWWHG�RYHU�GLIIHUHQW�ERWWRP�SDUWV��7KH�WRS�SDUW� LV�W\SLFDOO\� LQYROYHG�ZLWK
KLJK� OHYHO� IXQFWLRQV�� VXFK� DV� LQWHUIDFH� QDPLQJ�� VHULDOLVDWLRQ�� DFFHVV� FRQWURO
HWF��DQG�WKH�ERWWRP�SDUW�LV� LQYROYHG�ZLWK�SURWRFRO�VSHFLILF� IXQFWLRQV��VXFK�DV
FDOO�FRQWURO��HUURU�KDQGLQJ��PXOWLSOH[LQJ��WKUHDGLQJ�DQG�WKH�OLNH��7KH�ERWWRP
SDUW� RI� D� UHVROYHU� LPSOHPHQWV� WKH�CapsuleResolver� LQWHUIDFH��7KH� ERWWRP
SDUW� RI� D� JHQHUDWRU� LPSOHPHQWV� CapsuleBinder� �DV� LW� PD\� DFW� DV� ERWK� D
UHVROYHU�DQG�JHQHUDWRU���7KHVH� LQWHUIDFHV�DUH�H[SODLQHG� LQ�WKH� IROORZLQJ� WZR
VHFWLRQV�

 31.4.2 ClusterResolver

7KLV�LQWHUIDFH�SURYLGHV�ORZ�OHYHO�VXSSRUW�IRU�D�SHU�FOXVWHU�5HVROYHU��0DQ\�RI
WKH� FDOOV� DUH� HTXDOO\� DSSOLFDEOH� WR� VXSSRUWLQJ� D� *HQHUDWRU�� ,W� KDV� ILYH
PHWKRGV�

public int getNoBufferSegments()
&OXVWHU� ELQGHUV� PDNH� XVH� RI� VHJPHQWHG� EXIIHUV� LQ� DQ� LGHQWLFDO
ZD\�WR�VWDQGDUG�ELQGHUV��7KH�SHU�FOXVWHU�SDUW�RI�D�ELQGHU�QHHGV�WR
NQRZ� KRZ� PDQ\� RI� WKH� EXIIHUªV� VHJPHQWV� DUH� XVHG� E\� WKH� SHU�
FDSVXOH�SDUW��7KH�SHU�FDSVXOH�SDUW�FODLPV�VHJPHQWV���¥��Q����DQG
WKH�UHVW�DUH�XVHG�E\�WKH�SHU�FOXVWHU�SDUW�

public SessionManager getSessionManager()
5HWXUQ� D� UHIHUHQFH� WR� WKH� VHVVLRQ�PDQDJHU�� 7KH� W\SH� RI� VHVVLRQ
PDQDJHU�LV�GHSHQGHQW�RQ�WKH�ZLUH�SURWRFRO��DQG�VR�LV�KDQGOHG�E\
WKH� SHU�FDSVXOH�SDUW� RI� WKH� ELQGHU��+RZHYHU�� WKH� WRS� SDUW� RI� WKH
ELQGLQJ� VWDFN� UHTXLUHV� D� UHIHUHQFH� WR� WKLV�� VR� LW� PD\� REWDLQ
VHVVLRQV�IRU�RXWJRLQJ�FDOOV�

public OutputBufferFactory getOutputBufferFactory()
6LPLODUO\�� WKH� EXIIHU� W\SH� LV� SURWRFRO�VSHFLILF�� DQG� LV� WKHUHIRUH
PDQDJHG� E\� WKH� SHU�FDSVXOH� SDUW� RI� WKH� ELQGHU�� 7KH� SHU�FOXVWHU
SDUW�UHTXLUHV�WKLV�WR�REWDLQ�RXWSXW�EXIIHUV�IRU�VHULDOLVDWLRQ�

public CallDown getCallDown()
5HWXUQ�D�UHIHUHQFH�WR�WKH�WRS�RI�WKH�VKDUHG�SDUW�RI�WKH�ELQGHU�

public Address parseClusterAddress(String address)
                       throws BadName
3DUVH�D�FOXVWHU�DGGUHVV�

 31.4.3 ClusterBinder

7KLV� LQWHUIDFH� H[WHQGV� ClusterResolver� DQG� SURYLGHV� DGGLWLRQDO� VXSSRUW
IRU�SHU�FOXVWHU�JHQHUDWRUV� WKDW�DUH� VSOLW� DQG�PXOWLSOH[HG� RYHU� D� VKDUHG�SHU�
FDSVXOH�SDUW�
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ClusterAddress getClusterAddress(Object clusterRep)
5HWXUQ� WKH� DGGUHVV� RI� D� FOXVWHU�� ClusterRep� LV� WKH
UHSUHVHQWDWLYH� RI� WKH� FOXVWHU�� IURP� WKH� SRLQW� RI� YLHZ� RI� WKH� SHU�
&DSVXOH� SRUWLRQ� RI� WKH� ELQGHU�� ,W� LV� DFWXDOO\� WKH� REMHFW� WRZDUGV
ZKLFK�LQFRPLQJ�FDOOV�VKRXOG�EH�GLUHFWHG��7KLV�PD\�EH�XVHG�ERWK�WR
GHWHUPLQH� WKH� QDPH� RI� D� FOXVWHU�� DQG� WR� FDXVH� WKH� QDPLQJ� RI� D
QHZO\�FUHDWHG�FOXVWHU�

ClusterAddress getClusterAddress(Object obj,GlobalID hint)
$�IRUP�RI�JHW&OXVWHU$GGUHVV�WKDW�VXSSOLHV�D�FOXVWHU� LG�DV�D�KLQW�
7KLV�LV�XVHG�WR�REWDLQ�DQ�DGGUHVV�IRU�D�QHZO\�FUHDWHG�FOXVWHU��DQG
WR�VSHFLI\�D�KLQW�WKDW�LW�VKRXOG�UHXVH�D�SUHYLRXV�FOXVWHU�LGHQWLW\�LI
SRVVLEOH�

boolean grantClusterAddress(Object obj,
                   ClusterAddress address)
$VVLJQ�D�VSHFLILF�DGGUHVV�WR�D�FOXVWHU��7KLV�ZLOO�UHWXUQ�IDOVH�LW�WKH
DGGUHVV�LV�XQVXLWDEOH�

void dropCluster(GlobalID id)
5HPRYH�DOO�NQRZOHGJH�RI�WKH�VSHFLILHG�FOXVWHU��&DOOV�PDGH�WR�WKLV
FOXVWHU�LQ�IXWXUH�VKRXOG�IDLO��7KH�ELQGHU�VKRXOG�QRW�UHXVH�WKLV�LG�LQ
IXWXUH��DV�FOLHQWV�RI�WKH�ROG�FOXVWHU�PLJKW�EH�XQDEOH�WR�GHWHFW�WKDW
WKH�RULJLQDO�FOXVWHU�KDG�EHHQ�GHVWUR\HG��$Q�H[FHSWLRQ�WR�WKLV�LV�LI�D
FDOO�WR�grantClusterAddress�RU�getClusterAddress� LV�PDGH
ZLWK�WKLV�LG�DV�D�KLQW�

String stingifyClusterAddress(ClusterAddress address)
                     throws BadName
6WULQJLI\�D�FOXVWHU�DGGUHVV�

void addNameHandler(NameHandler nameh)
$GG�D�QDPH�KDQGHU��7KH�QDPH�KDQGOHU�V��ZLOO�EH�FDOOHG�ZKHQHYHU
DQ� LQFRPLQJ� FDOO� FRQWDLQV� DGGUHVVLQJ� LQIRUPDWLRQ� UHODWLQJ� WR� D
FOXVWHU� WKDW� GRHV� QRW� H[LVW�� 7KH� QDPH� KDQGOHU� PD\� FDXVH� WKH
FOXVWHU� WR� EH� FUHDWHG� �RU�� IRU� H[DPSOH�� UHFRYHUHG� IURP�GLVN��� DQG
WKH�ELQGHU�ZLOO�WKHQ�WU\�DJDLQ�

void removeNameHandler(NameHandler nameh)
5HPRYH�D�QDPH�KDQGOHU�

 31.5 Generating a Cluster

7KLV�VHFWLRQ�JLYHV�D�EULHI�RYHUYLHZ�RI� WKH�SURFHVV� RI� FUHDWLQJ�D� FOXVWHU�� ,W� LV
LOOXVWUDWHG�E\�)LJXUH����

D� D� createCluster� FDOO� LV� PDGH� RQ� DQ� H[LVWLQJ� &DSVXOH� 0DQDJHU�� 7KLV
FUHDWHV�D�&OXVWHU�0DQDJHU�RI�DQ�DSSURSULDWH�W\SH�
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E� 7KH�&DSVXOH�0DQDJHU�FDOOV�LWV�&DSVXOH�&RPPV��7KH�&DSVXOH�&RPPV�KDV
D�VWRUHG�UHIHUHQFH�WR� WKH�VKDUHG�FDSVXOH�ELQGHUV�DQG�UHVROYHUV��DQG�XVHV
WKHVH�WR�FUHDWH�QHZ�FOXVWHU�ELQGHUV�DQG�UHVROYHUV�IRU�WKH�FOXVWHU��7KHUH�DUH
VHYHUDO� GLIIHUHQW� FDSVXOH� FRPPV� LPSOHPHQWDWLRQV�� DQG� HDFK
LPSOHPHQWDWLRQ� ZLOO� SURGXFH� D� GLIIHUHQW� VHW� RI� ELQGHUV� DQG� UHVROYHUV�
7KHVH�DUH�DQDORJRXV�WR�)OH[L1HW�WHVWEHQFKHV��VHH�&KDSWHU�����

F� 7KH� &DSVXOH� &RPPV� FUHDWHV� D� ELQGHU� JUDSK� DQG� D� FOXVWHU� FRPPV� WR
LVRODWH�WKH�GHWDLOV�RI�WKH�FRPPXQLFDWLRQ�V\VWHP�IURP�WKH�FOXVWHU�PDQDJHU�
7KH�FOXVWHU�PDQDJHU�DQG�FOXVWHU�FRPPV�DUH�DVVRFLDWHG�ZLWK�HDFK�RWKHU�

G� 7KH� FDSVXOH� FRPPV� XVHV� WKH� ELQGHUV� WR� QDPH� WKH� FOXVWHU� PDQDJHU
LQWHUIDFH� IURP�ZLWKLQ� WKH� FOXVWHU�� DQG� WKHQ� UHVROYH� WKH� FOXVWHU�PDQDJHU
LQWHUIDFH� IURP� RXWVLGH� WKH� FOXVWHU�� 7KLV� UHVXOWV� LQ� DQ� HQFDSVXODWHG
LQWHUIDFH�WR�WKH�FOXVWHU��7KLV�LQWHUIDFH�LV�XVHG�E\�WKH�&DSVXOH�0DQDJHU�WR
H[WHUQDOO\�FRQWURO�WKH�FOXVWHU��LQ�SDUWLFXODU�WR�REWDLQ�D�SXEOLF�PDQDJHPHQW
LQWHUIDFH�WR�LW��7KLV�PD\�EH�XVHG�WR�FUHDWH�REMHFWV�ZLWKLQ�WKH�FOXVWHU�

createCapsule
Manger

Cluster
Binder

Capsule
Binder

Cluster
Comms

Capsule
Manger

Capsule
Manger

(a) Creation (b) Comms Creation

(c) Wrapping (d) Configuration

w
ra

p
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Figure 73 Stages in the Creation of a Cluster
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 32 A CLUSTER BINDER (BLUE)

 32.1 Introduction

%OXH�LV�WKH�DUFKHW\SDO�FOXVWHU�ELQGHU��,W�LV�ERWK�D�JHQHUDWRU�DQG�UHVROYHU��DQG
DVVXPHV� WKH� SURYLVLRQ� RI� D�CapsuleBinder� WR� GHOLYHU� LQYRFDWLRQV� LQWR� WKH
FOXVWHU��DQG�WR�SURFHVV�RXWJRLQJ�LQYRFDWLRQV��,Q�IDFW��%OXH�LV�WKH�RQO\� FOXVWHU
ELQGHU� WKDW�KDV�EHHQ�EXLOW� WKXV� IDU�� ,W� KDV� EHHQ�GHSOR\HG� RYHU� D�QXPEHU� RI
GLIIHUHQW� FDSVXOH� ELQGHUV�� DQG� KDV� EHHQ� XVHG� ZLWK� D� QXPEHU� RI� GLIIHUHQW
&OXVWHU�0DQDJHUV��WR�SURYLGH�GLIIHUHQW�VW\OHV�RI�FOXVWHU�PDQDJHPHQW�

7KH�%OXH�&OXVWHU�ELQGHU�KDV�ILYH�OD\HUV��LOOXVWUDWHG�LQ�)LJXUH����

ServerCallLayer

Encapsulate
Layer

LocateLayer

ClientCallLayer

Capsule Comms

Top Layer of Capsule
Comms Stack

SerialLayer

Object<Interface>
Object<Interface>

Blue
(resolver)

Stub<Interface>
Stub<Interface>

NameLayer

Object<Interface>

RefSerializer
Factory

creates

Stub<Interface>

transient reference
obtained from

invocation data

Client Server

OutputBuffer
Factory

RefDeserializer
Factory

Blue
(generator)

requests
interface id

CallDown

CallDown

CallDown

CallDown

CallUp

CallUp

CallUp

CallUp

SessonManager
(Factory)

CallDown

Cluster
Managerreflect
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7KH�IXQFWLRQ�RI�PRVW�RI�WKHVH�OD\HUV�KDV�EHHQ�H[SODLQHG�LQ�SUHYLRXV�FKDSWHUV�
,Q�WKLV�FKDSWHU��ZH�FRYHU�WKH�UHPDLQLQJ�OD\HUV

 32.1.1 Encapsulate Layer

7KLV�OD\HU�UHSUHVHQWV�WKH�HQFDSVXODWLRQ�ERXQGDU\�DURXQG�WKH�FOXVWHU��%HIRUH
DQ� LQFRPLQJ� LQYRFDWLRQ� PD\� SURFHHG� XS� WKH� VWDFN�� WKH� IROORZLQJ� PXVW� EH
YDOLGDWHG�

• 7KH� FOXVWHU� LV� UHDG\� DQG� ZLOOLQJ� WR� UHFHLYH� WKH� LQYRFDWLRQ�� 7KLV� LV
FKHFNHG� E\� D� FDOO� WR� startCall� LQ� WKH� ClusterManager� LQWHUIDFH�
�6HFWLRQ���������

• 7KH� LQYRFDWLRQ� LV�KDQGHG�RYHU� WR�D� WKUHDG�ZLWKLQ� WKH� FOXVWHUªV� WKUHDG
JURXS��7KLV�LV�WR�VXSSRUW�VWURQJ�HQFDSVXODWLRQ���6HH�VHFWLRQ�������

7KHVH�WZR�RSHUDWLRQV�PXVW�EH�DUH�SHUIRUPHG�DWRPLFDOO\��7KLV�DOORZV�D�FOXVWHU
PDQDJHU�WR�SDXVH�D�FOXVWHU�E\�ILUVW�ORFNLQJ�WKH�FOXVWHU��L�H��EORFNLQJ�DOO�FDOOV�WR
startCall��� DQG� WKHQ� ZDLWLQJ� XQWLO� DOO� H[HFXWLQJ� WKUHDGV� H[LW�� ,I� WKH
RSHUDWLRQV�ZHUH�QRW�SHUIRUPHG�DWRPLFDOO\��WKHQ�WKHUH�ZRXOG�EH�D�SRVVLELOLW\�RI
D� FOXVWHU�PDQDJHU� FKHFNLQJ� IRU�QR� WKUHDG� DFWLYLW\�� DQG� WKHQ� D� WKUHDG� EHLQJ
VWDUWHG� E\� WKH� (QFDSVXODWH� /D\HU�� $Q� DOWHUQDWLYH� DSSURDFK� ZRXOG� EH� WR
H[SOLFLWO\�FRXQW�WKH�QXPEHU�RI�FDOOV�WR�startCall�DQG�endCall��DQG�XVH�WKLV
DV�D�PHDVXUH�RI�DFWLYLW\��LQVWHDG�RI�WKH�WKUHDG�FRXQW��7KLV�DSSURDFK�ZRXOG�EH
DGYDQWDJHRXV�LQ�FOXVWHUV�WKDW�GLG�QRW�RWKHUZLVH�UHTXLUH�VWURQJ�HQFDSVXODWLRQ�

1RWH��7KH�GHVLJQ�RI� WKH�ClusterManager� FRXOG�EH� LPSURYHG�ZLWK� UHVSHFW� WR
VWURQJ� HQFDSVXODWLRQ�� ,GHDOO\�� WKUHDG� JURXSV� DQG� DFWLYLW\�PRQLWRULQJ� VKRXOG
EH�D�IXQFWLRQ�RI�WKH�(QFDSVXODWLRQ�/D\HU��7KLV�ZRXOG�DOORZ�GLIIHUHQW�IRUPV�RI
HQFDSVXODWLRQ��7KLV�KDV�QRW�EHHQ�XSGDWHG�LQ�WKH�FXUUHQW�LPSOHPHQWDWLRQ��GXH
WR�WKH�FRPSOH[�ORFNLQJ�VWUDWHJLHV�ZLWKLQ�WKH�,QIRUPDWLRQ�6SDFH��ZKLFK�LQWHUDFW
ZLWK�FOXVWHU�ORFNLQJ�
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 33 A CAPSULE BINDER (MAGENTA)

 33.1 Introduction

0DJHQWD�LV�D�FDSVXOH�ELQGHU�EDVHG�RQ�WKH�553�SURWRFRO��:KHQ�XVHG�WRJHWKHU
ZLWK� ©%OXHª� LW� JHQHUDWHV� DQG� UHVROYHV� QDPHV� WKDW� DUH� FRPSDWLEOH� ZLWK� WKH
0DJHQWD�ELQGHU��7KH�ELQGLQJ�VWDFN�SURGXFHG�E\�WKH�0DJHQWD�&DSVXOH�%LQGHU
LV�VKRZQ�LQ�)LJXUH����
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OutputBuffer
Factory Magenta
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request
cluster ID

CallDown

CallDown

CallUp
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Figure 75 Magenta Capsule Binder

 33.2 Binder Layers

7KH�0DJHQWD�&DSVXOH�%LQGHU�KDV�WKUHH�OD\HUV�

RRPLayer
7KLV�LV�LGHQWLFDO�WR�WKH�553/D\HU�LQ�WKH�0DJHQWD�ELQGHU�

&OXVWHU�1DPH�/D\HU (GnameMuxLayer)
7KLV� LV�D�QDPLQJ� OD\HU�ZKLFK� LV� VLPLODU� WR�TrivNameLayer�� EXW
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ZKLFK�XVHV�ODUJH�����ELW�� LGHQWLILHUV� WR�GLVFULPLQDWH�EHWZHHQ�WKH
PXOWLSOH[HG� HQGSRLQWV�� UDWKHU� WKDQ� VPDOO� LQWHJHUV�� 7KLV� LV�PRUH
DSSURSULDWH�IRU�QDPLQJ�FOXVWHUV�

$�VHFRQG�GLIIHUHQFH�LV�WKDW�LW�VWRUHV�D�PDSSLQJ�IURP�LGHQWLILHUV�WR
REMHFWV��UDWKHU�WKDQ�IURP�LGHQWLILHUV�WR�LQWHUIDFHV�RQ�REMHFWV��7KLV
VLPSOLILFDWLRQ�LV�SRVVLEOH�DV�FOXVWHUV�DUH�DOZD\V�DFFHVVHG�WKURXJK
WKH�VDPH�PLGGOHZDUH�LQWHUIDFH�

DispatchLayer
$� IRUP� RI� CallLayer� WR� GHDO�ZLWK� WKH� IDFW� WKDW� SURWRFRO� OD\HUV
KDYH� &DOO8S� LQWHUIDFHV�� QRW� *HQHULF&DOO�� ,W� VLPSO\� FDOOV
invocation.getTarget().callUp(invocation)
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 34 ENCAPSULATION ISSUES

 34.1 Introduction

-DYD�LV�QRW�D�SXUH�REMHFW�RULHQWHG�SURJUDPPLQJ�ODQJXDJH��7KDW�LV�WR�VD\�LW�LV
SRVVLEOH� WR� DFFHVV� V\VWHP� REMHFWV� DQG� UHVRXUFH� ZLWKRXW� ILUVW� REWDLQLQJ� DQ
REMHFW�UHIHUHQFH��7KLV�LV�D�SUREOHP��DV�WKH�HQFDSVXODWLRQ�PHFKDQLVP�XVHG�LQ
)OH[L1HW�ZRUNV�E\�FRQWUROOLQJ�WKH�SURSDJDWLRQ�RI�REMHFW�UHIHUHQFHV�

,Q� SDUWLFXODU�� WKUHDGV� PD\� DFFHVV� VWDWLF� PHWKRGV� DQG� VWDWLF� ILHOGV�� 7KLV
FLUFXPYHQWV�WKH�HQFDSVXODWLRQ�PHFKDQLVPV��DV�VWDWLF�ILHOGV�DQG�PHWKRGV�DUH
DFFHVVLEOH�IURP�DOO�FOXVWHUV��7KLV�SUREOHP�LV�H[SDWLDWHG�E\�WKH�IDFW�WKDW�PRVW
RI� WKH� -DYD� V\VWHP� UHVRXUFHV� �ILOHV��ZLQGRZLQJ�� VRFNHWV� HWF�� DUH� DFFHVVHG� LQ
WKLV�ZD\�

$� IXUWKHU� LVVXHV� LV� WKH� XVH� RI� FDOOEDFNV�� -DYD� LV� VORSS\� LQ� LWV� KDQGOLQJ� RI
WKUHDGV��,I�D�V\VWHP�REMHFW�PDNHV�DQ�DV\QFKURQRXV�FDOOEDFN�WR�DQ�DSSOLFDWLRQ
REMHFW�� WKHQ�WKLV�ZLOO�JHQHUDOO\� WDNH�SODFH� LQ�DQ�DUELWUDU\�WKUHDG��$V�ZH�XVH
WKUHDG�JURXSV�IRU�SURWHFWLRQ�DQG�HQFDSVXODWLRQ��WKLV�LV�D�GDQJHURXV�ORRSKROH�
7KLV�SUREOHP�LV�SDUWLFXODUO\�ULIH�LQ�WKH�$EVWUDFW�:LQGRZLQJ�7RRONLW�

 34.2 Static Methods and Data

:H�GLYLGH�WKH�LVVXH�RI�DFFHVV�WR�VWDWLF�PHWKRGV�DQG�GDWD�LQWR�WZR�FDVHV��DFFHVV
WR�V\VWHP�FODVVHV��DQG�DFFHVV�WR�DSSOLFDWLRQ�FODVVHV��$FFHVV�WR�V\VWHP�FODVVHV
FDQ�EH�KDQGOHG�RQ�D�FDVH�E\�FDVH�EDVLV��$FFHVV� WR�DSSOLFDWLRQ�FODVVHV� FOHDUO\
FDQQRW�

 34.2.1 Access to System Classes

3XEOLF�VWDWLF�GDWD�LQ�V\VWHP�FODVVHV�LV�UDUH��7KH�XVH�RI�SXEOLF�VWDWLF�PHWKRGV�LV
PXFK�PRUH�FRPPRQ��7KDQNIXOO\��PRVW�RI�WKHVH�FDOOV�DUH�VHFXULW\�FKHFNHG�¥�E\
D�FDOO�WR�WKH�VHFXULW\�PDQDJHU��:H�FDQ�DUUDQJH�WKDW�HDFK�FOXVWHU��HIIHFWLYHO\�
KDV� LWV� RZQ� VHFXULW\� PDQDJHU�� DQG� FDQ� WKHUHIRUH� FRQWURO� WKH� XVH� RI� VWDWLF
PHWKRGV�WR�VRPH�GHJUHH��VHH�VHFWLRQ��������0DNLQJ�WKLV�D�ZDWHUWLJKW�VROXWLRQ�
SDUWLFXODU�LQ�WKH�FDVH�RI�IXWXUH�-DYD�V\VWHP�FODVVHV��LV�D�GLIILFXOW�WDVN�



12-Feb-99 FlexiNet Architecture 199

 34.2.2 Access to Application Classes

7KHUH� LV�PRUH� RSSRUWXQLW\� WR� FRQWURO� WKH�XVH� RI� DSSOLFDWLRQ� FODVVHV��:H� FDQ
DUUDQJH� WKDW� GLIIHUHQW� FOXVWHUV� XVH� GLIIHUHQW� FODVV� ORDGHUV�� DQG� WKXV� REWDLQ
FRPSOHWHO\�LQGHSHQGHQW�LQVWDQFHV�RI�FODVVHV��7KH�XVH�RI�VWDWLF�PHWKRGV�ILHOGV
WKHUHIRUH� FHDVHV� WR� EH� D� SUREOHP�� 7KLV� VROXWLRQ� FDQQRW� EH� XVHG� IRU� V\VWHP
FODVVHV��LQ�JHQHUDO��DV�WKHVH�FODVVHV�PXVW�EH�ORDGHG�LQ�RUGHU�WR�JHW�WKH�EDVLF
)OH[L1HW� V\VWHP� UXQQLQJ�� %\� WKLV� VWDJH�� LW� LV� WRR� ODWH� WR� FRQWURO� WKH� FODVV
ORDGHUV�XVHG��7KH�SRWHQWLDO� FRVW� RI� ORDGLQJ�FODVVHV�PDQ\� WLPHV� RYHU� LV�KLJK�
DQG�IRU�WKLV�UHDVRQ�ZH�DOORZ�FODVVHV�WR�EH�WDJJHG�WR�LQGLFDWH�WKDW�WKH\�PD\�EH
VDIHO\� VKDUHG� ZLWKRXW� EUHDFKLQJ� WKH� HQFDSVXODWLRQ� UXOHV�� &XUUHQWO\�� WKLV
WDJJLQJ� LV� D� PDQXDO� SURFHVV�� DOWKRXJK� DQ� DXWRPDWHG� FRQVHUYDWLYH� FKHFNHU
FRXOG� EH� EXLOW�� 7KH� FODVV� ORDGLQJ� DSSURDFK� DQG� DUFKLWHFWXUH� LV� RXWOLQHG� LQ
FKDSWHU����

 34.3 Asynchronous Callbacks

$V\QFKURQRXV�FDOOEDFNV�DOORZ�D�V\VWHP�WKUHDG�WR�UXQ�DSSOLFDWLRQ�FRGH�ZLWKLQ
D�FOXVWHU��7KH�WKUHDG�DXGLWLQJ�XVHG�WR�FRXQW�WKH�QXPEHU�RI�WKUHDGV�ZLOO�WKHQ
IDLO��DQG�WKH�SHU�FOXVWHU�VHFXULW\�PDQDJHU�ZLOO�DOVR�IDLO��DV� WKLV�UHOLHV�RQ�WKH
WKUHDG�LG�WR�GHWHUPLQH�WKH�FDOOHH�FOXVWHU��7KLV�LV�D�GDQJHURXV�SUREOHP��DQG�LQ
JHQHUDO�PXVW�EH�GHDOW�ZLWK�RQ�D�FDVH�E\�FDVH�EDVLV�

 34.3.1 Abstract Windowing Toolkit

7KH� $:7� XVHV� D� JUHDW� GHDO� RI� DV\QFKURQRXV� FDOOEDFNV� WR� LQIRUP� WKH
DSSOLFDWLRQ� RI� XVHU� LQWHUDFWLRQ� �PRXVH� PRYHPHQW�� EXWWRQ� FOLFNV� HWF��� 7KHVH
FDOO�EDFNV�DUH�PDGH�E\�DQ�HVVHQWLDOO\�DUELWUDU\�WKUHDG��$�IXUWKHU�LVVXH�LV�WKDW
WKH�$:7�FUHDWHV�D�QXPEHU�RI�EDFNJURXQG�WKUHDGV��DQG�LW�GRHV�WKLV�XVLQJ�WKH
WKUHDG�JURXS�RI�WKH�ILUVW�WKUHDG�WR�FDOO�SDUWLFXODU�$:7�PHWKRGV��7KLV�PHDQV
WKDW�WKUHDGV�PD\�JHW�FUHDWHG�ZLWKLQ�WKH�FOXVWHU�WKUHDG�JURXS�WKDW�DUH�QRWKLQJ
WR� GR� ZLWK� LW�� DQG� WKDW� FDQ� QHYHU� EH� GHVWUR\HG�� 7KLV� XSVHWV� WKH� WKUHDG
DXGLWLQJ��DQG�LQ�SDUWLFXODU��PRELOH�REMHFW�EHFRPH�XQDEOH�WR�PRYH�

7R�VROYH� WKHVH�SUREOHPV��D�ZUDSSHU� IRU� WKH�$:7� LV�SURYLGHG��7KLV� LV� RI� WZR
SDUWV��$�GHPRQ�LV�VWDUWHG�SULRU�WR�WKH�XVH�RI�FOXVWHUV��7KLV�©WLFNOHVª�WKH�$:7�WR
FDXVH� LW� WR� FUHDWH� LWV� EDFNJURXQG� WKUHDGV�� 7KHVH� DUH� WKHUHIRUH� FUHDWHG� LQ� D
VDIH�� QRQ�FOXVWHU� WKUHDG�JURXS��7KH�GHPRQ� WKHQ� H[LWV�� 7KH� VHFRQG� SDUW� LV� D
ZUDSSHU� IRU� WKH�$:7�HYHQW�V\VWHP��7KLV� LV�XVHG� WR� FDWFK�$:7�HYHQWV�� DQG
WKHQ� UH�VLJQDO� WKHP� ZLWKLQ� WKH� FOXVWHUªV� WKUHDG� JURXS�� &RUUHFW� XVH� RI� WKLV
ZUDSSHU� DYRLGV� DOO� WKH� $:7� UHODWHG� HQFDSVXODWLRQ� LVVXHV�� 7KH� SHU�FOXVWHU
VHFXULW\�PDQDJHU�PD\� EH�XVHG� WR� HQVXUH� WKDW� D� FOXVWHU� GRHV� QRW� DFFHVV� WKH
$:7�HYHQW�V\VWHP�GLUHFWO\��7KH�HYHQW�ZUDSSHU�LV�LOOXVWUDWHG�LQ�)LJXUH����
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Figure 76 AWT Wrapping

 34.3.2 Finalize Methods

%HIRUH�D�-DYD�REMHFW�LV�JDUEDJH�FROOHFWHG��LWV�finalize�PHWKRG�LV�FDOOHG��7KLV
PD\� EH� XVHG� E\� D�PDOLFLRXV� RU� HUURQHRXV� SURJUDP� WR� ©FDSWXUHª� WKH� ILQDOL]HU
WKUHDG�DQG�XVH�LW�IRU�LWV�RZQ�SXUSRVHV��OHDGLQJ�WR�DOO�RI�WKH�SUREOHPV�RXWOLQHG
DERYH��7KH�FXUUHQW� LPSOHPHQWDWLRQ� LJQRUHV� WKLV� LVVXH��EXW�D�VLPSOH� IL[� LV� WR
JLYH�WKH�ILQDOL]HU�WKUHDG�ORZ�SULYLOHJHV��UHPRYLQJ�WKH�XWLOLW\�LQ�WKLV�DWWDFN��$
FOXVWHU�FRXOG�VWLOO�XVH�WKLV�WR�XSVHW�WKH�WKUHDG�DXGLWLQJ��EXW�QRW�LQ�D�ZD\�WKDW
ZRXOG�EH�WR�WKHLU�DGYDQWDJH�

 34.4 Resource Usage

2QH�LVVXH�WKDW�FOXVWHULQJ�GRHV�QRW�DGGUHVV�LV�UHVRXUFH�XVDJH��$�WKUHDG�LQ�RQH
FOXVWHU�PD\�XVH� XS� DOO� WKH� DYDLODEOH�PHPRU\� RU�&38� UHVRXUFH�� 7KHUH� LV� QR
ZD\� RI� SUHYHQWLQJ� WKLV� ZLWKRXW� RSHUDWLQJ� V\VWHP� VXSSRUW�� 6WURQJO\
HQFDSVXODWHG� FOXVWHUV� DUH� OLJKWZHLJKW� SURFHVVHV�� 7KH\� GR� QRW� KDYH� WKH
UHVRXUFH� FRQWUROV� WKDW� IXOO� SURFHVVHV� GR�� +RZHYHU�� FOXVWHU� FDQ� EH� UXQ� LQ
GLIIHUHQW�UHDO�SURFHVVHV��DQG�WZR�FRUUHFW�FOXVWHU�ZLOO�FRPPXQLFDWH�LGHQWLFDOO\
�DOEHLW� PRUH� VORZO\�� LI� WKH\� DUH� UXQQLQJ� RQ� VHSDUDWH� SURFHVVHV� WKDQ� LQ� WKH
VDPH�SURFHVV�� ,Q� D� GLVWULEXWHG� DSSOLFDWLRQ� UXQQLQJ�GLVWUXVWIXO� FOXVWHUV�� WKLV
DSSURDFK�VKRXOG�EH�XVHG�WR�OLPLW�WKH�ULVN�DVVRFLDWHG�ZLWK�UXQQLQJ�SRWHQWLDOO\
PDOLFLRXV�FRGH�

 34.5 Cluster Security Manager

7KH�FOXVWHU�VHFXULW\�PDQDJHU�LV�LOOXVWUDWHG�LQ�)LJXUH�����,W�KDV�WZR�SDUWV��7KH
VKDUHG� SRUWLRQ� XVHV� WKH� LGHQWLW\� RI� WKH� FDOOLQJ� WKUHDG� WR� GHWHUPLQH� ZKLFK
FOXVWHU�WKH�FDOO�RULJLQDWHG�IURP��,W�WKHQ�FDOOV�WKH�SHU�FOXVWHU�VHFXULW\�PDQDJHU
WR�GHWHUPLQH�ZKHWKHU�DQ�RSHUDWLRQ�VKRXOG�EH�DOORZHG�
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 35 MOBILE NAMING

 35.1 Introduction

,Q� JHQHUDO�� FOXVWHUV� VXSSRUW�PRELOH� QDPHV�� 7KHVH� DUH� QDPHV�ZKLFK� XVHG� WR
LGHQWLI\�FOXVWHU�WKDW�PD\�PLJUDWH�IURP�QHWZRUN�DGGUHVV�WR�DQRWKHU��7KLV�PD\
RFFXU��IRU�H[DPSOH��LI�D�KRVW�FUDVKHV�DQG�D�VHUYLFH�LV�UHVWDUWHG�RQ�D�GLIIHUHQW
KRVW��0RELOH�QDPHV�FRQWDLQ�WZR�SLHFHV�RI�LQIRUPDWLRQ��WKH�ODVW�NQRZQ�DGGUHVV
RI�WKH�VHUYLFH���D�)OH[L1HW�QDPH��DQG�D�UHIHUHQFH�WR�D�©UHORFDWLRQª�VHUYLFH�WKDW
FDQ�SURYLGH�FXUUHQW�DGGUHVVLQJ�LQIRUPDWLRQ�

,Q�JHQHUDO�� HLWKHU�RI� WKHVH�SLHFHV� RI� LQIRUPDWLRQ�PD\�EH� RPLWWHG�� ,I� WKH� ODVW
NQRZQ� DGGUHVV� LV� QRW� VSHFLILHG�� WKHQ� WKH� UHORFDWLRQ� VHUYLFH� LV� DOZD\V
FRQWDFWHG��,I�WKH�UHORFDWLRQ�VHUYLFH�LV�QRW�VSHFLILHG�WKHQ�D�©ZHOO�NQRZQª�VHUYLFH
LV� XVHG�� ,Q� WKH� FXUUHQW� LPSOHPHQWDWLRQ� ERWK� WKH� ODVW� NQRZQ� DGGUHVV� DQG
UHORFDWLRQ�VHUYLFH�DUH�DOZD\V�VSHFLILHG�LQ�PRELOH�QDPHV�

:KHQ� UHVROYLQJ�D�PRELOH�QDPH� LQ� RUGHU� WR�PDNH�D� FDOO�� DQ� RSWLPLVWLF� FOLHQW
ZLOO� ILUVW� WU\� WKH� ODVW�NQRZQ�DGGUHVV��ZKHUHDV� D� SHVVLPLVWLF� FOLHQW�ZLOO� ILUVW
FRQWDFW�WKH�UHORFDWLRQ�VHUYLFH��7KH�UHORFDWLRQ�VHUYLFH�FDQQRW�SURPLVH�DFFXUDWH
LQIRUPDWLRQ� ¥� WKH� QDPHG� LQWHUIDFH� PD\� EH� PRYLQJ� IDVWHU� WKDQ� LW� FDQ� EH
UHVROYHG�¥�DQG�LW�LV�XS�WR�D�SDUWLFXODU�FOLHQW�WR�GHFLGH�LI�DQG�ZKHQ�WR�JLYH�XS�

 35.2 Interface

7KH�UHORFDWLRQ�VHUYLFH�FDQ�EH�LPSOHPHQWHG�LQ�D�QXPEHU�RI�ZD\V��7KH�LQWHUIDFH
WR�LW�LV�VWUDLJKWIRUZDUG�DQG�KDV�WKH�IROORZLQJ�PHWKRGV�

MobileClusterName resolve(GlobalID clusterID) 
throws NotFoundException
'HWHUPLQH�WKH�ODVW�NQRZQ�DGGUHVV�IRU�D�VSHFLILHG�FOXVWHU��7KLV�FDOO
UHWXUQV� D� VWUXFWXUH� FRQVLVWLQJ� RI� WKH� �QHZ�� FOXVWHU� LG�� WKH� ODVW
NQRZQ�DGGUHVV� DQG� WKH�PRELOH� QDPHU� WR� EH� FRQWDFWHG� LQ� IXWXUH�
7KLV�LV�WR�DOORZ�D�PRELOH�QDPH�WR�EH�PRYHG�IURP�RQH�LQVWDQFH�RI
WKH� UHORFDWLRQ� VHUYLFH� WR� DQRWKHU�� DQG� DOORZV� D� FOXVWHU� WR� EH
DVVLJQHG�D�QHZ�LGHQWLW\��WR�GHDO�ZLWK�FODVKHV��

boolean remapName(GlobalID clusterID,
         MobileClusterName newName)
,QIRUP�WKH�UHORFDWLRQ�VHUYLFH�WKDW�D�SDUWLFXODU�FOXVWHU�KDV�D�QHZ
FXUUHQW�DGGUHVV��7KLV�PD\�DOVR�VSHFLI\�D�QHZ�PRELOH�QDPHU�WKDW
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KDV�WDNHQ�RYHU�PDQDJHPHQW�RI�WKLV�FOXVWHU��DQG�D�QHZ�LGHQWLW\�IRU
WKH�FOXVWHU��WR�EH�XVHG�LQ�IXWXUH�

�void dropName(GlobalID clusterID)
'LVFDUG�DOO�NQRZOHGJH�DERXW�D�SDUWLFXODU�FOXVWHU��7KLV� LV�XVXDOO\
XVHG�ZKHQ�WKH�FOXVWHU�KDV�EHHQ�GHVWUR\HG�

*HQHUDOO\��WKH�LGHQWLW\�DVVLJQHG�WR�D�FOXVWHU�ZLOO�QRW�FKDQJH�RYHU�LWV�OLIHWLPH�
7KLV�DOORZV�WKH�UHORFDWLRQ�VHUYLFH�WR�RSWLPLVH�VWRUDJH�RI� LQIRUPDWLRQ�DERXW�D
FOXVWHU��+RZHYHU��WKH�SRVVLELOLW\�RI�UHQDPLQJ�LV�LQWURGXFHG�WR�SUHYHQW�VHFXULW\
DWWDFNV�ZKHUHE\�WZR�RU�PRUH�FOXVWHUV�ZLWK�WKH�VDPH� LGHQWLW\�DUH� FUHDWHG� LQ
ORJLFDOO\�UHPRWH�VHUYHUV��DQG�WKHQ�PRYHG�WR�WKH�VDPH�ORFDWLRQ�

 35.3 A Toy Relocation Service

7KH� FXUUHQW� LPSOHPHQWDWLRQ� RI� )OH[L1HW� UHOLHV� RQ� D� ©WR\ª� UHORFDWLRQ� VHUYLFH
WKDW�WULYLDOO\�LPSOHPHQWV�WKH�DERYH�LQWHUIDFH��,W�LV�QRW�FUDVK�UHVLOLHQW��DQG�LQ
VRPH� REVFXUH� FDVHV� ZLOO� OHDN� PHPRU\�� 0RUH� LPSRUWDQWO\�� LW� LV� QRW� VHFXUH�
0DOLFLRXV�FOLHQWV�PD\�FDXVH�HUURUV�EH�FUHDWLQJ�VHYHUDO�FOXVWHUV�ZLWK�WKH�VDPH
LGHQWLILHU�

7KH�LPSOHPHQWDWLRQ�LV�EDVHG�RQ�D�VLPSOH�KDVKWDEOH��ZKLFK�PDSV�FOXVWHU� LGV
WR�PRELOH�FOXVWHU�QDPHV��)RU�FOXVWHUV�ZKLFK�KDYH�QHYHU�EHHQ�DVVLJQHG�D�QHZ
LGHQWLW\��DQG�WKDW�VWLOO�XVH�WKH�RULJLQDO�LQVWDQFH�RI�WKH�UHORFDWLRQ�VHUYLFH��WKHQ
WKLV�VWRUHV�H[DFWO\�RQH�HQWU\�SHU�FOXVWHU��UHJDUGOHVV�RI�WKH�QXPEHU�RI�PRYHV��,W
WDNHV�H[DFWO\� WZR�DGGLWLRQDO� �UHPRWH��PHWKRG� ORRNXS�IRU�D�FOLHQW� WR�DFFHVV�D
FOXVWHU� WKDW� KDV�PRYHG�� 7KH� ILUVW� FDOO� LV� WKH� IDLOHG� LQYRFDWLRQ� XVLQJ� WKH� ROG
DGGUHVV��WKH�VHFRQG�FDOO�LV�WKH�ORRNXS�DW�WKH�UHORFDWLRQ�VHUYLFH�

)RU�D�FOXVWHU�WKDW�KDV�PRYHG�WR�D�QHZ�UHORFDWLRQ�VHUYLFH��EXW�KDV�QRW�FKDQJHG
LGHQWLW\��RU�KDV�GRQH�ERWK�DW�RQFH���WKHQ�RQH�HQWU\�LV�VWRUHG�LQ�HDFK�LQVWDQFH
RI�WKH�UHORFDWLRQ�VHUYLFH��$W�ZRUVW��FOLHQWV�ZLOO�KDYH�WR�FRQWDFW�HDFK�RI�WKHVH�LQ
WXUQ� EHIRUH� FRUUHFWO\� ORFDWLQJ� D� FOXVWHU�� +RZHYHU�� LI� PRYLQJ� EHWZHHQ
UHORFDWLRQ� VHUYLFHV� LV� UDUH� �DV� LV� H[SHFWHG�� WKHQ� FOLHQWV� ZLOO� JHQHUDOO\� KDYH
UHIHUHQFHV�WR�WKH�FRUUHFW�UHORFDWLRQ�VHUYLFH�

&OXVWHUV� DUH� UDUHO\� DVVLJQHG� D� QHZ� LGHQWLW\�� 7KLV� LV� RQO\� GRQH� ZKHQ� WZR
LGHQWLILHUV� IRU� GLIIHUHQW� FOXVWHUV� DUH� IRXQG� WR� ©FODVKª�� ,Q� WKH� WR\
LPSOHPHQWDWLRQ�� WKLV� LV� RQO\� GHWHFWHG� LI� D� FOXVWHU� LV� PRYHG�UHFUHDWHG� DW� D
ORFDWLRQ�ZKHUH�D�FOXVWHU�RI�WKH�VDPH�LGHQWLW\�DOUHDG\�UHVLGHV��,I�WKH�UHORFDWLRQ
VHUYLFH� LV� DVNHG� WR� VWRUH� WZR� GLIIHUHQW�PDSSLQJV� IURP� LGHQWLILHU� WR� DGGUHVV�
WKHQ�LW�ZLOO�GLVFDUG�WKH�ILUVW�RQH��7KLV�LV�FOHDUO\�LQFRUUHFW�EHKDYLRXU�DQG�LV�WKH
SULPDU\�VHFXULW\�DWWDFN�DJDLQVW�WKLV�LPSOHPHQWDWLRQ�

7KH�UHORFDWLRQ�VHUYLFH�WKHUHIRUH�RQO\�HYHU�KDV�NQRZOHGJH�RI�RQH�FOXVWHU�ZLWK�D
SDUWLFXODU� LGHQWLILHU�� ,I� WKLV� FOXVWHU� FKDQJHV� LGHQWLILHU�� WKH� WR\� UHORFDWLRQ
VHUYLFH� VLPSO\� VWRUHV� D� UHFRUG� ZLWKLQ� WKH� KDVKWDEOH� WKDW� PDSV� IURP� WKH
RULJLQDO�FOXVWHU�LGHQWLILHU�WR�WKH�QHZ�LGHQWLILHU��2Q�UHVROXWLRQ��WKLV�OHDGV�WR�DQ
H[WUD��ORFDO��ORRNXS�WR�GHWHUPLQH�WKH�FOXVWHUªV�DGGUHVV�
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 35.4 Failings of the Toy Approach

7KH� WR\� LPSOHPHQWDWLRQ� KDV�PDQ\� DGYDQWDJHV� RYHU� VRPH� VFKHPHV�� VXFK� DV
WRPEVWRQHV��+RZHYHU� LW� DOVR�KDV�D�QXPEHU� RI� IDLOLQJV�ZKHQ�XVHG� LQ� D� ODUJH
GLVWULEXWHG�V\VWHP�

• ,W� LV� LQVHFXUH�� $Q� DWWDFNHU� FRXOG� DUELWUDULO\� DGG�� UHPRYH� RU� FKDQJH
LQIRUPDWLRQ� WR� GLVUXSW� QRUPDO� DFWLYLW\�� ,Q� DGGLWLRQ�� DFFLGHQWDO� RU
PDOLFLRXV�FODVKLQJ�RI�LGHQWLILHUV�ZLOO�OHDG�WR�HUURUV�

• ,W� LV� QRW� UREXVW�� (YHQ� LI� WKH� UHFRUGV� ZHUH� VWRUHG� SHUVLVWHQWO\�� DQ
LQVWDQFH�RI�WKH�UHORFDWLRQ�VHUYLFH�LV�D�VLQJOH�SRLQW�RI�IDLOXUH�IRU�FOXVWHUV
LW�PDQDJHV��7KLV� LV�PLWLJDWHG� VRPHZKDW� E\� RSWLPLVWLF� VWUDWHJLHV� DQG
WKH�XVH�RI�PDQ\�LQVWDQFH�RI�WKH�UHORFDWLRQ�VHUYLFH�

7KH� XVH� RI� PDQ\� LQVWDQFHV� RI� WKH� UHORFDWLRQ� VHUYLFH� SDUWLWLRQV� WKH
REMHFW� SRSXODWLRQ�� DQG� HDFK� LQVWDQFH� LV� RQO\� UHVSRQVLEOH� IRU� D
SURSRUWLRQ�RI�WKH�ZKROH��%\�XVLQJ�DQ�DSSURSULDWH�QXPEHU�RI�LQVWDQFHV�
WKH� HIIHFW� RI� IDLOXUH� FDQ� EH� UHGXFHG�� ,Q� DGGLWLRQ�� DV� WKH� UHORFDWLRQ
VHUYLFH�LV�RQO\�FRQWDFWHG�E\�FOLHQWV�WR�ORFDWH�FOXVWHUV�WKDW�KDYH�PRYHG�
WKH�HIIHFW�RI�D�IDLOXUH�ZLOO�EH�OLPLWHG�WR�WKRVH�FOXVWHU�WKDW�KDYH�PRYHG
VLQFH�ODVW�EHLQJ�FRQWDFWHG�E\�WKHLU�FOLHQWV�

:H�KDYH�GHVLJQHG�D�PRUH�FRPSOHWH�UHORFDWLRQ�VHUYLFH�WKDW�KDV�WKH� IROORZLQJ
IHDWXUHV�� 7KLV� LV� RXWOLQHG� LQ� FKDSWHU� ���� 7KH� ILUVW� WKUHH� IHDWXUHV� DUH� DOVR
SURYLGHG�E\�WKH�WR\�LPSOHPHQWDWLRQ�

�� :H�DUUDQJH�WKDW�D�FOLHQW�FDQ�ORFDWH�WKH�DSSURSULDWH�UHORFDWLRQ�VHUYLFH�IRU�D
FOXVWHU�UDSLGO\��ZLWKRXW�KDYLQJ�WR�VHDUFK�

�� :H�DOORZ�QDPLQJ�UHFRUGV�WR�EH�PRYHG�EHWZHHQ�UHORFDWLRQ�VHUYLFHV�VR�WKDW
DQ� RSWLPDO� ORFDWLRQ� FDQ� EH� FKRVHQ� IRU� WKH� UHFRUG� �H�J�� IROORZLQJ� WKH
PRYHPHQW�RI�D�FOXVWHU�DURXQG�WKH�QHWZRUN��

�� 'LIIHUHQW�LQVWDQFHV�RI�WKH�VHUYLFH�PD\�EH�LPSOHPHQWHG�LQ�GLIIHUHQW�ZD\V�
RU�WXUQHG�IRU�GLIIHUHQW�SHUIRUPDQFH�UREXVWQHVV�VFDODELOLW\�WUDGH�RIIV�

�� :H�FRQWURO�ZKDW�HQWLWLHV�DUH�DEOH�WR�XSGDWH�WKH�UHFRUGV���RQO\�KRVWV�IURP
ZKLFK� D� FOXVWHU� LV� PRYLQJ� PD\� XSGDWH� WKH� UHFRUG� IRU� WKH� FOXVWHU�� 7KLV
SUHYHQWV� IUDXGXOHQW� FKDQJLQJ� RI� QDPLQJ� UHFRUGV� E\� §VSRRI¨� KRVWV� RU
FOXVWHUV�

�� :H�GHWHFW�DQG�KDQGOH�DOO�SRWHQWLDO�©LGHQWLILHU�FODVKHVª��ZKHWKHU�DFFLGHQWDO
RU�PDOLFLRXV��7KLV�FORVHV�WKH�VHFXULW\�ORRS�KROH��UHPRYHV�WKH�UHOLDQFH�RQ�D
VWDWLVWLFDO�SUREDELOLW\� �WKDW� UDQGRPO\� FKRRVHQ�QXPEHUV� DUH�XQLTXH��� DQG
WKHUHIRUH�DOORZV�XV�WR�XVH�VPDOOHU�LGHQWLILHUV��DV�WKH�SRVVLELOLW\�RI�D�FODVK
LV�QR�ORQJHU�IDWDO�

�� :H� HQVXUH� WKDW� UHFRUGV� UHODWLQJ� WR� GHOHWHG� FOXVWHUV�� RU� WKRVH� WKDW� KDYH
EHHQ�PRYHG� WR� D�QHZ� LQVWDQFH� RI� WKH� VHUYLFH� FDQ� EH� DUFKLYHG� DQG�QHYHU
QHHG�XSGDWLQJ��:H�DOORZ�WKHVH�UHFRUGV�WR�EH�XOWLPDWHO\�GHOHWHG�
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PART SIX:
MANAGED OBJECTS
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 36 MOBILE OBJECTS

 36.1 Introduction

$�©PRELOH�REMHFWª�DEVWUDFWLRQ�ZDV�DGGHG�WR�)OH[L1HW�DV�SDUW�RI�WKH�ZRUN�RQ�WKH
§)ROORZ0H¨�SURMHFW��$V�VXFK��WKLV�DEVWUDFWLRQ�ZDV�WXQHG�WRZDUGV�WKH�QHHGV�RI
DXWRQRPRXV�PRELOH�DJHQW�V\VWHPV�>+$<721��@�

7KH�PRELOH�REMHFW�DEVWUDFWLRQ�SURYLGHV�D�PHDQV�IRU�D�FOXVWHU�WR�PRYH�IURP�RQH
FDSVXOH�WR�DQRWKHU��7KLV�PRYHPHQW�LV�LQLWLDWHG�E\�D�WKUHDG�ZLWKLQ�WKH�FOXVWHU�
DQG�LV�FR�RUGLQDWHG�E\�D�VSHFLDOLVHG�FOXVWHU�PDQDJHU��:KHQ�D�FOXVWHU�PRYHV�
LW�LV�WKH�UHVSRQVLELOLW\�RI�WKH�FOXVWHU�LWVHOI�WR�FOHDQO\�VKXW�GRZQ�DQ\�H[HFXWLQJ
WKUHDGV��7KHVH�PD\�WKHQ�EH�UHVWDUWHG�LQ�WKH�QHZ�ORFDWLRQ�

2YHU� DQG� DERYH� WKH� DEVWUDFWLRQV� SURYLGHG� E\� ©YDQLOODª� FOXVWHUV�� DQG� PRELOH
QDPLQJ��DOO�WKDW�LV�UHTXLUHG�RI�D�PRELOH�FOXVWHU�LPSOHPHQWDWLRQ�LV�D�SURFHGXUH
IRU�FR�RUGLQDWLQJ�D�PRYH��DQG�D�PHFKDQLVP�WR�PLJUDWH�D�FOXVWHUªV�VWDWH�

 36.2 Orchestrating Mobility

,I�D�FOXVWHU�LV�WR�EH�PLJUDWHG�IURP�RQH�KRVW�WR�DQRWKHU��WKHQ�WKH�PRYH�PXVW�EH
DWRPLF��7KDW�LV�WR�VD\��WKHUH�PXVW�EH�QR�SURFHVVLQJ�RI�WKH�FOXVWHU�EHWZHHQ�WKH
SRLQW�DW�ZKLFK�WKH�FOXVWHU�VWDWH�LV�UHFRUGHG��DQG�WKH�SRLQW�DW�ZKLFK�WKH�FOXVWHU
VWDWH� LV� UHFUHDWHG�RQ� WKH�QHZ�KRVW�� ,Q�DGGLWLRQ�� IURP� WKH�PRPHQW�ZKHQ� WKH
FOXVWHU�LV�UHFUHDWHG��WKH�ROG�YHUVLRQ�PXVW�EH�GLVFDUGHG�

7R� HQVXUH� WKLV�� ZH� PXVW� KDOW� DOO� SURFHVVLQJ� ZLWKLQ� WKH� FOXVWHU� SULRU� WR
DWWHPSWLQJ�D�PRYH��$V�LW�LV�QRW�SRVVLEOH�WR�SDXVH�D�WKUHDG��DQG�WKHQ�UHVWDUW�LW
RQ�DQRWKHU�PDFKLQH��LQ�RUGHU�WR�VXVSHQG�SURFHVVLQJ��ZH�PXVW�KDOW�DOO�WKUHDGV�
$V� PRELOH� FOXVWHU� XVH� VWURQJ� HQFDSVXODWLRQ�� WKUHDGV� DUH� FUHDWHG� ZLWKLQ� D
FOXVWHU� LQ� WZR� FLUFXPVWDQFHV�� ZKHQ� D� WKUHDG� ZLWKLQ� WKH� FOXVWHU� H[SOLFLWO\
FUHDWHV�DQRWKHU�WKUHDG��DQG�ZKHQ�DQ�LQYRFDWLRQ�HQWHUV�WKH�FOXVWHU�LQ�RUGHU�WR
SURFHVV�D�PHWKRG�LQYRFDWLRQ�IURP�DQ�H[WHUQDO�FOLHQW��:H�PXVW�ZDLW�IRU�DOO�RI
WKHVH�WKUHDGV�WR�WHUPLQDWH�EHIRUH�SURFHVVLQJ�D�PRYH�UHTXHVW�
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Figure 78 Thread States for a Mobile Cluster

7KH�PRELOLW\�$3,�SURYLGHV�DQ�LQWHUIDFH�WR�DLG�D�FOXVWHU� LQ�VKXWWLQJ�GRZQ�DOO
LWV�WKUHDGV��:KHQ�D�PRYH�LV�UHTXHVWHG��WKH�PRELOH�FOXVWHU�PDQDJHU�EORFNV�DOO
IXWXUH�LQFRPLQJ�FDOOV��WR�SUHYHQW�QHZ�WKUHDGV�EHLQJ�FUHDWHG�IRU�WKDW�UHDVRQ��,W
WKHQ�PRQLWRUV�WKH�QXPEHU�RI�WKUHDGV�ZLWKLQ�WKH�FOXVWHU��DQG�ZDLWV�XQWLO�DOO�RI
WKHVH�H[LW��7KH�WKUHDG�VWDWH�WUDQVLWLRQ�GLDJUDP�LV�VKRZQ�LQ�)LJXUH�����'XULQJ
QRUPDO� RSHUDWLRQ�� WKH� FOXVWHU� PRYHV� EHWZHHQ� VWDWHV� $�� DQG� $Q�� ZKLFK
UHSUHVHQW�DFWLYH�VWDWHV�ZLWK�L�WKUHDGV��2QFH�D�PRYH�KDV�EHHQ�UHTXHVWHG�� WKH
FOXVWHU�LV�WUDQVIHUUHG�WR�D�SHQGLQJ��3��VWDWH��,Q�SHQGLQJ�VWDWHV��QHZ�LQFRPLQJ
LQYRFDWLRQV� DUH� EORFNHG�� DQG� WKUHDGV� PD\� RQO\� EH� FUHDWHG� H[SOLFLWO\�� 7KH
FOXVWHU�PDQDJHU�ZLOO�ZDLW�XQWLO�WKHUH�DUH�QR�DFWLYH�WKUHDGV�ZLWKLQ�WKH�FOXVWHU
EHIRUH�SHUIRUPLQJ� WKH�PRYH�� ,W� LV� WKH� UHVSRQVLELOLW\� RI� WKH� FOXVWHU� WR� HQVXUH
WKDW�DOO�WKUHDGV�WHUPLQDWH�

7KH� RWKHU� VWDWHV� LQ� )LJXUH� ��� DUH� UHODWHG� WR� WKH� FR�RUGLQDWLRQ� RI� FOXVWHU
PLJUDWLRQ��7KH\�HQVXUH�WKDW�WKH�PRYH�LV�IDLO�VDIH�

 36.2.1 Initiating a move

,Q� RUGHU� WR� PRYH�� D� WKUHDG� ZLWKLQ� WKH� FOXVWHU� LQYRNHV� D� pendMove� RU
syncMove� FDOO�� %RWK� RI� WKHVH� UHTXHVW� D� PRYH� ©DV� VRRQ� DV� SRVVLEOHª�� WKH
GLIIHUHQFH� EHLQJ� ZKHWKHU� WKH� PRYH� LV� KDQGOHG� E\� WKH� FXUUHQW� WKUHDG
�syncMove�� RU� D� QHZO\� FUHDWHG� WKUHDG� �pendMove��� :KHQ� D� PRYH� FDOO� LV
LQYRNHG�� WKH� REMHFW� HQWHUV� D� SHQGLQJ� VWDWH�� 7KLV� REWDLQV� D� ORFN� SUHYHQWLQJ
H[WHUQDO�LQYRFDWLRQV�IURP�HQWHULQJ�WKH�FOXVWHU�

7KH�FOXVWHU�ZLOO�PRYH�EHWZHHQ�3�VWDWHV�DV�WKUHDGV�DUH�FUHDWHG�DQG�GHVWUR\HG�
:KHQ� LW�HQWHUV�VWDWH�3�� LW�ZLOO�XQGHUJR�D�VHULHV�RI� WUDQVLWLRQV� WKDW� UHVXOW� LQ
WKH�FUHDWLRQ�RI�D�QHZ�FOXVWHU�LQ�D�GLIIHUHQW�FDSVXOH��7KH�RULJLQDO�FOXVWHU�ZLOO
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WKHQ� EH� GLVFDUGHG� �LW� HQWHUV� VWDWH�;��� ,I� DQ� HUURU� RFFXUV� GXULQJ� WKLV� SURFHVV
DQG�LW�FDQ�EH�VDIHO\�LQIHUUHG�WKDW�WKH�QHZ�FOXVWHU�KDV�QRW�EHHQ�FUHDWHG��WKHQ
WKLV� FOXVWHU� LV� UHWXUQHG� WR� VWDWH�$��� ,I� WKH�PRYH�ZDV� LQLWLDOLVHG� E\� D� FDOO� WR
syncMove��WKHQ�WKH�HUURU�VWDWXV�LV�UHWXUQHG�DV�DQ�H[FHSWLRQ��,I�WKH�PRYH�ZDV
LQLWLDWHG� E\� D� FDOO� WR� pendMove�� WKH� FOXVWHU� LV� UHVWDUWHG� E\� FDOOLQJ� WKH
restart�PHWKRG��DQG�WKH�H[FHSWLRQ�LV�SDVVHG�DV�D�SDUDPHWHU�

7KH�QHZO\�PRYHG�FOXVWHU�LV�DQ�H[DFW�UHSOLFD�RI�WKH�RULJLQDO��DQG�LQ�DGGLWLRQ�DOO
UHIHUHQFHV�WR�LQWHUIDFHV�H[SRUWHG�E\�WKH�RULJLQDO�FOXVWHU�DUH�UH�PDSSHG�WR�WKH
QHZ�RQH��HIIHFWLYHO\�WKH�RULJLQDO�FOXVWHU�KDV�PRYHG��

7KH�FOXVWHU�LV�VWDUWHG�LQ�VWDWH�$��E\�D�FDOO�WR�restart��3ULRU�WR�WKLV��WKH�ORFN
LV�UHOHDVHG�LQ�RUGHU�WR�XQEORFN�DQ\�SHQGLQJ�LQYRFDWLRQV��,I�D�FOXVWHU�ZLVKHV�WR
UHVWDUW�LQ�D�ORFNHG�VWDWH��IRU�H[DPSOH�LQ�RUGHU�WR�DOORZ�LW�WR�LQLWLDOLVH�WUDQVLHQW
VWDWH�� WKHQ� LW� PD\� REWDLQ� DQ� DGGLWLRQ� ORFN� SULRU� WR� FDOOLQJ� pendMove� RU
syncMove�

 36.3 Capturing Cluster State

7KH� SURFHVV� RI� FDSWXULQJ� D� FOXVWHUªV� VWDWH� LV� LQ� SULQFLSOH� VWUDLJKWIRUZDUG�� $
UHIHUHQFH� WR� WKH� ©URRWª� FOXVWHU� REMHFW� LV� SDVVHG� E\� YDOXH�� 7KLV� OHDGV� WR� WKH
VHULDOLVDWLRQ�RI�DOO�RI�WKH�FOXVWHUªV�VWDWH��ZKLFK�ZLOO�EH�WUDQVSDUHQWO\�UHFUHDWHG
RQ� WKH�GHVWLQDWLRQ�PDFKLQH��7KHUH�DUH�KRZHYHU�D�QXPEHU�RI� VXEWOHWLHV� WKDW
PXVW�EH�FRQVLGHUHG�

• ,W� LV�SRVVLEOH�IRU�D�FOXVWHU� WR�H[SRUW�DQ� LQWHUIDFH� WKDW� LV�QRW� UHDFKDEOH
IURP�WKH�URRW�REMHFW��7R�HQVXUH�WKDW�WKHVH�SDUWV�RI�WKH�FOXVWHU�DUH�DOVR
SDVVHG�� D� ©VXSHU� URRWª� REMHFW� LV� FRQVWUXFWHG� WKDW� FRQWDLQV� D� WDEOH� RI
H[SRUWHG� LQWHUIDFHV�� 7KLV� WDEOH� LV�PDLQWDLQHG� E\� D� VSHFLDOLVHG� &DFKH
ELQGHU��ClusterCache�

• ,QWHUIDFHV�H[SRUWHG�IURP�WKH�FOXVWHU�PXVW�EH�VHUYHG�E\�WKH�QHZ�FOXVWHU�
7KH�PRELOH�QDPHU�ZLOO�HQVXUH�WKDW�LQYRFDWLRQV�DUH�GLUHFWHG�WR�WKH�QHZ
FOXVWHU��DQG�WKH�ClusterCache�PXVW�UH�H[SRUW�HDFK�RI�WKH�LQWHUIDFHV�
ZKHQ�WKH�FOXVWHU�LV�UHFUHDWHG�WR�HQVXUH�WKDW�WKH�LQYRFDWLRQ�UHDFKHV�WKH
FRUUHFW�REMHFW��7KLV�LV�GRQH�E\�JUDQWLQJ�WKH�SUHYLRXVO\�DOORFDWHG�QDPHV
WR�WKH�UHSOLFD�REMHFWV�LQ�WKH�QHZ�FOXVWHU�

• ,QWHUIDFHV�H[SRUWHG�E\�WKH�ClusterManager�VKRXOG�QRW�EH�UH�H[SRUWHG�
DV�WKH�ClusterManager�LV�QRW�LWVHOI�FRSLHG��DQG�LWV�UROH�LV�WDNHQ�E\�DQ
HTXLYDOHQW�DEVWUDFWLRQ�LQ�WKH�GHVWLQDWLRQ�FOXVWHU��ZKLFK�PD\�HQIRUFH�D
GLIIHUHQW�PDQDJHPHQW�SROLF\���7KH�ClusterCache�PDLQWDLQV�D� OLVW�RI
VXFK�H[FHSWLRQV�

• 7KH�QRUPDO�VHULDOLVHU��RefSerializer�GLVWLQJXLVKHG�ZKHWKHU�WR�SDVV
E\� UHIHUHQFH� RU� YDOXH�EDVHG� RQ� WKH� GLVWLQFWLRQ� EHWZHHQ� LQWHUIDFH� DQG
UHIHUHQFH�W\SHV��)RU�FOXVWHU�PLJUDWLRQ��D�EHWWHU�GLVWLQFWLRQ� LV�EHWZHHQ
SDUWV� RI� WKH� FOXVWHU� �REMHFWV�� DQG� UHIHUHQFHV� WR� H[WHUQDO� LQWHUIDFHV
�SUR[LHV���$�GLIIHUHQW�VHULDOLVHU��StubSerializer��LV�WKHUHIRUH�XVHG�
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 36.4 Copying a Cluster

&RS\LQJ��UDWKHU�WKDQ�PRYLQJ��D�FOXVWHU�IROORZV�H[DFWO\�WKH�VDPH�SURFHGXUH�DV
syncMove��7KH�copy� RSHUDWLRQ�EORFNV�XQWLO� WKHUH� DUH�QR� RWKHU� WKUHDGV� DQG
WKH� QHZ� FOXVWHU� KDV� EHHQ� FUHDWHG�� RU� D� IDLOXUH� LV� GHWHFWHG�� $IWHU� VXFFHVVIXO
V\QFKURQLVDWLRQ�� RU� IDLOXUH�� WKH� RULJLQDO� REMHFW� HQWHUV� VWDWH� $�� DQG� WKH� FRS\
RSHUDWLRQ� WHUPLQDWHV�� 7KH� QHZO\� FUHDWHG� FRS\� FRPPHQFHV� RSHUDWLRQ� ZLWK� D
FDOO�WR�copied�LQ�VWDWH�$��
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Figure 79 Method Invocation State Transition

 36.5 Method Invocation

:KHQ�D�WKUHDG� IURP�RXWVLGH�D� �PRELOH��FOXVWHU�DWWHPSWV�WR� LQYRNH�D�PHWKRG
H[SRUWHG�E\�DQ�REMHFW�LQ�LQVLGH�D�FOXVWHU��LW�PXVW�EORFN�LI�WKH�FDOOHH�FOXVWHU�LV
LQ�WKH�SURFHVV�RI�PRYLQJ��7KH�VWDWH�GLDJUDP�LQ�)LJXUH����LQGLFDWHV�WKH�SURFHVV
IROORZHG� E\� WKH� LQIUDVWUXFWXUH�� ,W� VKRXOG� EH� QRWHG� WKDW� WKH� FDOOHH� LV� DEOH� WR
LQWHUUXSW�D�WKUHDG�PDNLQJ�D�FDOO��EXW�WKDW�WKLV�ZLOO�QRW�DIIHFW�WKH�FDOOHU��7KLV
SUHYHQWV� WKH�FDOOHU� IURP�EORFNLQJ� WKH� FDOOHHªV� SURJUHVV��7KLV� LV� VLJQLILFDQW� LI
WKH�FDOOHH�DQG�FDOOHU�UHSUHVHQW�FRPSRQHQWV�RI�PXWXDOO\�GLVWUXVWIXO�V\VWHPV�
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 37 PERSISTENT OBJECTS

 37.1 Introduction

7KLV� ZRUN� ZDV� FRQGXFWHG� DV� WKH� ©,QIRUPDWLRQ� 6SDFHª� ZRUNSDFNDJH� RI� WKH
)ROORZ0H�SURMHFW��7KH�DUFKLWHFWXUDO�JRDO�RI�WKH�,QIRUPDWLRQ�6SDFH�LV�WR�H[WHQG
WKH� UDQJH� RI� WUDQVSDUHQFLHV� DYDLODEOH� WKURXJK� )OH[L1HW� E\� SURYLGLQJ
SHUVLVWHQFH�WUDQVSDUHQF\��UREXVW�REMHFWV��

 37.2 Incremental Approach

7KH� DSSURDFK� WDNHQ�ZDV� WR� SURGXFH� DQ� DUFKLWHFWXUH� IRU� ,QIRUPDWLRQ� 6SDFHV
ZKLFK� FRXOG� EH� LPSOHPHQWHG� LQFUHPHQWDOO\��3HUVLVWHQFH� WUDQVSDUHQF\� LV� WKH
FRUH� UHTXLUHPHQW�� ZLWK� IDLOXUH� UHFRYHU\�� PRELOLW\� DQG� UHSOLFDWLRQ
WUDQVSDUHQFLHV� WR� EH� LPSOHPHQWHG� ODWHU�� $GGLWLRQDO� IDFLOLWLHV��ZKLFK�PD\� EH
UHTXLUHG��LQFOXGH�FXVWRPLVHG�FRQFXUUHQF\�FRQWURO��FXVWRPLVHG�VHULDOLVDWLRQ�RI
REMHFWV�DQG�WUDQVDFWLRQDO�FDSDELOLWLHV�

 37.2.1 Evolving a design

$�VLPSOH�DSSURDFK�WR�VWRULQJ�REMHFWV�LV�WR�DEVWUDFW�D�ILOH�V\VWHP�DV�DQ�REMHFW
VWRUH�VHUYLFH��&OLHQWV�FDQ�EH�JLYHQ�D�UHPRWH�LQWHUIDFH�UHIHUHQFH�WR�WKLV�VHUYLFH
DQG�VHQG�REMHFWV�E\�YDOXH�WR�WKH�VWRUH��JLYLQJ�HDFK�REMHFW�D�QDPH��7KH�REMHFWV
FDQ�ODWHU�EH�UHWULHYHG�E\�VSHFLI\LQJ�WKH�VDPH�QDPH��$Q�DEVWUDFW� LQWHUIDFH�WR
VXFK�D�VHUYLFH�LV�VKRZQ�LQ�)LJXUH����

 public interface CopyStore
 {
   public void copyInto(String name, Object obj);
   public Object lookupCopy(String name);
   public void remove(String name);
   public String[] listCopyNames();
   public Object[] listCopies();
 }

Figure 80 A Simple Interface to an Object Store

7KLV�KDV�XVHV��EXW�GRHV�QRW�SURYLGH�WUDQVSDUHQW�SHUVLVWHQFH�RU�KHOS�PXOWLSOH
FOLHQWV� WR� VKDUH� WKH� VWRUDEOH� REMHFWV�� $� FOLHQW� KDV� WR� FRS\� WKH� REMHFW� RXW� WR
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H[DPLQH� RU� FKDQJH� LW�� WKHQ� FRS\� LW� EDFN� LQ�� ,I�PXOWLSOH� FOLHQWV� GR� WKLV� WKHQ
VRPH�FOLHQW
V�YHUVLRQV�PD\�EH�RYHUZULWWHQ�

)RU� D�KLJKHU�OHYHO��PRUH� REMHFW�RULHQWHG� DSSURDFK�� WKH� VWRUHG� REMHFWV� VKRXOG
EH�WUHDWHG�DV�ILUVW�FODVV�REMHFWV��7KH\�VKRXOG�EH�DEOH�WR�RIIHU�VHUYLFHV�WR�FOLHQWV
WKURXJK� H[SRUWHG� LQWHUIDFHV�� LQ� H[DFWO\� WKH� VDPH� ZD\� WKDW� VWDQGDUG� �QRQ�
SHUVLVWHQW��REMHFWV�GR��$�-DYD�LQWHUIDFH�DOORZLQJ�VXFK�©VWRUDEOHVª�WR�EH�FUHDWHG
LV�VKRZQ�LQ�)LJXUH����

 public interface StorableStore
 {
   public Iface newStorable(Class cls, Object[] args);
   public void delete(Iface storable)
 }

Figure 81 A ’white box’ Store Interface

7KH� newStorable� PHWKRG� RI� WKLV� LQWHUIDFH� FUHDWHV� DQ� REMHFW� WKDW� LV
WUDQVSDUHQWO\�SHUVLVWHQW��7KH�LQWHUIDFH�WR�WKH�VWRUDEOH�UHWXUQHG�WR�WKH�FDOOHU
FDQ� EH� XVHG� DV� D� QRUPDO� UHIHUHQFH�� +RZHYHU�� EHKLQG� WKH� VFHQHV�� WKH
LQIUDVWUXFWXUH�DUUDQJHV� WKDW� WKH� HIIHFWV� RI� HDFK� LQYRFDWLRQ�DUH�VWRUHG�EHIRUH
WKH�UHVXOW�LV�UHWXUQHG�WR�WKH�FOLHQW�

 37.3 Storables and Clusters

Storable

Persistence Manager
(Storable’s MetaObject)

LQWHUFHSW�PHWKRG�
UHDG�IURP�GLVN�
�����LI�QHFHVVDU\
LQYRNH�PHWKRG�
ZULWH�WR�GLVN�

Client

Figure 82. Encapsulated Storable

$V�FOLHQWV�PXVW�XVH�WKH�VWRUHªV�LQWHUIDFH�WR�PDQXIDFWXUH�VWRUDEOH�REMHFWV��DQG
FOLHQWV� DUH� UHWXUQHG� DQ� LQWHUIDFH� UHIHUHQFH� WR� WKH� QHZ� VWRUDEOH�� D� GHVLUDEOH
LVRODWLRQ� EHWZHHQ� FOLHQWV� DQG� VWRUDEOHV� LV� DFKLHYHG�� &OLHQWV� DUH� QRW� JLYHQ
REMHFW� UHIHUHQFHV� WR� WKH� VWRUDEOHV�� DOORZLQJ� WKH� LPSOHPHQWDWLRQ� RI� WKH
VWRUDEOH
V� LQWHUIDFH� WR� EH� IXOO\� HQFDSVXODWHG�� 7KLV� LV� H[DFWO\� WKH� VHSDUDWLRQ
SURYLGHG�E\�WKH�&OXVWHU�DEVWUDFWLRQ�

&RQFHSWXDOO\��WKH�VWRUH�LQWHUSRVHV�D�SHUVLVWHQFH�PDQDJHU�EHWZHHQ�WKH�FOLHQW
DQG� WKH� VWRUDEOH�� 7KH� SHUVLVWHQFH�PDQDJHU� UHIOHFWV� WKH� VWRUDEOH
V� LQWHUIDFH�
LQWHUSRVLQJ� SHUVLVWHQFH� EHKDYLRXU� EHIRUH� DQG� DIWHU� LQYRFDWLRQV�� 7KH
SHUVLVWHQFH�EHKDYLRXU�UHFRYHUV�WKH�VWRUDEOH�IURP�GLVN�LI�QHFHVVDU\��DSSOLHV�WKH
LQYRFDWLRQ��VDYHV�WKH�VWRUDEOH�EDFN�WR�GLVN��WKHQ�UHWXUQV�UHVXOWV�WR�WKH�FOLHQW
�)LJXUH�����

,Q� SUDFWLFH�� WKH� 6WRUH
V� SHUVLVWHQFH� PDQDJHU� LV� UHDOLVHG� DV� D
ClusterManager��7KLV�DFWV�DV�D�PHWD�REMHFW�IRU�WKH�GHVWLQDWLRQ�REMHFW�
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 37.4 Managing Persistence and Failure

:KHQ�D�VWRUDEOH�LV�FUHDWHG��WKH�FOLHQW�LV�UHWXUQHG�DQ�LQWHUIDFH�UHIHUHQFH�WR�WKH
VWRUDEOH��ZKLFK�LV�VXIILFLHQW�WR�DOORZ�LW�WR�EH�XVHG��+RZHYHU��LI�WKH�FOLHQW�ZHUH
WR�FUDVK�EHIRUH�SHUVLVWHQWO\�UHFRUGLQJ�WKLV�LQWHUIDFH�UHIHUHQFH��IRU�H[DPSOH�LQ
DQRWKHU�VWRUDEOH��WKHQ�LW�ZRXOG�EH�LPSRVVLEOH�IRU�D�UHIHUHQFH�WR�WKH�VWRUDEOH�WR
HYHU�EH�UH�REWDLQHG��IRU�H[DPSOH�WR�GHOHWH�LW��

,Q�DGGLWLRQ��WKH�DGPLQLVWUDWRU�RI�WKH�SK\VLFDO�VWRUDJH�PD\�ZLVK�WR�EURZVH�WKH
VWRUDEOHV�DQG� UHFRYHU�GLVN� VSDFH��7R� VXSSRUW� ERWK� WKHVH� UHTXLUHPHQWV�� HDFK
VWRUDEOH�LV�DVVRFLDWLQJ�ZLWK�D�©PHDQLQJIXOª�QDPH�VXSSOLHG�E\�WKH�FUHDWRU��7KLV
DOORZV� UHFRYHU\� DIWHU� IDLOXUH�� DQG� DOORZV� FOLHQW� WR� VXSSO\� QDPHV� WKDW� DUH
PHDQLQJIXO�WR�D��KXPDQ��DGPLQLVWUDWRU�

7R� DLG� ZLWK� WKH� PDQDJHPHQW� RI� VWRUDEOH� QDPHV�� D� GLUHFWRU\� LQWHUIDFH� LV
LQWURGXFHG��'LUHFWRULHV�IRUP�D�WUHH�VWUXFWXUH�DQG�HDFK�VWRUH�LV�DVVRFLDWHG�ZLWK
D�GLUHFWRU\�WUHH��7KH�copyIn�DQG�newStorable�PHWKRGV�DUH�DVVRFLDWHG�ZLWK
WKH� GLUHFWRU\�� UDWKHU� WKDQ� WKH� VWRUH�� DOORZLQJ� DGGLWLRQDO� SDUDPHWHUV� WR� EH
SDVVHG� WR� VSHFLI\� PHDQLQJIXO� QDPHV� IRU� WKH� FUHDWHG� VWRUDEOH�� $
newDirectory� PHWKRG� LV� DOVR� SURYLGH� IRU� FUHDWLQJ� VXE�GLUHFWRULHV� �)LJXUH
����

Store

Storable0-n

1

owned and managed by

Mangagement
Policy

Directory

0-n
creates and names

1

1

0-n

parent

child

Figure 83 Class Diagram of Stores, Directories and Storable Objects.

 37.5 Managing Stores

$�VWRUH�DV�GHVFULEHG�DERYH�LV�WKH�RZQHU�DQG�PDQDJHU�IRU�DOO�WKH�VWRUDEOHV�LQ
LWV�GLUHFWRU\� WUHH��7KH�6WRUH� LV� D� ORJLFDO� JURXSLQJ�RI� VWRUDEOHV�� DQG�GLIIHUHQW
VWRUHV� ZLOO� EH� FRQILJXUHG� ZLWK� GLIIHUHQW� PDQDJHPHQW� SROLFLHV� IRU� WKHLU
VWRUDEOHV�� 7KHUH� PD\� EH� D� UHTXLUHPHQW� IRU� PDQ\� VWRUHV� WR� XVH� WKH� VDPH
SK\VLFDO�VWRUDJH�DUHD��GLVN��

$�SK\VLFDO� VWRUDJH� DUHD�� VXFK� DV� D� SK\VLFDO� ILOH� V\VWHP�RU�GDWDEDVH�PD\� EH
VKDUHG�E\�PDQ\�DSSOLFDWLRQV��DJHQW�V\VWHPV�RU�DJHQWV��7R�DOORZ�DSSOLFDWLRQV
WR� VKDUH� VWRUDJH�DUHDV�� D�PDQDJHPHQW� OD\HU�QHHGV� WR�EH� LQWURGXFHG� �)LJXUH
����
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 public interface StoreManager
 {
   public Store newStore(String name) throws ISException;
   public Iface newStore(String name, Class cls,
                         Object[] args)
                         throws InstantiationException,
                         ISException;
   public void remove(String name);
 
   public String[] listNames() throws ISException;
   public Iface[]  listStores() throws ISException;
   public Iface    lookup(String name) throws ISException;
 }

Figure 84 StoreManager Interface

$�StoreManager�SURYLGHV�D�QDPH�VSDFH�RI�Stores��DQG�LV�UHVSRQVLEOH�IRU�D
UHJLRQ�RI�SK\VLFDO�VWRUDJH��7KH�SK\VLFDO�VWRUDJH�PD\�EH�D�GLVN�RU�D�GDWDEDVH
�)LJXUH� ����� 7KH� newStore(name)� PHWKRG� FUHDWHV� D� QHZ� VWRUH� ZLWK� WKH
GHIDXOW� LPSOHPHQWDWLRQ� DQG� PDQDJHPHQW� SROLF\�� 7KH� newStore(name,
class, args)� PHWKRG� DOORZV� FXVWRP� VWRUHV� WR� EH� FUHDWHG� ZLWK� GLIIHUHQW
EHKDYLRXUV�

StoreManager
Disk

Store

0-n

1creates and names

Mangagement
Policy

Figure 85 Class Diagram of StoreManagers and Stores

 37.6 Interfaces

7KH�NH\�H[WHUQDO�LQWHUIDFHV�WR�WKH�,QIRUPDWLRQ�6SDFH�DUH�

StoreFactory
7KLV� RIIHUV� newStore� DQG� remove� PHWKRGV� IRU� FUHDWLQJ� DQG
GHVWUR\LQJ� VWRUHV�� $� VWRUH� LV� D� UHFHSWDFOH� IRU� VWRUDEOH� REMHFWV�
W\SLFDOO\� REMHFWV� WKDW� DUH� WR� EH� PDQDJHG� DV� D� FROOHFWLRQ� �IRU
H[DPSOH�REMHFWV�EHORQJLQJ�WR�RQH�XVHU��

Store
7KLV�HQFDSVXODWHV�D�VHW�RI� VWRUDEOHV��6WRUDEOHV�DUH�VWRUHG�REMHFWV
�RU�JURXSV�RI�REMHFWV���(DFK�VWRUDEOH�LV�DVVRFLDWHG�ZLWK�D�GLUHFWRU\
HQWU\�� SULPDULO\� IRU� PDQDJHPHQW� SXUSRVHV�� $� VWRUDEOH� PD\� EH
DFFHVVHG� YLD� LWV� GLUHFWRU\� HQWU\� RU� YLD� DQ� LQWHUIDFH� UHIHUHQFH
UHWXUQHG� XSRQ� LWV� FUHDWLRQ�� 7KH� Store� LQWHUIDFH� KDV� RQO\� RQH
VLJQLILFDQW� PHWKRG�� getRootDirectory�� $OO� VWRUHV� DQG
GLUHFWRULHV�DUH�UHDFKDEOH�IURP�WKLV�
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Directory
7KLV� RIIHUV� PHWKRGV� IRU� FUHDWLQJ� DQG� GHVWUR\LQJ� VWRUDEOHV�� ,WV
PHWKRGV�FDQ�EH�JURXSHG�DV�IROORZV�

– ©%ODFN� ER[ª� VWRUDEOH� PHWKRGV� �copyInto�� lookupCopy�� HWF���
IRU�FRS\LQJ�REMHFWV�E\�YDOXH�LQWR�DQG�RXW�RI�WKH�GLUHFWRU\��7KHVH
PHWKRGV�DUH�DQDORJRXV�WR�ILOH�RSHUDWLRQV�

– ©:KLWH� ER[ª� VWRUDEOH� PHWKRGV� �newStorable�
lookupStorable��HWF����IRU�FUHDWLQJ�HPSW\�VWRUDEOH�FOXVWHUV��$
©ZKLWH�ER[ª� VWRUDEOH� LV� WUDQVSDUHQWO\�SHUVLVWHQW��7KDW� LV� WR� VD\
WKDW� WKH� FUHDWRU� LV� SDVVHG� D� UHIHUHQFH� WR� �DQ� LQWHUIDFH� RQ�� DQ
REMHFW�ZLWKLQ�WKH�VWRUDEOH�� DQG�PD\� WKH�DFFHVV� LW� DV� LW�ZHUH�D
ORFDO�-DYD�REMHFW��7KLV�UHIHUHQFH�PD\�EH�SDVVHG�WR�RWKHU�FOLHQWV�
RU�HYHQ�VWRUHG�ZLWKLQ�RWKHU�VWRUDEOHV��7KH�IDFW�WKDW�WKH�REMHFW�LV
ERWK�UHPRWH�DQG�SHUVLVWHQW�LV�PDNH�WUDQVSDUHQW�

– 'LUHFWRU\� PHWKRGV� �newDirectory�� lookupDirectory�
getParent�� HWF���� IRU� FUHDWLQJ� DQG� PDQDJLQJ� D� KLHUDUFK\� RI
GLUHFWRULHV�

Storable
7KLV� LV� WKH� PDQDJHPHQW� LQWHUIDFH� RI� D� VWRUDEOH�� DQG� LQFOXGHV
RSHUDWLRQV�VXFK�DV�copy�DQG�destroy�

)LJXUH� ��� VKRZV� WKH� UHODWLRQV� EHWZHHQ� WKHVH� FODVVHV�� 6HH� WKH� H[WHQVLYH
-DYD'RF�LQ�WKH�FRGH�IRU�D�IXOO�GHVFULSWLRQ�RI�WKHVH�LQWHUIDFHV�

StoreManager
Disk

Store

0-n

1creates and names

Storable0-n

1

owned and managed by

Directory

0-n
creates and names

1

1

0-n

parent

child

Figure 86 Class Diagram of Stores, Directories and Storables

 37.7 Design

7KH�GHVLJQ�RI�WKH�,QIRUPDWLRQ�6SDFH�LV�LQ�WHUPV�RI�FOXVWHUV�DQG�FDSVXOHV�

7KHUH�DUH�WKUHH�OHYHOV�RI�JURXSLQJ��(DFK�StoreFactory�PDQDJHV�D�QXPEHU
RI� Stores�� (DFK� Store� PDQDJHV� D� QXPEHU� RI� Storables�� DQG� HDFK
Storable�FRQWDLQV�D�QXPEHU�RI�VHSDUDWH�Objects��:RUNLQJ� LQ�UHYHUVH�� WKH
REMHFWV�WKDW�FRQVWLWXWH�RQH�VWRUDEOH�PXVW�EH�NHSW�VHSDUDWH�IURP�WKRVH�LQ�RWKHU
VWRUDEOHV�� ERWK� IRU� VHFXULW\� UHDVRQV�� DQG� LQ� RUGHU� WR� LGHQWLI\� D� ERXQGDU\� IRU
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SHUVLVWHQFH��6WRUDEOHV�WKHUHIRUH�FRUUHVSRQG�WR�WKH�)OH[L1HW��DQG�2'3��QRWLRQ
RI� D� FOXVWHU�� 6WRUHV� DUH� FRQVHTXHQWO\� IDFWRULHV� IRU� VWRUDEOHV�� L�H�� FDSVXOHV� LQ
)OH[L1HW�2'3�WHUPV��7KH�StoreFactory�� DV�D� IDFWRU\� IRU�VWRUHV� LV�DQ�2'3
1XFOHXV��,Q�)OH[L1HW�WHUPV��WKLV�LV�MXVW�DQRWKHU�FDSVXOH�

StoreFactory

Store

Storable

Storable

Storable

Store
Storable

Storable

Object

Cluster

Capsule

Nucleus StoreFactory

Figure 87 Stores and Storables

(DFK�FOXVWHU�LV�HQFDSVXODWHG�VR�WKDW�LW�PD\�EH�WUHDWHG�DV�D�XQLW��,Q�SUDFWLFDO
WHUPV�� WKLV� PHDQV� WKDW� QR� REMHFWV� DUH� VKDUHG� EHWZHHQ� FOXVWHUV�� DQG� WKH
FOXVWHU� DEVWUDFWLRQ� WKHUHIRUH� GHILQHV� D� ERXQGDU\� WKDW� PD\� EH� XVHG� ZKHQ
VHULDOLVLQJ�D�VWRUDEOH�WR�GLVN�

$W�D�FRPSXWDWLRQDO�OHYHO��FOXVWHUV�DQG�FDSVXOHV�FRPPXQLFDWH�ZLWK�HDFK�RWKHU�
DQG� ZLWK� UHPRWH� FOLHQWV� YLD� ORFDWLRQ� WUDQVSDUHQW� FRPPXQLFDWLRQ�� ,Q
HQJLQHHULQJ� WHUPV�� WKLV� LV� DFKLHYHG� E\� HDFK� &OXVWHU� DQG� &DSVXOH� KDYLQJ� D
VHSDUDWH�©&OXVWHU�&RPPVª�FRPPXQLFDWLRQV�V\VWHP�PDQDJLQJ�LWV�SHUVRQDO�VHW
RI� LPSRUWHG�DQG�H[SRUWHG�UHIHUHQFHV��,W�ZRXOG�EH�LQHIILFLHQW�IRU�HDFK�&OXVWHU
&RPPV� WR� EH� LPSOHPHQWHG� HQWLUHO\� VHSDUDWHO\�� VR� WR� DOORZ� VKDULQJ�� DOO� WKH
&OXVWHU� &RPPV� ZLWKLQ� D� FDSVXOH� DUH� PXOWLSOH[HG� RYHU� D� &DSVXOH� &RPPV�
ZKLFK�PDQDJHV�ORZ�OHYHO�FRPPXQLFDWLRQ��VXFK�DV�DFFHVV�WR�WKH�QHWZRUN��DQG
PXOWLSOH[LQJ�� ,Q� DQ� LQVHFXUH� LPSOHPHQWDWLRQ�� GLIIHUHQW� FDSVXOHV� PD\� DOVR
VKDUH�WKH�VDPH�&DSVXOH�&RPPV��KRZHYHU�LQ�D�VHFXUH�LPSOHPHQWDWLRQ��ZKHUH
HDFK� VWRUH� LV� ©RZQHGª� E\� D� GLIIHUHQW� FOLHQW�� LW� LV� PRUH� UREXVW�� DQG
VWUDLJKWIRUZDUG� IRU� HDFK� FDSVXOH� WR� KDYH� D� VHSDUDWH� &DSVXOH� &RPPV�
&DSVXOHV� DUH� WKHUHIRUH� HQWLUHO\� VHSDUDWH� IURP� HDFK� RWKHU� �DQG� PD\� HYHQ
UHVLGH�LQ�GLIIHUHQW�SURFHVVHV�RU�RQ�GLIIHUHQW�SK\VLFDO�PDFKLQHV���,Q�DGGLWLRQ�WR
WKH� &OXVWHU� &RPPV� DQG� &DSVXOH� &RPPV�� WKH� RWKHU� UHODWHG� HQJLQHHULQJ
FRPSRQHQW� LV� WKH�&OXVWHU�0DQDJHU��7KLV� LV� D�PDQDJHPHQW� REMHFW�ZLWK� HDFK
FOXVWHU�� ZKLFK� SURYLGHV� WZR� PDQDJHPHQW� LQWHUIDFHV�� D� SXEOLF� LQWHUIDFH� IRU
LQLWLDOLVLQJ�D�FOXVWHU�DQG�D�SULYDWH�LQWHUIDFH�IRU�XVH�E\�WKH�FDSVXOH��,Q�WKH�FDVH
RI� D� VWRUDEOH�� WKHVH� LQWHUIDFHV� DUH� Storable� DQG� StorableManager
UHVSHFWLYHO\��)LJXUH����JLYHV�D�PRUH�GHWDLOHG�YLHZ�RI�WKH�LQWHUQDO�UHODWLRQVKLS
EHWZHHQ�D�VWRUH�DQG�LWV�6WRUDEOHV�
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Store

Storable

Storable

Store

Storable

Storable

Store

Storable
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Figure 88 Implementation of the Store and Storables

 37.7.1 Underlying Storage

7KH�XQGHUO\LQJ� VWRUDJH� LV� VXSSOLHG� E\� LPSOHPHQWDWLRQV� RI�DataDirectory�
7KH� DataDirectory� LQWHUIDFH� DEVWUDFWV� WKH� SURYLVLRQ� RI� VWRUDJH� IRU� E\WH
DUUD\V��$�GHVFULSWLRQ�RI�WKLV�LV�JLYHQ�LQ�VHFWLRQ��������

 37.8 Components

,Q� WKLV� VHFWLRQ�� WKH� SULPDU\� FRPSRQHQWV� LQ� WKH� ,QIRUPDWLRQ� 6SDFH� DUH
GHVFULEHG�LQ�WXUQ�

 37.8.1 StoreFactoryImpl

$�StoreFactoryImpl� FUHDWHV� DQG�PDQDJHV�StoreImpls�� 7KH� LQIRUPDWLRQ
QHHGHG�WR�UHFUHDWH�WKH�VWRUHV�DIWHU�D� FUDVK� LV�KHOG� LQ�D�MetaStoreFactory
REMHFW�� VDYHG� DV� D� EODFN� ER[� VWRUDEOH� LQ� WKH� VWRUH� IDFWRU\ªV� GLUHFWRU\�� 7KLV
GLUHFWRU\� LV� LQGHSHQGHQW� IURP� WKH� VWRUHVª� GLUHFWRU\� KLHUDUFKLHV�� 7KH
MetaStoreFactory� REMHFW� LV� VDYHG� XQGHU� WKH� QDPH� storename.msf�� 7KH
LQIRUPDWLRQ� QHHGHG� IRU� HIILFLHQW� ORRNXS� RI� VWRUHV� FUHDWHG� LV� KHOG� LQ� D
+DVKWDEOH�RI�StoreFactoryEntries��KDVKHG�E\�VWRUH�QDPH�

7KH� SULQFLSOH� VXEWOHW\� LQ� WKH� LPSOHPHQWDWLRQ� RI�StoreFactoryImpl� LV� WKH
QHHG�WR�FUHDWH�QHZ�VWRUHV�LQ�WKHLU�RZQ�FDSVXOH��DQG�WR�SUHYHQWLQJ�WKH�VKDULQJ
RI�DQ\�-DYD�REMHFWV�EHWZHHQ�WKH�VWRUH�IDFWRU\�FDSVXOH�DQG�WKH�VWRUH�FDSVXOHV�

7KH� LPSOHPHQWDWLRQ� RI�newStore� FKHFNV� IRU� WKH� H[LVWHQFH� RI� D� storename
GLUHFWRU\� DQG� storename.msf� REMHFW�� ,I� WKH\� H[LVW�� WKH� VWRUH� LV� UHFUHDWHG
EDVHG� RQ� WKH� SUHYLRXVO\� VDYHG� SDUDPHWHUV�� �7KLV� LV� XVHG� IRU� UHVWDUW� DIWHU
IDLOXUH��� ,I� WKH� VWRUH� UHDOO\� GRHVQªW� H[LVW� DOUHDG\�� WKHQ� DQ� DSSURSULDWH� URRW
GLUHFWRU\� LV� FUHDWHG�DQG�initStore� LV� FDOOHG� WR� LQLWLDOLVH� D�QHZ� FDSVXOH� IRU
WKH�VWRUH��InitStore� ©ZUDSVª� WKH�SURWR�FDSVXOH� WR� LVRODWH� LW� IURP�WKH�UHVW�RI
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WKH� V\VWHP�� DQG� WR� WXUQ� LW� LQWR� D� WUXH� FDSVXOH�� WKHUHE\� SUHYHQWLQJ� WKH
DFFLGHQWDO� VKDULQJ� RI� REMHFWV� EHWZHHQ� FDSVXOHV�� 7KH�ZUDS� RSHUDWLRQ� UHWXUQV
DQ� LQWHUIDFH� WR� WKH� FDSVXOH� RI� W\SH� 6WRUH0DQDJHU�� 2QFH� ZUDSSHG�
StoreManager.init�PD\�EH�FDOOHG�WR�LQLWLDOLVH�WKH�FDSVXOH�

1RWH� WKDW� D� VLPLODU� ZUDSSLQJ� SURFHVV� LQ� XQGHUJRQH� WR� ZUDS� WKH
StoreFactoryImpl� LWVHOI�� KRZHYHU� WKLV� LV� VOLJKWO\� VLPSOLILHG� DV� WKH
StoreFactoryImpl�LV�WKH�RQO\�FDSVXOH��DW�WKDW�WLPH��VR�GRHV�QRW�QHHG�WR�EH
HQFDSVXODWHG�IURP�DQ\WKLQJ�HOVH�

 37.8.2 StoreImpl

StoreImpl� LV� WKH� VWRUH� FDSVXOH� LPSOHPHQWDWLRQ�� ,W� SHUIRUPV� VHYHUDO� UROHV�
ZKLFK�DUH�VHSDUDWHO\�GHILQHG�LQ�WKH�LQWHUIDFHV�LW�LPSOHPHQWV�

• $V� D� CapsuleManager�� LWV� EHKDYLRXU� LV� LQKHULWHG� IURP
CapsuleManagerImp�

• $V�D�StoreManager�LW�DOORZV�WKH�VWRUH�IDFWRU\�WR�LQLWLDOLVH�DQG�GHVWUR\
LW�

• $V�D�Store��H[WHUQDO�&OLHQWV�FDQ�JDLQ�DFFHVV�WR�LWV�GLUHFWRU\�KLHUDUFK\�

• $V�D�PartNameHandler�� LW� UHVWRUHV�6WRUDEOHV� WKDW�KDYH�QRW� \HW� EHHQ
ORDGHG�IURP�GLVF�

• $V�D�PartNameHandler��LW�UHVWRUHV�'LUHFWRULHV�WKDW�KDYH�QRW�\HW�EHHQ
ORDGHG�IURP�GLVF�

• $V�DQ�XStore��LW�RIIHUV�EDFN�GRRU�VHUYLFHV�WR�LWV�'LUHFWRULHV�

$QDORJRXVO\� WR� D� StoreFactoryImpl�� LW� NHHSV� LQIRUPDWLRQ� DERXW� WKH
Storables�DQG�Directories�ZLWKLQ�LW��7KLV�LV�KHOG�LQ�D�MetaStore�REMHFW�
VDYHG�DV�D�EODFN�ER[�VWRUDEOH�LQ�WKH�6WRUHªV�meta�GLUHFWRU\��7KLV�LV�D�GLUHFWRU\
MXVW�IRU�WKLV�SXUSRVH��DQG�LV�LQGHSHQGHQW�IURP�WKH�VWRUHªV�GLUHFWRU\�KLHUDUFK\�
7KH� MetaStoreFactory� REMHFW� LV� VDYHG� XQGHU� WKH� QDPH� storename.mst�
�7KH� StoreFactoryImpl� DFWXDOO\� LQLWLDOLVHV� WKH� StoreImpl� ZLWK� D� meta
GLUHFWRU\� WKDW� VKDUHV� WKH� VDPH� ILOH� V\VWHP� GLUHFWRU\� DV� LWVHOI�� VR� WKH� 6WRUH
)DFWRU\ªV�storename.msf�PHWD�LQIRUPDWLRQ�DQG�WKH�6WRUHªV�storename.mst
PHWD�LQIRUPDWLRQ�DSSHDU�LQ�WKH�VDPH�ILOH�V\VWHP�GLUHFWRU\��

7KH� MetaStore� REMHFW� KROGV� WZR� PDSSLQJV� DQG� WKHLU� LQYHUVHV�� RQH� IURP
DEVROXWH� GLUHFWRU\� QDPH� WR� GLUHFWRU\� LQWHUIDFH� ,G�� DQG� RQH� IURP� DEVROXWH
VWRUDEOH�QDPHV�WR�ClusterAddress���6HH�WKH�LQWHUIDFH�GHILQLWLRQ�RI�GLUHFWRU\
IRU�D�GHILQLWLRQ�RI�DEVROXWH�QDPHV�LQ�D�GLUHFWRU\�KLHUDUFK\���7KHVH�PDSSLQJV
DOORZ�Storables� DQG�Directories� WR� EH� UHFUHDWHG� DW� WKHLU� ROG� DGGUHVVHV
DIWHU� D� FUDVK�� ZKHWKHU� WKH\� DUH� ORRNHG� XS� E\� QDPH� LQ� D� GLUHFWRU\�� RU
UHIHUHQFHG�E\�D�ORFDWLRQ�DQG�SHUVLVWHQW�WUDQVSDUHQW�REMHFW�UHIHUHQFH�

7KH� MetaStore� REMHFW� LV� VDYHG� ZKHQHYHU� LW� FKDQJHV�� WKDW� LV� ZKHQHYHU� D
©ZKLWH�ER[ª�VWRUDEOH�RU�GLUHFWRU\�LV�FUHDWHG�RU�GHVWUR\HG�
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$V�ZLWK�StoreFactoryImpl��WKH�SULQFLSOH�VXEWOHW\�LQ�WKH�LPSOHPHQWDWLRQ�RI
Store� LV� WKH� QHHG� WR� FUHDWH� QHZ� Storables� LQ� WKHLU� RZQ� FOXVWHUV�� 7KH
StoreImpl�XVHV�LWV�&DSVXOH�&RPPV�WR�©ZUDSª�HDFK�6WRUDEOH�DQG�LV�UHWXUQHG
DQ�HQFDSVXODWHG�StorableManager�LQWHUIDFH��7KLV�LQWHUIDFH�LV�XVHG�IRU�PRVW
FRPPXQLFDWLRQV�ZLWK�WKH�6WRUDEOH��+RZHYHU��WKH�StoreImpl�QHHGV�WR�XVH�WKH
XQZUDSSHG� StorableManager� LQWHUIDFH� WR� E\SDVV� HQFDSVXODWLRQ� ZKHQ� D
6WRUDEOH� LV� EHLQJ� GHVWUR\HG�� 6LPLODUO\�� WKH� StorableManager� XVHV� DQ
XQZUDSSHG�XDirectory� LQWHUIDFH� WR� LWV� GLUHFWRU\� IRU� HIILFLHQW� DFFHVV� WR� WKH
VWRUDJH�

 37.8.3 DirectoryImpl

DirectoryImpl� UHOLHV� RQ� D� DataDirectory� REMHFW� IRU� FUHDWLQJ� VXE�
GLUHFWRULHV� DQG� VWRULQJ� VWRUDEOHV�� ,W� DOVR� NHHSV� D� KDVKWDEOH� RI� LWV� EODFN� ER[
VWRUDEOHV��ZKLWH�ER[�VWRUDEOHV�DQG�VXE�GLUHFWRU\�PHPEHUV��LQGH[HG�E\�QDPH�

,W� LPSOHPHQWV� copyInto� E\� VHULDOLVLQJ� WKH� REMHFW� RQWR� D� EXIIHU�� DQG� WKHQ
XVLQJ�WKH�DataDirectory�WR�VWRUH�WKH�EXIIHUªV�E\WH�DUUD\��1RWH�WKDW�WR�REWDLQ
D� GHVHULDOLVHU�� WKH� GLUHFWRU\� QHHGV� WR� EH� JLYHQ� D� UHIHUHQFH� WR� LWV� &OXVWHU
&RPPV��7KLV�PHDQV�WKDW� WKH� VWRUH� VKRXOG�QRW�EH� LQLWLDOLVHG� WR� FRQVWUXFW� LWV
URRW� GLUHFWRU\� XQWLO� DIWHU� LW� KDV� EHHQ� ZUDSSHG� ZLWK� &DSVXOH� DQG� &OXVWHU
FRPPXQLFDWLRQV�

,W� GHOHJDWHV� LPSOHPHQWDWLRQ� RI� newStorable�� restoreStorable� DQG
removeStorable� WR� LWV� 6WRUH�� WKURXJK� WKH� 6WRUHªV� XStore� LQWHUIDFH�
StoreImpl� LPSOHPHQWV� newStorable� E\� FUHDWLQJ� DQG� ZUDSSLQJ� D� QHZ
StorableManagerImpl�

$IWHU� FUHDWLQJ�� UHVWRULQJ� RU� UHPRYLQJ� D� VXE�GLUHFWRU\�� DirectoryImpl
LQIRUPV� WKH� VWRUH� WKURXJK� WKH� VWRUHªV� XStore� LQWHUIDFH�� 7KLV� DOORZV� WKH
StoreImpl�WR�NHHS�LWV�PHWD�LQIRUPDWLRQ�XS�WR�GDWH�

DirectoryImpl�SUHSHQGV�D�E\WH�WR�HDFK�Storable� LQ� LWV�DataDirectory�
VLJQLI\LQJ� ZKHWKHU� WKH� 6WRUDEOH� LV� D� EODFN� ER[� RU� D� ZKLWH� ER[� REMHFW�� 7KLV
PHDQV� WKDW� WKH� GLUHFWRU\� GRHV� QRW� QHHG� WR� NHHS� DQ� H[WUD�PHWD� LQIRUPDWLRQ
REMHFW�LQ�LWV�DataDirectory�WR�VLJQLI\�WKLV��7KH�GLUHFWRU\�FDQ�HIILFLHQWO\�UHDG
WKH�ILUVW�E\WH�RI�HDFK�6WRUDEOH�DIWHU�D�FUDVK�DQG�ZRUN�RXW�ZKLFK�DUH�EODFN�ER[
DQG�ZKLFK�DUH�ZKLWH�ER[�REMHFWV�

/RFNLQJ�RI�GLUHFWRU\�PHPEHUV�LV�IDLUO\�FRPSOLFDWHG��/RFNLQJ�LV�QHHGHG�LQ�FDVH
WZR�FOLHQWV�WU\�DQG�FKDQJH�D�GLUHFWRU\�VLPXOWDQHRXVO\��RU�WU\�WR�DFFHVV�D�ZKLWH
ER[�VWRUDEOH�VLPXOWDQHRXVO\��7KH�ORFNLQJ�QHHGV�WR�EH�DW�D�ILQH�JUDQXODULW\�VR
WKDW�LQGHSHQGHQW�HQWULHV�LQ�D�GLUHFWRU\�FDQ�EH�DFFHVVHG�VLPXOWDQHRXVO\�

$�GLUHFWRU\�FUHDWHV�D�Lock�IRU�HDFK�RI�LWV�PHPEHUV��7KH�ORFN�IRU�D�ZKLWH�ER[
VWRUDEOH� LV� VKDUHG� ZLWK� WKH� VWRUDEOHªV� 6WRUDEOH0DQDJHU�� 7KLV� DOORZV� WKH
6WRUDEOH0DQDJHU�WR�ORFN�WKH�VWRUDEOH�IURP�ZKHQ�PHWKRG�DFWLYLW\�VWDUWV�XQWLO
DIWHU�WKH�FKDQJHG�6WRUDEOH�KDV�EHHQ�VWRUHG��7KH�VWRUDEOH�FDQQRW�EH�GHOHWHG�LQ
WKLV�LQWHUYDO��7KH�ORFN�IRU�D�VXE�GLUHFWRU\�LV�VKDUHG�ZLWK�WKDW�GLUHFWRU\��7KLV
DOORZV�D�SDUHQW�WR�ORFN�LWV�FKLOG��UHPRYH�DOO�LWV�PHPEHUV�DQG�WKHQ�UHPRYH�LW�
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:KHQ� D� VWRUH� LV� GHVWUR\HG�� RU� D� GLUHFWRU\� LV� UHFXUVLYHO\� UHPRYHG�� WKH� ORFN
DFTXLVLWLRQ� UHFXUVHV� GRZQ� WKH� GLUHFWRU\� KLHUDUFK\�� 7KH� ORFN� IRU� D� GHOHWHG
REMHFW�FDQ�EH�NLOOHG��PRYHG�WR�D�GHDG�VWDWH���$Q\�ZDLWLQJ�DFWLYLW\�WKHQ�IDLOV�WR
DFTXLUH�WKH�ORFN��OHDGLQJ�WR�DQ�H[FHSWLRQ�SURSDJDWLQJ�EDFN�WR�WKH�FOLHQW�

 37.8.4 StorableManagerImpl

StorableManagerImpl�SHUIRUPV�VHYHUDO�UROHV��ZKLFK�DUH�VHSDUDWHO\�GHILQHG
LQ�WKH�LQWHUIDFHV�LW�LPSOHPHQWV�

• $V� D� ClusterManager�� LWV� EHKDYLRXU� LV� LQKHULWHG� IURP
ClusterManagerImp� DQG� DXJPHQWHG� WR� LPSOHPHQW� SHUVLVWHQFH
WUDQVSDUHQF\�

• $V�D�StorableManager�LW�DOORZV�VWRUHV�WR�LQLWLDOLVH�DQG�GHVWUR\�LW�

• $V�D�Storable��DQ�H[WHQVLRQ�RI�Cluster���H[WHUQDO�FOLHQWV�FDQ�FUHDWH
REMHFWV�DQG�FRS\�WKHP�WR�QHZ�GLUHFWRULHV�

7KH� SHUVLVWHQFH� WUDQVSDUHQF\� LV� LPSOHPHQWHG� LQ� endCall�� FDOOHG� E\� WKH
&OXVWHU�&RPPV�DIWHU� D� FDOO� WR� WKH� VWRUDEOH�KDV� ILQLVKHG��EndCall�ZDLWV� IRU
WKUHDG�DFWLYLW\�LQ�WKH�FOXVWHU��WR�ILQLVK��DQG�WKHQ�VWRUHV�WKH�FOXVWHU�VWDWH��7KLV
LV�REWDLQHG�E\�D�FDOO�WR�ClusterManagerImp.getContents��DQG�FRQVLVWV�RI
WKH�URRW��REMHFW�LWVHOI��SRVVLEO\�QXOO���WKH�WDEOH�RI�H[SRUWHG�LQWHUIDFHV��DQG�WKH
GLVWLQJXLVKHG� LQWHUIDFH� RQ� WKH� URRW� REMHFW� UHWXUQHG� DIWHU� WKH� REMHFW� ZDV
LQLWLDOLVHG�� 7KLV� LV� SUHFLVHO\� WKH� LQIRUPDWLRQ� QHHGHG� WR� UHVWRUH� WKH� VWRUDEOH
DIWHU� D� FUDVK�� 7KH� StoreImpl� NHHSV� WKH� VWRUDEOHªV� FOXVWHU� DGGUHVV� LQ� LWV
0HWD6WRUH� REMHFW�� VR� WKH� WDEOH� RI� H[SRUWHG� LQWHUIDFHV� RQO\�QHHGV� WR�PDS� WKH
LQWHUIDFHV� WR� WKHLU� ,GV�� 7KH�ZRUN� RI� UHVWRULQJ� DOO� WKH� LQWHUIDFHV� DW� WKHLU� ROG
LGHQWLILHUV�LV�GRQH�E\ ClusterManagerImp.setContents�

7KH� ClusterState� LV� VHULDOLVHG� LQWR� D� EXIIHU� XVLQJ� D� ©E\� YDOXHª� VHULDOLVHU
REWDLQHG�IURP�WKH�&OXVWHU�&RPPV�

StartCall�GLIIHUV�IURP�ClusterManagerImp’s �startCall �EHFDXVH�LW�ORFNV
WKH�6WRUDEOH�� VHULDOLVLQJ�FDOOV� WR� WKH� FOXVWHU��EndCall � WKHQ�ZDLWV� IRU� WKUHDG
DFWLYLW\�WR�ILQLVK��PHDQLQJ�WKDW�WKH�6WRUDEOH�LV�LQ�D�VWDEOH�VWDWH�WR�EH�VWRUHG�

7KH�EXIIHU�XVHG�IRU�WKH�FOXVWHUªV�VWDWH�LV�VHJPHQWHG��ZLWK�D�RQH�E\WH�VHJPHQW
IRU� WKH� DirectoryImpl’s � IODJ�� DQG� WKH� UHVW� IRU� WKH� 6WRUDEOH�� 7KH
StorableManagerImpl � SDVVHV� WKH� EXIIHU� WR� WKH� GLUHFWRU\� XVLQJ� LWV
XDirectory � LQWHUIDFH��DQG�WKH�GLUHFWRU\� ILOOV� LQ�WKH�IODJ�E\WH�DQG�VDYHV� WKH
EXIIHUªV�E\WH�DUUD\�WR�LWV�DataDirectory �

 37.8.5 Implementation of Directory and StoreManager

)RU� IOH[LEOH� LPSOHPHQWDWLRQ� RI� 'LUHFWRU\� DQG� 6WRUH�� D� OD\HU� RI� DEVWUDFWLRQ
QHHGV�WR�EH�LQWURGXFHG�EHWZHHQ�WKHP�DQG�WKH�VWRUDJH�DUHD��DataDirectory
IRUPV�VXFK�D�OD\HU��)LJXUH����
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Figure 89 Class Diagram for DataDirectory

 37.8.6 Implementation of DataDirectory

7KH� FXUUHQW� LPSOHPHQWDWLRQ� RI� DataDirectory� LV� FSDirectory� �)LOH
6\VWHP�'LUHFWRU\��� ZKLFK� XVHV� D� ILOH� V\VWHP� IRU� LWV� LPSOHPHQWDWLRQ� �)LJXUH
�����$Q�DOWHUQDWLYH�LPSOHPHQWDWLRQ�PLJKW�EH�XVH�D�GDWDEDVH�

FileSystem
Directory

saved as

FileSystem
File

0-n

1parent

member

is-a FSDirectory

byte[]

0-n

1

DataDirectory

Figure 90 Class Diagram for FSDirectory

 37.8.7 Implementation of FSDirectory

FSDirectory�QHHGV�WR�PDNH�QDPHG�VXE�GLUHFWRULHV��DQG�VDYH�E\WH�DUUD\V�DV
QDPHG�ILOHV��7ZR�LVVXHV�DUH�DWRPLF�ZULWH�RI�GDWD��DQG�ILOH�QDPLQJ�

$�QDLYH�LPSOHPHQWDWLRQ�RI�©ZULWHª�PLJKW�OHDYH�DQ�LQFRQVLVWHQW�VWDWH�RI�D�FUDVK
RFFXUUHG� SDUW� ZD\� WKURXJK� RYHUZULWLQJ� D� SUHYLRXV� VWRUDEOH� UHSUHVHQWDWLRQ
ZLWK�D�QHZ�RQH��WKH�FRS\,Q�RSHUDWLRQ�RI�'DWD'LUHFWRU\�PXVW�EH�DWRPLF�

7KLV� LV�DFKLHYHG�E\�ZULWLQJ�WKH�GDWD�WR�D�QHZ�ILOH�QDPH�� WKHQ�UHQDPLQJ� WKH
QHZ� WR� WKH� DFWXDO� ILOH� QDPH�� 7KH� UHQDPH�PXVW� EH� GRQH� LQ� WZR� VWHSV� �ILUVW
UHQDPLQJ�WKH�ROG�WR�DQ�ROG�ILOH���EHFDXVH�QRW�DOO� ILOH� V\VWHPV�VXSSRUW�DWRPLF
UHQDPH�RYHU�DQ�H[LVWLQJ�ILOH��17)6�GRHV�QRW���7KH�VWDWH�GLDJUDP�IRU�FRS\,Q�LV
VKRZQ�LQ�)LJXUH����
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Figure 91 State Diagram for Atomic Write

7KH�QDPHV�VXSSOLHG�FSDirectory�WR�LW�DUH�DUELWUDU\�-DYD�VWULQJV��7KH\�PD\
QRW�EH�YDOLG�ILOH�QDPHV��$�StringMapper�LV�XVHG�WR�PDS�-DYD�VWULQJV�WR�ILOH
QDPHV��7KH�FXUUHQW�LPSOHPHQWDWLRQ�VLPSOH�FRQYHUWV�HDFK�-DYD�FKDUDFWHU�WR�D
WZR�E\WH�KH[DGHFLPDO�FRGH�
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 38 TRANSACTIONS

 38.1 The Runtime Execution Model

)LJXUH����LOOXVWUDWHV�WKH�UXQWLPH�PRGHO�RI�WKH�WUDQVDFWLRQ�IUDPHZRUN�

• $Q�HQWHUSULVH�EHDQ� LQVWDQFH� LV�DQ�REMHFW�ZKRVH�FODVV�ZDV�SURYLGHG�E\
WKH�HQWHUSULVH�EHDQ�GHYHORSHU�

• $Q�(-%� REMHFW� LV� DQ� REMHFW�ZKRVH� FODVV�ZDV� JHQHUDWHG� DW� GHSOR\PHQW
WLPH�E\�WKH�(QWHUSULVH%HDQ%R[��7KH�(-%�REMHFW�FODVV�LPSOHPHQWV�WKH
HQWHUSULVH� EHDQªV� UHPRWH� LQWHUIDFH�� $� FOLHQW� QHYHU� UHIHUHQFHV� DQ
HQWHUSULVH� EHDQ� LQVWDQFH� GLUHFWO\�� LQVWHDG�� D� FOLHQW� DOZD\V� UHIHUHQFHV
DQ�(-%�REMHFW�ZKRVH�LPSOHPHQWDWLRQ�LV�SURYLGHG�E\�WKH�FRQWDLQHU�

• $Q�(-%�KRPH�REMHFW�SURYLGHV�WKH�OLIH�F\FOH�RSHUDWLRQV��FUHDWH��UHPRYH�
ILQG�� IRU� LWV� (-%� REMHFWV�� 7KH� FODVV� IRU� WKH� (-%� KRPH� REMHFW� ZDV
JHQHUDWHG�E\�(QWHUSULVH%HDQ%R[�DW�GHSOR\PHQW�WLPH��7KH�KRPH�REMHFW
LPSOHPHQWV�WKH�HQWHUSULVH�EHDQªV�KRPH� LQWHUIDFH�WKDW�ZDV�GHILQHG�E\
WKH�(-%�SURYLGHU�

client
Bean class 1

clientclientEnterprise
bean instance

EJB home

EJB objectsEJB objectsEJB objects

Bean class 2

clientclientEnterprise
bean instance

EJB home

EJB objectsEJB objectsEJB objects

container

Figure 92 The EJB Container Model
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 38.2 Transaction Model

%HFDXVH� WKH� WUDQVDFWLRQ� DUFKLWHFWXUH� SURYLGHV� LPSOLFLW� WUDQVDFWLRQV�� DQ
HQWHUSULVH� EHDQ� GHYHORSHU� RU� FOLHQW� SURJUDPPHU� LV� QRW� H[SRVHG� WR� WKH
FRPSOH[LW\�RI�GLVWULEXWHG�WUDQVDFWLRQV��7KH�EXUGHQ�RI�PDQDJLQJ�WUDQVDFWLRQV
LV� VKLIWHG� WR� WKH� FRQWDLQHU� DQG� WKH� XQGHUO\LQJ� WUDQVDFWLRQ� V\VWHP�� 7KH
FRQWDLQHU� LPSOHPHQWV� WKH� GHFODUDWLYH� WUDQVDFWLRQ� VFRSHV�� ,W� DOVR�� WRJHWKHU
ZLWK� WKH� XQGHUO\LQJ� WUDQVDFWLRQ� V\VWHP�� LPSOHPHQWV� QHFHVVDU\� ORZ�OHYHO
WUDQVDFWLRQ�SURWRFROV��VXFK�DV�WKH�WZR�SKDVH�FRPPLW�SURWRFRO�DQG�WUDQVDFWLRQ
FRQWH[W�SURSDJDWLRQ�

 38.3 Transaction Context Management

7KH�VFRSH�RI�D�WUDQVDFWLRQ�LV�GHILQHG�E\�D�WUDQVDFWLRQ�FRQWH[W�WKDW� LV�VKDUHG
E\�WKH�SDUWLFLSDWLQJ�REMHFWV��$�WUDQVDFWLRQ�FRQWH[W�UHFRUGV�DOO�WKH�LQIRUPDWLRQ
UHODWHG�WR�WKH�WUDQVDFWLRQ��QDPHO\�WKH�QDPH�DQG�LGHQWLILHU�RI�WKH�WUDQVDFWLRQ�
WKH�SDUWLFLSDWLQJ�REMHFWV��DQG�WKH�VWDWXV�RI� WKH�WUDQVDFWLRQ��(DFK�FOLHQW�PD\
RQO\�H[LVW�LQ�RQH�FRQWH[W�DW�D�WLPH��EXW�(-%�REMHFWV�PD\�EH�LQYROYHG�LQ�PDQ\�
�7KLV�LV�DQ�H[WHQVLRQ�WR�WKH�VWDQGDUG�(-%�PRGHO���7KH�WUDQVDFWLRQ�VHUYLFH�LV
DYDLODEOH�LQ�HYHU\�FRQWH[W���)LJXUH�����

Client
A

Transaction
Service

Client
B

Container

Bean X

Container

Bean Y

Container

Bean Z

Context
Alpha Context

Beta

Figure 93 Transactional Contexts

:KHQ�D�FRQWDLQHU�SURFHVVHV�D�FOLHQW�UHTXHVW�RQ�DQ�HQWHUSULVH�EHDQ��LW�PXVW�EH
WROG�WKH�VHQGHUªV�WUDQVDFWLRQDO�FRQWH[W��7KH�FRQWDLQHU�PD\�QHHG�WR�DFFHVV�DQG
XSGDWH� WKH� WUDQVDFWLRQ� FRQWH[W�� IRU� H[DPSOH� WR� FKHFN� WKH� VWDWXV� RI� WKH
WUDQVDFWLRQ�DQG�RU�WR�UHJLVWHU�D�UHVRXUFH�WR�WKH�WUDQVDFWLRQ��,Q�WKH�ORFDO�FDVH�
D� WUDQVDFWLRQ� FRQWH[W� LV� DVVRFLDWHG� ZLWK� HDFK� WKUHDG�� 7KHUHIRUH�� ZKHQ
LQYRNLQJ�DQ�RSHUDWLRQ�UHPRWHO\�WKH�UHODWHG�WUDQVDFWLRQ�FRQWH[W�PXVW�EH�UHDG
IURP� WKH� FOLHQW� WKUHDG�� DQG� SURSDJDWHG� WR� WKH� SHHU� WKUHDG� RQ� WKH� VHUYHU
�)LJXUH�����
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Figure 94 Contexts via Threads

7R�SURYLGH�WUDQVSDUHQF\��LW�ZRXOG�EH�LGHDO�LI�WKH�WUDQVDFWLRQ�FRQWH[W�FRXOG�EH
SURSDJDWHG� LPSOLFLWO\�� )RU� H[DPSOH�� ZH� FRXOG� PDNH� WKH� XQGHUO\LQJ� UHPRWH
PHWKRG� LQYRFDWLRQ�PHFKDQLVP�SDVV� D� WUDQVDFWLRQ� FRQWH[W� WR� WKH� VHUYHU� VLGH
DXWRPDWLFDOO\�ZKHQ�LW�GHDOV�ZLWK�D�UHPRWH�PHWKRG� LQYRFDWLRQ��7KLV�UHTXLUHV
VXSSRUW�IURP�WKH�XQGHUO\LQJ�UHPRWH�REMHFW�SODWIRUP��%HFDXVH�RI�WKH�IOH[LELOLW\
RI� )OH[L1HW�� ZH� FDQ� FXVWRPLVH� WKH� EDVLF� )OH[L1HW� SURWRFRO� WR� SURYLGH� WKLV
FDSDELOLW\�

 38.4 Implementation of Transaction Context Propagation

,Q�RXU� LPSOHPHQWDWLRQ��ZKHQ�D� WUDQVDFWLRQ� LV� FUHDWHG�E\�D� FOLHQW� WKUHDG�ZH
FUHDWH�D�WUDQVDFWLRQ�FRQWH[W�REMHFW�DQG�DVVRFLDWH�LW�ZLWK�WKDW�WKUHDG��:H�PD\
XVH�VPDUW�SUR[LHV�WR�SDVV�FRS\�WKLV�LQIRUPDWLRQ�IURP�FOLHQW�WR�VHUYHU�WKUHDG�
$V�WKH�WUDQVDFWLRQ�SODWIRUP�LV�JHQHULF��ZH�PXVW�XVH�JHQHULF�SUR[LHV�WR�DFKLHYH
WKLV�

:H�DUUDQJH�WKDW�WKH�FOLHQW�XVHV�D�TransactionalProxy�ZKHQHYHU�DFFHVVLQJ
D� WUDQVDFWLRQDO�REMHFW��:KHQ�D�PHWKRG� LV� LQYRNHG�RQ� WKH�FOLHQW� VWXE�� WKLV� LV
SDVVHG� WR� WKH� TransactionalProxy�� ZKLFK� UHDGV� WKH� WUDQVDFWLRQ� FRQWH[W
UHODWHG� WR� WKH� FDOOLQJ� WKUHDG� DQG� SXVKHV� WKLV� LQWR� WKH� VWDFN� RI� ©DGGLWLRQDO
DUJXPHQWVª��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����
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 public class  TransactionProxy extends SimpleGenericProxy
 {
   // for TransactionProxyGenerator
   public TransactionProxy(Name n)
   { super(n); }
 
   // for serialization
   public TransactionProxy()
   {}
 
   public void invoke(Invocation i) throws BadCallException
   {
     // determine the current transaction context
     Coordinator coordinator =
              Thread2Transaction.get(Thread.currentThread());
 
     // save this on the stack of extra aguments
     i.push(Coordinator.class, coordinator);
 
     // continue the invocation
     super.invoke(i);
   }
 }

Figure 95 The Transactional Proxy

2Q�WKH�VHUYHU�VLGH��ZH�DUUDQJH�WKDW�D�TransactionalSkeleton� LV� LQYRNHG
LQ�SODFH�RI�WKH�UHDO�WDUJHW�REMHFW��7KLV�UHDGV�WKH�WUDQVDFWLRQ�FRQWH[W�IURP�WKH
VWDFN��DQG�DVVLJQV�WKLV�WR�WKH�FXUUHQW�WKUHDG��7KH�LQYRFDWLRQ�LV�WKHQ�LQYRNHG
RQ�WKH�REMHFW�©IRU�UHDOª��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH����

7KH� XVH� RI� SUR[LHV� DQG� VNHOHWRQV� LQ� WKLV� FDVH� LV� H[WUHPHO\� VWUDLJKWIRUZDUG�
DQG�H[DFWO\�IROORZV�WKH�SURFHGXUH�RXWOLQHG�LQ�VHFWLRQ������
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 public class  TransactionSkeleton implements GenericCall
 {
   private Object target;
 
   public TransactionSkeleton(Object target)
   {
     this.target = target;
   }
 
   public void invoke(Invocation i) throws BadCallException
   {
     // initially, assume no context
     Thread2Transaction.put(Thread.currentThread(), null);
 
     if(!i.stackEmpty()) // in a transactional context
     {
      try
      {
       // read context from stack of extra arguments
       Coordinator coordinator =
                   (Coordinator) i.pop(Coordinator.class);
 
       Thread2Transaction.put(Thread.currentThread(),
                              coordinator);
       }
       catch (Exception e)
       { // ignore exceptions (context left as null)
       }
     }
     // invoke the method
     i.invoke(target);
   }
 }

Figure 96 The Transactional Skeleton

 38.5 Summary

7KH�WUDQVDFWLRQDO�DUFKLWHFWXUH�ZDV�GHYHORSHG�LQ�SDUDOOHO�ZLWK��DQG�RQ�WRS�RI�
WKH� FRUH� )OH[L1HW� DUFKLWHFWXUH�� ,W� WDNHV� DGYDQWDJH� RI� WKH� VDPH� FRQFHSWV� RI
UHIOHFWLRQ� DQG� FRPSRQHQW� WHFKQRORJLHV� WR� SURYLGH� D� IOH[LEOH�� VFDODEOH� DQG
DGDSWLYH�V\VWHP�

/LNH� PRVW� FRPSRQHQW� PRGHOV�� LW� HQDEOHV� XVHUV� WR� GHYHORS� SRUWDEOH�
FXVWRPLVDEOH� FRPSRQHQWV�� DQG� DVVHPEOH� WKHP� LQWR� DSSOLFDWLRQV�� ,W� HQDEOHV
UDSLG� DSSOLFDWLRQ� GHYHORSPHQW� DQG� GHSOR\PHQW� XVLQJ� VWDQGDUG� FRPSRQHQWV
DQG� RII�WKH�VKHOI� WRROV��0RUHRYHU�� XQLTXH� WR� RXU� DUFKLWHFWXUH�� E\� VXSSRUWLQJ
UHIOHFWLRQ�LW�DOORZV�D�VHUYHU�FRPSRQHQW�FRQWDLQHU�WR�EH�HDVLO\�FXVWRPLVHG��IRU
H[DPSOH��LQ�RUGHU�WR�FDWHU�IRU�QHZ�DSSOLFDWLRQ�GHPDQGV��RU�WR�DGDSW�WR�D�QHZ
HQYLURQPHQW�� :H� DOVR� DOORZ� DSSOLFDWLRQ� GHYHORSHUV� WR� SURYLGH� DSSOLFDWLRQ�
VSHFLILF�LQIRUPDWLRQ��GHFODUDWLYHO\�DQG�VHSDUDWHO\�IURP�DSSOLFDWLRQ�FRGH��7KLV
DOORZV�WKH�WUDQVDFWLRQDO�FRQWDLQHU�WR�LPSURYH�V\VWHP�SHUIRUPDQFH�
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 39 CLASS REPOSITORIES

 39.1 Background

:KHQ� WKH� FRPSRQHQWV� RI� D� GLVWULEXWHG� DSSOLFDWLRQ� FRPPXQLFDWH� ZLWK� HDFK
RWKHU�XVLQJ�UHPRWH�PHWKRG�LQYRFDWLRQ��WKHQ�WKH\�PD\�SDVV�REMHFWV�E\�YDOXH�
7KH�REMHFW�RULHQWHG�SDUDGLJP�DOORZV� IRU� REMHFW� VXEFODVVLQJ�� DQG�VR�D� VHUYLFH
H[SHFWLQJ� DQ� REMHFW� RI� FODVV� Foo�� PD\� LQ� IDFW�� EH� SDVVHG� DQ� REMHFW� RI� W\SH
FooSub�� 7KLV� IDFLOLW\� LV� HVVHQWLDO� ZKHQ� EXLOGLQJ� WKH� JHQHULF� VHUYLFHV�� )RU
H[DPSOH�� D� Place� LV� D� VHUYLFH� ZLWK� D� receive� PHWKRG� WKDW� WDNHV� DV� DQ
DUJXPHQW�DQ�REMHFW�RI�D��VXE�FODVV��RI�MobileCluster�

:KHQHYHU�DQ�REMHFW�LV�FUHDWHG��WKH�-90�PXVW�ILUVW�ORDG�WKH�QHFHVVDU\�FRGH�WR
LPSOHPHQW�WKH�REMHFWªV�FODVV��7KLV�FODVV�PXVW�HLWKHU�EH�DYDLODEOH�RQ�WKH�ORFDO
FODVV� SDWK�� RU� EH� DFFHVVLEOH� E\� VRPH� RWKHU� PHDQV�� :LWKRXW� VSHFLDO
PHFKDQLVPV�� D� VHUYLFH� LV� RQO\� DEOH� WR� ORDG� FODVVHV� DYDLODEOH� ORFDOO\�� 7KLV
VHYHUHO\�UHVWULFWV�WKH�LQWHURSHUDELOLW\�EHWZHHQ�DSSOLFDWLRQV�DQG�VHUYLFHV��DQG
DGGV� DQ� DGGLWLRQDO� GHJUHH� RI� FRPSOH[LW\� WR� DSSOLFDWLRQ� GHSOR\PHQW� DQG
XSJUDGH�

,Q� QHZHU� YHUVLRQV� RI� 6XQªV� 50,�� WKHUH� LV� VRPH� SURYLVLRQ� IRU� UHPRWH� FODVV
ORDGLQJ� LQ� RUGHU� WR� WDFNOH� WKLV� LVVXH�� +RZHYHU�� WKHUH� LV� RQH� VLJQLILFDQW
OLPLWDWLRQ�� ,I�� E\� FKDQFH�� WZR� FOLHQW� RI� D� VHUYLFH� ERWK�PDNH�XVH� RI� WKH� VDPH
FODVV� QDPH� WR� UHIHU� WR� GLIIHUHQW� FODVVHV�� WKHQ� WKH� FODVV� ORDGLQJ� V\VWHP� LV
XQDEOH� WR� GLVWLQJXLVK� EHWZHHQ� WKHP�� DQG� XQH[SHFWHG� EHKDYLRXU� ZLOO� UHVXOW�
$OWKRXJK�DSSDUHQWO\�DQ�REVFXUH�DQG�LQVLJQLILFDQW�OLPLWDWLRQ��7KLV�LV�OLNHO\�WR
DULVH�LQ�WZR�GLIIHUHQW�FLUFXPVWDQFHV�

• ,I� SURJUDPPHUV� DUH� XQGLVFLSOLQHG� RU� XQOXFN\� LQ� WKH� FKRLFH� RI� FODVV
QDPHV��IRU�H[DPSOH��LI�WKH\�EXLOG�DSSOLFDWLRQV�LQ�WKH�GHIDXOW�SDFNDJH�
WKHQ� WKH\� DUH� OLNHO\� WR� FKRRVH� WKH� VDPH� QDPHV� IRU� GLIIHUHQW� FODVVHV�
1DPHV�VXFK�DV�App1��Test�DQG�HelloWorld�DUH�REYLRXV�FDQGLGDWHV�

• ,I� SURJUDPPHUV� UHO\� RQ� SDUWLFXODU� YHUVLRQV� RI� D� FODVV� WKDW� KDV� EHHQ
XSJUDGHG�RU�PRGLILHG��%\�FKDQFH��D�VHUYLFH�PLJKW�ORDG�DQ�HDUO\�YHUVLRQ
RI� D� FODVV�� DV� UHTXHVWHG� E\� RQH� FOLHQW�� DQG� FDQQRW� WKHQ� ORDG� D� ODWHU
YHUVLRQ� RI� D� FODVV�� DV� UHTXHVWHG� E\� D� VHFRQG� FOLHQW�� ,Q� SUDFWLFH�� WKH
VHUYLFH� ZLOO� QRW� HYHQ� EH� DEOH� WR� LGHQWLI\� ZKLFK� YHUVLRQ� RI� D� FODVV� LW
UHTXLUHV��WKHUH�PXVW��EH�DW�PRVW�RQH�YHUVLRQ�RI�HDFK�FODVV�DYDLODEOH�WR
LW�



4-May-99 FlexiNet Architecture 229

7KH�)OH[L1HW� FODVV� UHSRVLWRU\� KDV� EHHQ� GHVLJQHG� WR�PDQDJH� FODVVHV� VR� WKDW
�UHPRWH�� VHUYLFHV� PD\� ORDG� FODVVHV� DV� UHTXLUHG�� ,Q� SDUWLFXODU�� LW� GRHV� QRW
VXIIHU�IURP�WKH�OLPLWDWLRQV�RI�WKH�50,�VFKHPH��,WV�NH\�IHDWXUHV�DUH

• &ODVVHV� DUH� ORDGHG� IURP�D� ©QHDUE\ª� UHSRVLWRU\� RQH�DW� D� WLPH�� UHGXFLQJ
WKH�RYHUKHDG�RI�ORDGLQJ�HQWLUH�MDUV�IURP�GLVWDQW�VHUYHUV�

• $SSOLFDWLRQ� SURJUDPV� GR� QRW� QHHG� WR� DFW� DV� FODVV� UHSRVLWRULHV
WKHPVHOYHV��VR� WKHUH� LV� ORZ�SHU�SURFHVV�RYHUKHDG��7KLV� LV�SDUWLFXODUO\
VLJQLILFDQW�IRU�ZHDNO\�FRQQHFWHG�PDFKLQHV��H�J��SRUWDEOHV��

• 5HSRVLWRULHV�DUH� IHGHUDWHG� LQ�D�VFDODEOH�PDQQHU��(DFK�UHSRVLWRU\�RQO\
VHUYHV� ORFDO� FOLHQWV� �H�J�� VDPH� VXE�QHW��� UHPRWH� FOLHQWV� DUH� VHUYHG� YLD
WUDGLWLRQDO�ZHE�VHUYHU�QHHGV�

• 5HSRVLWRULHV� DFW� DV� FDFKHV� IRU� UHPRWH� MDUV�� 7KLV� UHGXFHV� ZLGH�DUHD
WUDIILF��DQG�SURYLGHV�D�VLQJOH�SRLQW� IRU�PDQDJHPHQW�RI� IRUHLJQ�FODVVHV
�IRU�H[DPSOH�VLJQDWXUH�FKHFNLQJ��

• $SSOLFDWLRQV�FDQ�ORDG�DQG�XVH�DQ\�FODVVHV�WKDW�ILW�ZLWKLQ�WKH�W\SLQJ�DQG
VHPDQWLFV� RI� WKH� DSSOLFDWLRQ�� 7KH� DSSOLFDWLRQ� LV� VWDWLFDOO\� W\SHG�� DQG
WKHUH� FDQ� EH� QR� UXQWLPH� W\SH� HUURUV� GXH� WR� QHWZRUN� FODVV� ORDGLQJ� ¥
HYHQ�LI�FODVV�QDPHV�DUH�SRRUO\�FKRVHQ�

• 7KHUH� LV� ]HUR� LPSDFW� RQ� DSSOLFDWLRQ� FRGH�� $SSOLFDWLRQV� QHHG� QRW� EH
DZDUH�RI�WKH�FODVV�ORDGLQJ�V\VWHP��DQG�QHHG�QRW�EH�ZULWWHQ�GLIIHUHQWO\
EHFDXVH�RI�LW�

• &ODVVHV� RQ� WKH� ORFDO� FODVV� SDWK�ZLOO� EH� XVHG� LQ� SUHIHUHQFH� WR� QHWZRUN
FODVVHV��LI�DYDLODEOH��7KLV�UHGXFHV�WKH�ORDG�RQ�WKH�FODVV�UHSRVLWRU\��DQG
WDNHQ� WR� DQ� H[WUHPH�� DOORZV� DSSOLFDWLRQV� WR� UXQ� ZLWKRXW� D� FODVV
UHSRVLWRU\�EHLQJ�DYDLODEOH�

 39.2 Class Loading Overview

,Q� WKLV� VHFWLRQ� ZH� GHVFULEH� D� QXPEHU� RI� FDVH� VWXGLHV�� DQG� XVH� WKHVH� WR
LOOXVWUDWH�WKH�NH\�UHTXLUHPHQWV�RI�D�QHWZRUNHG�FODVV�UHSRVLWRU\�

 39.2.1 Base Case – No Repository

:KHQ� GLVWULEXWHG� FRPSRQHQWV� FRPPXQLFDWH� YLD� UHPRWH� PHWKRG� LQYRFDWLRQ�
WKHQ�PD\�XVH�SDVV�REMHFWV�RI�DQ\�FODVV�DYDLODEOH�RQ�ERWK�PDFKLQHV��)LJXUH���
VKRZV�WZR�PDFKLQHV��HDFK�ZLWK�D�VLQJOH�-DYD�SURFHVV��DQG�D�QXPEHU�RI�-DUV�RI
FODVV�ILOHV�DYDLODEOH�YLD�WKH�FODVV�SDWK��7KH�OHIW�KDQG�SURFHVV�LV�XVLQJ�FODVVHV
IURP�WKH�EODFN�DQG�ZKLWH� MDUV��7KH�ULJKW�KDQG�RQH� LV�XVLQJ�FODVVHV� IURP�WKH
ZKLWH� DQG� JUH\� MDUV��7KH�SURFHVVHV�PD\� FRPPXQLFDWH�XVLQJ� UHPRWH�PHWKRG
LQYRFDWLRQ�DV�H[SHFWHG��+RZHYHU��LI�GXULQJ�WKLV�FRPPXQLFDWLRQ��RQH�PDFKLQH
WULHV�WR�VHQG�WKH�RWKHU�D�FODVV�IURP�D�MDU�WKDW� LV�QRW�DYDLODEOH�RQ�WKH�UHPRWH
PDFKLQH��WKHQ�WKH�FRPPXQLFDWLRQV�ZLOO�IDLO�
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Send white classes
- OK, white available on

both machines

Send grey classes
- Fail, gray not available
on destination machine

Figure 97 Communication Without a Repository

 39.2.2 Communication Backed by a Class Repository

)LJXUH� ��� VKRZV� WKH� VDPH� WZR� KRVWV� FRPPXQLFDWLQJ� DV� EHIRUH��+RZHYHU� LQ
WKLV� H[DPSOH�� WKH� FODVVHV� DUH� VWRUHG� LQ� -DUV� RQ� D� UHPRWH� UHSRVLWRU\� WKDW� LV
DYDLODEOH�WR�ERWK�PDFKLQHV��7KH�WZR�SURFHVVHV�PD\�FRPPXQLFDWH�IUHHO\��DQG
FODVVHV�ZLOO�EH�UHWULHYHG�IURP�WKH�UHSRVLWRU\�DV�DQG�ZKHQ�QHHGHG�

$Q� DOWHUQDWLYH� VROXWLRQ� ZRXOG� EH� WR� SODFH� DOO� MDUV� RQ� DOO� PDFKLQHV�� 7KLV
DSSURDFK� GRHV� QRW� VFDOH� LQ� JHQHUDO�� EXW� PLJKW� EH� DSSURSULDWH� LQ� VSHFLDO
FLUFXPVWDQFHV�� IRU� H[DPSOH� LI� WKH� PDFKLQHV� KDG� D� VKDUHG� ILOLQJ� V\VWHP�� $
VSHFLDOLVW� FODVV� ORDGLQJ� V\VWHP�ZRXOG� VWLOO� EH� UHTXLUHG� LQ� RUGHU� WR� RYHUFRPH
LVVXHV�UHODWLQJ�WR�-DU�YHUVLRQV�

Class
Repository

Proceses may
communicate

freely

Classes retrieved
on demand

Classes retrieved
on demand

Figure 98 Communication Backed by a Repository
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 39.2.3 Wide Area Communication

,I� WKHUH� DUH� PDQ\� VLWHV� RU� RUJDQLVDWLRQV� WKDW� ZLVK� WR� FRPPXQLFDWH�� LW� LV
XQUHDOLVWLF� IRU� WKHP� WR�DOO� VKDUH� WKH�VDPH� FODVV� UHSRVLWRU\��$� VLQJOH�� JOREDO�
UHSRVLWRU\�ZRXOG�EH�D�VLQJOH�SRLQW�RI�IDLOXUH��DQG�ZRXOG�EH�SURQH�WR�RYHUORDG�
,Q�DGGLWLRQ��IRU�PDQDJHPHQW�UHDVRQV�LW�LV�OLNHO\�WKDW�HDFK�RUJDQLVDWLRQ�ZRXOG
SUHIHU�WR�PDLQWDLQ�LWV�RZQ�FODVV�UHSRVLWRU\��)RU�H[DPSOH��D�UHSRVLWRU\�PLJKW
FRQWDLQ�VRIWZDUH�WKDW�ZDV�SURSULHWDU\�RU�OLFHQVHG�

$OWKRXJK�WKH\�PLJKW�QRW�VKDUH�FODVV�UHSRVLWRULHV��SURFHVVHV�LQ�GLIIHUHQW�VLWHV
PD\� VWLOO� QHHG� WR� FRPPXQLFDWH� DQG� VKDUH� FODVVHV�� 7KLV� LV� DQ� DQDORJRXV
SUREOHP�WR�WKH�FRPPXQLFDWLRQ�EHWZHHQ�KRVWV�ZLWKRXW�D�FODVV�UHSRVLWRU\��7KLV
LV�LOOXVWUDWHG�LQ�)LJXUH����

;

?
Figure 99 Communication Between Sites
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 39.2.4 Federation Using Web Servers

:HE� VHUYHUV� SURYLGH� WKH� LGHDO�PHFKDQLVP� IRU� SXEOLVKLQJ� FODVVHV� IRU� XVH� LQ
RWKHU�VLWHV��7KH\�DUH�D�PDWXUH�WHFKQRORJ\��DQG�DUH�DOUHDG\�XVHG�IRU�SURYLGLQJ
D�JDWHZD\�WR�LQIRUPDWLRQ�VWRUHG�D�VLWHV�SURWHFWHG�E\�ILUHZDOOV��,Q�DGGLWLRQ��WKH
DXGLWLQJ� DQG� DFFHVV� FRQWURO� PHFKDQLVPV� WKH\� SURYLGH� DUH� H[DFWO\� ZKDW� LV
UHTXLUHG� ZKHQ� SXEOLVKLQJ� -DYD� FODVVHV�� )LJXUH� ���� LOOXVWUDWHV� KRZ� ZHE
VHUYHUV�DUH�XVHG�E\�WKH�FODVV�UHSRVLWRU\�DUFKLWHFWXUH�

,I�D�FODVV�LV�UHTXHVWHG�IURP�D�UHSRVLWRU\��DQG�WKDW�UHSRVLWRU\�GRHV�QRW�FRQWDLQ
D� FRS\� RI� WKH� FODVV�� WKHQ� WKH� UHSRVLWRU\� FRQWDFWV� WKH� FODVVªV� ZHE� VHUYHU�� 7R
VXSSRUW� WKLV�� HYHU\� FODVV� LGHQWLILHU� VHQW� LQ� D� UHPRWH� PHWKRG� LQYRFDWLRQ
FRQWDLQV�GHWDLOV�DERXW�WKH�ZHE�VHUYHU�FRQWDLQLQJ�WKH�RULJLQDO�FODVV��7KH�FODVV
UHSRVLWRU\�PD\�WKHQ�GRZQORDG�WKH�HQWLUH�MDU�FRQWDLQLQJ�WKH�UHTXHVWHG�FODVV��,W
WKHQ�YDOLGDWHV�WKH�MDU�DQG�VWRUHV�LW�IRU�ODWHU�XVH��&HUWLILFDWHV�DUH�FKHFNHG�DQG
VLWH� SROLFLHV� UHODWLQJ� WR� WKH� XVH� RI� LPSRUWHG� FODVVHV� ZLOO� EH� FRQVXOWHG�
�&HUWLILFDWH�FKHFNV�DUH�QRW�FXUUHQWO\�LPSOHPHQWHG��

'RZQORDGLQJ�DQ�HQWLUH� MDU� LV� WKH�DSSURSULDWH�JUDQXODULW\� WR� UHGXFH� WKH� ORDG
RQ�WKH�ZHE�VHUYHU��DQG�WR�PD[LPLVH� WKURXJKRXW�RYHU� WKH� ,QWHUQHW��2QFH� WKH
MDU�KDV�EHHQ�GRZQORDGHG�LW�PD\�EH�WUHDWHG�OLNH�DQ\�ORFDO�MDU�LQ�WKH�UHSRVLWRU\�
DQG�FODVVHV�PD\�EH�VHUYHG�IURP�LW��$�FODVV�UHSRVLWRU\�PD\�ODWHU�GHOHWH�WKH�MDU
WR�UHFRYHU�GLVF�VSDFH��DV�LW�FDQ�DOZD\V�EH�UHWULHYHG�IURP�WKH�ZHE�VHUYHU�ODWHU�
,Q�WKLV�VHQVH��WKH�FODVV�UHSRVLWRU\�LV�DFWLQJ�DV�D�ZHE�FDFKH�IRU�-DYD�-DUV�

Web Server

Jars
downloaded
on demand

Proceses may
communicate

freely

Figure 100 Federation Using Web Servers
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 39.3 Architecture

7KH� FODVV� UHSRVLWRU\� DUFKLWHFWXUH� KDV� WZR�PDLQ� FRPSRQHQWV�� 7KH� UHSRVLWRU\
LWVHOI� LV� VKDUHG� EHWZHHQ� D� QXPEHU� RI� FOLHQW� SURFHVVHV�� (DFK� FOLHQW� SURFHVV
FRQWDLQV� FODVV� PDQDJHU� ZKLFK� FR�RUGLQDWHV� LWV� XVH� RI� WKH� UHSRVLWRU\�� -DYD
FODVV�ILOHV�DUH�FROOHFWHG�LQWR�EXQGOHV�ZKLFK�DUH�VWRUHG�LQ�WKH�UHSRVLWRU\��(DFK
FODVV�PDQDJHU�PDLQWDLQV�D�SUR[\�EXQGOH� IRU� HDFK� EXQGOH� LQ�XVH��$GGLWLRQDO
SUR[LHV�DUH�FUHDWHG�DV�DQG�ZKHQ�QHHGHG�

'XULQJ�QRUPDO�RSHUDWLRQ��FODVVHV�DUH�ORDGHG�IURP�WKH�DSSURSULDWH�EXQGOHV�E\
LPSOLFLW�FDOOV�PDGH�E\�WKH�-90�RQ�EHKDOI�RI�WKH�FOLHQW�DSSOLFDWLRQ��:KHQ�WKH
FOLHQW� FRPPXQLFDWHV� YLD� )OH[L1HW�� WKHQ� D� VSHFLDO� FODVV� VHULDOLVHU� LV� XVHG� WR
VHULDOLVH�LQIRUPDWLRQ�DERXW�HDFK�UHTXLUHG�FODVV��,Q�WKH�GHVWLQDWLRQ�PDFKLQH��D
FODVV�GHVHULDOL]HU�FDQ�FRQYHUW�WKLV� LQIRUPDWLRQ�LQWR�UHDO�FODVVHV��E\�H[SOLFLWO\
FDOOLQJ� WKH� FODVV� PDQDJHU�� 7KLV� LQ� WXUQ� ZLOO� FRQWDFW� LWV� ORFDO� UHSRVLWRU\� DV
UHTXLUHG�� ,I� D� FODVV� LV� UHTXHVWHG� IURP� D� UHSRVLWRU\� WKDW� LW� GRHV� QRW� SRVVHVV�
WKHQ� LW� FRQWDFWV� WKH� DSSURSULDWH� ZHE� VHUYHU�� DQG� GRZQORDGV� WKH� -DU
FRQWDLQLQJ� WKH� FODVV� XVLQJ� http�� 7KH� NH\� FRPSRQHQWV� DQG� LQWHUIDFHV� DUH
LOOXVWUDWHG�LQ�)LJXUH�����
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Bundle

Zip
Bundle
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Bundle
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Figure 101 Class Repository Architecture
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 39.3.1 Bundles

-DUV� VWRUHG� LQ� WKH� FODVV� UHSRVLWRU\� DUH� DEVWUDFWHG� E\�%XQGOHV�� 7KLV� DOORZV
RWKHU� FROOHFWLRQV� WR� EH� VWRUHG� �IRU� H[DPSOH� GLUHFWRU\� EDVHG� FROOHFWLRQV�� DQG
JLYHV� DGGLWLRQDO� GHVLJQ� IUHHGRP�� (DFK� EXQGOH� KDV� DQ� LGHQWLILHU�� ZKLFK� LV
JOREDOO\�XQLTXH��)RU�jar�DQG�zip�ILOHV��WKLV�LGHQWLILHU�LV�D�VHFXUH�KDVK�RI�WKH
EXQGOHªV�FRQWHQWV��7KLV�HQVXUHV�WKDW� WKH� LGHQWLILHU� LV�XQLTXH��SUHYHQWV� UHXVH
RI� QDPHV� GXH� WR� KXPDQ� HUURU�� DQG� LV� XVHG� WR� DLG� WKH� VHFXUH� GRZQORDG� RI
EXQGOHV�RYHU�LQVHFXUH�FRPPXQLFDWLRQV�

(DFK� EXQGOH� DOVR� FRQWDLQV� D� OLVW� RI� RWKHU� EXQGOHV� WKDW� LW� LPSRUWV�� %XQGOH
LPSRUWV�DUH�DQDORJRXV�WR�-DYD�LPSRUW�VWDWHPHQWV��(DFK�EXQGOH�OLVWV�DOO�RI�WKH
EXQGOHV�WKDW�FRQWDLQ�FODVVHV�UHTXLUHG�E\�WKH�FODVVHV�ZLWKLQ�LW�¥� LQ�HIIHFW� WKH
VHW�RI�©OLEUDU\ª�EXQGOHV�WKDW�DUH�QHHGHG��7KH�LQWHQWLRQ�LV�WKDW�UHXVDEOH�FRGH�LV
SODFHG� LQ� VHSDUDWH� EXQGOHV� IURP� DSSOLFDWLRQ� VSHFLILF� FRGH�� VR� WKDW� D� FODVV
UHSRVLWRU\�PD\�FDFKH�VPDOO�EXQGOHV�WKDW�FRQWDLQ�IUHTXHQWO\�XVHG�FODVVHV��7KLV
DSSURDFK�LV�VLPLODU�WR�-'.�����©-DU�H[WHQVLRQVª��DQG�WKH�IRUPDW�RI�WKH�LPSRUW
VWDWHPHQWV� ZLWKLQ� WKH� -DU� PDQLIHVW� LV� FRPSDWLEOH� ZLWK� LW�� 7KH� IRUPDW� LV
H[WHQGHG�WR�LQFOXGH�WKH�LGHQWLW\��VHFXUH�KDVK��RI�LPSRUWHG�EXQGOHV�LQ�DGGLWLRQ
WR�WKHLU�85/V��7KLV�DOORZV�VHFXUH�UHWULHYDO�RI�LPSRUWHG�FODVVHV�

,W�LV�HQYLVDJHG�WKDW�D�ODWHU�LPSOHPHQWDWLRQ�PLJKW�DOORZ�PRUH�FRPSOH[�LPSRUW
VWDWHPHQWV�WKDW�DOORZ�D� UXQWLPH� FKRLFH� WR�EH�PDGH��)RU� H[DPSOH�DQ� LPSRUW
VWDWHPHQW� WKDW� UHTXHVWHG� §$:7� YHUVLRQ� ���� RU� DERYH¨� ZRXOG� DOORZ� D� FODVV
UHSRVLWRU\� PRUH� FKRLFH� ZKHQ� VHUYLFLQJ� D� UHTXHVW�� 7KHUH� LV� PRUH� UHVHDUFK
QHHGHG�RQ�WKH�IRUPDW�DQG�LPSDFW�RI�VXFK�LPSRUW�VWDWHPHQWV�

$� EXQGOH� PD\� KDYH� RWKHU� PHWD�GDWD� DVVRFLDWHG� ZLWK� LW�� &XUUHQWO\� WKLV�
WRJHWKHU� ZLWK� LPSRUW� VWDWHPHQWV�� LV� VWRUHG� LQ� WKH� PDQLIHVW� ILOH� �META-
INF/MANIFEST.MF��LQ�D�IRUPDW�FRPSDWLEOH�ZLWK�.jar�PDQLIHVWV��7KH�FXUUHQW
LPSOHPHQWDWLRQ� RI� WKH� FODVV� UHSRVLWRU\� LJQRUHV� DOO� PDQLIHVW� VHFWLRQV� RWKHU
WKDQ�WKRVH�VSHFLILFDOO\�GHVLJQHG�IRU�LW�

 39.3.2 Class Managers

(DFK�)OH[L1HW�SURFHVV��RU�FOXVWHU��KDV�D�ORFDO�FODVV�PDQDJHU�REMHFW�DVVRFLDWHG
ZLWK� LW�� 7KLV� SURYLGHV� D� FRQWH[W� IRU� FODVV� ORDGLQJ�� ,W� LV� XVHG� E\� WKH
VHULDOLVDWLRQ�DQG�GHVHULDOLVDWLRQ�FRGH�WR�UHDG�DQG�ZULWH�FODVV�LGHQWLILHUV��DQG
WR�REWDLQ�FODVVHV�IURP�WKH�FODVV�UHSRVLWRU\��7KH�FODVV�PDQDJHU�LV�QRW� LWVHOI�D
FODVV�ORDGHU��LQVWHDG�LW�PDQDJHUV�D�QXPEHU�RI�EXQGOH�SUR[LHV��HDFK�RI�ZKLFK�LV
D�FODVV�ORDGHU��(DFK�EXQGOH�SUR[\�ORDGV�FODVVHV�UHODWHG�WR�D�SDUWLFXODU�EXQGOH�
DQG�XVHV�RWKHU�EXQGOH�SUR[LHV�WR�ORDG�FODVVHV�LPSRUWHG�IURP�RWKHU�EXQGOHV�

$OWKRXJK�RQH�FODVV�ORDGHU�SHU�EXQGOH�PD\�VHHP�H[FHVVLYH��LW�LV�QHFHVVDU\��DV
WZR�EXQGOHV�PD\�ERWK�FRQWDLQ�GLIIHUHQW�FODVVHV�RI�WKH�VDPH�QDPH��,Q�FOXVWHU
EDVHG�DSSOLFDWLRQV��HDFK�FOXVWHU�KDV�LWV�RZQ�FODVV�PDQDJHU��WR�DOORZ�GLIIHUHQW
FOXVWHUV� WR� REWDLQ�GLIIHUHQW� LQVWDQFHV� RI� FODVVHV� ¥� WKLV� LV� UHTXLUHG� IRU� VWURQJ
HQFDSVXODWLRQ�� LQ� RUGHU� WR� SUHYHQW� VKDULQJ� RI� VWDWLF� GDWD�� ,Q� DGGLWLRQ�� WR
UHGXFH� WKH� RYHUKHDG� RI� GLIIHUHQW� FODVV� LQVWDQFHV�� D� VLQJOH� VKDUHG� FODVV
PDQDJHU� LV� XVHG� WR� VHUYLFH� UHTXHVWV� IRU� EXQGOHV� WKDW�PD\� EH� VDIHO\� VKDUHG�
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7KHVH� PXVW� EH� H[SOLFLWO\� PDUNHG� DV� VKDUDEOH� �ZLWKLQ� WKH� PDQLIHVW��� DV
VKDULQJ�LV�D�SRWHQWLDO�VHFXULW\�ULVN�XQOHVV�WKH�FODVVHV�DUH�©FOXVWHU�DZDUHª�

 39.3.3 Local Classes

7KH� FODVV� UHSRVLWRU\� VFKHPH� GRHV� QRW� �DQG� FDQQRW�� FRPSOHWHO\� UHSODFH� WKH
V\VWHP� FODVV� ORDGHU�� )RU� H[DPSOH� WKH� FRGH� UHTXLUHG� WR� DFFHVV� WKH� FODVV
UHSRVLWRU\�PXVW� LWVHOI� EH� ORDGHG� VRPHKRZ��7\SLFDOO\�� WKH� -'.� DQG�)OH[L1HW
ZLOO� ERWK�EH� ORDGHG� IURP�WKH� V\VWHP�FODVV� SDWK��$V� WKH� FODVV�SDWK�ZLOO� YDU\
IURP�PDFKLQH�WR�PDFKLQH�� LW�ZRXOG�EH� LQDGYLVDEOH� WR�WUHDW� ORFDO�FODVVHV�DV�D
VSHFLDO�FDVH��DQG�LQVWHDG�HDFK�ORFDOO\�ORDGHG�FODVV�VKRXOG�EH�PDGH�DYDLODEOH�LQ
D� EXQGOH� RQ� WKH� FODVV� UHSRVLWRU\�� %XQGOHV� PD\� EH� PDUNHG� DV� ©VKDGRZDEOHª
PHDQLQJ� WKDW� �VRPH� RI�� WKHLU� FRQWHQWV� PD\� EH� DYDLODEOH� ORFDOO\�� )RU
VKDGRZDEOH� EXQGOHV�� WKH� ORFDO� FODVV� SDWK� LV� VHDUFKHG� ILUVW�� EHIRUH� WKH� FODVV
UHSRVLWRU\� LV� FRQWDFWHG��6KDGRZHG�EXQGOHV�PXVW�EH�VKDUDEOH� �DV�DOO� FOXVWHUV
FDQ�DFFHVV�WKH�V\VWHP�FODVV�ORDGHU���$�VHFRQGDU\�OLPLWDWLRQ�LV�WKDW�LW�PXVW�EH
SRVVLEOH� WR� GHWHUPLQH�ZKLFK� EXQGOH� D� ORFDOO\� ORDGHG� FODVV� UHDOO\� EHORQJV� WR�
7KLV� LQYROYHV� �DW� ZRUVW�� D� VHDUFK� RI� DOO� VKDGRZDEOH� EXQGOHV� LQ� WKH� FODVV
UHSRVLWRU\�� 6KDGRZDEOH� EXQGOHV� PXVW� WKHUHIRUH� FRQWDLQ� FODVVHV� ZLWK
XQDPELJXRXV� FODVV� QDPHV� ¥� RU� LW� ZRXOG� QRW� EH� SRVVLEOH� WR�ZRUN� RXW� ZKLFK
EXQGOH�FRQWDLQHG�WKH�DSSURSULDWH�FODVV�

$Q�H[DPSOH�VQDSVKRW�RI�D�-90�LV�VKRZQ� LQ�)LJXUH������+HUH�WKHUH�DUH� WZR
FOXVWHUV��$�DQG�%�HDFK�RI�ZKLFK�KDV�LWV�RZQ�&ODVV�0DQDJHU��7KH�FOXVWHUV�DUH
ERWK�VKDULQJ�FODVVHV�PDQDJHG�E\�WKH�VKDUHG�FODVV�PDQDJHU��,Q�WKH�H[DPSOH�
FOXVWHU� $� KDV� DFFHVV� WR� FODVVHV� $�%�&� IURP� EXQGOH� JDK�� FODVVHV�'�(�)� IURP
EXQGOH�FlexiNet�FODVVHV�*�DQG�+�IURP�EXQGOH�Lib�DQG�FODVVHV�,�DQG�-�IURP
EXQGOH�AppA��&OXVWHU�%�KDV�DFFHVV�WR�$�)�DQG�.�
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Figure 102 An Example use of Bundles Within a JVM



4-May-99 FlexiNet Architecture 236

,I� EXQGOH� AppA� RU�Lib� DOVR� FRQWDLQHG� D� FODVV� FDOOHG� .�� WKHQ� WKLV� ZRXOG� EH
ORDGHG�RQ�GHPDQG��DQG�ZRXOG�QRW�DIIHFW�WKH�H[HFXWLRQ�RI�&OXVWHU�%��6LPLODUO\�
LI� &OXVWHU�$�ZDV� SDVVHG� D� UHIHUHQFH� WR� D�GLIIHUHQW� FODVV� FDOOHG� ©+ª� WKHQ� WKLV
ZRXOG�QHFHVVDULO\�OLYH�LQ�D�GLIIHUHQW�EXQGOH��$ªV�FOXVWHU�PDQDJHU�ZRXOG�FUHDWH
D�EXQGOH�SUR[\��DQG�WKH�FODVV�ZRXOG�EH�ORDGHG�FRUUHFWO\��7KH�IDFW�WKDW�$�ZRXOG
EH�XVLQJ� WZR�GLIIHUHQW� FODVVHV�ZLWK� WKH� VDPH�QDPH� VHHPV� FRXQWHU�LQWXLWLYH�
EXW�LV�SHUIHFWO\�FRUUHFW�

(DFK� EXQGOH� LQ� WKH� H[DPSOH� FRQWDLQV� D� UHIHUHQFH� WR� RWKHU� EXQGOHV� WKDW� LW
LPSRUWV�� )RU� H[DPSOH�� WKH� GHILQLWLRQ� RI� FODVV�*�PLJKW� FRQWDLQ� UHIHUHQFHV� WR
FODVVHV�(�DQG�%�

 39.4 Engineering Details

 39.4.1 Class Serialisation

7KH�IROORZLQJ�LQIRUPDWLRQ�PXVW�EH�SDVVHG�WR�XQLTXHO\�LGHQWLI\�D�FODVV

• 7KH�LGHQWLW\�RI�WKH�EXQGOH�FRQWDLQLQJ�WKH�FODVV��7KLV�LV�D�VHFXUH�KDV�RI
WKH�EXQGOHªV�FRQWHQWV��0'���

• $Q�LGHQWLILHU�IRU� WKH�FODVV�ZLWKLQ�WKH�EXQGOH��7KH� IXOO\�TXDOLILHG�FODVV
QDPH� LV� XVHG� IRU� WKLV�� ,Q� DQ� HDUO\� LPSOHPHQWDWLRQ�� FODVVHV� ZLWKLQ� D
EXQGOH�ZHUH�VRUWHG��DQG�DQ�LQWHJHU�LGHQWLILHU�ZDV�XVHG��7KLV�DSSURDFK
ZDV�UHMHFWHG�EHFDXVH�RI�WKH�DGGLWLRQDO�FRPSOH[LW\�DQG�RYHUKHDG�FDXVHG
E\�PDSSLQJ�VKDGRZHG�FODVVHV�

,Q� RUGHU� WR� HQVXUH� WKDW� WKH� EXQGOH� FDQ� EH� ORFDWHG� E\� WKH� GHVWLQDWLRQ� KRVWªV
FODVV�UHSRVLWRU\�LW�LV�DOVR�QHFHVVDU\�WR�SDVV�ORFDWLRQ�LQIRUPDWLRQ��)RU�WKLV��WKH
85/�RI� WKH�EXQGOH� LV�SDVVHG�� ,W�XS� WR� �KXPDQ��PDQDJHPHQW� WR� HQVXUH� WKDW
WKH�EXQGOH�UHPDLQV�DYDLODEOH�DW�WKLV�85/�GXULQJ�WKH�LWV�OLIHWLPH�

7R�PLQLPLVH�WKH�DPRXQW�RI�LQIRUPDWLRQ�ZULWWHQ�ZKHQ�VHULDOLVLQJ�D�SDUWLFXODU
REMHFW�JUDSK�ZH�QRWH�WKH�IROORZLQJ�SRVVLELOLWLHV�IRU�RSWLPLVDWLRQ�

• $� JUDSK�ZLOO� W\SLFDOO\� FRQVLVW� RI�PDQ\� REMHFWV� RI� FODVVHV� LQ� WKH� VDPH
SDFNDJH

• $� ODUJH� JUDSK� ZLOO� W\SLFDOO\� FRQVLVWV� RI� PDQ\� REMHFWV� RI� FODVVHV� LQ
GLIIHUHQW�SDFNDJHV��EXW�ZLWKLQ�WKH�VDPH�EXQGOH

• $�ODUJH�JUDSK�ZLOO�W\SLFDOO\�FRQVLVW�RI�PDQ\�REMHFWV�RI�D�JLYHQ�FODVV�

7R� WDNH� DGYDQWDJH� RI� WKHVH� REVHUYDWLRQV�� WKH� FODVV� VHULDOLVHU� XVHV� WKUHH
GLFWLRQDULHV��RQH�IRU�SDFNDJH�QDPHV��RQH�IRU�EXQGOHV�DQG�RQH�IRU�FODVVHV��7KH
GLFWLRQDULHV�DUH�LQLWLDOO\�HPSW\��DQG�WKH�IROORZLQJ�DOJRULWKP�LV�XVHG�

• /RRNXS�WKH�FODVV�LQ�WKH�FODVV�GLFWLRQDU\��,I�LW�LV�SUHVHQW��ZULWH�WKH�LQGH[
DQG� H[LW�� LI� QRW� DGG� WR� WKH� HQG� RI� WKH� GLFWLRQDU\� DQG�ZULWH� WKH� FODVV
QDPH��XQTXDOLILHG��
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• /RRNXS�WKH�EXQGOH�LQ�WKH�EXQGOH�GLFWLRQDU\�� ,I� LW� LV�SUHVHQW��ZULWH�WKH
LQGH[�� LI� QRW� DGG� WR� WKH� HQG� RI� WKH� GLFWLRQDU\� DQG� ZULWH� WKH� EXQGOH
LGHQWLW\�DQG�85/�

• /RRNXS�WKH�SDFNDJH�QDPH� LQ�WKH�GLFWLRQDU\�� ,I� LW� LV�SUHVHQW��ZULWH� WKH
LQGH[�� LI� QRW� DGG� WR� WKH� HQG� RI� WKH� GLFWLRQDU\� DQG�ZULWH� WKH� SDFNDJH
QDPH�

7KH�'HVHULDOL]HU� FUHDWHG�DQ�DQDORJRXV� VHW�RI�GLFWLRQDULHV�� DQG�XVHV� WKHVH� WR
GHFRPSUHVV�FODVV�LQIRUPDWLRQ�DV�LW�GHVHULDOLVHV�LW�

 39.4.2 FlexiNet without Class Repositories

)OH[L1HW� FDQ� �DQG� E\� GHIDXOW� LV�� XVHG� ZLWKRXW� D� FODVV� UHSRVLWRU\�� 'XULQJ
UHPRWH�PHWKRG�LQYRFDWLRQ��WKH�EXQGOH�HDFK�FODVV�EHORQJ�WR�LV�VHW�WR�XQNQRZQ�
$OO�FODVVHV�DUH�ORDGHG�IURP�WKH�ORFDO�FODVV�SDWK��DQG�DPELJXRXV�FODVV�QDPLQJ
LV�QRW�DOORZHG��L�H��WKH�FODVV�SDWK�VKRXOG�QRW�FRQWDLQ�WZR�FODVVHV�RI�WKH�VDPH
QDPH��� ,W� LV� HQYLVDJHG� WKDW� WKLV� DUUDQJHPHQW� ZLOO� EH� XVHG� IRU� DSSOLFDWLRQ
GHYHORSPHQW��DQG�FODVV�UHSRVLWRULHV�ZLOO�RQO\�EH�XVHG�DW�GHSOR\PHQW�WLPH��,W�LV
SRVVLEOH�IRU�WZR�SURFHVVHV�WR�FRPPXQLFDWH�LI�RQH�XVHV�D�FODVV�UHSRVLWRU\�DQG
WKH�RWKHU�GRHV�QRW��EXW�LQ�JHQHUDO��WKLV�LV�WR�EH�DYRLGHG�

 39.4.3 Class.forName

7KH� XVH� RI� FODVV� UHSRVLWRULHV� LV�� IRU� WKH� PRVW� SDUW�� WUDQVSDUHQW� WR� WKH
DSSOLFDWLRQ�SURJUDPPHU��7KHUH�LV�KRZHYHU��DQ�LVVXH�ZLWK�XQUHVWULFWHG�XVH�RI
Class.forName��7KLV�ZLOO�DWWHPSW�WR�ORDG�D�FODVV�IURP�RQH�RI�WZR�ORFDWLRQV�
WKH�FODVV�ORDGHU�XVHG�WR�ORDG�WKH�FDOOLQJ�FODVV��DQG�WKH�V\VWHP�FODVV�ORDGHU��,Q
DSSOLFDWLRQV� WKDW� PDNH� XVH� RI� PDQ\� FODVV� ORDGHUV� �IRU� H[DPSOH� LI� PDQ\
EXQGOHV� DUH� XVHG�� WKHQ� LW� PLJKW� EH� QHFHVVDU\� WR� ORDG� QDPHG� FODVVHV� IURP
RWKHU� ORFDWLRQV��7KLV� LVVXH�ZLOO� RFFXU� LQ� DQ\� V\VWHP�PDNLQJ�XVH� RI�PXOWLSOH
FODVV�ORDGHUV��DQG�LV�QRW�)OH[L1HW�VSHFLILF��7KH�IROORZLQJ�FRGH�IUDJPHQW�LV�DQ
HQKDQFHG�YHUVLRQ�RI�Class.forName�WKDW�ZLOO�DOORZ�FODVVHV�WR�EH�ORDGHG�IURP
WKH� VDPH� ORFDWLRQ� DV� DQ\� H[LVWLQJ� FODVV� RU� REMHFW��1RWH� WKDW� LQ� -'.� ����� DQ
HTXLYDOHQW�PHWKRG�LV�SURYLGHG�LQ�FODVV�Class�

 static Class Class_forName(Object context,String name)
                             throws ClassNotFoundException
 {
   Class c;
   if(context instanceof Class)
     c = (Class) context;
   else
     c = context.getClass();
 
   ClassLoader l = c.getClassLoader();
 
   if(l==null)
     return class.forName(name);
   else
     return l.loadClass(name);
 }
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 39.4.4 ClassLoader Resources

,Q�-'.������LW�LV�SRVVLEOH�IRU�DQ�DSSOLFDWLRQ�WR�VWRUH�UHVRXUFHV�VXFK�DV�LPDJHV
RU�VDPSOHV�WRJHWKHU�ZLWK�FODVV�ILOHV��7KHVH�PD\�WKHQ�EH�DFFHVVHG�YLD

�������URL ClassLoader.getSystemResource(…)
DQG
   URL ClassLoader.getResource(…)

7KH�FODVV�UHSRVLWRU\�LPSOHPHQWV�WKLV�LQWHUIDFH�E\�DFWLQJ�DV�DQ�http �VHUYHU�IRU
WKHVH� UHVRXUFHV� �DV� UHVRXUFHV� DUH� ORDGHG� YLD� 85/V��� 7KLV� LPSOHPHQWDWLRQ
FKRLFH� LV� OHVV� HIILFLHQW� WKDQ� D� )OH[L1HW� EDVHG� SURWRFRO�� KRZHYHU� LW� ZDV
XQDYRLGDEOH� DV� getSystemResource � DQG� getResource UHWXUQ� 85/V�� ,W
VKRXOG�EH�QRWHG� WKDW� DV�http � LV� XVHG� WR� FRPPXQLFDWH�ZLWK� WKH� �ORFDO�� FODVV
UHSRVLWRU\�ZKHQ�ORDGLQJ�UHVRXUFHV�� WKLV�PD\�EH� OHVV�VHFXUH�WKDW� WKH�SURWRFRO
XVHG�WR�ORDG�FODVVHV�

 39.5 Bundle Integrity

7KH�VFKHPH� IRU� LGHQWLI\LQJ�EXQGOHV�EHHQ�GHVLJQHG� WR�HQVXUH�WKDW� WKH�ZURQJ
EXQGOH�FDQQRW�EH�DFFLGHQWDOO\�XVHG��7KLV�FRYHUV�PLVQDPHG�EXQGOHV��FRUUXSWHG
EXQGOHV��RU�WKRVH�WKDW�KDYH�EHHQ�PDOLFLRXVO\�PRGLILHG��HLWKHU�RQ�WKH�RULJLQDO
ZHE�VHUYHU�� RU� GXULQJ� FRPPXQLFDWLRQV��� 7KH� LQWHJULW\� VFKHPH� UHOLHV� RQ� WKH
XVH�RI�WKH�EXQGOHªV�VHFXUH�KDVK�FRGH�DV�DQ�LGHQWLILHU�IRU�LW��,W�LV�LOOXVWUDWHG�LQ
)LJXUH�����

Class
Repository

Client
Class

Manager

Web Server

load(X URLa ida)

load(URLa ida)

URLa

?#(Jara) == ida

Jara b

A.id = ida
A.url = URLa
A.imports = {IDb}

loadClass
(X,ida)

class X
X=IDa.X

load(Q, URLb, idb)

b Y,Q

?#(Jarb) == idb

ida = #(contents)
imports = (URLb,IDb)
class X
class Y
class Z

URLa

URLb

idb = #(contents)
imports = {}
class Q
class W
class  E

è

�

�

�

�

ò
õ
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Figure 103 Secure Class Loading
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8QGHU� QRUPDO� XVH�� WKH� ORDGLQJ� RI� FODVVHV� SURFHHGV� DV� LOOXVWUDWHG� LQ� )LJXUH
�����:H�ZLOO�ZDON�WKURXJK�WKLV�LQ�VWDJHV�

�� )LUVW�� D� FOLHQW� FODVV� PDQDJHU� LV� UHTXHVWHG� WR� ORDG� D� FODVV�� 7KUHH
SDUDPHWHUV�DUH�VXSSOLHG��WKH�QDPH�RI�WKH�FODVV��X���WKH�85/�RI�WKH�EXQGOH
FRQWDLQLQJ�WKH�FODVV��URLa��DQG�WKH�XQLTXH�LGHQWLILHU�IRU�WKH�EXQGOH��ida�

Client
Class

Manager
load(X URLa ida)è

�� $V� WKH� FODVV� LV� QRW� DOUHDG\� ORDGHG�� WKH� &ODVV�0DQDJHU� ILUVW� DWWHPSWV� WR
ORDG� D� UHFRUG� UHSUHVHQWLQJ� WKH� EXQGOH� IURP� WKH� FOLHQWªV� ORFDO� FODVV
UHSRVLWRU\�� :H� ZLOO� DVVXPH� WKDW� DOO� FRPPXQLFDWLRQ� ZLWK� WKH� FODVV
UHSRVLWRU\� LV� DXWKHQWLFDWHG�� 8VXDOO\� WKH� FODVV� UHSRVLWRU\� DQG� FOLHQW� DUH
ZLWKLQ� D� ILUHZDOO�� UHPRYLQJ� WKH� QHHG� IRU� IXUWKHU� PHFKDQLVPV�� EXW� LQ
JHQHUDO��DQ�DUELWUDU\�WHFKQLTXH�FDQ�EH�XVHG�WR� LQVXUH�WKH�DXWKHQWLFLW\�RI
LQIRUPDWLRQ�WUDQVIHUUHG�DFURVV� WKLV� OLQN�� �1RWH��7KLV� LV�D� VWDQGDUG�)OH[L�
1HW� UHPRWH� PHWKRG� LQYRFDWLRQ�� VR� PD\� EH� VHFXUHG� E\� XVLQJ� D� VHFXUH
)OH[L1HW�SURWRFRO��

Class
Repository

Client
Class

Manager

load(URLa ida)
�

�� :H�ZLOO�DVVXPH�WKH�FODVV�UHSRVLWRU\�GRHV�QRW�DOUHDG\�KDYH�WKH�FODVV��LI�LW
GRHV��VNLS�WR�VWDJH�����7KH�FODVV�UHSRVLWRU\�GRZQORDGV�WKH�EXQGOH�IURP�WKH
VSHFLILHG�85/�XVLQJ��LQVHFXUH��http�

Class
Repository

Web Server

URLa Jara

ida = #(contents)
imports = (URLb,IDb)
class X
class Y
class Z

URLa

�



4-May-99 FlexiNet Architecture 240

�� 2QFH� GRZQORDGHG�� D� VHFXUH� KDVK� RI� WKH� EXQGOH� LV� FUHDWHG�� DQG� FKHFNHG
DJDLQVW�WKH�LGHQWLILHU�VXSSOLHG�E\�WKH�FOLHQW��7KLV�HQVXUHV�WKDW�WKH�EXQGOH
ZDV�QRW�WDPSHUHG�ZLWK�GXULQJ�GRZQORDG�

Class
Repository

?#(Jara) == ida

�

�� 7KH�FODVV�UHSRVLWRU\�H[DPLQHV�WKH�EXQGOH�DQG�GRZQORDGV�DQG�YHULILHV�WKH
WUDQVLWLYH�FORVXUH�RI�DOO�LPSRUWHG�EXQGOHV�LQ�D�VLPLODU�PDQQHU���1RWH��7KH
UHSRVLWRU\� PD\� KDYH� DOUHDG\� GRZQORDGHG� VRPH� RI� WKHVH� ZKHQ� VHUYLFLQJ
RWKHU�UHTXHVWV��

URLb

idb = #(contents)
imports = {}
class Q
class W
class  E

Class
Repository

Web Server

b

?#(Jarb) == idb

�

�� 7KH�FODVV� UHSRVLWRU\�VXSSOLHV� WKH�RULJLQDO�FOLHQW�ZLWK�D�PHWD�GDWD�UHFRUG
IRU�WKH�EXQGOH��7KLV�LQFOXGHV�WKH�LGHQWLW\�RI�DOO�LPSRUWHG�EXQGOHV��EXW�QRW
WKHLU�85/V��WKLV�ZLOO�EH�REWDLQHG�ODWHU��

Class
Repository

Client
Class

Manager

A.id = ida
A.url = URLa
A.imports = {IDb}

ò
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�� 7KH� FOLHQW� REWDLQV� PHWD�GDWD� UHFRUGV� IRU� WKH� WUDQVLWLYH� FORVXUH� RI� WKH
LPSRUWHG� EXQGOHV� �DJDLQ�� VRPH�PD\� KDYH� DOUHDG\� EHHQ� ORDGHG� IRU� RWKHU
UHDVRQV���1RWH�WKDW�WKH�FOLHQW�PD\�ORDG�WKHVH�XVLQJ�RQO\�WKHLU�LGHQWLILHUV�¥
WKH�85/V�DUH�QRW�UHTXLUHG�DV�WKH�&ODVV�5HSRVLWRU\�KDV�DOUHDG\�ORDGHG�WKH
EXQGOHV�

Class
Repository

Client
Class

Manager

b
ó

�� 7KH�FOLHQW�LV�QRZ�DEOH�WR�ORDG�FODVVHV��RQH�DW�D�WLPH�DV�UHTXLUHG��IURP�WKH
FODVV�UHSRVLWRU\�

�� )RU� HDFK� FODVV� ORDGHG�� WKH� UHSRVLWRU\� LQIRUPV� WKH� FOLHQW� RI� WKH� DFWXDO
EXQGOH� LW� FDPH� IURP� �LW� PD\� EH� D� EXQGOH� LPSRUWHG� IURP� WKH� UHTXHVWHG
EXQGOH���7KLV�HQVXUHV�WKDW�WKH�FOLHQW�FDQ�PDQDJH�FODVVHV�DQG�VKDUH�WKHP
ZKHQ� DSSURSULDWH�� ,W� DOVR� HQVXUH� WKDW� WKH� FOLHQW� KDV� WKH (BundleID,
URL, ClassName) WXSOH�IRU�HDFK�ORDGHG�FODVV�

Class
Repository

Client
Class

Manager

loadClass
(X,ida)

class X
X=IDa.X

Y,Q

õ ö

��� ,I�WKH�FOLHQW�UHTXHVWV�D�VXEVHTXHQW�FOLHQW�WR�ORDG�D�FODVV��LW�FDQ�VXSSO\�DOO
WKH�QHFHVVDU\�LQIRUPDWLRQ�

Client
Class

Manager
load(Q, URLb, idb)ú
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 39.6 Discussion

,W� LV�QRW�SRVVLEOH� IRU�DQ�DJJUHVVRU� WR� UHSODFH� D� UHDO� FODVV� RU� EXQGOH�ZLWK� DQ
DOWHUQDWLYH��ZLWKRXW�ILUVW�FRPSURPLVLQJ�WKH�FOLHQW�RU�FODVV�UHSRVLWRU\��,W�LV�QRW
VXIILFLHQW� WR� VXEYHUW� WKH� ZHE� VHUYHU� RU� WKH� ZHE� VHUYHU� WR� UHSRVLWRU\
FRPPXQLFDWLRQ�

:H�DVVXPH�WKDW�WKH�RULJLQDO�UHTXHVW�WR�WKH�FOLHQW�WR�ORDG�D�FODVV�LV�DXWKHQWLF
DQG�WKH�FOLHQW�GHFLGHG�WR�DJUHH�WR�WKH�UHTXHVW��,Q�SUDFWLFH��WKH�FOLHQW�PD\�DVN
IRU� DGGLWLRQDO� PHWD�LQIRUPDWLRQ� IURP� WKH� UHSRVLWRU\�� VXFK� DV� FHUWLILFDWHV
UHODWLQJ�WR�WKH�EXQGOHªV�DXWKRUVKLS��,Q�WKLV�FDVH�� LW� LV�WKH�UHSRVLWRU\��QRW�WKH
FOLHQW��ZKLFK�SHUIRUPV�FU\SWRJUDSKLF�FKHFNV�RQ�VXSSOLHG�FHUWLILFDWHV��EXW�WKH
FOLHQW�LQWHUSUHWV�WKHVH�FHUWLILFDWHV��DQG�KDV�WKH�RSWLRQ�QRW�WR�ORDG�D�FODVV��7KLV
UHPRYHV� WKH� EXUGHQ� RI� FU\SWRJUDSKLF� SURFHVVLQJ� IURP� WKH� FOLHQW�� ZKLFK� LV
LPSRUWDQW�LI�WKH�FOLHQW�KDV�OLPLWHG�UHVRXUFHV��,W�DOVR�DOORZV�RUJDQLVDWLRQ�ZLGH
SROLF\�WR�EH�HQIRUFHG�DW�WKH�&ODVV�5HSRVLWRU\�¥�IRU�H[DPSOH�WKH�UHSRVLWRU\�PD\
GLVDOORZ�WKH�XVH�RI�FHUWDLQ�FODVVHV�

,Q�JHQHUDO��WKH�FODVV�UHSRVLWRU\�LV�VKDUHG�EHWZHHQ�PDQ\�FOLHQWV��DQG�FDFKLQJ
LQ�WKH�FOLHQW�DQG�UHSRVLWRU\�ZLOO�UHGXFH�WKH�DPRXQW�RI�FRPPXQLFDWLRQ�

 39.7 Special Cases

,Q�VRPH�VSHFLDO�FLUFXPVWDQFHV�� WKH� FODVV� UHSRVLWRU\�PD\�EH�XVHG� WR� VHFXUHO\
ORDG�FODVVHV��HYHQ�LI�WKH�VHFXUH�LGHQWLW\�RI�WKH�FRQWDLQLQJ�EXQGOH�LV�QRW�NQRZQ�
7KLV�LV�SDUWLFXODUO\�XVHIXO�ZKHQ�ERRWVWUDSSLQJ�IURP�D�FRPPDQG�OLQH��RU�ZKHQ
EULGJLQJ�WR�OHVV�VHFXUH�WHFKQRORJ\�

 39.7.1 Special Case 1

7KH�V\VWHP�UHPDLQV�VHFXUH�LI�WKH�LQLWLDO�©ORDG&ODVVª�UHTXHVW�WR�WKH�FOLHQW�GRHV
QRW�FRQWDLQ�D�EXQGOH�,'�LI�WKH�IROORZLQJ�DVVXPSWLRQV�KROG

• 7KH�&ODVV� 5HSRVLWRU\� KDV� SUHYLRXVO\� ORDGHG� DQG� YDOLGDWHG� WKH� -DU� DW
WKH�QDPHG�85/��DQG�WKH�FRQWHQWV�RI�WKH�85/�KDYH�QRW�FKDQJHG

RU

• 7KH� &ODVV� 5HSRVLWRU\� FDQ� VHFXUHO\� ORDG� WKH� -DU� DW� WKH� QDPHG� 85/
ZLWKRXW�WKH�QHHG�WR�YDOLGDWH�LW�

7KHVH� FLUFXPVWDQFHV� DUH� OLNHO\� WR� DULVH� LI� WKH� FOLHQW� LV� UHTXHVWHG� WR� ORDG� D
©ORFDOª�DSSOLFDWLRQ�ZKLFK�H[LVWV�RQ�DQ� LQWUD�QHW�ZHE�VHUYHU�� RU� WKDW�KDV�EHHQ
SHUPDQHQWO\�LQVWDOOHG�RQ�WKH�FODVV�UHSRVLWRU\��UDWKHU�WKDQ�MXVW�FDFKHG���,W�LV�D
XVHIXO� VSHFLDO� FDVH�� DV� LW� DOORZV� VLPSOH� FRPPDQG� OLQH� XVH� RI� WKH� FODVV
UHSRVLWRU\��H�J��Java CRHarness File://MyProg.jar main��

7KH� FODVV� UHSRVLWRU\� FDQ� EH� FRQILJXUHG� WR� DOORZ� WKLV� VSHFLDO� FDVH�� EXW� WR
GLVDOORZ�XVH�RI�D�85/�ZLWKRXW�,'�ZKHQ�WKLV�ZRXOG�EH�LQVHFXUH�
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 39.7.2 Special Case 2

,I�D�VWDQGDUG�-DU�LV�ORDGHG�XVLQJ�WKLV�V\VWHP��WKHQ�LW�ZLOO�FRQWDLQ�WKH�85/V�RI
LPSRUWHG� -DUªV� EXW� QRW� WKHLU� LGHQWLWLHV�� 7KLV� LV� EHFDXVH� WKH� -'.���� ©-DU
H[WHQVLRQVª� PDNHV� QR� SURYLVLRQ� IRU� VHFXULQJ� LPSRUWHG� MDUV�� :H� HPSOR\� D
VSHFLDO�WRRO�WR�©VHDOª�D�MDU�E\�DGGLQJ�VHFXULW\�LQIRUPDWLRQ�DERXW�LPSRUWHG�MDUV
WR�WKH�MDUªV�0HWD�GLUHFWRU\��7KLV�LV�EDFNZDUG�FRPSDWLEOH�ZLWK�VWDQGDUG�MDUV�

�,I�WKH�V\VWHP�LV�XVHG�ZLWK�VXFK� ©LQVHFXUHª� MDUV�� WKHQ� LW�ZLOO� UHPDLQ�VHFXUH�LI
WKH�IROORZLQJ�DVVXPSWLRQV�KROG

• -DUV� ORDGHG� LQ� WKLV�ZD\� KDYH� QR� LPSRUWV� WKDW� KDYH� QRW� DOUHDG\� EHHQ
ORDGHG�LQWR�WKH�FODVV�UHSRVLWRU\��DQG�WKH�MDUV�DW�WKH�LPSRUW�85/V�KDYH
QRW�FKDQJHG�VLQFH�WKH\�ZHUH�ORDGHG�LQWR�WKH�UHSRVLWRU\

RU

• 7KH� FODVV� UHSRVLWRU\� FDQ� VHFXUHO\� ORDG� WKH� -DU� DW� WKH� QDPHG� 85/
ZLWKRXW�WKH�QHHG�WR�YDOLGDWH�LW�

7KH�FODVV�UHSRVLWRU\�FDQ�EH�FRQILJXUHG�WR�UHMHFW�LQVHFXUH�MDUV�IRU�ZKLFK�WKHVH
DVVXPSWLRQV�GR�QRW�KROG�

1RWH��7KH�&ODVV�5HSRVLWRU\�LPSOHPHQWDWLRQ�LV�FRPSOHWH�H[FHSW�WKDW�LW�GRHV�QRW
UHDG�EXQGOH�LGHQWLWLHV�IURP�0DQLIHVW�LPSRUW�VWDWHPHQWV��,Q�DGGLWLRQ��WKH�VHDO
WRRO�KDV�QRW�\HW�EHHQ�ZULWWHQ�
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 40 TRIVIAL TRADER

 40.1 Introduction

7KH� 7ULYLDO� 7UDGHU� LV� D� QDPH� VHUYHU� XVHG� E\� )OH[L1HW� DSSOLFDWLRQV� DQG
VHUYLFHV�WR�ORFDWH�HDFK�RWKHU��6HUYLFHV�PD\�SXEOLVK�DQ�LQWHUIDFH�E\�HQWHULQJ�D
UHFRUG�LQWR�WKH�WUDGHU�JLYLQJ�D�WH[WXDO�QDPH�IRU�WKH�VHUYLFH��DQG�D�UHIHUHQFH�WR
WKH�H[SRUWHG�LQWHUIDFH�LPSOHPHQWLQJ�WKH�VHUYLFH��&OLHQWV�PD\�WKHQ�TXHU\�WKH
WUDGHU�DQG�REWDLQ�UHIHUHQFHV�WR�VHUYLFHV�

,W� LV� LPSRUWDQW� WR� QRWH� WKDW� WKH� WUDGHU� LV� QRW� DQ� LQWHJUDO� SDUW� RI� )OH[L1HW�
6HUYLFHV�PD\�SXEOLVK�LQWHUIDFHV�E\�RWKHU�PHDQV��VXFK�DV�E\�SDVVLQJ�WKHP�WR�D
WKLUG� SDUW\� VHUYLFH�� RU� HYHQ� E\� RXWSXWWLQJ� D� VWULQJLILHG� IRUP� RI� D� )OH[L1HW
QDPH�WR�WKH�VFUHHQ��DOWKRXJK�WKH�ODWWHU�FDVH�LV�WR�EH�DYRLGHG���7KH�WUDGHU�LV�
KRZHYHU��D� FRPPRQO\�XVHG�VHUYLFH�� ,Q�SDUWLFXODU�� WKH�VWDWLF� FODVV�FlexiNet
PD\�EH�XVHG�WR�REWDLQ�D�UHIHUHQFH�WR�WKH�WUDGHU��7KLV�LV�REWDLQHG�E\�SDUVLQJ�D
-DYD�V\VWHP�SURSHUW\��ZKLFK�LV�VXSSOLHG�DV�D�FRPPDQG� OLQH�DUJXPHQW�RU�E\
RWKHU�PHDQV�

 40.2 Naïve Design

7KH�FXUUHQW�WUDGHU�LPSOHPHQWDWLRQ�LV�H[WUHPHO\�WULYLDO��,W�PDLQWDLQV�D�VLPSOH
GLFWLRQDU\�RI� �VHUYLFH�QDPH�� LQWHUIDFH��SDLUV�� ,W� LV�QRW�SHUVLVWHQW��QRW�GRHV� LW
SHUIRUP�DFFHVV�FRQWURO��,Q�SDUWLFXODU�DQ\�FOLHQW�PD\�DGG��GHOHWH�RU�RYHUZULWH
HQWULHV� ZLWKLQ� WKH� WUDGHU�� )RU� WKHVH� UHDVRQV�� DQG� WKH� IDFW� WKDW� FRPSOH[
TXHULHV� DUH� QRW� VXSSRUWHG�� WKH� WUDGHU� LV� FDOOHG� WKH� WULYLDO� WUDGHU�� )RU� DQ\
VLJQLILFDQW�XVH�RI�)OH[L1HW��WKLV�ZRXOG�KDYH�WR�EH�UHSODFHG�ZLWK�D�PRUH�UREXVW
DQG�FRPSUHKHQVLYH�VHUYLFH�

7KHUH�DUH�WZR�VXEWOHWLHV�ZLWK�WKH�WUDGHU�GHVLJQ�

• 7KH�WUDGHU�LV�DEOH�WR�UHVWDUW�DW�D�SUHYLRXV��ZHOO�NQRZQ��DGGUHVV��,W�GRHV
WKLV� E\� H[SOLFLWO\� LQLWLDOLVLQJ� WKH� FNetTest� WHVW� EHQFK� ZLWK� D
VWULQJLILHG�)OH[L1HW�QDPH�

• 7KH�WUDGHU�DFWXDOO\�VWRUHV�E\WH�DUUD\V�UDWKHU�WKDQ�LQWHUIDFHV��7KLV�LV�WR
RYHUFRPH�YDULRXV�VHFXULW\�DQG�VFDOLQJ�LVVXHV�GHVFULEHG�LQ�WKH�IROORZLQJ
VHFWLRQ��7KLV�VXEWOHW\�LV�KLGGHQ�E\�WKH�XVH�RI�D�VPDUW�SUR[\�WR�DFFHVV
WKH�WUDGHU�
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 40.3 Scaling Issues

7KH�7UDGHU�LV�D�JHQHUDO�SXUSRVH�VHUYLFH��DQG�LV�H[SHFWHG�WR�EH�XVHG�WR�VWRUH�D
ODUJH�QXPEHU�RI�LQWHUIDFH�IURP�D�YDULHW\�RI�GLIIHUHQW�VHUYLFHV��,I�LPSOHPHQWHG
QDwYHO\� WKLV� ZRXOG� OHDG� WR� WKH� WUDGH� KDYLQJ� WR� ORDG� DQG� UHVROYHU� D� ODUJH
QXPEHU� RI� GLIIHUHQW� LQWHUIDFH� FODVVHV�� 7KLV� ZRXOG� KDYH� WKH� IROORZLQJ
XQZDQWHG�VLGH�HIIHFWV�

• 7KH� WUDGHU� ZRXOG� KDYH� WR� JHQHUDWH� VWXEV� IRU� D� ODUJH� QXPEHU� RI
LQWHUIDFHV�� GHVSLWH� WKH� IDFW� WKDW� LW� ZRXOG� QHYHU� DFWXDOO\� XVH� WKHVH
VWXEV�

• 7KH�WUDGHU�ZRXOG�KDYH�WR�ORDG�D�ODUJH�QXPEHU�RI�LQWHUIDFHV�FODVVHV��DQG
D�ODUJH�QXPEHU�RI��REMHFW��FODVVHV�LPSRUWHG�E\�WKHVH�LQWHUIDFH�FODVVHV�
7KLV�ZRXOG� OHDG� WR� EORDW�� DQG� VHFXULW\� LVVXHV� LI� WKH� FODVVHV�ZHUH� QRW
WUXVWHG�

• 7KH� WUDGHU� ZRXOG� KDYH� WR� ORDG� DQG� UHVROYH� D� QXPEHU� RI� QDPHV� WKDW
UHSUHVHQWHG� 6PDUW� 3UR[LHV� �LI� D� VWRUHG� LQWHUIDFH� H[SORLWHG� 6PDUW
3UR[LHV�

• 7KH�WUDGHU�ZRXOG�KDYH�WR�VXSSRUW�D�ODUJH�QXPEHU�RI�SURWRFROV��RQH�IRU
HDFK� SURWRFRO� XVHG� E\� D� QDPH� VWRUHG� LQ� WKH� WUDGHU�� HYHQ� LI
FRPPXQLFDWLRQ�ZLWK�WKH�WUDGHU�LWVHOI�ZDV�DOZD\V�PDGH�XVLQJ�WKH�VDPH
SURWRFRO�

7KHVH�LVVXHV�FDQ��DQG�DUH��DOO�DYRLGHG�E\�XVLQJ�D�6PDUW�3UR[\�WR�DFFHVV�WKH
WUDGHU��7KLV�VHULDOLVHV�DQG�GHVHULDOLVHV�LQWHUIDFH�UHIHUHQFHV�LQWR�D�E\WH�DUUD\�
7KH� WUDGHU� LWVHOI� WKHUHIRUH�RQO\�KDV� WR� VWRUH�XQW\SHG�GDWD��$V� WKH� FOLHQWV� RI
WKH�WUDGHU�ZKR�ZLVK�WR�XVH�DQ�LQWHUIDFH�DOUHDG\�KDYH�WR�ORDG�DQG�UHVROYH�WKH
LQWHUIDFH� DQG� UHODWHG� VWXEV� DQG� SURWRFROV�� WKLV� LQWURGXFHV� QR� VLJQLILFDQW
RYHUKHDG�

 40.4 Trader Proxy

7KH� WUDGHU� SUR[\� LV� D� VPDUW� SUR[\� WKDW� SHUIRUPV� VHULDOLVDWLRQ� DQG
GHVHULDOLVDWLRQ��7R�GR�WKLV��LW�PXVW�REWDLQ�D�UHIHUHQFH�WR�©%LQGHU�7RSª��VR�WKDW
QDPHV� FDQ� EH� JHQHUDWHG�UHVROYHG� DV� UHTXLUHG�� 7KLV� LV� REWDLQHG� IURP� WKH
ELQGLQJ� FRQWH[W� VWRUHG� LQ� WKH� SmartChoice� ELQGHU�� GXULQJ� UHVROXWLRQ�� $Q
RYHUYLHZ�RI�WKH�SUR[\�LV�JLYHQ�LQ�)LJXUH������1RWH�WKDW�FOLHQWV�RI�WKH�WUDGHU�GR
QRW�QHHG�WR�EH�DZDUH�WKDW�WKH\�DUH�XVLQJ�D�SUR[\�
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 class  TraderProxy extends SmartProxy implements FNetTrader
 {
   public Trader trader;
   ...
 
   // called during resolution of the SmartProxy
   protected void init(BinderDB ctxt)
   {
     binderTop = ctxt.getBinderTop();
     ...
   }
 
   public void put(String name,Object obj,Class cls)
   {
     // Create a byte array & serializer
     ByteArrayOutputStream ba = new ByteArrayOutputStream();
     Serializer s = getSerializer(new DataOutputStream(ba));
     // write the interface to the byte array
     s.writeObject(FlexiNet.tag(obj,cls),Iface.class);
     // put the byte array into the trader
     trader.put(name, ba.toByteArray());
   }
 
   public Object get(String name)
   {
     // get the byte array from the trader
     byte[] data = trader.get(name);
     // create a deserializer
     ByteArrayInputStream s = new ByteArrayInputStream(data);
     DeSerializer d =getDeSerializer(new DataInputStream(s));
     // read from the byte array
     return (Proxy) d.readObject(Iface.class);
   }
 }

Figure 104 A Simplified Trader Proxy

 40.5 Discussion

7KH� WUDGHU� LV� ERWK� WULYLDO� DQG� FRPSOH[��$V� D� WUDGHU�� LW� LV� H[WUHPHO\� VLPSOH�
DQG� GRHV� QRW� KDYH� WKH� IHDWXUH� VHW� WKDW� PLJKW� EH� H[SHFWHG� RI� D� IXOO� WUDGHU�
+RZHYHU��DV�D�GLVWULEXWHG�VHUYLFH��LW�KDV�EHHQ�GHVLJQHG�WR�VFDOH��7KH�XVH�RI�D
SUR[\�DOORZV�WKLV�VFDOLQJ�ZLWKRXW�UHFRXUVH�WR� ©VSHFLDO�WHFKQLTXHVª��7KH�WUDGHU
LV� D� VWDQGDUG�)OH[L1HW� SURJUDP�� DQG� DV� VXFK�� FDQ� HDVLO\� EH� UHSODFHG� E\� DQ
DSSOLFDWLRQ�VSHFLILF�WUDGHU�
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PART EIGHT:
 API AND EXAMPLES
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 41 BASIC API

 41.1 Introduction

7KH�FRPSXWDWLRQDO�$3,�IRU�)OH[L1HW�LV�H[WUHPHO\�VPDOO��7KLV�LV�DV�VKRXOG�EH�
DV� WKH�PDLQ�SXUSRVH� RI� WKH�)OH[L1HW� IUDPHZRUN� LV� WR� SURYLGH� WUDQVSDUHQF\�
2QFH�D�SURJUDPPHU�KDV�D�UHIHUHQFH�WR�D�UHPRWH�VHUYLFH��WKH\�PD\�XVH�LW��PRUH
RU� OHVV�� DV� LI� LW� ZHUH� D� ORFDO� UHIHUHQFH�� 7KH� )OH[L1HW� FRPSXWDWLRQDO� $3,� LV
WKHUHIRUH� RQO\� FRQFHUQHG�ZLWK� WKH� VPDOO� QXPEHU� RI� DVSHFWV� RI� WKH� UHIHUHQFH
WKDW�FDQQRW�EH�PDGH�FRPSOHWHO\�WUDQVSDUHQW�WR�WKH�SURJUDPPHU�

)RU� D� SDUWLFXODU� )OH[L1HW� FRPSRQHQW�� SURWRFRO� RU� ELQGHU�� WKHUH� PD\� EH
DGGLWLRQDO� $3,V� WR� FRQWURO� FRQILJXUDEOH� DVSHFWV� RI� WKDW� FRPSRQHQW�� )RU
H[DPSOH��GHILQLQJ�VHFXULW\�SROLF\�IRU�VHFXUH�ELQGLQJV��FUHDWLQJ�DQG�PDQDJLQJ
FOXVWHUV� LQ� D� FOXVWHU� EDVHG� V\VWHP� RU� VHWWLQJ� ELQGHU� VSHFLILF� 4R6�� 7KHVH
DVSHFWV�KDYH�EHHQ�GLVFXVVHG�LQ�WKH�UHOHYDQW�FKDSWHUV�

,Q�DGGLWLRQ�WR�WKH�©SURJUDPPHU�$3,ª��WKH�ELQGHUV�DQG�SURWRFROV�DYDLODEOH�WR�D
SDUWLFXODU�SURFHVV�PD\�EH�FRQILJXUHG�XVLQJ�WKH� ©7HVWEHQFKª� LQWHUIDFH��7KLV� LV
GHVFULEHG�LQ�FKDSWHU����

 41.2 FlexiNet Initialisation

7KH� WUDGHU� �FXUUHQWO\� WKH� WULYLDO� WUDGHU�� LV� XVHG� DV� D� ERRWVWUDSSLQJ
PHFKDQLVP� IRU� )OH[L1HW� DSSOLFDWLRQV�� $� SURJUDP� PD\� WULYLDOO\� REWDLQ� D
UHIHUHQFH�WR�WKH�WUDGHU��DQG�PD\�WKHQ�XVH�WKLV�UHIHUHQFH�WR�GLVFRYHU�UHIHUHQFHV
WR� RWKHU� VHUYLFHV�� RU� WR� SXEOLVK� LWV� RZQ� VHUYLFH�� 7KLV� LV� WKH� RQO\� )OH[L1HW�
VSHFLILF�FDOO�LQ�WKH�PDMRULW\�RI�DSSOLFDWLRQ�FRGH�

$�UHIHUHQFH�WR�D�WUDGHU�PD\�EH�REWDLQHG�XVLQJ�WKH�IROORZLQJ�FDOO
 
 FNetTrader trader = FlexiNet.getTrader();

1RWH�� ,Q� D� FOXVWHU� HQYLURQPHQW�� VWDWLF� PHWKRGV� VKRXOG� QRW� EH� XVHG� IURP
ZLWKLQ�FOXVWHUV��DQG�WKLV�FDOO�VKRXOG�RQO\�EH�PDGH�IURP�WKH�LQLWLDO��QXFOHXV�
FDSVXOH��7KLV�PD\�WKHQ�SDVV�WKH�UHIHUHQFH�LQWR�RWKHU�FOXVWHUV�LI�UHTXLUHG��,I
D�FOXVWHU�VHFXULW\�PDQDJHU�LW�XVHG��WKLV�VKRXOG�EH�HQIRUFHG�

7KH�LQWHUIDFH�WR�WKH�WUDGHU�LV�JLYHQ�LQ�)LJXUH�����



4-May-99 FlexiNet Architecture 249

 public interface FNetTrader
 {
   // Add an interface to the trader.
    // name - A textual name for the interface
   // obj  - The object which implements the interface
   // cls  - The class of the interface
   public void put(String name,Object obj,Class cls);
 
   // Add the first interface implemented by an object
   // to the trader. (first as defined by Java spec.)
   public void put(String name,Object obj);
 
   // Lookup an interface name and return the interface
   public Object get(String name);
 
   // Remove an interface from the trader.
   public void delete(String name);
 }

Figure 105 The Trader Interface

 41.3 Configuring a Binding

)RU�PRVW� DSSOLFDWLRQV�� ELQGLQJV� DUH� FUHDWHG� LPSOLFLWO\� DQG� XVHG� ©DV� LVª�� 7KH
ELQGHUV� WKHPVHOYHV� DQG� WKH� ELQGLQJ� JUDSK� DUH� SUH�FRQILJXUHG� WR� XVH� WKH
DSSURSULDWH�SURWRFROV�DQG�4R6�VHWWLQJV��DQG�DSSOLFDWLRQ�FRGH� LV�QRW�SROOXWHG
ZLWK� WKLV� LQIRUPDWLRQ�� 7KLV� SUH�FRQILJXUDWLRQ� PD\� EH� GRQH� XVLQJ� WKH
7HVWEHQFK�LQWHUIDFH�

,W� LV� VRPHWLPHV� QHFHVVDU\� IRU� D� VHUYLFH� WR� H[SOLFLWO\� VSHFLI\� WKH� SURWRFRO� RU
FRQILJXUDWLRQ�WR�EH�XVHG�IRU�D�SDUWLFXODU�ELQGLQJ�RQ�D�SHU�FOLHQW�RU�SHU�REMHFW
EDVLV�� 7KLV� LV� UHTXLUHG� IRU� SURWRFRO�VHQVLWLYH� VHUYLFHV� LI� WKH� FRUUHFW� SURWRFRO
FDQQRW� EH� WULYLDOO\� GHWHUPLQHG� E\� D� ELQGHU� �IRU� H[DPSOH� E\� H[DPLQLQJ� WKH
VHUYLFH�REMHFW��

(TXDOO\��D�FOLHQW�PD\�SRVW�FRQILJXUH�D�ELQGLQJ�E\�FKDQJLQJ�WKH�4R6�VHWWLQJV
UHODWLQJ�WR�LW��+RZHYHU��D�FOLHQW� LV�PRUH� OLPLWHG��DV� WKH\�PD\�QRW��QRUPDOO\�
DIIHFW�WKH�VHUYHU�VLGH�RI�WKH�ELQGLQJ��7\SLFDO�FOLHQW�FRQILJXUDWLRQV�PLJKW�EH�WR
FKDQJH�WKH�DXWKHQWLFDWLRQ� LQIRUPDWLRQ� LPSOLFLWO\�SDVVHG� LQ�D�VHFXUH�ELQGLQJ
RU�WR�FKDQJH�WKH�EXIIHULQJ�SROLF\�RQ�WKH�FOLHQW�VLGH�RI�D�ELQGLQJ��,I�WKH�QDPH
UHVROYHG�WR�JHQHUDWH�WKH�ELQGLQJ�FRQVLVWHG�RI�D�VHW�RI�FKRLFHV���IRU�H[DPSOH�IRU
UHSOLFD� VHUYHUV�� RU� GLIIHUHQW� SURWRFROV�� WKHQ� WKH� FOLHQW� PLJKW� FKDQJH� ZKLFK
FKRLFH�ZDV�XVHG��6XFK�©WLQNHULQJª�LV�KLJKO\�SURWRFRO�GHSHQGDQW�DQG�VKRXOG�EH
XVHG�ZLWK�FDUH�

 41.3.1 Use of Proxies for Server Side Binding Configuration

$�VHUYHU�PD\� FUHDWH� D� ©WDJJHG�SUR[\ª� WR� D� ORFDO� LQWHUIDFH�� LQGLFDWLQJ�GHVLUHG
4R6� SURSHUWLHV�� %\� SDVVLQJ� D� UHIHUHQFH� WR� WKLV� SUR[\�� UDWKHU� WKDQ� WKH� ORFDO
LQWHUIDFH�� WKHQ� WKH� VHUYHU� FDQ� DUUDQJH� WKDW� D� SDUWLFXODU� ELQGHU�� RU� ELQGLQJ
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FRQILJXUDWLRQ�LV�XVHG��ZKHQ�D�FOLHQW�ELQGV�WR�WKH�HQGSRLQW��7KLV�LV�DQDORJRXV
WR�WKH�ZD\�LQ�ZKLFK�D�VHUYHU�SDVVHV�D�VPDUW�SUR[\�WR�VSHFLI\�DSSOLFDWLRQ�OHYHO
ELQGLQJ�FRQILJXUDWLRQ��VHH�VHFWLRQ��������,W�SURYLGHV�WKH�VDPH�IXQFWLRQDOLW\�DV
H[SOLFLW�ELQGLQJ�LQWHUIDFHV�IRXQG�LQ�RWKHU�PLGGOHZDUH�RIIHULQJV��$Q�H[DPSOH�LV
JLYHQ�LQ�)LJXUH�����

 Foo f = new FooImpl();
 
 // create a tagged reference to f that indicates a
 // specific protocol should be used when a client
 // binds to f.
 
 FlexiProps qos = new FlexiProps();
 qos.setProperty(“protocol”,”Rainbow”);
 
 Foo rainbowF  = (Foo) FlexiNet.tag(f,Foo.class,qos)
 
 // put the reference in the trader
 
 FlexiNet.getTrader().put(“MyService”,rainbowF);

Figure 106 An Example Use of Explicit Binding Configuration

1RWH�� 7KH� IRUPDW� RI� WKH� 4R6� SURSHUWLHV�� DQG� WKHLU� PHDQLQJ� LV� HQWLUHO\
ELQGHU� GHSHQGHQW�� $W� SUHVHQW�� QR� VWDQGDUG� IRUPDW� KDV� EHHQ� DGRSWHG� IRU
4R6�VSHFLILFDWLRQ�

 41.3.2 Use of QoS Control Interface for Client-side Binding Configuration

$�FOLHQW� WKDW�KDV�D�SUR[\� IRU�D� �UHPRWH�� LQWHUIDFH�PD\�XVH�WKH�QoSControl
LQWHUIDFH� �LI� VXSSRUWHG�� WR� FRQILJXUH� WKH� ELQGLQJ� WKDW� WKH� SUR[\� UHSUHVHQWV�
7KH�GHJUHH�RI�FRQILJXUDWLRQ�ZLOO�GHSHQG�RQ�WKH�SDUWLFXODU�ELQGHU�SURWRFRO�XVHG
E\� WKH�SUR[\��7KH�QoSControl � LQWHUIDFH�KDV� WZR� RSHUDWLRQV��PRGLI\LQJ� WKH
4R6�RQ�DQ�H[LVWLQJ�SUR[\��DQG�FUHDWLQJ�D�QHZ�SUR[\�ZLWK�GLIIHUHQW�4R6��7KLV
LQWHUIDFH�LV�VKRZQ�LQ�)LJXUH�����

 public interface QoSControl
 {
   // set the QoS of the object
   // return false on failure
   public boolean setQos(FlexiProps qos);
 
   // create a clone of the object with differnet
   // QoS. Return null on failure
   public Object qosClone(FlexiProps qos);
 }

Figure 107 The QoSControl Interface

$Q�H[DPSOH�XVH�RI�WKH�QoSControl �LQWHUIDFH�LV�VKRZQ�LQ�)LJXUH������7KLV�LV
SDUW�RI� WKH�FOXVWHU� LPSOHPHQWDWLRQ��DQG�FUHDWHV�D�QHZ�FOLHQW�VLGH�ELQGLQJ�WR
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WKH� VDPH� VHUYHU� HQGSRLQW� �LQWHUIDFH��� EXW� WKDW� XVHV� D� GLIIHUHQW� VHULDOLVDWLRQ
SROLF\�ZKHQ�VHULDOLVLQJ�SDUDPHWHUV�WR�PHWKRG�LQYRFDWLRQV�

 public Object getByValueReference(Object originalRef,
                                   Class ifaceClass)
 {
   // check QoSControl is supported
   if(!originalRef instanceof QoSControl)
      return null;
 
   // create desired QoS properties
   FlexiProps qos = new FlexiProps();
   qos.setProperty("serialize.interfacesAsObjects",
                    new Boolean(true));
 
   // create a qos-clone. (Will return null if the
   // QoS cannot be met/is not understood).
   return ((QoSControl) originalRef).qosClone(qos);
 }

Figure 108 An Example Use of the QosControl Interface

 41.4 Passing Interface References

1RUPDOO\��D�UHIHUHQFH�WR�DQ�LQWHUIDFH�PD\�EH�SDVVHG�XVLQJ�)OH[L1HW�VLPSO\�E\
UHIHUULQJ�WR�LW�E\�LWV�LQWHUIDFH�FODVV��DV�GHVFULEHG�LQ�VHFWLRQ�������+RZHYHU��IRU
VHFXULW\� UHDVRQV�� D� FOLHQW� UHFHLYLQJ� DQ� LQWHUIDFH� SDVVHG� LQ� WKLV� ZD\�ZLOO� EH
XQDEOH� WR�ZLGHQ� WKH� LQWHUIDFH� ¥� L�H�� FDVW� LW� WR� D� VXEFODVV�� 7KLV� LV� EHFDXVH� D
PDOLFLRXV�FOLHQW�PLJKW�XVH�WKLV�PHFKDQLVP�WR�JDLQ�DFFHVV�WR�RWKHU�LQWHUIDFHV
RQ�WKH�VDPH�VHUYLFH�REMHFW��,I�WKLV�FOLHQW�EHKDYLRXU� LV�WR�EH�DOORZHG��WKHQ�WKH
VHUYLFH�PXVW� H[SOLFLWO\� LQGLFDWH� WKLV�� E\� WDJJLQJ� WKH� UHWXUQHG� LQWHUIDFH�ZLWK
LWV� LQWHQGHG�FODVV��7KH�FOLHQW�PD\� WKHQ� IUHHO\� FDVW� WKH�UHWXUQHG� LQWHUIDFH� WR
WKLV�FODVV��RU�DQ\�RI� LWV�VXSHUFODVVHV��7KLV�FRQFHSW�ZDV�GHVFULEHG�LQ�GHWDLO� LQ
VHFWLRQ� ������� ,W� LV� SDUWLFXODUO\� UHOHYDQW�ZKHQ� D� FOLHQW� RU� VHUYLFH� ZLVKHV� WR
SDVV� D� UHIHUHQFH� JHQHULFDOO\� �L�H�� DV� DQ� LQVWDQFH� RI� FODVV� Object��� 7R
GLVWLQJXLVK� EHWZHHQ� JHQHULFDOO\� SDVVHG� REMHFWV� DQG� JHQHULFDOO\� SDVVHG
LQWHUIDFHV��WKH�FODVV�Iface� LV�LQWURGXFHG��7KLV�PD\�EH�XVHG�LQ�WKH�GHILQLWLRQ
RI�D� FODVV�LQWHUIDFH�WR� LQGLFDWH�WKDW�SDUWLFXODU� ILHOG�RU�SDUDPHWHU�PXVW�EH�RI
LQWHUIDFH�W\SH��DQG�PXVW�EH�WDJJHG�ZLWK�LWV�LQWHUIDFH�W\SH���7KH�Iface�FODVV�LV
SURYLGHG�SXUHO\�WR�DOORZ�DGGLWLRQDO�W\SH�VDIHW\��,WV�XVH�LV�HQWLUHO\�RSWLRQDO�

$Q�LQWHUIDFH�PD\�EH�WDJJHG�WR�DOORZ�ZLGHQLQJ�LQ�WKH�VDPH�ZDV�DV�LW�LV�WDJJHG
IRU� 4R6� FRQWURO�� $Q� H[DPSOH� LV� VKRZQ� LQ� )LJXUH� ����� 7KH� Iface� FODVV� LV
VKRZQ�LQ�)LJXUH������$OWKRXJK�LW�LV�QRW�DFWXDOO\�D�VXSHUFODVV�RI�DOO�LQWHUIDFHV�
LW�PD\�EH�XVHG�DV�LI�LW�ZHUH��$Q�H[DPSOH�LV�VKRZQ�LQ�)LJXUH�����
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 Foo f = new FooImpl();
 
 // tag to allow widening
 Foo tf = (Foo) FlexiNet.tag(f,Foo.class)
 
 remoteHash.put(“myfoo”,tf);
 
 …
 // same or different client
 
 Object o = remoteHash.get(“myfoo”);
 
 Foo f = (Foo) o; // no special action on widening

Figure 109 Tagging to Allow Widening

 public interface Iface
 {
   // return the concrete class of this interface
   public Class getIfaceClass();
 }

Figure 110 The Iface Class

 // a trader-like interface
 public interface NamingService
 {
   public void register(String name,Iface service);
 
   public Iface lookup(String name);
 }
 
 
 // A client of this interface
 Foo f = new FooImpl();
 namer.register(“myfoo”,FlexiNet.tag(f,Foo.class));
 
 
 // a second client of the interface
 Foo f = (Foo) namer.lookup(“myfoo”);

Figure 111 An Interface Making use of ‘Iface’

 41.5 Local Reflection

$V� )OH[L1HW� LV� KHDYLO\� EDVHG� RQ� UHIOHFWLRQ�� DQ� $3,� LV� SURYLGHG� WR� DOORZ� D
SURJUDPPHU�WR�XVH�)OH[L1HW�VW\OH�UHIOHFWLRQ�RQ�ORFDO�REMHFWV��HYHQ�LI�)OH[L1HW
LV�QRW�XVHG�IRU�UHPRWH�LQYRFDWLRQ��'HWDLOV�DUH�JLYHQ�LQ�VHFWLRQ������
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 41.6 The Full FlexiNet programmer API.

$�VXPPDU\�RI�WKH�$3,�GHVFULEHG�LQ�WKLV�FKDSWHU�LV�VKRZQ�LQ�)LJXUH�����

 public class FlexiNet
 {
   // obtain a reference to the trader
   public static FNetTrader getTrader();
 
   // tag an interface to allow widening by a client
   public static Iface tag(Object obj,Class cls);
 
   // tag an interface to allow widening, and specify QoS
   // constraings on bindings created using this tag.
   public static Iface tag(Object obj,Class cls,
                           FlexiProps qos);
 
   // reflect a local object
   public static Iface reflect(GenericCall metaObject,
                               Class interfaceClass)
 
   // reflect a local object, and store QoS information
   // for use by the metaObject
   public static Iface reflect(GenericCall metaObject,
                               Class interfaceClass,
                               FlexiProps qos)
 
   // unexport an interface that was previously exported
   // Subsiqnently remote use of this interface will fail
   public static void unexport(Object obj,Class cls);
 }

Figure 112 The FlexiNet Computational API

 41.7 Running FlexiNet applications

)OH[L1HW� DSSOLFDWLRQV� DUH� -DYD� DSSOLFDWLRQV� WKDW� PDNH� XVH� RI� )OH[L1HW�
9DULRXV� SDUWV� RI� WKH� )OH[L1HW� LQIUDVWUXFWXUH� ZLOO� XVH� -DYD� SURSHUWLHV
�HQYLURQPHQW�YDULDEOHV��WR�GHWHUPLQH�FRQILJXUDWLRQ�LQIRUPDWLRQ��,Q�JHQHUDO��D
XVHU�PXVW�RQO\�HQVXUH� WKDW� WKH�SURSHUW\�flexinet.trader� LV� GHILQHG�� DQG
FRQWDLQV� D� VWULQJLILHG� UHIHUHQFH� WR� WKH� FRUUHFW� WULYLDO� WUDGHU�� 7KLV� LV� PRVW
HDVLO\�VHW�RQ�WKH�FRPPDQG�OLQH��)RU�H[DPSOH�
 
   java –Dflexinet.trader=rrp:(192.5.254.101:1234)(0)
       MyApplication arg1 arg 2 arg3

7KH�WUDGHU�LWVHOI�ZLOO�UHDG�WKLV�SURSHUW\�DQG�DWWHPSW�WR�UXQ�DW�WKLV�DGGUHVV��,I
WKH� SURSHUW\� LV� XQVHW�� WKH� WUDGHU�ZLOO� FKRRVH� D� UDQGRP�DGGUHVV�� DQG� RXWSXW
WKLV� WR� WKH� VFUHHQ�� 7\SLFDOO\�� D� XVHU� ZLOO� UXQ� WKH� WUDGHU� RQFH� DW� D� UDQGRP
DGGUHVV�� DQG� WKHQ�XVH� WKLV�DGGUHVV� LQ� IXWXUH��1RWH� WKDW� WKH� DGGUHVV� LV� KRVW
VSHFLILF�� VR� D� WUDGHU� FDQQRW� EH� VWDUWHG� RQ� D� GLIIHUHQW� PDFKLQH�� DW� WKH� ROG
DGGUHVV��([DPSOH�DSSOLFDWLRQV�XVLQJ�)OH[L1HW�DUH�GHVFULEHG�LQ�FKDSWHU����
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 42 THE FLEXINET TESTBENCH

 42.1 Introduction

7KH�WHVWEHQFK�DUFKLWHFWXUH�KDV�EHHQ�GHVLJQHG�WR�DOORZ�WKH�ELQGLQJ�JUDSK�XVHG
E\� D� SURJUDP� WR� EH� FKDQJHG�� $Q� DSSOLFDWLRQ� PD\� H[SOLFLWO\� UHTXHVW� WKDW� D
SDUWLFXODU�FRQILJXUDWLRQ� LV�XVHG��DQG� WKLV�PD\�EH�RYHUULGGHQ�E\�D� FRPPDQG
OLQH�DUJXPHQW�

$� )OH[L1HW� WHVWEHQFK� LV� D� VWDWLF� FODVV� WKDW� GHILQHV� DQG� FRQILJXUHV� D� ELQGHU
JUDSK��7KH�VWDWLF�FODVV�FNetTest�LV�XVHG�WR�FKRRVH�DQG�LQLWLDOLVH�D�SDUWLFXODU
WHVWEHQFK�� 7KLV� LV� WKHQ� XVHG� E\� WKH� DSSOLFDWLRQ�� YLD� FDOOV� WR� FNetTest� RU
FlexiNet.getTrader()�

,Q�DGGLWLRQ��DQ�DSSOLFDWLRQ�PD\�G\QDPLFDOO\�DXJPHQW�WKH�ELQGHU�JUDSK�XVLQJ
FNetTest�� 7KLV� DGGV� D� QHZ� JHQHUDWRU� WR� WKH� ELQGHU� UHSUHVHQWHG� E\
BinderTop�XVLQJ�D�FDOO�WR�addGenerator��FNetTest�DOVR�SURYLGHV�RWKHU�WHVW
DQG� GHEXJJLQJ� UHODWHG� DFFHVV� WR� WKH� ELQGHU� JUDSK�� 7KH� DSSOLFDWLRQ
SURJUDPPHU�LQWHUIDFH�WR�FNetTest�LV�VKRZQ�LQ�)LJXUH�����

 42.2 Format of a Testbench

$�WHVWEHQFK�LV�D�FODVV�FRQWDLQLQJ�D�PHWKRG�ZLWK�WKH�IROORZLQJ�VLJQDWXUH�
 
 public static Binder init()

,W�PD\�DOVR�FRQWDLQ�D�VHFRQG�LQLW�PHWKRG�ZKLFK�WDNHV�D�VLQJOH�ERRWVWUDS�VWULQJ
DV�DQ�DUJXPHQW�

:KHQ� FDOOHG�� WKH� init� PHWKRG� VKRXOG� FUHDWH� D� ELQGHU� JUDSK� DQG� UHWXUQ� D
UHIHUHQFH�WR�WKH�WRS�RI�WKH�JUDSK��7KH�init�PHWKRG�ZLOO�RQO\�EH�FDOOHG�RQFH�

7\SLFDOO\�� D� WHVWEHQFK� LV� FUHDWHG� WR� WHVW� XVH� RI� HDFK� QHZ� ELQGHU�� 7KLV
WHVWEHQFK�FUHDWHV�D�ELQGHU�JUDSK�FRQVLVWLQJ�RI��RQO\��D�JHQHUDWRU�DQG�UHVROYHU
IRU�WKH�QHZ�SURWRFRO��DQG�VXIILFLHQW�RWKHU�ELQGHUV�WR�DOORZ�WKH�SURWRFRO� WR�EH
WHVWHG�� 7KLV� XVXDOO\� FRQVLVWV� RI� D� Cache� DQG� SmartChoice� ELQGHU�� 2WKHU
WHVWEHQFKHV� WHVW� FRPELQDWLRQV� RI� ELQGHUV�� RU� ELQGHUV� FRQILJXUHG� ZLWK
SDUWLFXODU�4R6�SDUDPHWHUV�
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 public class FNetTest
 {
   // initialize FlexiNet, optionally specifying a test
   // harness to be used if there is no command line
   // argument; and a bootstrap string for that harness.
   public static boolean init(Class defaultBinderFactory)
   public static boolean init(Class defaultBinderFactory,
                              String bootstrap)
   public static boolean init(String bootstrap)
   public static void init()
 
   // aliases for methods in class FlexiNet
   public static void dropNames(Object obj,Class cls)
   public static FNetTrader getTrader()
 
   // generate a stringified name for an interface
   // used for debugging, or if there is no trader available
    public static String name(Object obj, Class iface)
 
   // resolve a stringified name. Used for debugging,
   // or if there is no trader available
   public static Object resolve(String name,Class iface)
 
   // return a reference to BinderTop, for debugging
   public static Binder getBinderTop()
 
   // add a generator to binderTop
   public static boolean addGenerator(Generator g)
 
   // Add knowledge of a new class loader.
   // This is only required if the TestHarness specified by
   // a command-line argument must be loaded from by a
   // different class loader that FNetTest itself.
   public static void addCodeBase(ClassLoader loader)
   public static void addCodeBase(Object obj)
 }

Figure 113 FNetTest API

7KH�WHVWEHQFK�DEVWUDFWLRQ�LV�GHVLJQHG�WR�DLG�GHEXJJLQJ�RI�QHZ�SURWRFROV��,W�LV
HQYLVDJHG�WKDW�DQ�DOWHUQDWLYH�DEVWUDFWLRQ�ZLOO�EH�FUHDWHG�WR�VXSSRUW�GHSOR\HG
)OH[L1HW�DSSOLFDWLRQV�
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 42.3 Existing Testbenches

7KH� IROORZLQJ� WHVWEHQFKHV� DUH� LQFOXGHG� LQ� WKH� )OH[L1HW� GLVWULEXWLRQ�� 7KHVH
IDOO� LQWR� WZR�FDWHJRULHV�� WKRVH� WKDW�VXSSRUW�D�VLQJOH�SURWRFRO��DQG� WKRVH� WKDW
VXSSRUW�D�QXPEHU�RI�SURWRFROV

6LQJOH�3URWRFRO�7HVWEHQFKHV

MagentaTest
7KLV� LV� WKH� GHIDXOW� WHVWEHQFK�� ,W� SURYLGHV� D� ELQGHU� JUDSK� WKDW
VXSSRUWV�WKH�553�SURWRFRO� �§UUS¨���E\�XVLQJ� WKH�Magenta� ELQGHU�
7KLV� LV� FRQILJXUHG� WR� XVH� WKH� &ODVV� 5HSRVLWRU\� �LI� DYDLODEOH�� IRU
VHULDOLVLQJ�UHIHUHQFHV�WR�FODVVHV�

GreenTest
7KLV�WHVWEHQFK�VXSSRUWV�WKH�5(;�SURWRFRO��§UH[¨��XVLQJ�WKH�Green
ELQGHU��,W�XVHV�WKH�GHIDXOW�VHWWLQJ�IRU�JUHHQ�

YellowTest
7KLV� VXSSRUWV� WKH� 5(;� SURWRFRO� RYHU� 7&3� �§WFSUH[¨�� XVLQJ� WKH
Yellow�ELQGHU�ZLWK�GHIDXOW�VHWWLQJV�

CrimsonTest
7KLV� VXSSRUWV� 553� ZLWK� 66/� �§UUS66/¨�� XVLQJ� WKH� Crimson
ELQGHU��Crimson�DOVR�VXSSRUWV�553�ZLWKRXW�66/��§UUS¨��

BurgundyTest
7KLV�VXSSRUWV�553��§UUS¨��XVLQJ�WKH�%XUJXQG\�ELQGHU��Burgundy
LV� D� YDULDQW� RI� Magenta� WKDW� XVHV� EOXHSULQWV� IRU� FRQILJXUDWLRQ�
Bugundy�XVHV� WKH�FODVV� UHSRVLWRU\�E\�GHIDXOW��VR�BurgundyTest
FRQWDLQV�QR�DGGLWLRQDO�ELQGHU�FRQILJXUDWLRQ�

NegotiatorTest
7KLV� VXSSRUWV� WKH� QHJRWLDWLRQ� SURWRFRO� �§QHJ¨�� XVLQJ� WKH
Negotiation�ELQGHU�

IIOPonlyTest
7KLV� VXSSRUWV� ,,23� �§LLRS¨�� XVLQJ� WKH� IIOPBinder�� ,W� XVHV� WKH
©EDVLFª�,'/0DSSHU�

IIOPobjByValueTest
7KLV�VXSSRUWV� ,,23� �§LLRS�Y¨��XVLQJ� WKH�IIOPBinder�� ,W�XVHV� WKH
REMHFW�E\�YDOXH�,'/�PDSSHU�

0XOWL�3URWRFRO�7HVWEHQFKHV

MagentaGreenTest
7KLV�VXSSRUWV�553�ZLWKRXW�FODVV�UHSRVLWRU\�VXSSRUW��§UUS�OLWH¨��IRU
WKH� JHQHUDWLRQ� DQG� UHVROXWLRQ� RI� QDPHV�� DQG� ZLOO� UHVROYH
LQWHUIDFHV� H[SRUWHG� XVLQJ� 5(;� �§UH[¨��� 553OLWH� LV� VXSSRUWHG
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WKURXJK� XVH� RI� WKH� Magenta� ELQGHU�� 5(;� LV� VXSSRUWHG� YLD� WKH
Green�UHVROYHU��D�UHVROYH�RQO\�YDULDQW�RI�Green��

BlackTest
7KLV�VXSSRUWV�WKH�503�JURXS�PHVVDJLQJ�SURWRFRO��§UPS¨���$V�WKLV
SURWRFROV� LV� RQO\� XVHIXO� IRU� JURXS�EDVHG� FRPPXQLFDWLRQ�� 553
�§UUS¨�� LV� DOVR� VXSSRUWHG� IRU� QRUPDO� RSHUDWLRQ�� 503� PXVW� EH
VSHFLILHG�H[SOLFLWO\�DV�D�4R6�SDUDPHWHU�

IIOPandGreenTest
7KLV� VXSSRUWV� ,,23� XVLQJ� WKH� EDVLF� ,'/0DSSHU� �§LLRS¨�� YLD� WKH
IIOPBinder�� DQG� ZLOO� UHVROYH� §UH[¨� LQWHUIDFHV� XVLQJ� WKH� Green
UHVROYHU�

�GreenAndIIOPTest
7KLV� WHVWEHQFK� VXSSRUWV� D� §UH[¨� ELQGHU� DQG� UHVROYHV� §LLRS¨
LQWHUIDFHV�� ,W� XVHV� Green� DQG� IIOPBinder�� )RU� LQWHUIDFHV
UHVROYHG� XVLQJ� ,,23�� LQWHUIDFH� UHIHUHQFHV� SDVVHG� DFURVV� WKH
LQWHUIDFH� KDYH� ,,23� QDPHV� JHQHUDWHG� IRU� WKHP�� $� JUDSK
FRQWDLQLQJ�WZR�&DFKHV�LV�XVHG��DV�H[SODLQHG�LQ�VHFWLRQ��������

 42.4 An example Testbench

7KH�GreenAndIIOPTest�WHVWEHQFK�LV�VKRZQ�LQ�)LJXUH������7KH�ELQGHU�JUDSK
LW�JHQHUDWHV�LV�VKRZQ�LQ�)LJXUH�����
 public class GreenAndIIOPTest
 {
   public static Binder init()
   {
     // create components
     Cache topCache = new Cache();
     Cache iiopCache = new Cache();
     SmartChoice choice = new SmartChoice(topCache);
     Green green = new Green();
     BinderIIOP iiop = BinderIIOP.create(topCache,topCache,
                                 iiopCache,0,
                                 IDLmapperBasic.mapper,null);
     // build a graph
     topCache.init( green, choice );
     iiopCache.init( iiop );
     green.init( topCache );
     choice.addResolver( green );
     choice.addResolver( iiopCache );
     green.addGenerator( iiopCache);
     // return the root of the graph
     return topCache;
   }
 }

Figure 114 An Example Testbench
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Figure 115 The Binder Graph Constructed by the Example Testbench

 42.5 Specifying a Testbench

$Q� DSSOLFDWLRQ� FDQ� EH�PDGH� WR� XVH� D� QRQH�GHIDXOW� WHVWEHQFK� LQ� RQH� RI� WZR
ZD\V�

• 7KH� DSSOLFDWLRQ� FDQ� FRQWDLQ� DQ� H[SOLFLW� FDOO� WR� FNetTest.init�� 7KLV
ZLOO�EH�XVHG�LQVWHDG�RI�WKH�GHIDXOW�WHVWEHQFK��EXW�LV�RYHUULGGHQ�E\�WKH
VHFRQG�PHFKDQLVP�

• 7KH�-DYD�SURSHUW\�§flexinet.binderinit¨�FDQ�EH�VHW�WR�WKH�QDPH�RI
D�WHVWEHQFK�FODVV��7KLV�LV�PRVW�HDVLO\�VHW�E\�D�FRPPDQG�OLQH�DXJPHQW�
IRU�H[DPSOH�

Mava –Dflexinet.binderinit=UK.co.ansa.flexinet.
 protocols.rex.binders.green.GreenTest MyApp arg1 arg2

 42.6 Cluster Testbenches

&OXVWHUV�XVH�FOXVWHU�ELQGHU�JUDSKV�UDWKHU�WKDQ�©VWDQGDUGª�ELQGHU�JUDSKV��7KH
WHVWEHQFK� IXQFWLRQ� LV� VXEVXPHG� E\� D� CapsuleComms�� 7KH� GHIDXOW
CapsuleComms� FODVV� XVHG� LV� JustMangenta � ZKLFK� VXSSRUWV� WKH� 553
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SURWRFRO� ZLWK� FODVV� UHSRVLWRU\� VXSSRUW� �§UUS¨�� DQG� LV� HTXLYDOHQW� WR� WKH� QRQ�
FOXVWHU�MagentaTest�WHVWEHQFK��7KLV�LV�GRQH�XVLQJ�WKH�BlueClusterBinder
DQG�MagentaCapsuleBinder�FRPSRQHQWV�

�7KH�RQO\� RWKHU� FOXVWHU� WHVWEHQFK� LQ� WKH� FXUUHQW� GLVWULEXWLRQ� LV�BlueGreen�
7KLV� VXSSRUWV� D� YDULDQW� RI� 5(;� IRU� FOXVWHU� QDPLQJ� �§UH[�F¨�� XVLQJ� WKH
BlueClusterBinder� DQG� BlueCapsuleBinder� DQG� VWDQGDUG� 5(;� �§UH[¨�
IRU� UHVROYLQJ� QDPHV�� 7KLV� LV� GRQH� XVLQJ� D� GreenClusterResolver� DQG� D
GreenCapsuleResolver�

CapsuleComms� FODVVHV� DUH� PRUH� FRPSOH[� WKDQ� WKH� FRUUHVSRQGLQJ
WHVWEHQFKHV�� DV� WKH\�PXVW� VXSSRUW� RWKHU� IXQFWLRQV�� VXFK� DV� WKH� FUHDWLRQ� RI
FOXVWHUV�� +RZHYHU� LW� LV� QRW� GLIILFXOW� WR� FUHDWH� DGGLWLRQDO� CapsuleComms
LPSOHPHQWDWLRQV�E\�XVLQJ�WKH�H[LVWLQJ�LPSOHPHQWDWLRQV�DV�WHPSODWHV�

7KH� CapsuleComms� XVHV� E\� DQ� DSSOLFDWLRQ� PD\� EH� FKRVHQ� E\� FDOOLQJ
Nucleus.init�RU�VHWWLQJ�WKH�-DYD�SURSHUW\�flexinet.capsulecommsinit�
7KH� IRUPDW� DQG� VHPDQWLFV� RI� WKHVH� FDOOV� LV� WKH� VDPH� DV� WKH� VWDQGDUG
WHVWEHQFK�LQLWLDOLVDWLRQ�
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 43 EXAMPLE PROGRAMS

 43.1 Introduction

$� QXPEHU� RI� WHVW� DQG� H[DPSOH� SURJUDPV� DUH� SURYLGHG� ZLWK� WKH� )OH[L1HW
GLVWULEXWLRQ��7KHVH�VHUYH�WKH�GXDO�UROHV�RI�LOOXVWUDWLRQ�RI�H[LVWLQJ�FRPSRQHQWV
DQG�WHVW�VXLWH�IRU�QHZ�FRPSRQHQWV��9LUWXDOO\�DOO�RI�WKH�WHVW�SURJUDPV�FDQ�EH
FRQILJXUHG� WR� XVH� D� GLIIHUHQW� ELQGHU� RU� SURWRFRO� E\� VXSSO\LQJ� D� WHVW� EHQFK
SDUDPHWHU�RQ�WKH�FRPPDQG�OLQH��VHH�VHFWLRQ�������

'HWDLOHG�LQVWUXFWLRQV�RQ�KRZ�WR�UXQ�HDFK�WHVW�PDNH�EH�IRXQG�LQ�D�5HDG0H�W[W
ILOH�ZLWKLQ�WKH�DSSURSULDWH�GLUHFWRU\�

7KH�H[DPSOHV�DUH�DUUDQJHG�LQWR�D�QXPEHU�RI�VXE�GLUHFWRULHV�

simple 7KLV�FRQWDLQV�VLPSOH�H[DPSOHV�WKDW�LOOXVWUDWH�WHVW�OLPLWHG�IHDWXUHV
RI�)OH[L1HW��7KH\�PD\�EH�XVHG�IRU�WHVWLQJ�IHDWXUHV�VXFK�DV�VLPSOH
LQYRFDWLRQ��PHVVDJH�VL]H��UHIHUHQFH�SDVVLQJ�HWF�

trader 7KHVH�H[DPSOHV�DOO�PDNH�XVH�RI�WKH�)OH[L1HW�LQWHUIDFH�WR�REWDLQ�D
UHIHUHQFH�WR�WKH�7UDGHU��ZKLFK�PXVW�EH�UXQQLQJ��7KLV�LV�WKHQ�XVHG
WR� SDVV� D� UHIHUHQFH� IURP� VHUYHU� WR� FOLHQW�� 7KHVH� H[DPSOHV� DUH
WULYLDO� DSSOLFDWLRQV�� DQG� IRUP� D� EDVLV� XSRQ� ZKLFK� ODUJHU
DSSOLFDWLRQV�FDQ�EH�EXLOW�

proxy 7KLV�VXE�GLUHFWRU\�FRQWDLQV�D�QXPEHU�RI�VPDUW�SUR[\�DQG�JHQHULF
SUR[\�H[DPSOHV�

binders 7KLV� VXE�GLUHFWRU\� FRQWDLQV� D� QXPEHU� RI� H[DPSOHV� GHVLJQHG� WR
LOOXVWUDWHG�WKH�IHDWXUHV�RI�SDUWLFXODU�ELQGHUV��SURWRFROV�RU�ELQGLQJ
JUDSKV��,W�LQFOXGHV�WKH�ZRUNHG�H[DPSOH�IURP�FKDSWHU����

applet 7KLV�FRQWDLQV�D�VPDOO�QXPEHU�RI�DSSOHW�H[DPSOHV��)OH[L1HW�FDQ�EH
XVHG�ZLWK�DSSOHWV� LQ� WKHRU\�� ,Q�SUDFWLFH�VHFXULW\� UHVWULFWLRQV�DQG
EXJV�FDQ�PDNH�WKLV�GLIILFXOW�

clusters 7KLV�FRQWDLQV�D�QXPEHU�RI�H[DPSOHV�XVLQJ�FOXVWHUV��7KHVH�LQFOXGH
PRELOH�REMHFW�H[DPSOHV��DQG�SHUVLVWHQW�REMHFW�H[DPSOHV�

transactions
7KLV�FRQWDLQV�WKH�WUDQVDFWLRQ�H[DPSOH�IURP�FKDSWHU����
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 43.2 Trivial Remote Invocation Examples

7KHVH� H[DPSOHV�DUH�DOO� LQ� WKH� VLPSOH� VXEGLUHFWRU\��7KH\�XVH� WKH�FNetTest
LQWHUIDFH�WR�RXWSXW�D�VHUYHUªV�DGGUHVV�WR�WKH�VFUHHQ��VR�WKDW�LW�FDQ�EH�SDVVHG�DV
D� SDUDPHWHU� WR� WKH� FOLHQW�� 7KLV� UHGXFHV� WKH� DPRXQW� RI� LQIUDVWUXFWXUH� WKDW
PXVW�EH�ZRUNLQJ�LQ�RUGHU�WR�XVH�WKHVH�H[DPSOHV��7KLV�PDNHV�WKHP�LGHDO� IRU
WHVWLQJ�QHZ�SURWRFROV�RU�ELQGHUV�

TestCall 7KLV� LV� WKH� VLPSOHVW� )OH[L1HW� WHVW�� $� VHUYHU� SURFHVV� LV� VWDUWHG
ZKLFK�FUHDWHV�D�VLQJOH�VHUYLFH�LQWHUIDFH��7KH�FOLHQW�SURFHVV�LV�WKHQ
VWDUWHG� DQG� ELQGV� WR� WKLV� LQWHUIDFH� DQG� SHUIRUPV� VRPH� VLPSOH
LQYRFDWLRQV��2QO\�SULPLWLYH�W\SHV�DUH�SDVVHG�DV�SDUDPHWHUV�

TestRefPassing
7KLV� WHVWV� VLPSOH� UHIHUHQFH� SDVVLQJ�� 7ZR� SURFHVVHV� DUH� XVHG�� D
FOLHQW�DQG�D�VHUYLFH��7KH�VHUYLFH� SXEOLVKHV� DQ� LQWHUIDFH�� DQG� WKH
FOLHQW�XVHV�WKLV� WR�REWDLQ�DQ� LQWHUIDFH� WR�D� VHFRQG� VHUYLFH�ZLWKLQ
WKH� VDPH� VHUYHU�� ,W� WKHQ� SHUIRUPV� D� VLPSOH� LQYRFDWLRQ� RQ� WKLV�
7KLV�LV�D�XVHIXO�WHVW�RI�WKH�VHULDOLVDWLRQ�RI�LQWHUIDFH�UHIHUHQFHV�

ChineseWhispers
7KLV� WHVW� LV� D� PRUH� FRPSOH[� YHUVLRQ� RI� 7HVW5HI3DVVLQJ�� ,W� WHVWV
QHVWHG�FDOOEDFNV�IURP�VHUYHU�WR�FOLHQW��7KH�FOLHQW�FUHDWHV�DQ�REMHFW
$�DQG�WKHQ�SDVVHV�D�UHIHUHQFH�WR�LW�LQ�D�FDOO�WR�WKH�VHUYHU��'XULQJ
WKLV� FDOO�� WKH�VHUYHU� LQYRNHV�DQ�RSHUDWLRQ� RQ�$��7KLV� LV� D� VLPSOH
FRQFXUUHQF\� WHVW�� DQG� LOOXVWUDWHG� SURFHVVHV� DFWLQJ� DV� ERWK� FOLHQW
DQG�VHUYHU�

BulkTest 7KLV� WHVW�PD\� EH� XVHG� WR� FKHFN� VXSSRUW� IRU� ODUJH� LQYRFDWLRQV�� $
VLPSOH�VHUYLFH�SURYLGHV�D�VWULQJ�DSSHQG�IXQFWLRQ��7KH�FOLHQW�FDOOV
WKLV� UHSHDWHGO\� ZLWK� HYHU� LQFUHDVLQJ� VWULQJ� VL]HV� XQWLO� WKH
PD[LPXP�-DYD�VWULQJ�OHQJWK�LV�UHDFKHG�

 43.3 Examples Using the Trader

7KHVH� DUH� VLPSOH� DSSOLFDWLRQ� SURJUDPV�� 7KH\� DUH� ZULWWHQ� LQ� WKH� VW\OH� RI
©VWDQGDUGª�DSSOLFDWLRQV��DQG�PDNH�XVH�RI�WKH�WUDGHU�IRU�SXEOLVKLQJ�GLVFRYHU\�RI
VHUYLFHV��7KHVH�H[DPSOHV�DUH�D�JRRG�VWDUWLQJ�SRLQW�IRU�D�GHYHORSHU�ZKR�ZLVKHV
WR�XVH�)OH[L1HW��UDWKHU�WKDQ�GHYHORS�FRPSRQHQWV�IRU�LW�

TestTrader
7KLV� LV� D� VLPSOH� WHVW� RI� WKH� WUDGHU�� $� VHUYLFH� LV� VWDUWHG�� ZKLFK
HQWHUV�WKH�QDPH�RI�DQ�LQWHUIDFH�LQWR�WKH�WUDGHU��7KH�FOLHQW�LV�WKHQ
VWDUWHG��7KLV�FRQWDFWV�WKH�WUDGHU�DQG�REWDLQV�WKH�LQWHUIDFH�WR�WKH
SXEOLVKHG�VHUYLFH��,W�WKHQ�SHUIRUPV�D�VLPSOH�LQYRFDWLRQ�RQ�WKLV�

BankExample
7KLV�LV��WKH�H[DPSOH�LOOXVWUDWHG�LQ�&KDSWHU����,W�LV�D�VLPSOH�EDQN
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VHUYLFH�DQG�FOLHQW��7KH�FOLHQW�DGGV�DQG�ZLWKGUDZV�PRQH\�IURP�WKH
DFFRXQW�DQG�RQ�RQH�RFFDVLRQ�UHFHLYHV�DQ�RYHUGUDZQ�H[FHSWLRQ�

TestPerformance
7KLV� LV� D� VLPSOH� SHUIRUPDQFH� WHVW� IRU� )OH[L1HW�� 7KH� FOLHQW
SHUIRUPV�D�ODUJH�QXPEHU�RI�LQYRFDWLRQV�RQ�WKH�VHUYHU��LQ�EXUVWV�RI
������,W�WKHQ�GLVSOD\V�WKH�DYHUDJH�WLPH�WKH�LQYRFDWLRQV�WRRN��,W�LV
LQWHUHVWLQJ� WR� XVH� WKLV� H[DPSOH�ZLWK� D� QXPEHU� RI� FOLHQWV� DQG� D
VLQJOH� VHUYHU�� 7KLV� PD\� EH� XVHG� WR� GHWHUPLQH� KRZ� ZHOO� D
SDUWLFXODU�SURWRFRO�RU�UHVRXUFH�SROLF\�VFDOHV�

RMIPerformance
7KLV� LV� DQ� HTXLYDOHQW� SURJUDP� WR� 7HVW3HUIRUPDFH�� EXW� ZULWWHQ
XVLQJ�6XQªV�50,��UDWKHU�WKDW�)OH[L1HW��,W�PD\�EH�XVHG�WR�FRPSDUH
SHUIRUPDQFH��DQG�FRGLQJ�VW\OH�

SoakTest 7KLV�LV�WKH�©ELJ�GDGG\ª�RI�SURWRFRO�WHVWHUV��,W�DOORZV�D�ODUJH�QXPEHU
RI� GLIIHUHQW� FOLHQWV� WR� FRQWDFW� WKH� VDPH� VHUYHU�� 7KH� VHUYHU
PDLQWDLQV� VWDWH� IRU� HDFK� FOLHQW�� DQG� FKHFNV� WKDW� WKH\� EHKDYH� DV
H[SHFWHG��%RWK�WKH�FOLHQWV�DQG�VHUYHU�PD\�SDXVH�EHWZHHQ�GXULQJ
WKH� SURFHVVLQJ� RI� D� FDOO�� 7KLV� ZLOO� WHVW� WKH� WLPHRXWV� DQG� NHHS�
DOLYHV� RI� D� SURWRFRO� �IRU� H[DPSOH� 553� ZLOO� FORVH� DQ� LGOH
FRQQHFWLRQ���,Q�DGGLWLRQ�WR�WKLV��ERWK�FOLHQW�DQG�VHUYHU�DFWLYHO\�FDOO
WKH�JDUEDJH�FROOHFWRU��VR�WKDW�PHPRU\�XVDJH�FDQ�EH�PRQLWRUHG�WR
DLG�SURWRFRO�GHEXJJLQJ�

 43.4 Proxy Examples

7KHVH� H[DPSOHV� LOOXVWUDWH� WKH� GLIIHUHQW� IRUPV� RI� JHQHULF� DQG� VPDUW� SUR[LHV
DYDLODEOH�LQ�)OH[L1HW��7KH�ILUVW�WKUHH�RI�WKHVH�DUH�GHVFULEHG�LQ�&KDSWHU����

SmartProxy
7KLV� LV� DQ�H[DPSOH�XVH� RI� D�6PDUW�3UR[\� WR� D� UHDG�RQO\� VHUYLFH�
7KH� SUR[\� SHUIRUPV� FDFKLQJ�� WR� UHGXFH� WKH� QXPEHU� RI� UHPRWH
LQYRFDWLRQV�

SimpleGenericProxy
7KLV� LV� WKH� VDPH� H[DPSOH� DV� 6PDUW3UR[\�� EXW� PDNHV� XV� RI� D
JHQHULF� SUR[\� YLD� WKH� SimpleGenericProxy� LQWHUIDFH�� ,W
LOOXVWUDWHV�WKH�GLIIHUHQFH�LQ�FRGLQJ�VW\OH��)RU�WKLV�H[DPSOH��VPDUW
SUR[LHV�DUH�PRUH�VWUDLJKWIRUZDUG�

GenericProxy
7KH� VDPH� H[DPSOH� DJDLQ�� XVLQJ� D� JHQHULF� SUR[\� XVLQJ� WKH
*HQHULF3UR[\� LQWHUIDFH��7KLV� LV� WKH�PRVW� IOH[LEOH� SUR[\� LQWHUIDFH
DYDLODEOH��EXW�LV�RYHUNLOO�IRU�WKLV�H[DPSOH�

MultiProxy
$�VLPSOH�VHUYLFH�RIIHULQJ�IRXU�GLIIHUHQW�LQVWDQFHV�RI�D�VHUYLFH��HDFK
XVLQJ�D�GLIIHUHQW�SUR[\�
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 43.5 Applet Examples

1RWH�� )OH[L1HW� FDQ� RQO\�ZRUN� LQ� DSSOHWV� LI� WKH� DSSOHW� LV� DEOH� WR� DFFHVV� WKH
QHWZRUN��,Q�WKHVH�H[DPSOHV��D�VSHFLDO�FODVV�LV�XVHG�WR�DOORZ�WKLV�DFFHVV��(YHQ
VR��WKH�H[DPSOHV�ZLOO�RQO\�ZRUN�XQGHU�WKH�IROORZLQJ�FLUFXPVWDQFHV

• 7KH� DSSOHW� PXVW� EH� UXQ� LQ� D� IXOO� -'.���� HQYLURQPHQW� ZLWK� QR
�UHVWULFWLYH��SecurityManager�

• )OH[L1HW�LWVHOI�PXVW�EH�ORDGHG�ORFDOO\

7KHVH� H[DPSOHV�DUH�YHU\� SURQH� WR�PLQRU� FKDQJHV� LQ�)OH[L1HW� RU� WKH�$SSOHW
HQYLURQPHQW�� DV� WKH� DSSOHW� HQYLURQPHQWV� DUH� VWLOO� UHODWLYHO\� EXJJ\� ZLWK
UHVSHFW�WR�©DGYDQFHGª�-'.����IHDWXUHV�OLNH�LQWURVSHFWLRQ�DQG�LQQHU�FODVVHV��,Q
SULQFLSOH�� )OH[L1HW� FDQ� UXQ� LQ� DQ� DSSOHW� HQYLURQPHQW� ZLWKRXW� WKHVH
UHVWULFWLRQV�� EXW� PRUH� ZRUN� LV� UHTXLUHG� WR� LGHQWLI\� DQG� RYHUFRPH� WKH
LGLRV\QFUDVLHV�RI�WKH�FXUUHQW�DSSOHW�YLHZHUV�DQG�EURZVHUV�

AppletTest
$�YHUVLRQ�RI�TestCall�WKDW�XVHV�DQ�DSSOHW�IRU�FOLHQW�DQG�VHUYHU�

AppletTestRefPassing
$�YHUVLRQ�RI�TestRefPassing�WKDW�XVHV�DQ�DSSOHW�IRU�FOLHQW�DQG
VHUYHU�

 43.6 Binder Examples

7KHVH�H[DPSOHV�LOOXVWUDWH�SDUWLFXODU�ELQGHU�IXQFWLRQDOLW\��7KH�PDMRULW\�RI�WKH
RWKHU�H[DPSOHV�FDQ�EH�UXQ�XVLQJ�DQ\�ELQGHU��0DJHQWD�LV�XVHG�E\�GHIDXOW��

 43.6.1 SSL Examples

7KH� 66/� ELQGHU� �&ULPVRQ�� FDQ� EH� XVHG� ZLWK� DQ\� RI� WKH� RWKHU� QRQ�FOXVWHU
H[DPSOHV��$�WH[W�ILOH�LQ�WKH�TestCode/binders/SSL GLUHFWRU\�H[SODLQV�KRZ
WKLV�LV�GRQH�

 43.6.2 IIOP Examples

7KH�,,23�ELQGHU�PD\�XVHG�ZLWK�DQ\�RI�WKH�WHVW�FRGH��SURYLGLQJ�LW�LV�XVLQJ�WKH
REMHFWV�E\�YDOXH� ,'/0DSSHU�� +RZHYHU�� VSHFLILF� WHVW� FRGH� LV� SURYLGHG� WR
LOOXVWUDWH�VWDQGDUG�&25%$�H[DPSOHV�

Grid 7KLV�LV�D�VWDQGDUG�&25%$�H[DPSOH��,W�FUHDWHV�D�JULG�RI�YDOXHV�RQ
D�VHUYHU��DQG�D�FOLHQW�WKHQ�PDQLSXDWHV�WKHVH�

ObjByValue
7KLV�LV�D�GHPRQVWUDWLRQ�RI�WKH�XVH�RI�WKH�&25%$�REMHFWV�E\�YDOXH
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5)3��$�QXPEHU� RI� REMHFWV� DUH� SDVVHG� E\� UHIHUHQFH� DQG� E\� YDOXH
EHWZHHQ�D�FOLHQW�DQG�VHUYHU�

Specials 7KLV�WHVWV�WKH�KDQGOLQJ�RI�YDULRXV�&25%$�©VSHFLDOVª�VXFK�DV�LQ�RXW
SDUDPHWHUV�DQ�HQXPHUDWLRQV�

 43.6.3 Lamport Clocks

7KH� FRQVWUXFWLRQ� RI� DQ� H[DPSOH� ELQGHU� LV� LOOXVWUDWHG� LQ� FKDSWHU� ���� 7KH
FRUUHVSRQGLQJ� VRXUFH� FRGH� LV� LQ� WKH� TestCode/binders/LamportClocks
GLUHFWRU\�

 43.6.4 Class Repository

7KLV�LV�D�VLPSOH�H[DPSOH�XVH�RI�WKH�FODVV�UHSRVLWRU\��,W�H[SODLQV�KRZ�WR�FUHDWH
EXQGOHV� IRU� XVH� LQ� WKH� UHSRVLWRU\�� DQG� KRZ� WR� XVH� LW�� ,W� FRQWDLQV� D� VLPSOH
H[DPSOH�SURJUDP�WKDW�ZLOO�IDLO�LI�XVHG�ZLWKRXW�WKH�UHSRVLWRU\�

 43.7 Cluster Examples

7KHUH�LV�RQH� ©YDQLOOD�FOXVWHUª�H[DPSOH��DQG�D�QXPEHU�RI�H[DPSOHV�IRU�PRELOH
DQG�VWRUDEOH�FOXVWHUV�

 43.7.1 Vanilla Clusters

ClusterTest
7KLV�H[DPSOH�FRQVLVWV�RI�D�VLQJOH�DSSOLFDWLRQ�SURJUDP��:KHQ�UXQ�
WKLV�FUHDWHV�D�ORFDO�FDSVXOH��DQG�D�FOXVWHU�ZLWKLQ�WKDW�FDSVXOH��7KH
FDSVXOH� WKHQ�FRPPXQLFDWHV�ZLWK�WKH�FOXVWHU� WR�SHUIRUP�D�VLPSOH
LQYRFDWLRQ�� 7KLV� WHVWV� WKH� EDVLF� FOXVWHULQJ� PHFKDQLVP�� :LWK
WUDFLQJ�HQDEOHG��WKH�QRQ�WULYLDO�EHKDYLRXU�FDQ�EH�VHHQ�

 43.7.2 Mobile Object Examples

TweetiePie
7KLV� LV� D� VLPSOH� QRQ�JUDSKLFDO� PRELOH� REMHFW� H[DPSOH�� $� ©SODFH
VHUYHUª� SURFHVV� FUHDWHV� D� 3ODFH� WKDW�PRELOH� REMHFWV� FDQ�PRYH� WR�
7KH� ©FOLHQWª� SURFHVV� WKHQ� FUHDWHV� D� VHFRQG� SODFH� DQG� D� PRELOH
REMHFW� �D� ELUG��ZKLFK� ©IOLHVª� EHWZHHQ� WKH� WZR� SODFHV�� ,Q� DGGLWLRQ�
WKH� FOLHQW� SURFHVV� SHULRGLFDOO\� LQYRNHV� RSHUDWLRQV� RQ� WKH� ELUG�� WR
LOOXVWUDWH�PRELOH�QDPLQJ�LQ�DFWLRQ�

Tama� �7DPDJRWFKL�
7KLV�LV�D�FRPSOH[��JUDSKLFDO�GHPRQVWUDWLRQ��,Q�HVVHQFH��D�IDFWRU\
LV�FUHDWHG�IRU�©7DPDJRWFKLª�PRELOH�REMHFWV��7KHVH�KDYH�D�VWDQGDUG
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$:7� LQWHUIDFH�� DQG� PD\� DOVR� EH� UHTXHVWHG� WR� PRYH� EHWZHHQ
SODFHV�RQ�D�SUH�GHILQHG�LWLQHUDU\��,QWHUQDOO\��WKH�7DPDJRWFKL�FRGH
SHUIRUPV� PDQ\� FRQVLVWHQF\� FKHFNV�� PDNLQJ� WKLV� ERWK� D
GHPRQVWUDWLRQ�DQG�D�SLHFH�RI�WHVW�FRGH�

EventTest
7KLV�LV�D�GHPRQVWUDWLRQ�RI�WKH�©HYHQWª�VXEV\VWHP�GHYHORSHG�IRU�XVH
ZLWK�PRELOH�REMHFWV�

MagicPlace
7KLV�LV�D�GHPRQVWUDWLRQ�RI�KRZ�3ODFHV��RU�RWKHU�&DSVXOHV��FDQ�EH
VXEFODVVHG� WR� SURYLGH� VSHFLDOLVW� IXQFWLRQDOLW\�� 7KH� SODFH� FUHDWHG
FRQIRUPV�WR�WKH�VWDQGDUG�3ODFH�LQWHUIDFH��EXW�SHUIRUPV�DGGLWLRQDO
DXGLWLQJ�RI�PRELOH�REMHFW�DFWLYLWLHV�

 43.7.3 Persistent Object Examples

Black 7KLV� LV� D� VLPSOH� H[DPSOH� RI� ©EODFN� ER[ª� XVH� RI� WKH� ,QIRUPDWLRQ
6SDFH�� 2EMHFWV� DUH� VWRUHG� E\� FRS\LQJ� WKHP� LQWR� DQ� LQIRUPDWLRQ
VSDFH��DQG�WKHQ�UHWULHYHG�E\�D�VHFRQG�FOLHQW�E\�FRS\LQJ�WKHP�RXW�

White 7KLV� GHPRQVWUDWHV� ©ZKLWH� ER[ª� XVH� RI� WKH� ,QIRUPDWLRQ� 6SDFH�� $
SHUVLVWHQW�DFFRXQW�REMHFW�LV�FUHDWHG�E\�RQH�FOLHQW��$�VHFRQG�FOLHQW
XSGDWHV� WKLV�� 1HLWKHU� FOLHQW� QHHG� EH� DZDUH� WKDW� WKH� REMHFW� LV
DFWXDOO\�SHUVLVWHQW�

WhitePages
$QRWKHU�©ZKLWH�ER[ª�WHVW�

Ibrowser 7KLV� SURYLGHV� D� VLPSOH� JUDSKLFDO� LQWHUIDFH� WKDW� PD\� EH� XVHG� WR
EURZVH�DQ�,QIRUPDWLRQ�6SDFH�

 43.8 Transactional Examples

7KLV�FRQWDLQV�D�VLQJOH�H[DPSOH�BankTest� WKDW�ZDV�GHVFULEHG� LQ�FKDSWHU����
$V� WKLV� LOOXVWUDWHV� ERWK� WKH� DVVHPEO\� DQG� H[HFXWLRQ� RI� D� EHDQ�EDVHG
DSSOLFDWLRQ��LW�LV�FRUUHVSRQGLQJO\�PRUH�FRPSOH[�WKDQ�WKH�RWKHU�H[DPSOHV�
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 44 LAMPORT CLOCKS – AN EXAMPLE BINDER

 44.1 Introduction

$V�DQ�ZRUNHG�H[DPSOH�RI�ELQGHU�HQJLQHHULQJ��D�VLPSOH�ELQGHU�LV�GHVLJQHG�DQG
LOOXVWUDWHG� LQ� WKLV� FKDSWHU�� 7KLV� ELQGHU�� LamportBinder�� LV� EDVHG� RQ� WKH
0DJHQWD� ELQGHU�� EXW� DGGV� DQ� DGGLWLRQDO� OD\HU� XVHG� WR� SDVV� VHTXHQFLQJ
LQIRUPDWLRQ�EHWZHHQ�FOLHQW�DQG�VHUYHU��DQG�WR�SURGXFH�GHEXJJLQJ�LQIRUPDWLRQ�

7KH�/DPSRUW�%LQGHU�XVHV�WKH�FRQFHSW�RI�/DPSRUW�&ORFNV�>/$03257��@��7KH
EDVLF�VFKHPH�LV�DV�IROORZV�

• (DFK�SURFHVV�PDLQWDLQV� D� ORJLFDO� FORFN�� 7KH� FORFN� LV� ORJLFDO� LQ� WKDW� LW
VWDUWV�DW�]HUR�DQG�©WLFNVª�RQO\�ZKHQ�VRPH�HYHQ�KDSSHQV�

• (DFK�PHVVDJH�VHQW�FRQWDLQV�WKH�VHQGHUªV�FORFN�YDOXH�

• 2Q� UHFHLSW� RI� D�PHVVDJH�� WKH� ORFDO� FORFN� LV� DGYDQFHG� �LI� QHFHVVDU\�� WR
HQVXUH�WKDW�WKH�UHFHLYH�WLPHVWDPS�LV�ODUJHU�WKDQ�WKH�VHQG�WLPHVWDPS�

• :KHQHYHU� DQ� ©LQWHUHVWLQJ� HYHQWª� RFFXUV�� WKH� ORFDO� FORFN� LV� UHDG�� DQG
LQFUHPHQWHG��7KLV�HQVXUHV�WKDW�QR�WZR�ORFDO�HYHQWV�RFFXU�DW�WKH�VDPH
WLPH�

7KH�LQIRUPDWLRQ�IURP�WKH�WLPHVWDPSV�LV�XVHG�WR�SULQW�GHEXJJLQJ�LQIRUPDWLRQ
RI�WKH�IRUP
 client invoke @4
 server received invocation @5
 server replied @7
 client received reply @8

7KH� FRGH�GHVFULEHG� LQ� WKLV� FKDSWHU� LV� DYDLODEOH� LQ� WKH� §LamportClock¨� WHVW
FRGH�GLUHFWRU\�

 44.2 Approach

)RU�VLPSOLFLW\�RI�H[DPSOH��ZH�FRQVWUXFW�RXU�ELQGHU�IURP�VFUDWFK��,Q�SUDFWLFH�
WKLV� ELQGHU� FRXOG� EH� D� VXEFODVV� RI� Burgundy�� ,I� WKLV� DSSURDFK�ZHUH� WDNHQ�
RQO\� WKH�PHWKRG�setRequirements�ZRXOG� EH� UHTXLUHG� LQ� WKH� VXEFODVV�� WKH
UHVW�EHLQJ�LQKHULWHG�IURP�%XUJXQG\�
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2XU� ELQGHU� LV� JRLQJ� WR� VXSSRUW� D� YDULDQW� RQ� WKH� §UUS¨� SURWRFRO�� $W� WKH� ORZ
OHYHO�� WKLV� ZLOO� EH� SUHFLVHO\� §UUS¨�� KRZHYHU� DV� ZH� DUH� DGGLQJ� DQ� DGGLWLRQDO
DUJXPHQW�WR�HYHU\�FDOO�DQG�UHWXUQ��RXU�SURWRFRO� LV�VWULFWO\� LQFRPSDWLEOH�ZLWK
UUS��:H�WKHUHIRUH�FKRRVH�D�GLIIHUHQW�SURWRFRO�QDPH��§UUS�ODPSRUW¨�

7KH�0DJHQWD�DQG�%XUJXQG\�ELQGHUV�DUH�FRPSOLFDWHG�E\�WZR�IDFWV�

• 7KH\�FDQ�EH�ERRWVWUDSSHG�DW�D�SUHYLRXV�DGGUHVV��FOXVWHU�DGGUHVV�RU�SRUW

• 7KH\� VXSSRUW� WKH� SDUVLQJ� DQG� VWULQJLILFDWLRQ� RI� QDPHV� WKDW� LQFOXGH
FOXVWHU�RU�PRELOH�QDPHU�LQIRUPDWLRQ�

)RU� VLPSOLFLW\� RI� H[DPSOH��ZH�ZLOO� DYRLG� ERWK� RI� WKHVH� LVVXHV��$OWKRXJK� RXU
ELQGHU�ZLOO� EH�DEOH� WR�KDQGOH�PRELOH�QDPHV�DQG� FOXVWHU�EDVHG� DGGUHVVHV� IRU
UHPRWH�VHUYLFHV��LW�ZLOO�EH�XQDEOH�WR�XVH�PRELOH�QDPHV�IRU�ORFDO�LQWHUIDFHV��QRU
SDUVH�RU�VWULQJLI\�WKHVH�QDPHV��,Q�DGGLWLRQ�ZH�DYRLG�WKH�ERRWVWUDS�FRGH�DV�LW�LV
FRPSOH[�DQG�FRYHUV�PDQ\�FDVHV��2XU�ELQGHU�ZLOO�DOZD\V�XVH�D�UDQGRP�SRUW��,I
WKH� DOWHUQDWLYH� DSSURDFK� RI� VXEFODVVLQJ� Burgundy� ZHUH� WDNHQ�� WKHQ� WKHVH
OLPLWDWLRQV�ZRXOG�EH�DYRLGHG�

 44.3 Components

7KHUH�DUH�WKUHH�FRPSRQHQWV�LQ�RXU�QHZ�ELQGHU�HQYLURQPHQW�

• 7KH� TimerLayer� ZKLFK� SHUIRUPV� WKH� DFWXDO� ZRUN� ¥� PDLQWDLQLQJ
/DPSRUW�&ORFNV��DQG�SULQWLQJ�GHEXJJLQJ�LQIRUPDWLRQ�

• 7KH�ELQGHU��LamportBinder��ZKLFK�FUHDWHV�D�ELQGLQJ�VWDFN�FRQWDLQLQJ
WKLV�OD\HU�

• $�WHVWEHQFK�WR�DOORZ�XVH�RI�WKH�/DPSRUW%LQGHU��LamportTest�

�7KHVH�ZLOO�EH�GHVFULEHG�LQ�WXUQ�

 44.4 Timing Layer

7KLV� OD\HU� LV� VXPPDULVHG� LQ� )LJXUH� ����� ,W� KDV� WZR� VWDWLF� PHWKRGV� �ERWK
FDOOHG�getLamportTime��ZKLFK�PDLQWDLQ�WKH�ORFDO�FORFN��7KH�RWKHU�PHWKRGV
IDOO�LQWR�WZR�FDWHJRULHV��LQLWLDOLVDWLRQ�PHWKRGV�DQG�RSHUDWLRQ�PHWKRGV�

 44.4.1 Lamport Clock Methods

7KHVH�PHWKRGV� LPSOHPHQW� WKH�/DPSRUW� FORFN�DEVWUDFWLRQ��7KH\�DUH�VKRZ� LQ
)LJXUH�����
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 public class  TimingLayer
        implements CallUp, CallDown, UniformStartup
 {
   // static data & methods for Lamport Clock
   protected static int lamportClock=0;
   public synchronized static int getLamportTime()
   public synchronized static int getLamportTime(
                                       int remoteTime)
   // per-instance data
   protected CallDown down;
   protected CallUp up;
 
   // initialization methods
   public static void setRequirements(Blueprint props)
   public static Object createUninitialised()
   public int initialise(Blueprint props)
 
   // operation methods
   public void calldown(Invocation data)
   public void callup(Invocation data)
 }

Figure 116 Overview of TimerLayer

 public synchronized static int getLamportTime()
 {
   lamportClock++;
   return lamportClock;
 }
 
 public synchronized static int getLamportTime(int remoteTime)
 {
   lamportClock = Math.max(lamportClock,remoteTime);
   return getLamportTime();
 }

Figure 117 Lamport Clock Methods

 44.4.2 Initialisation Methods

7KH� TimerLayer� LV� FRQWUROOHG� XVLQJ� EOXHSULQWV�� ,W� KDV� WKUHH� LQLWLDOLVDWLRQ
PHWKRGV�WKDW�WRJHWKHU�LPSOHPHQW�WKH�UniformStartup�LQWHUIDFH��7KHVH�DUH
LOOXVWUDWHG�LQ�)LJXUH�����

setRequirements
7KLV� GHILQHV� %OXHSULQW� SURSHUWLHV� LQGLFDWLQJ� FRQVWUDLQWV� RQ� WKH
OD\HUV�DERYH�DQG�EHORZ�WKLV�LQ�WKH�VWDFN�

createUnitialised
7KLV�VLPSOH�FUHDWHV�D�QHZ�LQVWDQFH�RI�WKH�OD\HU

initialise
7KLV�UHDGV�SURSHUW\�YDOXHV�IURP�WKH�VXSSOLHG�EOXHSULQW��DQG�VHWV
WKH�SHU�LQVWDQFH�ILHOGV�ZLWKLQ�WKH�OD\HU�
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 public static void setRequirements(Blueprint props)
                    throws ConstraintContentionException
 {
   props.constrain("up",CallUp.class);
   props.constrain("down",CallDown.class);
 }
 
 public static Object createUninitialised()
 {
   return new TimingLayer();
 }
 
 public int initialise(Blueprint props)
 {
   up=(CallUp)props.get("up");
   down=(CallDown)props.get("down");
   return Blueprint.COMPLETE;
 }
 

Figure 118 Initialisation Methods for TimerLayer

 44.4.3 Operation Methods

7KHVH� DUH� WKH� PHWKRGV� FDOOHG� GXULQJ� QRUPDO� RSHUDWLRQ� RI� WKH� ELQGHU�
Calldown�LV�FDOOHG�RQ�WKH�FOLHQW�LQ�RUGHU�WR�SURFHVV�DQ�LQYRFDWLRQ��7KLV�OHDGV
WR� D� QHVWHG� FDOO� RI� Callup� RQ� WKH� VHUYHU�� %RWK� PHWKRGV� PDNH� XVH� RI� WKH
©DGGLWLRQDO� DUJXPHQW� VWDFNª� VWRUHG� LQ� WKH� LQYRFDWLRQ�� :KHQ� VHQGLQJ� D
PHVVDJH��WKH�VHQGHU�SXVKHV�WKH�FXUUHQW�WLPH�RQWR�WKH�VWDFN��:KHQ�UHFHLYLQJ�D
PHVVDJH�� WKH� UHFHLYHU� SRSV� WKH� VHQGLQJ� WLPH� RII� WKH� VWDFN�� %HFDXVH� RI� WKLV
XVHG� RI� WKH� VWDFN�� WKLV� OD\HU�PXVW� H[LVW� DERYH� WKH� VHULDOLVDWLRQ� OD\HU� LQ� WKH
SURWRFRO� VWDFN�� ,I� WKLV� ZHUH� QRW� SRVVLEOH�� D� YDULDQW� RQ� WKH� OD\HU� FRXOG� EH
GHYLVHG�WKDW�XVHG�LWV�RZQ�EXIIHU�VHJPHQW�IRU�VWRULQJ�WKH�/DPSRUW�7LPH��7KH
)UDJPHQWDWLRQ�OD\HU�LQ�WKH�*UHHQ�SURWRFRO�LV�DQ�H[DPSOH�RI�VXFK�D�OD\HU��7KH
CallUp� DQG� CallDown� PHWKRGV� DUH� VKRZQ� LQ� )LJXUH� ����� )RU� EUHYLW\�
H[FHSWLRQ�KDQGOLQJ�LV�RPLWWHG�
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 public void calldown(Invocation data)
                      throws BadCallException
 {
   // start of invocation
   int localTime = getLamportTime();
   System.out.println("INVOKE   @ " + localTime +
                      " " + data);
   data.push(Integer.class,new Integer(localTime));
   down.calldown(data);
   // reply recieved
   Integer i = (Integer) data.pop(Integer.class);
   int remoteTime = i.intValue();
   localTime = getLamportTime(remoteTime);
   System.out.println("RETURNED @"+ localTime +
                      " (sent @" + remoteTime+")");
 }
 
 public void callup(Invocation data)
                    throws BadCallException
 {
   // invocation received
   Integer i = (Integer) data.pop(Integer.class);
   int remoteTime = i.intValue();
   int localTime  = getLamportTime(remoteTime);
   System.out.println("RECIEVED @" + localTime +
                      " (sent @" + remoteTime+")");
   System.out.println("INVOCATION = " + data);
   up.callup(data);
   // invocation has been processed, send reply
   localTime = getLamportTime();
   System.out.println("RETURN   @" + localTime);
   data.push(Integer.class,new Integer(localTime));
 }

Figure 119 Operation Methods for TimingLayer

 44.5 A Binder Using TimingLayer (LamportBinder)

7KH�ELQGHU�XVHG�ZLWK�TimingLayer� LV�D�VLPSOLILHG�YHUVLRQ�RI�%XUJXQG\��$V
H[SODLQHG� LQ�VHFWLRQ������� WKLV� VLPSOLILFDWLRQ�RI� WR�DLG� H[SODQDWLRQ��$�ELQGHU
FRQVWUXFWHG�XVLQJ�EOXHSULQWV��VXFK�DV�WKLV��PXVW�VXSSRUW�DOO� RI� WKH� IROORZLQJ
PHWKRGV�

0HWKRGV�WKDW�FUHDWH�DQ�LQVWDQFH�RI�WKH�ELQGHU�XVLQJ�%OXHSULQWV�
 static void   setRequirements(Blueprint b)
 static Object createUninitialised()
 int initialise(Blueprint props)

6WDQGDUG�ELQGHU�PHWKRGV�¥�JHQHUDWH�DQG�UHVROYH�QDPHV�
 Name generateName (Object obj,Class cls,FlexiProps qos)
 boolean grantName (Object obj,Class cls,Name name,
                   FlexiProps qos)
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 Object resolveName(Name name, Class cls, FlexiProps qos) 

8WLOLW\�PHWKRGV�WKDW�DUH�SDUW�RI�WKH�%LQGHU�LQWHUIDFH�
 boolean resolvesProtocol(String p)
 boolean addGenerator    (Generator g)
 void    dropNames       (Object obj, Class cls)
 String  stringifyName   (Name name) throws BadName
 Name    parseName       (String name) throws BadName

7KHVH�VHWV�RI�PHWKRGV�ZLOO�EH�FRQVLGHUHG�LQ�WXUQ�

 44.5.1 Binder Construction using Blueprints

2I� WKH� WKUHH� UniformStartup� PHWKRGV�� setRequirements� LV� E\� IDU� WKH
PRVW� FRPSOH[��7KLV�PXVW�GHILQH�DOO� RI� WKH� OD\HUV� WKDW�PDNH�XS� WKH� SURWRFRO
VWDFN�� DQG� JLYH� ©VXJJHVWLRQVª� RQ� UHVRXUFHV� WKDW� WKH\� PD\� XVH� DQG� KRZ� WKH
OD\HUV�DUH�UHODWHG�WR�HDFK�RWKHU��7KH�VWDWHPHQWV�DUH�©VXJJHVWLRQVª�EHFDXVH�LW�LV
SRVVLEOH� IRU� WKH� FUHDWRU� RI� WKH� ELQGHU� WR� RYHUULGH� DQ\� RI� WKHVH� VXJJHVWLRQV�
ZLWK� DQ\� RWKHU� VXJJHVWLRQ� WKDW� PHHWV� WKH� FRQVWUDLQWV� VSHFLILHG� E\� WKDW
FRPSRQHQW��:KHUH� WKH� ELQGHU� LWVHOI�ZLVKHV� WR� FRQVWUDLQ� D� YDOXH� LW� XVHV� WKH
EOXHSULQW�constrain�PHWKRG�

7KH� LQLWLDOLVDWLRQ�PHWKRGV�DUH�VKRZQ� LQ�)LJXUH�����DQG�)LJXUH������)LJXUH
���� VKRZV� createUnitialised� initialise� DQG� WKH� ILUVW� SDUW� RI
setRequirements��7KLV�SDUW� LV� UHVSRQVLEOH� IRU� LGHQWLI\LQJ� VXE�SDUWV� RI� WKH
ELQGHU��OD\HUV�DQG�UHVRXUFHV���7KH�VHFRQG�SDUW� LV�VKRZQ�LQ�)LJXUH������7KLV
VKRZV�GHSHQGHQFLHV�EHWZHHQ�WKH�FRPSRQHQWV��7KH�GLIIHUHQFHV�IURP�%XUJXQG\
DUH�PLQRU� DQG� UHODWH� WR� WKH� LQWURGXFWLRQ� RI� WKH� DGGLWLRQDO� OD\HU�� 7KH\� DUH
KLJKOLJKWHG�LQ�WKH�ILJXUHV�

7ZR�VHWV�RI�SURSHUWLHV�DUH�ZRUWK\�RI�IXUWKHU�FRPPHQW�

• 7KH� EXIIHU� VHW� XS� PDNHV� XVH� RI� D� VHW� RI� FRQVWDQWV�� RRSEGMENT�
CLUSTERNAMESEGMENT�� NAMESEGMENT� DQG� DATASEGMENT�� 7KHVH� DUH
GHILQHG�WR�WKH�YDOXHV�0�1�2�3�LQ�WKH�VWDWLF�LQLWLDOLVDWLRQ�RI�WKH�FODVV��DQG
UHSUHVHQW�WKH�EXIIHU�VHJPHQWV�XVHG�E\�WKH�YDULRXV�OD\HUV�LQ�WKH�VWDFN�
8VLQJ�VHJPHQWHG�EXIIHUV�KHOSV�NHHS�OD\HUV�LQGHSHQGHQW�

• 7KH�GHIDXOW�DFWLRQ�RI�WKH�VHULDO�OD\HU�LV�RYHUZULWWHQ�E\�VHWWLQJ�D�QXPEHU
RI�SURSHUWLHV�WR�FKDQJH�WKH�FODVV�RI�WKH�VHULDOLVHU�XVHG��7KLV�LV�D�FORQH
RI� WKH� FRGH� LQ�Burgundy�� 7KLV� LV� WR� IRUFH� WKH� VHULDO� OD\HU� WR� XVH� WKH
FODVV�UHSRVLWRU\��LI�DYDLODEOH��6LPLODU�FXVWRPLVDWLRQ�FDQ�EH�PDGH�WR�DQ\
FRPSRQHQW��LQFOXGLQJ�WKH�ELQGHU�LWVHOI�
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 public static Object createUninitialised()
 {
   return new LamportBinder();
 }
 
 public int initialise(Blueprint props)
 {
   clientTop = (CallDown)      props.get("locatelayer");
   nameLayer= (TrivNameLayer)  props.get("namelayer");
   binderTop = (Binder)        props.get("binderTop");
   RRPLayer rpcLayer=(RRPLayer)props.get("rpclayer");
   baseAddress =  rpcLayer.getAddr();
 
   return Blueprint.COMPLETE;
 }
 
 public static void setRequirements(Blueprint b)
                    throws ConstraintContentionException
 {
  // The context in which this may be used
  b.constrain ("binderTop",Binder.class);
  // set up buffers
  b.constrain("buffer.outputfactory",OutputBufferFactory.class);
  b.link("..template."+RRSEGMENT    ,"rpclayer.segmentsize");
  b.link("..template."+CLUSTERNAMESEGMENT
                               ,"clusternamelayer.segmentsize");
  b.link("..template."+NAMESEGMENT  ,"namelayer.segmentsize");
  b.link("..template."+DATASEGMENT  ,"buffer.datasize");
  b.constrain("buffer.inputfactory" ,InputBufferFactory.class);
  b.link("..template"               ,".outputfactory.template");
  // Suggest suitable buffer abstraction and maximum size
  b.suggest("buffer.datasize"  ,1024*128);
  b.suggest(".inputfactory"    ,BasicInputBufferFactory.class);
  b.suggest(".outputfactory"   ,BasicOutputBufferFactory.class);
  // Suggest a threading policy
  b.suggest("tcp.maxthreads"      ,6);
  b.suggest("tcp.maxwaiters"      ,6);
  // set up session manager
  b.require("sessionmanager"        ,SessionManagerImp.class);
  b.suggest("sessionmanager.factory",RRPSessionFactory.class);
  b.link   ("sessionmanager.factory.layer"  ,"rpclayer");
  b.link   ("sessionmanager.factory.manager","sessionmanager");
  // Layer of the shared protocol stack
  b.require("locatelayer"        ,LocateLayer.class);
  b.require("clientcalllayer"    ,ClientCallLayer.class);
  b.require("servercalllayer"    ,CallLayer.class);
  b.require("lamportlayer"       ,TimingLayer.class);
  b.require("serial"             ,SerialLayer.class);
  b.require("namelayer"          ,TrivNameLayer.class);
  b.require("clusternamelayer"   ,SingleClusterMuxLayer.class);
  b.require("rpclayer"           ,RRPLayer.class);

Figure 120 Initialisation Methods (part 1)
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 // Links down the stack (client)
 b.link   ("locatelayer.down"     ,"clientcalllayer");
 b.link   ("clientcalllayer.down" ,"lamportlayer");
 b.link   ("lamportlayer.down"    ,"serial");
 b.link   ("serial.down"          ,"namelayer");
 b.link   ("namelayer.down"       ,"clusternamelayer");
 b.link   ("clusternamelayer.down","rpclayer");
 // Links up the stack (server)
 b.link   ("rpclayer.up"          ,"clusternamelayer");
 b.link   ("clusternamelayer.up"  ,"namelayer");
 b.link   ("namelayer.up"         ,"serial");
 b.link   ("serial.up"            ,"lamportlayer");
 b.link   ("lamportlayer.up"      ,"servercalllayer");
 // set segments for use by the various layers
 b.require("serial.datasegment"                 ,DATASEGMENT);
 b.require("namelayer.namesegment"              ,NAMESEGMENT);
 b.require("clusternamelayer.clusternamesegment",
                                          CLUSTERNAMESEGMENT);
 b.require("rpclayer.datasegment"               ,DATASEGMENT);
 // layers using the session manger
 b.link   ("clientcalllayer.sessionmanager"     ,"sessionmanager");
 b.link   ("rpclayer.sessionmanager"            ,"sessionmanager");
 // layers using buffers
 b.link   ("serial.outputbufferfactory"   ,"buffer.outputfactory");
 b.link   ("namelayer.outputbufferfactory","buffer.outputfactory");
 b.link   ("clusernamelayer.outputbufferfactory"
                                          ,"buffer.outputfactory");
 b.link   ("rpclayer.outputbufferfactory" ,"buffer.outputfactory");
 b.link   ("rpclayer.inputbufferfactory"  ,"buffer.inputfactory");
 // Serial layer extra setup
 b.suggest("serial.serializerFactory",RefSerializerFactory.class);
 b.link   ("..generator"             ,"binderTop");
 b.suggest("..classSerializerFactory"
                             ,ClassBundleSerializerFactory.class);
 b.suggest("serial.deserializerFactory"
                                   ,RefDeSerializerFactory.class);
 b.link   ("..resolver"            ,"binderTop");
 b.suggest("..classDeSerializerFactory"
                           ,ClassBundleDeSerializerFactory.class);
 // RPC Layer extra setup
 b.suggest("rpclayer.port" ,"0");
 b.link   (".maxthreads"   ,"tcp.maxthreads");
 b.link   (".maxwaiters"   ,"tcp.maxwaiters");
}

Figure 121 Initialisation Methods (Part 2)

 44.5.2 Standard Binder Functions

7KH� WKUHH� VWDQGDUG� ELQGHU� IXQFWLRQV�� generateName�� grantName� DQG
resolveName�DUH�VKRZQ�LQ�)LJXUH������7KH�ILUVW�WZR�PDNH�XVH�RI�WKH�QDPH
OD\HU�WR�PDQDJH�PXOWLSOH[LQJ�RI�D�QXPEHU�RI� LQWHUIDFHV�RYHU�D�VLQJOH�VKDUHG
EDVH�DGGUHVV��7KH�WKLUG� IXQFWLRQ�WULYLDOO\� FUHDWHV�D�QHZ�VWXE�DQG� OLQNV� LW� WR
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WKH� WRS� RI� WKH� VWDFN�� 1R� DGGLWLRQDO� UHVROXWLRQ� RI� WKH� QDPH� LV� PDGH� XQWLO� D
PHWKRG�RQ�WKH�VWXE�LV�LQYRNHG�

 public Name generateName (Object obj, Class cls,
                           FlexiProps qos)
 {
   if (qos != null) // cannot handle QoS, hand off
     return nextGenerator.generateName(obj,cls,qos);
 
   int id =  nameLayer.generatePartName(obj,cls);
   return  new TrivName(protocol,baseAddress,id);
 }
 
 public boolean grantName (Object obj, Class cls,
                Name name,FlexiProps qos)
 {
   if((qos==null) && (name instanceof TrivName))
   {
     TrivName tname =  (TrivName) name;
     if ((baseAddress.equals(tname.ref)) &&
         (nameLayer.grantName(obj, cls, tname.id)))
          return true;
   }
   // fall through if we can’t grant this name
   return nextGenerator.grantName(obj,cls,name,qos);
 }
 
 public Object resolveName (Name name, Class cls,
                            FlexiProps qos) throws BadName
 {
   if (qos != null) // cannot handle QoS
     return  null;
   // return a new stub, linked to the top of the stack
   return  Stub.stub(cls, clientTop, name);
 }

Figure 122 Standard Binder Functions

 44.5.3 Additional Binder Methods

7KH� UHVW� RI� WKH� ELQGHU� PHWKRGV� DUH� VWUDLJKWIRUZDUG� DQG� DUH� LOOXVWUDWHG� LQ
)LJXUH� ����� (TXLYDOHQW� �RU� LGHQWLFDO�� PHWKRGV� DUH� IRXQG� LQ� WKH�PDMRULW\� RI
ELQGHUV��7KH�SXUSRVH�RI�WKHVH�PHWKRGV�LV�GHVFULEHG�LQ�VHFWLRQV������DQG������
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 String protocol="rrp-lamport";
 public boolean resolvesProtocol(String p)
 {
  return (protocol.equals(p)); // only resolve one protocol
 }
 
 // we are one of a list of generators, initially
 // termiate this list with a null generator.
 Generator nextGenerator = new NullGenerator();
 public boolean addGenerator(Generator g)
 {
   // add a generator to the front of the list
   g.addGenerator(nextGenerator);
   nextGenerator = g;
   return true;
 }
 
 public void dropNames (Object obj, Class cls)
 {
    nameLayer.dropNames(obj, cls);    // names we generated
    nextGenerator.dropNames(obj,cls); // recurse down list
 }
 
 public String stringifyName (Name name) throws BadName
 {
   // ignore other generator’s names
   if(!name.getProtocol().equals(protocol))
     return nextGenerator.stringifyName(name);
 
   if (!name instanceof TrivName)
     throw  new BadName(); // sanity check
 
   // the stringified name is of the form protocol:(addr)(id)
   TrivName mname =  (TrivName)name;
   return  protocol+":("+RRPLayer.stringifyName(mname.ref)+
            ")("+TrivNameLayer.stringifyPartName(mname.id)+
            ")";
 }
 
 public Name parseName (String name) throws BadName
 {
   if(!protocol.equals(NameUtil.getProtocol(name)))
     throw new BadName(); // sanity check
 
   String addressPart =  NameUtil.getPartName(name, 0);
   String idPart      =  NameUtil.getPartName(name, 1);
 
   Address baseAddress =  RRPLayer.parseName(addressPart);
   int id =  TrivNameLayer.parsePartName(idPart);
 
   return new TrivName(protocol, baseAddress, id);
 }

Figure 123 Additional Binder Methods
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 44.6 A Testbench for Lamport Binder

)LJXUH�����VKRZV�D�FRPSOHWH�WHVWEHQFK�IRU�WKH�/DPSRUW�%LQGHU��7KLV�VHWV�WKH
ELQGHU�JUDSK�WR�D�VLPSOH�JUDSK�FRQWDLQLQJ�WKUHH�FRPSRQHQWV��$�Cache�ELQGHU
�DV� BinderTop��� D� SmartChoice� UHVROYHU� �WR� DOORZ� WKH� XVH� RI� SUR[LHV� DQG
G\QDPLFDOO\� ORDGHG� SURWRFROV��� DQG� D� LamportBinder�� 7KLV� LV� WKH� RQO\
JHQHUDWRU��DQG�LV�DOVR�D�UHVROYHU�XVHG�IRU�WKH�§UUS�ODPSRUW¨�SURWRFRO�

1RWH� WKDW� DV� LamportBinder� GRHV� QRW� XQGHUVWDQG� ERRWVWUDS� VWULQJV�� WKLV
WHVWEHQFK� FDQ� RQO\� EH� XVHG� IRU� DSSOLFDWLRQV� WKDW� FDQ� UXQ� DW� DQ� DUELWUDU\
DGGUHVV��,Q�SDUWLFXODU��LW�PD\�EH�XVHG�IRU�WKH�WUDGHU��EXW�WKH�WUDGHU�ZLOO�UXQ
DW�D�GLIIHUHQW�DGGUHVV� HDFK� WLPH� LW� LV� VWDUWHG��7KLV� OLPLWDWLRQ� LV� RYHUFRPH� LI
LamportBinder� LV�EXLOW�DV�D�VXEFODVV�RI�Burgundy� �DV�GHVFULEHG� LQ�VHFWLRQ
������

 public class LamportTest
 {
   public static Binder init()
   {
     try
     {
       Cache binderTop = new Cache();
 
       // set up blueprints
       Blueprint bp = new Blueprint(LamportBinder.class,
                  new ClassConstraints(LamportBinder.class));
 
       bp.set("binderTop",binderTop);
 
       // build LamportTest using blueprints
       bp.construct();
       Binder lamport = (Binder) bp.get(null);
 
       // set up rest of binder graph
       SmartChoice choice = new SmartChoice(binderTop);
       binderTop.init( lamport,choice );
       choice.addResolver(lamport);
 
       return binderTop;
     }
    catch (Exception e)
     {
       return  null;
     }
   }
 }

Figure 124 A Testbench for LamportBinder
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 44.7 A Simple Example

,Q�WKLV�VHFWLRQ��ZH�GHPRQVWUDWH�KRZ�WR�XVH�WKH�LamportBinder� LQ�D� WULYLDO
H[DPSOH��TestCall��VHFWLRQ�������

�� (QVXUH� WKDW� WKH�LamportBinder�� )OH[L1HW� DQG� WKH�TestCall� GLUHFWRU\
DUH�RQ�WKH�FODVV�SDWK�

�� 5XQ�WKH�VHUYHU�

java –Dflexinet.binderinit=LamportTest Server

�� 5XQ�WKH�FOLHQW

java –Dflexinet.binderinit=LamportTest Client server_addr

7KH�WUDFH�RI�DQ�H[DPSOH�UXQ�LV�VKRZQ�LQ�)LJXUH�����

bash

$ java -Dflexinet.binderinit=LamportTest Server
* FlexiNet & MOW are copyright (c) 1997,1998 APM Ltd on behalf of
* the sponsors for the time being of the ANSA Consortium
Server address: rrp-lamport:(192.5.254.58:34072)(0)
Server Ready
(server) RECIEVED @2 (sent @1)
INVOKE = A_Imp@1dce0810.add(<arg>)=<null res> i s=SSession[id=1,remote=1]
(server) RETURN   @3
(server) RECIEVED @6 (sent @5)
INVOKE = A_Imp@1dce0810.add(<arg>)=<null res> i s=SSession[id=1,remote=1]
(server) RETURN   @7
(server) RECIEVED @10 (sent @9)
INVOKE = A_Imp@1dce0810.add(<arg>)=<null res> i s=SSession[id=1,remote=1]
(server) RETURN   @11

bash

$ java -Dflexinet.binderinit=LamportTest Client "rrp-lamport:(192.5.254.58:34072)(0)"
* FlexiNet & MOW are copyright (c) 1997,1998 APM Ltd on behalf of
* the sponsors for the time being of the ANSA Consortium
----------------------- pre call --------
(client) INVOKE   @ 1 rrp-lamport:(192.5.254.58:34072)(0).add(<arg>)=<null res>
s=CSession[id=1,remote=0]
(client) RETURNED @4 (return sent @3)
add(2,3) = 5
----------------------- pre call 2-------
(client) INVOKE   @ 5 rrp-lamport:(192.5.254.58:34072)(0).add(<arg>)=<null res>
s=CSession[id=1,remote=1]
(client) RETURNED @8 (return sent @7)
add(4,5) = 9
----------------------- pre call 3-------
(client) INVOKE   @ 9 rrp-lamport:(192.5.254.58:34072)(0).add(<arg>)=<null res>
s=CSession[id=1,remote=1]
(client) RETURNED @12 (return sent @11)
add(4,5) = 9
----------------------- done -------
$

Figure 125 An Example Use of LamportTest
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 45 INTRODUCTION

,Q�WKH�IROORZLQJ�WZR�FKDSWHUV��ZH�RXWOLQH�WKH�GHVLJQ�RI�WZR�DGYDQFHG�)OH[L1HW
VXE�V\VWHPV�� 7KHVH� DUH� SDSHU� GHVLJQV�� DQG� IXOO� LPSOHPHQWDWLRQV� RI� WKH
V\VWHPV� KDYH� QRW� EHHQ� FRQVWUXFWHG�� 7KH\� DUH� WKH� IUXLWV� RI� WZR� DGYDQFHG
UHVHDUFK�DFWLYLWLHV�XQGHU�WKH�$16$�)OH[L1HW�XPEUHOOD�
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 46 MOBILE AGENT SECURITY

 46.1 Introduction

:H�KDYH�LGHQWLILHG�VL[�EDVLF�DUHDV�RI�VHFXULW\�FRQFHUQ�ZKHQ�PRELOH�REMHFWV�DUH
XVHG�LQ�DQ�RSHQ�RU�LQVHFXUH�HQYLURQPHQW�

�� +RVW�LQWHJULW\���SURWHFWLQJ�WKH�LQWHJULW\�RI�D�KRVWLQJ�PDFKLQH�DQG�GDWD�LW
FRQWDLQV�IURP�SRVVLEOH�PDOLFLRXV�DFWV�E\�YLVLWLQJ�REMHFWV�

�� &OXVWHU�LQWHJULW\���LW�VKRXOG�EH�SRVVLEOH�WR�GHWHUPLQH�LI�D�FOXVWHU�KDV�EHHQ
WDPSHUHG�ZLWK�� HLWKHU� LQ� WUDQVLW� RU� E\� D� KRVW� DW�ZKLFK� LW�ZDV� SUHYLRXVO\
ORFDWHG��:H�PD\�ZLVK�WR�DOORZ�KRVWV�WR�PRGLI\�SDUWV�RI�D�FOXVWHU��H�J��GDWD�
EXW�QRW�RWKHUV��H�J��FRGH��

�� &OXVWHU�FRQILGHQWLDOLW\���D�FOXVWHU�PD\�ZLVK�WR�FDUU\�ZLWK�LW�LQIRUPDWLRQ
WKDW� VKRXOG� QRW� EH� UHDGDEOH� E\� RWKHU� FOXVWHUV�� RU� E\� �VRPH�� RI� WKH� KRVWV
ZKLFK�LW�YLVLWV�

�� &OXVWHU�DXWKRULW\���D�FOXVWHU�VKRXOG�EH�DEOH�WR�FDUU\�DXWKRULW\�ZLWK�LW��IRU
H[DPSOH�D�XVHUªV�SULYLOHJHV��RU�FUHGLW�FDUG�GHWDLOV��7R�SURYLGH�WKLV�ZH�QHHG
ERWK�FOXVWHU�LQWHJULW\�DQG�FOXVWHU�FRQILGHQWLDOLW\�

�� $FFHVV� FRQWURO� �� D� KRVW� VKRXOG� EH� DEOH� WR� LPSRVH� GLIIHUHQW� DFFHVV
SULYLOHJHV�RQ�GLIIHUHQW�FOXVWHUV�WKDW�PRYH�WR� LW��&OXVWHUV�DQG�KRVWV�VKRXOG
DOVR�EH�DEOH�WR�HQIRUFH�DFFHVV�FRQWURO�RQ�H[SRUWHG�PHWKRGV�

�� 6HFXUH� FRPPXQLFDWLRQV� �� FOXVWHUV� DQG� KRVWV� VKRXOG� EH� DEOH� WR
FRPPXQLFDWH� XVLQJ� FRQILGHQWLDO� DQG�RU� DXWKHQWLFDWHG� FRPPXQLFDWLRQ�
6RPH� DSSOLFDWLRQV� PD\� DOVR� UHTXLUH� RWKHU� VHFXULW\� FRPPXQLFDWLRQ
IHDWXUHV��VXFK�DV�QRQ�UHSXGLDWLRQ�

2I�WKHVH�VL[�DUHDV�WKUHH�KDYH�DOUHDG\�EHHQ�WDFNOHG��QDPHO\�KRVW�LQWHJULW\��YLD
VWURQJ� HQFDSVXODWLRQ� DQG� FOXVWHU� VHFXULW\� PDQDJHUV��� DFFHVV� FRQWURO� �YLD
)OH[L1HW� UHIOHFWLRQ� DQG�RU� 66/� FHUWLILFDWHV�� DQG� VHFXUH� FRPPXQLFDWLRQ� �YLD
66/��� 7KH� UHPDLQLQJ� DUHDV� UHTXLUH� WKDW� D� &OXVWHU� PD\� FDUU\� VHFUHW
LQIRUPDWLRQ� �WR� VXSSRUW� FRQILGHQWLDOLW\�� DQG� WKDW� WKLV� LQIRUPDWLRQ� FDQQRW� EH
PRGLILHG�RU�VHSDUDWHG�IURP�WKH�FOXVWHU��WR�VXSSRUW�LQWHJULW\��

7KH�DSSURDFK�WR�WKHVH�SUREOHPV�LV�WR�GHYLVH�§VHFXUH�REMHFWV¨��$�VHFXUH�REMHFW
LV�DQ�REMHFW�WKDW�HQFDSVXODWHV�VWDWH�WKDW�PD\�RQO\�EH�DFFHVVHG�RU�XSGDWHG�DW
SDUWLFXODU� KRVWV�� DFFRUGLQJ� WR� D� SUH�FRQILJXUHG� VHFXULW\� SROLF\� VWRUHG� LQ� WKH
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REMHFW�� 7KH� VHFXUH� REMHFW� LV� SURWHFWHG� FU\SWRJUDSKLFDOO\�� VR� WKDW� D�PDOLFLRXV
KRVW�FDQQRW� ©EUHDNª�WKH�REMHFW�WR�JDLQ�DFFHVV��DQG�VR�WKDW�LOOLFLW�PRGLILFDWLRQV
PDGH�E\�D�PDOLFLRXV�KRVW�FDQ�EH�GHWHFWHG�DW�DQ\�ODWHU�KRVW��$�PRELOH�FOXVWHU
PD\�FRQWDLQ� RQH� RU�PRUH�VHFXUH� REMHFWV�� DQG�XVH� WKHVH� WR� FDUU\�DQ\WKLQJ�RI
YDOXH��7R�SUHYHQW�WKH�VHFXUH�REMHFW�IURP�EHLQJ�GLVDVVRFLDWHG�ZLWK�WKH�FOXVWHU�
WKH� LQIUDVWUXFWXUH�DOORZV� WKH�VHFXUH� REMHFW� WR� YDOLGDWH� LWV� FRQWDLQLQJ� FOXVWHU
SULRU� WR� DOORZLQJ� DFFHVV�� 7KLV� PD\� LQFOXGH� D� FKHFN� RQ� WKH� FOXVWHUªV� FRGH
�FODVVHV�� DQG�RU� D� FKHFN� RQ� WKH� VWDWH� RI� DQ\� �XQSURWHFWHG�� ILHOGV� ZLWKLQ� WKH
FOXVWHU�� $�PDOLFLRXV� KRVW�PD\� IDNH� WKLV� YDOLGDWLRQ�� EXW� WKLV� ZLOO� JLYH� LW� DQ
DGYDQWDJH�RYHU�RWKHU�DWWDFNV�

 46.2 General Overview

$� §VHFXUH� REMHFW¨� LV� D� FOXVWHU� RI� REMHFWV� ZLWKLQ� DQRWKHU� FOXVWHU� VXFK� DV� D
PRELOH�FOXVWHU��7KH�VHFXUH�REMHFW�XVHV�D�VHFXULW\�PDQDJHPHQW�LQWHUIDFH�RQ�WKH
KRVW�WKDW�LW�FXUUHQWO\�UHVLGHV�RQ�DQG�LV�DFFHVVHG�YLD�DQ�DFFHVV�LQWHUIDFH�E\�WKH
FRQWDLQLQJ�FOXVWHU��)LJXUH������

Host’s
Security

Managment
Interface

Cluster

Signature
Matrix

Policy

CACM

Secure Carrier Object

?

?

?

Access Interface

Secured
Objects

Figure 126 A Secure Inner Cluster

7KH�§VHFXUH�FOXVWHU¨� LV�DQ�§LQQHU�FOXVWHU¨�WKDW� LV� WUHDWHG�DV�DQ�REMHFW�E\�WKH
WRS�OHYHO�FOXVWHU�DQG�WKHUHIRUH�PRYHV�ZKHQ�WKH�RXWHU�FOXVWHU�PRYHV�

7KH� LQQHU� FOXVWHU�GRHV�QRW� VKDUH�DQ\�REMHFWV�ZLWK� WKH�RXWHU� FOXVWHU�DQG� WKH
VHPDQWLFV�RI�FDOOV�RQ�LWV�LQWHUIDFHV�DUH�FDOO�E\�YDOXH��L�H��FRSLHV�DUH�PDGH�RI�DOO
DUJXPHQts pDVVHG�LQ�DQG�DOO�UHVXOWV�SDVVHG�RXW��

,QQHU�FOXVWHUV�DUH�LPSOHPHQWHG�DV�D�VSHFLDOLVDWLRQ�RI�D�VWDQGDUG�PDQDJHPHQW
FODVV� WKDW� KDV� VSHFLDOLVHG� VHULDOLVDWLRQ� PHWKRGV� IRU� VHULDOLVLQJ� DQG
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GHVHULDOLVLQJ�WKH�LQQHU�FOXVWHUªV�VWDWH��7KHVH�SHUIRUP�FU\SWRJUDSKLF�HQFRGLQJ
DQG�GHFRGLQJ�RI�WKH�VWDWH�

7KH�LQQHU�FOXVWHUV�DUH�XVHG�WR�FUHDWH�VHFXUH�FDUULHU�REMHFWV��$�VHFXUH�FDUULHU
REMHFW�FRQWDLQV�D�FROOHFWLRQ�RI�QDPHG�REMHFWV��UHIHUUHG�WR�DV�WKH�VHFXUHG�REMHFWV
LQ�WKH�FDUULHU��WRJHWKHU�D�FU\SWRJUDSKLF�DFFHVV�FRQWURO�PDWUL[��D�SROLF\�REMHFW
DQG� D� VLJQLQJ� PDWUL[�� 7KH� SROLF\� GHILQHV� D� VWDWH� LQWHJULW\� FKHFN� RQ� WKH
FRQWDLQHG�REMHFWV�DQG� WKH� WRS�OHYHO� FOXVWHU��7KH� VLJQLQJ�PDWUL[� LV� D� WDEOH� RI
SULQFLSDOV�DJDLQVW�VLJQDWXUHV��7KH�FDUULHU�REMHFW�VXSSRUWV�WKH�PHWKRGV�

void initialize(Cluster context)
,QLWLDOLVH� WKH� VHFXUH� FDUULHU� REMHFW� DQG� LQIRUP� LW� RI� LWV� FXUUHQW
FRQWH[W��WKH�FOXVWHU�ZLWKLQ�ZKLFK�LW�UHVLGHV���7KLV�PHWKRG�LV�FDOOHG
E\� WKH� LQIUDVWUXFWXUH� ZKHQ� WKH� VHFXUH� FDUULHU� REMHFW� LV� ILUVW
FUHDWHG�GHVHULDOLVHG��7KH�FDUULHU�REMHFW�PD\�SHUIRUP�DQ�LQWHJULW\
FKHFN�RQ� LWV� FRQWH[W�� IRU� H[DPSOH� WR� HQVXUH� WKDW� LW� KDV�QRW� EHHQ
UHPRYHG�IURP�LWV�RULJLQDO�FOXVWHU�DQG�DVVRFLDWHG�ZLWK�D�QHZ�RQH�

void put(String name,Object object)
3XW� DQ� REMHFW� LQWR� WKH� FDUULHU� DQG� SHUIRUPV� HQFU\SWLRQ� DQG
VLJQLQJ�XVLQJ�WKH�KRVWªV�VHFXULW\�LQIUDVWUXFWXUH�DQG�WKH�NH\V�IURP
WKH�FU\SWRJUDSKLF�DFFHVV�FRQWURO�PDWUL[�DQG��LI�UHTXLUHG��WKH�KRVWV
VLJQLQJ� NH\�� �7KH� DFWXDO� HQFU\SWLRQ� PD\� EH� GHOD\HG� XQWLO� WKH
FDUULHU�LV�VHULDOLVHG��

Object get(String name)
5HWXUQ�D�VHFXUHG�REMHFW�IURP�WKH�FDUULHU�XVLQJ�NH\V�REWDLQHG�IURP
WKH�FU\SWRJUDSKLF�DFFHVV�FRQWURO�PDWUL[�

void sign(String objectName)
3HUIRUP�VLJQLQJ�RQ�WKH�VHFXUHG�REMHFW�LQ�WKH�FDUULHU�

void dependantSign(SignatureReferenceList l,
          String objectName)
7DNHV�D� OLVW�RI�VLJQDWXUH�UHIHUHQFHV�� O� �VHH�EHORZ���DQG�D�VHFXUHG
REMHFW�UHIHUHQFH��V��DQG�SURGXFHV�D�VLJQDWXUH�RQ�V� WKDW� LV�YDOLG� LI
DQG�RQO\�LI�WKH�VLJQDWXUHV�LQ�O�UHPDLQ�XQDOWHUHG��VHH�EHORZ��

boolean check(String objectName, Principle p)
&KHFN�ZKHWKHU�D�VSHFLILHG�SULQFLSDO�KDV�VLJQHG�WKH�FXUUHQW�YDOXH
RI�WKH�VHFXUHG�REMHFW�LQ�WKH�FDUULHU�

7KH�VLJQLQJ�PDWUL[�LV�D�PDSSLQJ�IURP�REMHFW�QDPHV�WR�SULQFLSOHV�WR�VLJQDWXUH
IRUPV�� ,W� FRQWDLQV� GHWDLOV� RI� WKH� REMHFW� YDOXHV� WKDW� GLIIHUHQW� SULQFLSOHV� DUH
ZLOOLQJ�WR� FRPPLW� WR�� WRJHWKHU�ZLWK�GLJLWDO� VLJQDWXUHV� WR�SUHYHQW� WDPSHULQJ�
7KH�VLJQLQJ�PDWUL[�FRQWDLQV�WZR�GLIIHUHQW�VLJQDWXUH�IRUPV��VLPSOH�VLJQDWXUHV
DQG�FRPSRXQG�VLJQDWXUHV�

6LPSOH�VLJQDWXUHV�DUH�FRQVWUXFWHG�E\�VLJQLQJ�D�GLJHVW�RI�WKH�QDPH�DQG�YDOXH
RI� WKH� REMHFW� EHLQJ� VLJQHG�� 7KH\� DUH� XVHG� WR� LQGLFDWH� WKDW� D� SDUWLFXODU
SULQFLSOH� KDV� VHW� �RU� DJUHHV� ZLWK�� WKH� YDOXH� RI� D� VLJQHG� REMHFW�� &RPSRXQG
VLJQDWXUHV�DUH�XVHG�LQ�GHSHQGDQW�VLJQLQJ��7KLV�LV�ZKHUH�D�SULQFLSOH�PDNHV�D
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VWDWHPHQW�RI�WKH�IRUP�§,�ZLOO�FRPPLW�WR�WKLV�YDOXH�LI�[�UHPDLQV�FRPPLWWHG�WR
WKLV�YDOXH¨��$�FRPSRXQG�VLJQDWXUH�LV�D�VLJQLQJ�RI�WKH�GLJHVW�RI�DQ�REMHFW�QDPH
DQG� YDOXH� WRJHWKHU� ZLWK� WKH� OLVW� RI� GHSHQGDQW� YDOXHV� ¥� L�H�� D� OLVW� RI� �REMHFW
QDPHV��SULQFLSOHV��ZKLFK�UHSUHVHQWV�ZKLFK�SULQFLSOHV�PXVW�UHPDLQ�FRPPLWWHG
WR�ZKLFK�YDOXHV��7KLV�LV�LOOXVWUDWHG�LQ�)LJXUH�����

6LJ��)RUP  �6LJQDWXUH��&RPSRXQG�6LJ�
&RPSRXQW�6LJ�  �6LJ��5HIHUHQFH�/LVW�×�6LJ�
6LJ��5HIHUHQFH�/LVW  �1XOO���2EMHFW�1DPH�× 3ULQFLSOH��×�6LJ��5HIHUHQFH�/LVW

Figure 127 Definition of a Signature Form

6LJQDWXUH� FKHFNLQJ� IRU� FRPSRXQG� VLJQDWXUHV� LV� UHFXUVLYH� LQ� WKDW� WR� FKHFN� D
FRPSRXQG�VLJQDWXUH� LV�YDOLG�UHTXLUHV� UHFXUVLYHO\� FKHFNLQJ� WKH�VLJQDWXUHV� LQ
WKH�VLJQDWXUH�UHIHUHQFH�OLVW�

7KH�EDVLF�RSHUDWLRQ�RI�D�VHFXUH�FDUULHU�REMHFW�LV�LOOXVWUDWHG�LQ�)LJXUH�����
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Figure 128 Operation of a Secure Carrier Object

7KH� VHFXULW\� PRGHO� UHTXLUHV� WKDW� WKH� FRGH� RI� D� VHFXUH� REMHFW�� WKH
&U\SWRJUDSKLF�$FFHVV�&RQWURO�0DWUL[��&$&0��DQG�WKH�3ROLF\��VSHFLILFDWLRQ�RI
PRYHPHQW� LWLQHUDU\� DQG� VLJQLQJ� EHKDYLRXU� DVVRFLDWHG�ZLWK� D� VHFXUH� REMHFW�
DUH�VLJQHG�E\�DQ�DFFHSWHG�VRXUFH��7KH\�PXVW�EH�PXWXDOO\�VLJQHG��VR�WKDW�WKH
FRGH��&$&0�DQG�3ROLF\�FDQQRW�EH�GHWDFKHG� IURP�RQH�DQRWKHU��7KLV�UHTXLUHV
WKDW�WKH�WXSOH

�VHFXUH�FDUULHU�REMHFW�FODVV��&$&0��SROLF\�

LV�VLJQHG�E\�DQ�DFFHSWHG�DXWKRULW\��7KLV� LV�HTXLYDOHQW�WR�DSSOHW�VLJQLQJ��7KH
FODVV� PD\� EH� UHIHUHQFHG� E\� D� -DYD� Class� REMHFW� VHULDOLVHG� E\� D� )OH[L1HW
VHULDOLVHU�WKDW�XVHV�WKH�&ODVV�5HSRVLWRU\��7KH�VHULDOLVHG�REMHFW�ZLOO�DFWXDOO\�EH
D�VHFXUH�UHIHUHQFH�WR�D�FODVV�VWRUHG�LQ�WKH�UHSRVLWRU\�
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�)LJXUH�����VKRZV�FRPSRQHQW�LQWHUDFWLRQV�
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Figure 129 Interaction of Security Components

7KH�PHWKRG� �0RELOH&OXVWHU�.getPlace� UHWXUQV�DQ� LQWHUIDFH� WR�KRVW� VSHFLILF
VHUYLFHV�� 7KLV� LQWHUIDFH� LV� H[WHQGHG� WR� LQFOXGH� WKH� PHWKRG
getSecurityInterface�WKDW�UHWXUQV�WKH�KRVWV�VHFXULW\�LQWHUIDFH�IRU�PRELOH
REMHFWV�� 7KLV� LQWHUIDFH� SURYLGHV� IRU� WKH� HQFU\SWLQJ�� GHFU\SWLQJ�� VLJQDWXUH
FKHFNLQJ�DQG�VLJQLQJ�RI�REMHFWV�XVLQJ�WKH�FU\SWRJUDSKLF�DFFHVV�FRQWURO�PDWUL[
DQG�LWLQHUDU\�GHILQLWLRQV�SDVVHG�DV�SDUDPHWHUV�WR�WKH�IXQFWLRQV�
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 47 AN ADVANCED RELOCATION SERVICE

 47.1 Introduction

7KH� UHORFDWLRQ� VHUYLFH� GHVFULEHG� LQ� VHFWLRQ� ����� VXIIHUV� IURP� WKUHH� VHULRXV
GHIHFWV�

• ,W�LV�SRVVLEOH�IRU�DQ�DFFLGHQWDO�QDPH�FODVK�WR�SUHYHQW�FRUUHFW�RSHUDWLRQ

• 1DPH�FODVKHV�FDQ�EH�FUHDWHG�E\�D�PDOLFLRXV�FOLHQW�DQG�XVHG�WR�DWWDFN
WKH�V\VWHP

• $Q�DJJUHVVRU�PD\�DOWHU� LQIRUPDWLRQ�LQ�WKH�UHORFDWLRQ�VHUYLFH��DV� WKHUH
LV�QR�DXWKHQWLFDWLRQ�RU�LQWHJULW\�FKHFNV�

,Q� WKLV� FKDSWHU��ZH�GHVFULEHG� D�PRUH� UREXVW� UHORFDWLRQ� DUFKLWHFWXUH�� 7KLV� LV
EDVHG� RQ� WKH� RULJLQDO� GHVLJQ�� EXW� LV� H[WHQGHG� WR� GHDO� ZLWK� DFFLGHQWDO� DQG
PDOLFLRXVO\�JHQHUDWHG�FODVKHV�

7KH� DSSURDFK� WDNHQ� LV� WR� DOORZ� FODVKHV� WR� RFFXU�� DQG� WR� XVH� D� VHFRQGDU\
PHFKDQLVP� WR� GHDO� ZLWK� WKHP�� 7KLV� PHFKDQLVP� LV� VXIILFLHQWO\� FKHDS� WKDW
LQWHQWLRQDOO\� FUHDWLQJ� FODVKLQJ� QDPHV� FHDVHV� WR� EH� DQ� HIIHFWLYH� DWWDFN�� 7KH
QHZ�DUFKLWHFWXUH�KDV� DOVR� EHHQ�GHVLJQHG� WR� DOORZ� WKH� LQWHJULW\� RI� D� QDPLQJ
UHFRUG�WR�EH�DVVXUHG��VR�WKDW�RQO\�WKH�©RZQHUª�PD\�PRGLI\�RU�GHOHWH�LW�

7KHUH�DUH�DOVR�RSWLRQDO�H[WHQVLRQV�WR�VXSSRUW�SHULRGLF�UHIUHVK�RI�UHIHUHQFHV�WR
DOORZ�VRPH�QDPLQJ�UHFRUGV�WR�EH�UHF\FOHG��7KHVH�H[WHQVLRQV�DOORZ�D�WUDGH�RII
WR� EH� PDGH� EHWZHHQ� VWRUDJH� VSDFH� LQ� WKH� QDPH� VHUYHUV�� DQG� DGGLWLRQDO
EDFNJURXQG�FRPSXWDWLRQ��([SHULHQFH�LV�UHTXLUHG�WR�GHWHUPLQH�LI�WKLV�WUDGH�RII
LV�ZRUWKZKLOH�

 47.2 Basic Approach

(DFK�QDPHG�HQWLW\��)OH[L1HW�&OXVWHU��LV�LGHQWLILHG�E\�D�WXSOH

�LGHQWLILHU��FXUUHQW�DGGUHVV��UHIHUHQFH�WR�UHORFDWLRQ�VHUYLFH�

7KH� FXUUHQW� DGGUHVV� LV� XVHG� WR� FRPPXQLFDWH� ZLWK� WKH� HQWLW\�� ,I� WKH� HQWLW\
PRYHV�� WKHQ� DQ� DWWHPSW� WR� FRPPXQLFDWH� ZLWK� LW� ZLOO� IDLO�� 7KH� FDOOHH� WKHQ
FRQWDFWV�WKH�UHORFDWLRQ�VHUYLFH��5HORFDWRU��LGHQWLILHG�LQ�WKH�WXSOH�DQG�DVNV�IRU
WKH�ODWHVW�DGGUHVV�RI�WKH�HQWLW\��,W�WKHQ�XSGDWHV�LWV�VWRUHG�WXSOH��DQG�XVHV�WKLV
QHZ� DGGUHVV�� $V� HDFK� QDPLQJ� WXSOH� FRQWDLQV� DQ� H[SOLFLW� UHIHUHQFH� WR� D
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5HORFDWRU�� WKHUH� PD\� EH� PDQ\� GLIIHUHQW� 5HORFDWRUV�� 7\SLFDOO\�� VXIILFLHQW
LQVWDQFHV� ZLOO� H[LVW� WR� VSUHDG� WKH� ORDG� RI� VXSSRUWLQJ� D� ODUJH� SRSXODWLRQ� RI
QDPHV��:KLFK� 5HORFDWRU� WR� XVH� IRU� D� SDUWLFXODU� HQWLW\� LV� GHWHUPLQHG� ZKHQ
WKDW�HQWLW\�LV�ILUVW�QDPHG��DOWKRXJK�WKH�5HORFDWRU�LWVHOI�LV�QRW�FRQWDFWHG�XQWLO
ODWHU���,W�LV�SRVVLEOH�WR�FKDQJH�WKH�VHUYLFH�DVVRFLDWHG�ZLWK�D�SDUWLFXODU�HQWLW\�
DQG� WKLV� LV� LPSRUWDQW� RYHU� ORQJ� WLPH� VFDOHV� ¥� LI� HQWLWLHV� DQG� WKHLU� FOLHQWV
PLJUDWH�DZD\�IURP�DQ�LQVWDQFH�RI�D�5HORFDWRU�

,QGLYLGXDO�5HORFDWRUV�PD\�WKHPVHOYHV�EH�UHSOLFDWHG�LQ�D�QXPEHU�RI�ZD\V�IRU
SHUIRUPDQFH� DQG�RU� DYDLODELOLW\�� 7KH� QDPLQJ� VFKHPH� KDV� EHHQ� GHVLJQHG� VR
WKDW�WKLV�LV�RUWKRJRQDO�WR�WKH�GHVLJQ�RI�WKH�QDPLQJ�DUFKLWHFWXUH��+RZHYHU��LI�D
FRQFHVVLRQ� LV� WKDW�D�5HORFDWRU�SUHYLRXVO\�DVVRFLDWHG�ZLWK�DQ�HQWLW\�SOD\V�DQ
HYHU�GHFUHDVLQJ�UROH�LQ�WKH�UHVROXWLRQ�RI�LWV�QDPHV��DQG�QHHG�RQO\�VWRUH�UHDG�
RQO\�VWDWH�DVVRFLDWHG�ZLWK�LW��:LWK�WKH�©OHDVHª�RSWLPLVDWLRQ��LW�PD\�GLVFDUG�DOO
NQRZOHGJH�RI�DQ�HQWLW\�DIWHU�D�UHODWLYHO\�VKRUW�WLPH�

$V� WKH�SRSXODWLRQ�RI�QDPHV� LV�GLYLGHG� EHWZHHQ� D�QXPEHU� RI�5HORFDWRUV�� WKH
IDLOXUH� RI� RQH� 5HORFDWRU� ZLOO� RQO\� DIIHFW� D� VPDOO� SURSRUWLRQ� RI� WKH� WRWDO
SRSXODWLRQ�RI�QDPHV��$V�5HORFDWRUV�DUH�RQO\�FRQWDFWHG�ZKHQ�DQ�HQWLW\�PRYHV�
RU� ZKHQ� D� FOLHQW� DWWHPSWV� WR� FRPPXQLFDWH� ZLWK� DQ� HQWLW\� WKDW� KDV� PRYHG
VLQFH�LWV�ODVW�FRQWDFW��WKH�DIIHFW�RI�D�WUDQVLHQW�5HORFDWRU�IDLOXUH�LV�OLPLWHG�

 47.3 Naming Records

7KH�UROH�RI�WKH�5HORFDWRU�LV�WR�VWRUH�D�PDSSLQJ�IURP�HQWLW\�LGHQWLILHUV�WR�WKHLU
FXUUHQW�DGGUHVVHV��6XFK�D�UHFRUG�LV�FDOOHG�DQ�$GGUHVV�UHFRUG��,I�WKH�5HORFDWRU
DVVRFLDWHG�ZLWK�DQ�HQWLW\�LV�FKDQJHG��WKHQ�VRPH�FOLHQWV�PD\�VWLOO�KDYH�QDPLQJ
WXSOHV�FRQWDLQLQJ�D�UHIHUHQFH�WR� WKH�RULJLQDO�5HORFDWRU��7KDW�5HORFDWRU�PXVW
WKHUHIRUH�VWRUH�D�)RUZDUG�UHFRUG�LQGLFDWLQJ�WKDW�LW�LV�QR�ORQJHU�WKH�5HORFDWRU
IRU�WKH�HQWLW\��$�5HORFDWRU�ZLOO�VWRUH�DW�PRVW�RQH�$GGUHVV�RU�)RUZDUG�UHFRUG
SHU�LGHQWLILHU�

3UREOHPV�DULVH�LI�WZR�QDPHV�FODVK��7KDW�LV�LI�WZR�HQWLWLHV�DUH�DFFLGHQWDOO\�RU
PDOLFLRXVO\�JLYHQ�WKH�VDPH�LGHQWLILHU��,I�WKHVH�WZR�HQWLWLHV�H[LVW�RQ�GLIIHUHQW
KRVWV��DQG�XVHG�GLIIHUHQW�5HORFDWRUV��WKHQ�WKH�FODVK�ZLOO�QRW�EH�GHWHFWHG��DQG
ZLOO�QRW�FDXVH�DQ\�SUREOHPV��+RZHYHU��LI�WKH�HQWLWLHV�PRYH�WR�WKH�VDPH�KRVW�RU
WR�WKH�VDPH�5HORFDWRU�WKHQ�WKH�EDVLF�VFKHPH�ZLOO�IDLO�

 47.4 Types of Clashes

$� QDPLQJ� FODVK� RFFXUV� ZKHQ� WZR� HQWLWLHV� KDYH� WKH� VDPH� QDPH�� ,W� PD\� EH
GHWHFWHG�LQ�D�QXPEHU�RI�GLIIHUHQW�FLUFXPVWDQFHV�

• $�KRVW�FUHDWHV�DQ�HQWLW\��DQG�FKRRVHV�D�5HORFDWRU�IRU�LW��:KHQ�WKH�HQWLW\
PRYHV��DQG�WKH�5HORFDWRU�LV�XSGDWHG��LW�LV�GLVFRYHUHG�WKDW�WKH�5HORFDWRU
DOUHDG\� FRQWDLQV� D� UHFRUG� IRU� D� GLIIHUHQW� HQWLW\� ZLWK� WKH� VDPH
LGHQWLILHU�

• $Q� HQWLW\� PRYHV� WR� D� KRVW� WKDW� DOUHDG\� FRQWDLQV� DQ� HQWLW\� ZLWK� WKH
VDPH�LGHQWLILHU��ZKLFK�XVHV�WKH�VDPH�RU�D�GLIIHUHQW�5HORFDWRU�
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• 7KH� 5HORFDWRU� XVHG� E\� DQ� HQWLW\� LV� FKDQJHG�� DQG� WKH� QHZ� 5HORFDWRU
DOUHDG\�KDV�DQ�HQWU\�IRU�DQ�HQWLW\�ZLWK�WKH�VDPH�LGHQWLILHU�

7KHVH�PD\�RFFXU� LQ�FRPELQDWLRQ�� IRU� H[DPSOH�DQ�HQWLW\�PD\�PRYH�KRVW�DQG
5HORFDWRU�VLPXOWDQHRXV�DQG�FODVK�RQ�WKH�VHFRQG�WZR�FDVHV��RU�PD\�PRYH� IRU
WKH�ILUVW�WLPH��DQG�FODVK�RQ�WKH�ILUVW�WZR�FDVHV�

 47.5 Approach to Clash Recovery

7KH�DSSURDFK�WDNHQ�WR�KDQGOLQJ�FODVKHV� LV� WR�DOORZ�WKHP�WR�RFFXU��DQG� WKHQ
DVVLJQ�D�QHZ�LGHQWLW\�WR�WKH�PRYLQJ�HQWLW\�LI�LW�LV�IRXQG�WR�FODVK�ZLWK�DQRWKHU
HQWLW\��$V�FOLHQWV�ZLOO�DOUHDG\�KROG�UHIHUHQFHV�WR� WKH�HQWLW\�ZLWK� LWV�SUHYLRXV
LGHQWLW\�� WKHVH� PXVW� EH� FRQWLQXHG� WR� EH� UHVROYHG�� 7KLV� LV� SRVVLEOH� DV� DOO
�LGHQWLILHU�� DGGUHVV�� 5HORFDWRU�� WXSOHV� KHOG� E\� FOLHQWV� XQLTXHO\� LGHQWLI\� D
SDUWLFXODU� HQWLW\�� HYHQ� LI� RWKHU� HQWLWLHV� KDYH� WKH� VDPH� LGHQWLILHU��:H� HQVXUH
WKLV�E\�FRQVWUXFWLRQ�

5HORFDWRUV�PD\�FRQWDLQ�WZR�DGGLWLRQDO�UHFRUG�W\SHV�WR�GHDO�ZLWK�FODVKHV��$Q
LGHQWLILHU� ZLWKLQ� WKH� 5HORFDWRU� PD\� WKHUHIRUH� PDS� WR� RQH� RI� IRXU� GLIIHUHQW
UHFRUGV

• $Q� DGGUHVV� UHFRUG�� 7KLV� LV� WKH� QRUPDO� FDVH�� 7KH� DGGUHVV� UHFRUG
FRQWDLQV�WKH�FXUUHQW�DGGUHVV�RI�WKH�HQWLW\�

• $� IRUZDUG� UHFRUG�� 7KLV� UHFRUG� FRQWDLQV� WKH� LGHQWLW\� RI� WKH� 5HORFDWRU
WKDW� LV� QRZ� UHVSRQVLEOH� IRU�PDQDJLQJ� WKH� HQWLW\� �7KLV�5HORFDWRU�PD\
LWVHOI�IRUZDUG�WKH�UHTXHVW��

• $�UHPDS�UHFRUG��7KLV�UHFRUG�FRQWDLQV�WKH�SUHYLRXV�DGGUHVV�RI�DQ�HQWLW\
WKDW�KDV�EHHQ�DVVLJQHG�D�QHZ� LGHQWLW\�� DQG� WKH�QHZ� LGHQWLW\��7KLV� LV
XVHG�WR�KDQGOH�FODVKHV�GHWHFWHG�LQ�WKH�5HORFDWRU�LWVHOI�

• $�XQLYHUVDO�UHPDS�UHFRUG��7KLV�UHFRUG�FRQWDLQV�WKH�QHZ�LGHQWLW\�RI�DQ
HQWLW\�WKDW�KDV�EHHQ�UHQDPHG��7KLV�LV�XVHG�WR�KDQGOH�FODVKHV�GHWHFWHG
RQ�D�KRVW�DQ�HQWLW\�PRYHV�WR�

$�SDUWLFXODU�LGHQWLILHU�ZLOO�LQ�JHQHUDO�PDS�WR�D�VHW�RI�UHPDS�UHFRUGV�DQG�]HUR
RU� RQH� RWKHU� UHFRUG��ZKLFK� ZLOO� EH� DQ� DGGUHVV�� IRUZDUG� RU� XQLYHUVDO� UHPDS
UHFRUG�

 47.6 Clash Resolution Algorithm

,GHQWLILHUV� DUH� VWUXFWXUHG� DQG� KDYH� WZR� ILHOGV�� �5��1��� 5� LV� D� ODUJH� UDQGRP
QXPEHU�� 7KH� ODUJHU� WKH� UDQGRP� QXPEHU�� WKH� OHVV� OLNHO\� DFFLGHQWDO� FODVKHV
DUH��+RZHYHU��DV�FODVKHV�FDQ�EH�GHDOW�ZLWK�� LW�QHHG�QRW�EH�RYHUO\� ODUJH�� ,W� LV
H[SHFWHG� WKDW����ELWV�ZLOO�VXIILFH� IRU�D�JOREDO� V\VWHP��DOWKRXJK�DQDO\VLV�KDV
\HW� WR� EH� XQGHUWDNHQ�� 7KH� VHFRQG� ILHOG��1�� LV� D� FRXQWHU�� XVHG� WR� HQXPHUDWH
HQWLWLHV�FUHDWHG�E\�D�KRVW��7KLV�UHPRYHV�WKH�SRVVLELOLW\�RI�D�KRVW�DFFLGHQWDOO\
FUHDWLQJ�WZR�HQWLWLHV�ZLWK�WKH�VDPH� LGHQWLILHU��DQG�DOORZV�D�KRVW� WR�GHWHFW�D
SRVVLEOH�FODVK�EHWZHHQ�D�©IRUHLJQª�QDPH�DQG�RQH�WKDW�LW�PD\�FUHDWHG�LQ�IXWXUH�
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����ELWV�LV�VXIILFLHQW�IRU�1��,I�D�KRVW�H[SHFWV�WR�FUHDWH�PRUH�WKDQ�����QDPHV��LW
FDQ�VLPSO\�FKRRVH�D�QXPEHU�RI�GLIIHUHQW�YDOXHV�IRU�5�

$�KRVW�WKHUHIRUH�ZLOO�QHYHU�FUHDWH�LGHQWLILHUV�WKDW�FODVK�ZLWK�RWKHU�LGHQWLILHUV
WKDW� LW� JHQHUDWHV�� 7KLV� LV� LPSRUWDQW� DV� FODVK� UHVROXWLRQ� WDNHV� SODFH� DW� WKH
5HORFDWRU��DQG�WKH�5HORFDWRU�LV�RQO\�LQYROYHG�ZKHQ��LI��DQ�HQWLW\�ILUVW�PRYHV�

7KHUH�DUH�D�QXPEHU�RI�GLIIHUHQW�RSHUDWLRQV�RQ�WKH�5HORFDWRU��:H�ZLOO�FRQVLGHU
WKHVH�LQ�WXUQ�

 47.6.1 An Entity Moves for the First Time

7KLV� LV� WKH� SRLQW� DW� ZKLFK� WKH� LGHQWLILHU� LV� ILUVW� SUHVHQWHG� WR� WKH� FKRVHQ
5HORFDWRU��7KH�VRXUFH�VLWH�ILUVW�FRQWDFWV�WKH�GHVWLQDWLRQ�VLWH�DQG�LQLWLDWHV�WKH
PRYH��7KH�GHVWLQDWLRQ�KRVW�YDOLGDWHV�WKDW�WKH�HQWLW\�LGHQWLILHU�GRHV�QRW�FODVK
ZLWK�DQ\�HQWLW\�FXUUHQWO\�DW�WKH�KRVW��RU�WKDW�PD\�EH�FUHDWHG�WKHUH�LQ�IXWXUH�

,I� WKHUH� LV� QR� FODVK� DW� WKH� GHVWLQDWLRQ� KRVW�� WKH� VRXUFH� KRVW� HQWHUV� WKH
PDSSLQJ��LGHQWLILHU�VRXUFH�DGGUHVV��È�GHVWLQDWLRQ�DGGUHVV�LQWR�WKH�5HORFDWRU�
,I�WKH�5HORFDWRU�GRHV�QRW�KDYH�D�UHFRUG�IRU�WKDW�LGHQWLILHU��LW�VWRUHV�DQ�DGGUHVV
UHFRUG��PDSSLQJ�WKH�LGHQWLILHU�WR�WKH�GHVWLQDWLRQ�DGGUHVV��7KH�VRXUFH�DGGUHVV
LQIRUPDWLRQ�LV�GLVFDUGHG��7KLV�LV�WKH�QRUPDO�FDVH��,W�LV�H[SHFWHG�WR�RFFXU�����
RI�WKH�WLPH�

,I�WKHUH�LV�D�FODVK�DW�WKH�GHVWLQDWLRQ�KRVW��RU�WKH�5HORFDWRU�DOUHDG\�FRQWDLQV�DQ
DGGUHVV�� IRUZDUG� RU� XQLYHUVDO� UHPDS� UHFRUG� IRU� WKH� LGHQWLILHU�� WKHQ� D� IUHVK
LGHQWLILHU� LV� JHQHUDWHG�ZKLFK�GRHV�QRW� WR� FODVK�ZLWK� WKH� GHVWLQDWLRQ� KRVW� RU
WKH�5HORFDWRU�

1RWH��,I�WKH�5HORFDWRU�FRQWDLQV�RQH�RU�PRUH�UHPDS�UHFRUGV�IRU�WKH�LGHQWLILHU�
WKHQ�LW�LV�QRW�QHFHVVDU\�WR�FUHDWH�D�QHZ�LGHQWLILHU��XQOHVV�WKH�5HORFDWRU�KDV
D� UHPDS� UHFRUG� FRQWDLQLQJ� WKH� GHVWLQDWLRQ� DGGUHVV�� 7KH�5HORFDWRU� FDQQRW
FRQWDLQ�D�UHPDS�UHFRUG�FRQWDLQLQJ�WKH�VRXUFH�DGGUHVV��DV�D�GLIIHUHQW�HQWLW\
ZLWK�WKH�VDPH�LGHQWLILHU�FRXOG�QHYHU�KDYH�H[LVWHG�RQ�WKH�VRXUFH�KRVW�

,I�D�QHZ�LGHQWLILHU�LV�UHTXLUHG�WKHQ�D�UHPDS�UHFRUG�LV�FUHDWHG�RQ�WKH�5HORFDWRU
FRQWDLQLQJ�WKH�IROORZLQJ�WXSOH�

�VRXUFH�DGGUHVV��QHZ�LGHQWLILHU�

7KLV�ZLOO�DOORZ�DQ\�FOLHQWV�ZKR�ODWHU�FRQWDFW�WKH�5HORFDWRU�VHDUFKLQJ�IRU� WKH
LGHQWLILHU� WR� EH�GLUHFWHG� WRZDUGV� WKH� QHZ� LGHQWLILHU�� 7KH� FOLHQWV�ZLOO� DOZD\V
VXSSO\� WKH� FRUUHFW� VRXUFH�DGGUHVV�� DV� WKH� HQWLW\�KDV�QHYHU�PRYHG�EHIRUH�� ,Q
DGGLWLRQ�WR�WKH�UHPDS�UHFRUG��D�PDSSLQJ�IURP�WKH�QHZ�LGHQWLILHU�WR�DQ�DGGUHVV
UHFRUG�LV�FUHDWHG�

 47.6.2 An Entity Moves Again, but Stays With The Same Relocator

'XULQJ�D�VXEVHTXHQW�PRYH��D�FODVK�RQ�WKH�5HORFDWRU�FDQQRW�RFFXU��,I�WKHUH�LV
QR� FODVK� RQ� WKH� GHVWLQDWLRQ� KRVW�� WKHQ� WKH� FXUUHQW� DGGUHVV� UHFRUG� RQ� WKH
5HORFDWRU�LV�RYHUZULWWHQ�ZLWK�D�QHZ�DGGUHVV�UHFRUG�
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,I� WKHUH� LV�D�FODVK�DW�WKH�GHVWLQDWLRQ�KRVW�� WKHQ�D� IUHVK� LGHQWLILHU� LV� FUHDWHG�
7KH�SUHYLRXV�DGGUHVV�UHFRUG�RQ�WKH�5HORFDWRU�LV�RYHUZULWWHQ�ZLWK�D�XQLYHUVDO
UHPDS�UHFRUG�WKDW�GLUHFWV�DOO�FOLHQWV�VHDUFKLQJ�IRU�WKLV�HQWLW\�WR�ORRN�XQGHU�D
QHZ�LGHQWLILHU�

1RWH� $� XQLYHUVDO� UHPDS� UHFRUG� GRHV� QRW� FRQWDLQ� WKH� VRXUFH� DGGUHVV�� DV
FOLHQWV� PD\� VXSSO\� DQ\� RI� WKH� HQWLWLHV� SUHYLRXV� DGGUHVVHV� DV� WKH� VRXUFH
DGGUHVV�� 6WRULQJ� DOO� SRVVLEOH� YDOXHV� ZRXOG� EH� LPSUDFWLFDEOH�� EXW� LV
XQQHFHVVDU\��DV�WKH�XQLYHUVDO�UHFRUG�ZLOO�VXIILFH��7KH�DOJRULWKP�FDQ�QHYHU
UHTXLUH�WKDW�D�5HORFDWRU�VWRUHV�WZR�XQLYHUVDO�UHFRUGV� IRU�RQH� LGHQWLILHU��DV
XQLYHUVDO� UHFRUGV� DUH� RQO\� HYHU� FUHDWHG� WR� UHSODFH� ©DGGUHVVª� UHFRUGV�� DQG
WKHUH�LV�RQO\�HYHU�RQH�RI�WKHVH�

 47.6.3 An Entity Changes Which Relocator It Is Associated With

,Q� SUDFWLFH�� WKLV� LV� RQO\� OLNHO\� WR� RFFXU� DV� D� VLGH� HIIHFW� RI� PRYLQJ�� KRZHYHU
FRQFHSWXDOO\�LW�LV�D�VHSDUDWH�RSHUDWLRQ��$�FODVK�ZLOO�UHTXLUH�WKDW�WKH�HQWLW\�LV
DVVLJQHG� D� QHZ� LGHQWLILHU�� DQG� WKLV� PD\� EH� LPSUDFWLFDEOH� IRU� HQJLQHHULQJ
UHDVRQV�¥�KRZHYHU�LW�LI�D�FKDQJH�RI�5HORFDWRU�LV�DVVRFLDWHG�ZLWK�D�PRYH��WKHQ
WKLV�LV�VWUDLJKWIRUZDUG�

,I� WKH� QHZ� 5HORFDWRU� FRQWDLQV� QR� UHFRUG� IRU� WKH� LGHQWLILHU�� WKHQ� DQ� DGGUHVV
UHFRUG� LV� FUHDWHG� LQ� WKH�QHZ�5HORFDWRU�� DQG� WKH� ROG�5HORFDWRU� RYHUZULWHV� LWV
DGGUHVV�UHFRUG�ZLWK�D�IRUZDUG�UHFRUG��7KLV�LV�WKH�QRUPDO�FDVH�

,I�WKH�QHZ�5HORFDWRU�FRQWDLQV�D�UHFRUG�IRU�WKH�LGHQWLILHU�WKHQ�D�IUHVK�LGHQWLILHU
LV�FUHDWHG��7KH�RULJLQDO�5HORFDWRU�UHSODFHV�LWV�DGGUHVV�UHFRUG�ZLWK�D�XQLYHUVDO
UHPDS�UHFRUG��DQG�WKHQ�VWRUHV�D�PDSSLQJ�IURP�WKH�QHZ�LGHQWLILHU�WR�D�IRUZDUG
UHFRUG��7KH�QHZ�5HORFDWRU�VWRUHV�DQ�DGGUHVV�UHFRUG�

 47.6.4 A Client Resolves An Address

$�FOLHQW�ZLOO�RQO\�HYHU�FRQWDFW�D�5HORFDWRU�LI�WKH�FXUUHQW�DGGUHVV�LW�KDV�IRU�DQ
HQWLW\�LV�SURYHG�WR�EH�RXW�RI�GDWH��7KLV�PD\�EH�FKHFNHG�E\�TXHU\LQJ�WKH�HQWLW\
DW�WKH�VSHFLILHG�DGGUHVV��,I�WKHUH�LV�QR�HQWLW\�DW�WKH�DGGUHVV�� WKHQ�WKH�HQWLW\
KDV�PRYHG��,I�WKHUH�LV�DQ�HQWLW\��WKHQ�ERWK�WKH�LGHQWLILHU�DQG�5HORFDWRU�IRU�WKH
HQWLW\�PXVW�EH�FKHFNHG�

1RWH��,QWXLWLYHO\��RQO\�WKH�LGHQWLILHU�QHHG�EH�FKHFNHG��KRZHYHU�FRQVLGHU�WKH
IROORZLQJ�DWWDFN�

�� $Q� HQWLW\� H�� ZLWK� LGHQWLILHU� L�PRYHV� WR� D� KRVW� K�� 7KLV� LV� KDQGOHG� E\
5HORFDWRU�1��

�� $�FOLHQW�&��REWDLQV�D�QDPH�IRU�WKLV�HQWLW\��L�K�1���

�� 7KH�HQWLW\�PRYHV�RQ��/DWHU�D�VHFRQG�HQWLW\�H��ZLWK�WKH�VDPH� LGHQWLILHU
PRYHV�WR�K��7KLV�LV�KDQGOHG�E\�5HORFDWRU�1���VR�WKHUH�LV�QR�FODVK�
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�� &�XVHV�WKH�DGGUHVV�K��7KH�HQWLW\�DW�WKLV�DGGUHVV�KDV�LGHQWLILHU� L��EXW�LV
H���+RZHYHU��WKH�5HORFDWRU�IRU�H��LV�1���$�FKHFN�RI�WKH�5HORFDWRU�ZLOO�VSRW
WKH�GLVFUHSDQF\�

,I�WKH�HQWLW\�KDV�PRYHG�IURP�WKH�DGGUHVV�NQRZQ�E\�WKH�FOLHQW��WKH�5HORFDWRU�LV
FRQWDFWHG��7KH� FOLHQW� VXSSOLHV� WKH� DGGUHVV�ZKHUH� WKH� HQWLW\� XVHG� WR� EH� �WKH
SUHYLRXV�DGGUHVV�� DQG� WKH� LGHQWLILHU��7KH�5HORFDWRU� ORRNV�XS� WKH� UHFRUGV� IRU
WKH�LGHQWLILHU�DQG�SHUIRUPV�WKH�IROORZLQJ�FKHFNV�

• ,I�LW�KDV�DQ\�UHPDS�UHFRUGV��WKHQ�LW�FKHFNV�WR�VHH�LI�RQH�DSSOLHV�WR�WKH
VSHFLILHG�DGGUHVV�� ,I� LW�GRHV�� WKHQ� LW�UHFKHFNV�XVLQJ�WKH�QHZ�LGHQWLILHU
VSHFLILHG�LQ�WKH�UHFRUG�

• ,I� WKH�5HORFDWRU�KDV�D�XQLYHUVDO� UHPDS� UHFRUG�� WKHQ� LW� UHFKHFNV�XVLQJ
WKH�QHZ�LGHQWLILHU�VSHFLILHG�LQ�WKH�UHFRUG�

• ,I� WKH� 5HORFDWRU� KDV� D� IRUZDUG� UHFRUG�� WKHQ� LW� FRQWDFWV� WKH� VSHFLILHG
5HORFDWRU��DQG�PDNHV�D�QHVWHG�UHTXHVW�WR�LW�

• ,I�WKH�5HORFDWRU�KDV�DQ�DGGUHVV�UHFRUG��WKHQ�LW�UHWXUQV�WKH�FOLHQW�D�QHZ
�LGHQWLILHU�� DGGUHVV�� 5HORFDWRU�� WXSOH�� DV� DQ\� RI� WKHVH� PD\� KDYH
FKDQJHG�IURP�WKH�FOLHQWªV�FXUUHQW�YDOXHV��7KH�FOLHQW�PD\�WKHQ�XVH�WKH
VSHFLILHG� DGGUHVV�� 7KLV� ZLOO� VXFFHHG�� XQOHVV� WKH� HQWLW\� KDV� PRYHG
ZKLOVW�WKH�ORRNXS�ZDV�WDNLQJ�SODFH��,W�LV�XS�WR�WKH�FOLHQW�ZKHWKHU�WR�WU\
DJDLQ�RU�QRW�

• ,I�WKH�5HORFDWRU�KDV�QR�UHFRUG��WKHQ�WKH�HQWLW\�QR�ORQJHU�H[LVWV�

 47.7  Security Attacks

7KHUH� DUH� YDULRXV� DWWDFNV� RQ� WKH� V\VWHP�� $OO� RI� WKHVH� FDQ� EH� FRXQWHUHG�� RU
UHGXFHG�WR�UHVRXUFH�DWWDFNV�WKDW�DUH�QR�ZRUVH� WKDQ� WULYLDO� UHVRXUFH�DWWDFNV�
7R�UHGXFH�FRUUXSWLRQ�DWWDFNV�LQ�JHQHUDO��DGGUHVV�UHFRUGV�FRQWDLQ�WKH�LGHQWLW\
RI� WKH� KRVWV� WKDW� WKH� DGGUHVV�PDSV� WR�� 7KLV� LV� WKH� RQO\� DXWKRULW\� WKDW�PD\
FDXVH�WKLV�UHFRUG�WR�EH�FKDQJHG��2WKHU�UHFRUGV��IRUZDUG��UHPDS��DQG�XQLYHUVDO
UHPDS��QHHG�QHYHU�EH�FKDQJHG�E\�D�WKLUG�SDUW\��VR�QR�DXWKRULW\�LQIRUPDWLRQ�LV
VWRUHG�

$WWDFNV�PD\�EH�PDGH�RQH�WKUHH�FODVVHV�RI�PDOLFLRXV�DJHQW

 47.7.1 Attacks by a Malicious Host

$�PDOLFLRXV�KRVW�FDQ�GHVWUR\�RU�FRUUXSW�DQ\�HQWLWLHV�PRYHG�WR�LW��7KLV�LV�WR�EH
H[SHFWHG�DQG� LV�XQDYRLGDEOH��$�KRVW�PD\�DOVR� FODLP� WR�KDYH� HQWLWLHV� LW� GRHV
QRW� �WR� D� FOLHQW��� 7KLV� FDQ� RQO\� EH� XVHG� WR� DWWDFN� XVH� RI� HQWLWLHV� WKDW� RQFH
H[LVWHG�RQ�WKH�KRVW��7KLV�LV��DUJXDEO\��QR�ZRUVH�WKDQ�D�FRUUXSWLRQ�DWWDFN�RQ
WKH� HQWLW\� ZKHQ� LW� ZDV� DW� WKH� KRVW�� )RU� RWKHU� HQWLWLHV�� WKH� FOLHQW� ZLOO� RQO\
FRQWDFW�KRVWV�WKDW�LW�LV�GLUHFWHG�WR�FRQWDFW�YLD�WKH�5HORFDWRU�

$�PDOLFLRXV�KRVW�PD\�HQWHU� LGHQWLILHU� WR�DGGUHVV�PDSSLQJV� LQWR� D�5HORFDWRU
WKDW� LQWHQWLRQDOO\� FODVK� ZLWK� H[LVWLQJ� PDSSLQJV�� RU� PDSSLQJV� WKDW� PD\� EH
FRUUHFWO\�DGGHG� LQ� IXWXUH��7KLV�ZLOO� OHDG� WR� WKH� FUHDWLRQ�RI� DGGLWLRQDO� UHPDS
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UHFRUGV� ZLWKLQ� WKH� 5HORFDWRU�� EXW� ZLOO� RQO\� OHDG� WR� �DW� ZRUVW�� WZR� UHPDS
UHFRUGV�SHU�DWWDFN��LQ�DGGLWLRQ�WR�DQ�DGGUHVV�UHFRUG�IRU�WKH�HQWHUHG�PDSSLQJ�
7KLV� LV� QRW� VLJQLILFDQWO\� ZRUVH� WKDQ� D� VWUDLJKWIRUZDUG� ©ERPEDUGPHQWª
UHVRXUFH�DWWDFN��ZKHUH�D�KRVW�VLPSO\�DGGV�PLOOLRQV�RI�HQWULHV�WR�D�5HORFDWRU��,W
ZLOO�OHDG�WR�DQ�DGGLWLRQDO�FRVW�GXULQJ�ORRNXS�RI�WKH�DWWDFNHG�LGHQWLILHU��RI��DW
ZRUVW��WZR�UHFRUGV��7KLV�LV�DJDLQ�QRW�VLJQLILFDQW�

7KHVH� UHVRXUFH� DWWDFNV� DUH� PLWLJDWHG� E\� WKH� XVH� RI� PDQ\� 5HORFDWRUV�� $
SDUWLFXODU� 5HORFDWRU� LV� OLNHO\� WR� RQO\� VXSSRUW� VSHFLILF� WUXVWHG� KRVWV� �IRU
H[DPSOH�WKRVH�ZLWKLQ�DQ�DGPLQLVWUDWLYH�GRPDLQ���7KLV�UHGXFHV�WKH�OLNHOLKRRG
RI� DWWDFNV�� $V� WKH� DOJRULWKP� DOORZV� WKH� FUHDWLRQ� RI� DGGLWLRQDO� PXWXDOO\
GLVWUXVWIXO�5HORFDWRUV�� LW� LV� UHDVRQDEOH� WR� IRUFH�DQ�XQWUXVWHG�SDUW\� WR� FUHDWH
WKHLU�RZQ�5HORFDWRU��UDWKHU�WKDQ�KDYH�WKHP�XVH�D�FULWLFDO�UHVRXUFH�

 47.7.2 Attacks by a Malicious Relocator

$�PDOLFLRXV�5HORFDWRU� LV� IUHH� WR�PLVGLUHFW� DQ\� RI� LWV� FOLHQWV�� DQG� FRUUXSW� RU
GLVFDUG� DQ\� LQIRUPDWLRQ� VWRUHG� LQ� LW�� 7KLV� LV� WR� EH� H[SHFWHG�� DQG� IRU� WKLV
UHDVRQ�� KRVWV� VKRXOG� RQO\� XVH� 5HORFDWRUV� WKDW� WKH\� WUXVW�� %H\RQG� WKLV�
5HORFDWRUV�DUH�QRW�SULYLOHJHG��DQG�LQ�SDUWLFXODU�FDQQRW�DIIHFW�WKH�XVH�RI�RWKHU
5HORFDWRUV�

:KHQ� WKH� 5HORFDWRU� DVVRFLDWHG� ZLWK� DQ� HQWLW\� LV� FKDQJHG�� WKHQ� HLWKHU
5HORFDWRU� FDQ� SUHYHQW� WKH� FRUUHFW� UHVROXWLRQ� RI� WKDW� HQWLW\�� 7KH� 5HORFDWRUV
FDQQRW�RWKHUZLVH�DGYHUVHO\�DIIHFW�HDFK�RWKHU��RWKHU�WKDQ�E\�FODLPLQJ�D�FODVK�
DQG� IRUFLQJ� WKH� FUHDWLRQ� RI� D� XQLYHUVDO� UHPDS� UHFRUG��� +HUH�� DQG� LQ� RWKHU
FDVHV� ZKHUH� SDUWLHV� PXVW� DJUHH� RQ� D� IUHVK� LGHQWLILHU� D� VLPSOH� LWHUDWLYH
DOJRULWKP� LV� XVHG�� DQG� LI� DJUHHPHQW� FDQQRW� EH� IRXQG� DIWHU� D� VWDWLVWLFDOO\
VLJQLILFDQW� QXPEHU� RI� LWHUDWLRQV�� WKHQ� WKH� RSHUDWLRQ� LV� DEDQGRQHG�� 7KH
SUREDELOLW\�RI��VD\��WHQ�UDQGRPO\�FKRVHQ�LGHQWLILHUV�DOO� FODVKLQJ� LV�H[WUHPHO\
ORZ�

 47.7.3 Attacks by a Malicious Client

$�PDOLFLRXV�FOLHQW�KDV�OLWWOH�SRZHU��,W�PD\�PDNH�©QXLVDQFHª�FDOOV�WR�D�KRVW�RU
5HORFDWRU��EXW�FDQQRW�FKDQJH�LQIRUPDWLRQ�VWRUHG�LQ�WKH�5HORFDWRU��5HORFDWRUV
PD\�WKHUHIRUH�IUHHO\�DOORZ�FOLHQW�DFFHVV�¥�SURYLGLQJ�WKH�VLPSOH�ERPEDUGPHQW
DWWDFN�FDQ�EH�FRXQWHUHG��7KHUH�LV�QR�QHHG�WR�DXWKHQWLFDWH�FOLHQWV�

 47.8 Optimisations

7KHUH�DUH�WKUHH�FODVVHV�RI�RSWLPLVDWLRQ�WR�WKH�VWDQGDUG�DOJRULWKP�

&OLHQW�7UDFNLQJ
:KHQ� D� FOLHQW� LV� LQIRUPHG� RI� WKH� FXUUHQW� LGHQWLILHU�� DGGUHVV� RU
5HORFDWRU� IRU�DQ� HQWLW\�� LW�PD\� VWRUH� WKHVH�� WR� UHGXFH� WKH� FRVW� RI
VXEVHTXHQW� ORRNXSV�� 7KLV� RSWLPLVDWLRQ� LV� DVVXPHG� LQ� QRUPDO
RSHUDWLRQ�
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5HORFDWRU�7UDFNLQJ
$�5HORFDWRU�PD\� H[DPLQH� UHFRUGV� LW� FRQWDLQV�� ,W�PD\� VHDUFK� IRU
FKDLQV�RI�UHFRUGV�DQG�VKRUWHQ�WKHVH��WR�VSHHG�VXEVHTXHQW�ORRNXSV�
7KHVH� PD\� EH� ORFDO� FKDLQV� RI� 5HPDS� DQG� 8QLYHUVDO� 5HPDS
UHFRUGV��GLVWULEXWHG�FKDLQV�RI�IRUZDUG�UHFRUGV��RU�FRPELQDWLRQV�RI
WKH�WZR��:KHQ�VKRUWHQLQJ�FKDLQV��DOO�HQWULHV�DUH�PDGH�WR�SRLQW�WR
WKH�ILQDO�HQWU\��RU�ODWHVW�HQWU\�LQ�WKH�FXUUHQW�5HORFDWRU���KRZHYHU
QR� HQWULHV� PD\� EH� GHOHWHG� DV� D� FOLHQW� PD\� VWLOO� KROG� WXSOHV
FRQWDLQLQJ�LQIRUPDWLRQ�WKH\�PDWFK�

$�5HORFDWRU�PD\�H[DPLQH�UHFRUGV�SHULRGLFDOO\��RU�DV�D�VLGH�HIIHFW
RI�FOLHQW�ORRNXSV�

/HDVLQJ
$� ILQDO� RSWLPLVDWLRQ� DOORZV� D� 5HORFDWRU� WR� XOWLPDWHO\� GLVFDUG
IRUZDUGLQJ� DQG� UHPDS� UHIHUHQFHV�� DW� WKH� FRVW� RI� SHULRGLF
FRPPXQLFDWLRQ� EHWZHHQ� DOO� FOLHQWV� DQG� 5HORFDWRUV�� $� 5HORFDWRU
©OHDVHVª�QDPHV�WR�FOLHQWV��DQG�D�FOLHQW�LV�UHVSRQVLEOH�IRU�FRQWDFWLQJ
WKH�5HORFDWRU�IRU�D�QHZ�OHDVH��EHIRUH�WKH�ROG�RQH�H[SLUHV��$V�D�VLGH
HIIHFW� RI� GRLQJ� WKLV�� WKH� FOLHQW� LV� VXSSOLHG� ZLWK� XS� WR� GDWH
LQIRUPDWLRQ� DERXW� WKH� QDPH�� 7KH� 5HORFDWRU� PD\� WKHQ� GLVFDUG
UHPDS�DQG�IRUZDUG�UHFRUGV�WKDW�KDYH�QR�RXWVWDQGLQJ�OHDVHV�

7KLV� RSWLPLVDWLRQ� LV� VLJQLILFDQW� DV� LW� DOORZV� D� 5HORFDWRU� WR
FRPSOHWHO\� IRUJHW� D� QDPH� LW� QR� ORQJHU�PDQDJHV�� DQG� UHFRYHU� DOO
VWDWH�DVVRFLDWHG�ZLWK�LW��+RZHYHU��LW�UHTXLUHV�FR�RSHUDWLRQ�IURP�DOO
FOLHQWV��7KLV�SUHFOXGHV�WKH�XVH�RI�FOLHQWV�ZKR�DUH�GLVFRQQHFWHG�IRU
SHULRGV�ORQJHU�WKDQ�WKH�OHDVH�SHULRG��,W�LV�GHEDWDEOH�ZKHWKHU�WKLV
FRPSOH[LW\� LV� MXVWLILHG�� HVSHFLDOO\� FRQVLGHULQJ� WKDW� IRUZDUG� DQG
UHPDS�UHIHUHQFHV�QHYHU�QHHG�XSGDWLQJ��DQG�VR�PD\�EH�DUFKLYHG�E\
D�5HORFDWRU��UHGXFLQJ�WKH�JDLQ�IURP�GHOHWLQJ�WKHP�

 47.9 Destroying Entities

7KHUH� DUH� VHYHUDO� LVVXHV� VXUURXQGLQJ� WKH� GHVWUXFWLRQ� RI� DQ� HQWLW\�� 7ZR
DOWHUQDWLYHV�PD\�EH�WDNHQ�

• 7KH�5HORFDWRU�V��UHPRYH�DOO�NQRZOHGJH�RI�WKH�HQWLW\

• 7KH�5HORFDWRU�VWRUHV�D�©WRPEVWRQH�UHFRUGª�LQGLFDWLQJ�WKDW�WKH�HQWLW\�KDV
EHHQ�GHVWUR\HG�

7KH� IRUPHU� DSSURDFK� LV� SUHIHUDEOH�� KRZHYHU� LW� UHPRYHV� WKH� SRVVLELOLW\� RI
GHWHFWLQJ� FODVKHV�ZLWK� GHVWUR\HG� HQWLWLHV��$� FOLHQW�PD\� KDYH� D� QDPH� IRU� DQ
HQWLW\�H���DQG�WKHQ�EH�XQDEOH�WR�GHWHUPLQH�WKDW�LV�KDV�EHHQ�GHVWUR\HG��DQG�D
QHZ� HQWLW\� H�� LV� DFFLGHQWDOO\�PDOLFLRXVO\� XVLQJ� WKH� VDPH� LGHQWLILHU� DQG
5HORFDWRU��7KLV�PD\��RU�PD\�QRW��EH�FRQVLGHUHG�DQ�LPSRUWDQW�LVVXH�

7KH�VHFRQG�DSSURDFK�VROYHV�WKLV�SUREOHP��EXW�DW�WKH�FRVW�RI�UHFRUGV�WKDW�WKH
5HORFDWRU�FDQ�QHYHU�GHVWUR\�
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7KH� ©VROXWLRQª� WR� WKLV� GLOHPPD� LV� WR� XVH� WLPH�OLPLWHG� LGHQWLILHUV�� (DFK
LGHQWLILHU� LV� H[WHQGHG� WR� FRQWDLQ� LWV� FUHDWLRQ� GDWH�� 7KLV� LV� WKHQ� JLYHQ� D
OLIHWLPH�� ,I� GXULQJ� WKLV� OLIHWLPH�� WKH� HQWLW\� LV� GHVWUR\HG�� WKHQ� WKH� 5HORFDWRU
NHHSV�D�WRPEVWRQH�IRU�LW�XQWLO�DIWHU�WKH�OLIHWLPH�H[SLUHV��,I�WKH�HQWLW\�VXUYLYHV
XQWLO�DIWHU� LWV�OLIHWLPH��WKHQ�RQ�WKH�QH[W�FKDQJH�RI�5HORFDWRU��LWV� LGHQWLILHU� LV
WUHDWHG�DV�KDYLQJ�FODVKHG��7KLV�LV�EHFDXVH�WKH�5HORFDWRU�PD\�KDYH�SUHYLRXVO\
KDG�D�WRPEVWRQH�IRU� WKDW� LGHQWLILHU��ZKLFK�KDV�EHHQ�GLVFDUGHG��$�VL[WHHQ�ELW
FUHDWLRQ� WLPH�ZRXOG� DOORZ�D� ���� \HDUV� RI� GDLO\� WLPHVWDPSV��*LYHQ� WKDW� WKH
5HORFDWRU� LV� UDUHO\� FKDQJHG� WKLV�ZLOO� OHDG� WR� IHZ� DGGLWLRQDO� UHPDS� UHFRUGV�
DQG�QR�WRPEVWRQH�UHFRUGV�WKDW�ODVW�PRUH�WKDQ�D�GD\�

)RU�HQWLWLHV�WKDW�XVH�DQ�DXWKHQWLFDWLRQ�PHFKDQLVP��WKLV�LV�QRW�UHTXLUHG��DV�D
FOLHQW� FDQQRW�DFFLGHQWDOO\�XVH� WKH�ZURQJ�HQWLW\�� DQG� WKH� UHXVH� RI� LGHQWLILHUV
ZLOO�QRW�OHDG�WR�SUREOHPV�

 47.10 Discussion

7KH� DOJRULWKP� SUHVHQWHG� LV� UHODWLYHO\� FRPSOH[�� EXW� VWUDLJKWIRUZDUG� WR
LPSOHPHQW�� DQG� HIILFLHQW� LQ� XVH��0RUH� LPSRUWDQWO\�� LW� GRHV� QRW� UHTXLUH� DQ\
JOREDO� FR�RUGLQDWLRQ�EHWZHHQ� WKH�SDUWLHV� �FOLHQWV��KRVWV�DQG�5HORFDWRUV��� DQG
KDV�QR�UHOLDQFH�RQ�©WUXO\�XQLTXHª�LGHQWLILHUV��7KLV�LV�D�VLJQLILFDQW�VWUHQJWK�RYHU
RWKHU� V\VWHPV� WKDW� UHTXLUH� FR�RUGLQDWLRQ�� RU� WKDW� DVVXPH� KRVWV� RU� GRPDLQV
KDYH�XQLTXH�LGHQWLILHUV�RU�FORVHO\�V\QFKURQLVHG�FORFNV�

7KH� IDFW� WKDW� WKH� V\VWHP� FRSHV�ZLWK�� UDWKHU� WKDQ� SUHYHQWV�� LGHQWLILHU� FODVK
DOORZV� LW� WR� EH�PRUH� VHFXUH�� DQG� WR� EH�PRUH� UHVLOLHQW� WR� DFFLGHQWDO� FODVKHV�
7KLV� DOORZV� WKH� XVH� RI� VPDOO� LGHQWLILHUV�� ZKHUH� WKH� OLNHOLKRRG� RI� FODVK� LV
SHUKDSV�����UDWKHU�WKDQ�ODUJH�LGHQWLILHUV�WKDW�DUH�UHTXLUHG�LQ�V\VWHPV�ZKHUH
FODVK�OHDGV�WR�IDLOXUH�DQG�PXVW�EH�DYRLGHG�DW�DOO�FRVW�

7KH� DOJRULWKP� FDQ� DOVR� EH� XVHG� LQ� D� VHFRQG� IRUP�� 5DWKHU� WKDQ� VWRUH� WKH
UHIHUHQFH� WR� WKH� 5HORFDWRU� H[SOLFLWO\� LQ� WKH� QDPH� WXSOH�� LW� PD\� EH� LQIHUUHG
IURP�WKH�DGGUHVV�ILHOG��ZLWK�RQH�5HORFDWRU�XVHG�IRU�DOO�HQWLWLHV�VWRUHG�LQ�D�VHW
RI�KRVWV� �IRU�H[DPSOH�D� VXE�QHW���7KLV� LPSOLHV� WKDW� WKH�5HORFDWRU� LV� FKDQJHG
ZKHQHYHU� DQ� HQWLW\� PRYHV� IURP� RQH� VHW� RI� KRVWV� WR� DQRWKHU�� EXW� LV� D
UHDVRQDEOH�RSWLPLVDWLRQ�LI�WKLV�LV�D�UDUH�RFFXUUHQFH��DQG�WKH�VL]H�RI�WKH�QDPH
LV�FRQVLGHUHG�PRUH�LPSRUWDQW�
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APPENDIX I – PACKAGE HIERARCHY

1.1 UK.co.ansa

7RS�OHYHO�SDFNDJH�SUHIL[�IRU�$16$�UHODWHG�ZRUN��&ODVVHV�LQ�WKLV�SDFNDJH�DQG
LWV�VXE�SDFNDJHV�DUH�&RS\ULJKW���&LWUL[�6\VWHPV��&DPEULGJH��/WG��RQ�EHKDOI
RI�WKH�VSRQVRUV�IRU�WKH�WLPH�EHLQJ�RI�WKH�$16$�SURMHFW�

1.2 UK.co.ansa.flexinet

)OH[L1HW�SDFNDJHV�DQG�FODVVHV��DV�GHVFULEHG�WKH�PDMRULW\�RI�WKLV�GRFXPHQW�

1.2.1 UK.co.ansa.flexinet.core

&HQWUDO�FRQFHSWV�DQG�DEVWUDFWLRQV�

• UK.co.ansa.flexinet.core.naming
1DPLQJ�FRQFHSWV�DQG�DEVWUDFW�LPSOHPHQWDWLRQV�

• UK.co.ansa.flexinet.core.call
&ODVVHV�GHILQLQJ�,QYRFDWLRQV�DQG�WKH�&DOO8S�&DOO'RZQ�DEVWUDFWLRQ�

• UK.co.ansa.flexinet.core.resource
'HILQLWLRQV�RI�UHVRXUFHV�DQG�SRROV�

1.2.2 UK.co.ansa.flexinet.basecomms

6WDQGDUG� LPSOHPHQWDWLRQ� FRPSRQHQWV� XVHG� E\� WKH�PDMRULW\� RI� ELQGHUV� DQG
SURWRFRO�VWDFNV�

• UK.co.ansa.flexinet.basecomms.serialize
6HULDOLVDWLRQ�DEVWUDFWLRQ�

– UK.co.ansa.flexinet.basecomms.serialize.engine
,PSOHPHQWDWLRQ�RI�WKH�EDVLF�VHULDOLVDWLRQ�HQJLQH�

– UK.co.ansa.flexinet.basecomms.serialize.ref
– UK.co.ansa.flexinet.basecomms.serialize.stub
– UK.co.ansa.flexinet.basecomms.serialize.sun

6SHFLDOLVDWLRQV� RI� WKH� EDVLF� VHULDOLVHU�� WKDW� SURYLGH� DGGLWLRQDO
IXQFWLRQDOLW\�
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– UK.co.ansa.flexinet.basecomms.serialize.classname
&ODVV�VHULDOLVHU�WKDW�XVHV�D�FODVVªV�QDPH�WR�LGHQWLI\�LW�

– UK.co.ansa.flexinet.basecomms.serialize.layers
/D\HUV�RI�D�SURWRFRO�VWDFN�WKDW�UHODWH�WR�VHULDOLVDWLRQ�

• UK.co.ansa.flexinet.basecomms.layers
&RPPRQO\�XVHG�OD\HUV�RI�SURWRFRO�VWDFNV�

– UK.co.ansa.flexinet.basecomms.layers.echo
– UK.co.ansa.flexinet.basecomms.layers.trivname
– UK.co.ansa.flexinet.basecomms.layers.gname
– UK.co.ansa.flexinet.basecomms.layers.tcp
– UK.co.ansa.flexinet.basecomms.layers.udp
– UK.co.ansa.flexinet.basecomms.layers.call
– UK.co.ansa.flexinet.basecomms.layers.session

• UK.co.ansa.flexinet.basecomms.binders
&RPPRQ�SURWRFRO�LQGHSHQGHQW�ELQGHUV�

– UK.co.ansa.flexinet.basecomms.binders.cache
– UK.co.ansa.flexinet.basecomms.binders.choice
– UK.co.ansa.flexinet.basecomms.binders.generic

• UK.co.ansa.flexinet.basecomms.socket
6RFNHW�LPSOHPHQWDWLRQV�

• UK.co.ansa.flexinet.basecomms.stub
6WXE�JHQHUDWLRQ

– UK.co.ansa.flexinet.basecomms.stub.generator
– UK.co.ansa.flexinet.basecomms.stub.bytecode

• UK.co.ansa.flexinet.basecomms.buffer
6HJPHQWHG�EXIIHU�DEVWUDFWLRQ�

– UK.co.ansa.flexinet.basecomms.buffer.basic
$�FRQFUHWH�LPSOHPHQWDWLRQ�XVHG�E\�PRVW�SURWRFROV�

1.2.3 UK.co.ansa.flexinet.protocols

$�WRS�OHYHO�SDFNDJH�IRU�SURWRFRO�DQG�ELQGHU�VSHFLILFDWLRQV��(DFK�VXE�SDFNDJH
GHILQHV�D�SDUWLFXODU�SURWRFRO��ELQGHU�RU�SURWRFRO�IDPLO\�

• UK.co.ansa.flexinet.protocols.rex
7KH�5(;�SURWRFRO�IDPLO\�

– UK.co.ansa.flexinet.protocols.rex.layers
– UK.co.ansa.flexinet.protocols.rex.layers.rex

3URWRFRO�VWDFN�OD\HUV�UHTXLUHG�E\�5(;�ELQGHUV�
– UK.co.ansa.flexinet.protocols.rex.binders
– UK.co.ansa.flexinet.protocols.rex.binders.green
– UK.co.ansa.flexinet.protocols.rex.binders.yellow

5(;�EDVHG�ELQGHUV�

• UK.co.ansa.flexinet.protocols.requestreply
7KH�553�SURWRFRO�IDPLO\�
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– UK.co.ansa.flexinet.protocols.requestreply.layers
3URWRFRO�VWDFN�OD\HUV�UHTXLUHG�E\�553�ELQGHUV�

– UK.co.ansa.flexinet.protocols.requestreply.binders
553�EDVHG�ELQGHUV�

• UK.co.ansa.flexinet.protocols.giop
7KH�*,23�SURWRFRO�IDPLO\�

– UK.co.ansa.flexinet.protocols.giop.layers
– UK.co.ansa.flexinet.protocols.giop.serialize
– UK.co.ansa.flexinet.protocols.giop.buffer
– UK.co.ansa.flexinet.protocols.giop.corba
– UK.co.ansa.flexinet.protocols.giop.util

5HVRXUFH�LPSOHPHQWDWLRQV�UHTXLUHG�E\�*,23�ELQGHUV
– UK.co.ansa.flexinet.protocols.giop.binders
– UK.co.ansa.flexinet.protocols.giop.binders.giop
– UK.co.ansa.flexinet.protocols.giop.binders.iiop

*,23�EDVHG�ELQGHUV�

• UK.co.ansa.flexinet.protocols.group
*URXS�EDVHG��503��SURWRFRO�

– UK.co.ansa.flexinet.protocols.group.call
– UK.co.ansa.flexinet.protocols.group.layers
– UK.co.ansa.flexinet.protocols.group.binders
– UK.co.ansa.flexinet.protocols.group.test
– UK.co.ansa.flexinet.protocols.group.java2util

• UK.co.ansa.flexinet.protocols.negotiator
1HJRWLDWLRQ�EDVHG�ELQGHU�

– UK.co.ansa.flexinet.protocols.negotiator.binders
– UK.co.ansa.flexinet.protocols.negotiator.layers

1.2.4 UK.co.ansa.flexinet.cluster

,PSOHPHQWDWLRQ� RI� WKH� ©FOXVWHUª� DEVWUDFWLRQ�� 7KH� WRS�OHYHO� SDFNDJH� FRQWDLQV
WKH�DEVWUDFW�LQWHUIDFHV��DQG�WKH�VXE�SDFNDJHV�SURYLGH�LPSOHPHQWDWLRQV�

• UK.co.ansa.flexinet.cluster.binders
&OXVWHU�DQG�&DSVXOH�ELQGHU�LPSOHPHQWDWLRQV�

• UK.co.ansa.flexinet.cluster.naming
&OXVWHU�UHODWHG�QDPLQJ�FODVVHV�

• UK.co.ansa.flexinet.cluster.layers
3URWRFRO�VWDFN�OD\HUV�UHODWLQJ�WR�FOXVWHUV�

• UK.co.ansa.flexinet.cluster.comms
2WKHU�FRPPXQLFDWLRQV�FRPSRQHQWV�

• UK.co.ansa.flexinet.cluster.manager
,PSOHPHQWDWLRQV�RI�FOXVWHU�PDQDJHUV�

• UK.co.ansa.flexinet.cluster.awt
$:7�ZUDSSHU�SDFNDJH�
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• UK.co.ansa.flexinet.cluster.events
&OXVWHU�IULHQGO\�HYHQW�SDFNDJH�

1.2.5 UK.co.ansa.flexinet.util

8WLOLW\�SDFNDJHV�DQG�FODVVHV��7KHVH�DUH�FRPSRQHQWV�RI�)OH[L1HW�WKDW�GR�QRW�ILW
LQWR�WKH�UHVW�RI�WKH�SDFNDJH�VWUXFWXUH��8WLO�KDV�WKH�IROORZLQJ�VXE�SDFNDJHV�

• UK.co.ansa.flexinet.util.properties
7KH�)OH[L3URSV�VFKHPH�¥�PDLQO\�XVHG�IRU�VSHFLI\LQJ�4R6�FRQVWUDLQWV�

• UK.co.ansa.flexinet.util.queue
3ULRULW\�TXHXH�DQG�WLPHU�TXHXH�LPSOHPHQWDWLRQV�

• UK.co.ansa.flexinet.util.pool
9DULRXV�SRRO�PDQDJHU�LPSOHPHQWDWLRQV��IRU�GLIIHUHQW�SROLFLHV�

• UK.co.ansa.flexinet.util.applet
&RGH�WR�DLG�WKH�XVH�RI�)OH[L1HW�LQ�DSSOHWV�

• UK.co.ansa.flexinet.util.debug
5HSODFHPHQWV� IRU� VWDQGDUG� FRPSRQHQWV� WKDW� SHUIRUP� DGGLWLRQDO
WUDFLQJ�RU�YDOLGDWLRQ�

• UK.co.ansa.flexinet.util.thread
7KUHDG�UHVRXUFH�DEVWUDFWLRQ��IRU�WKUHDG�SRROV�

• UK.co.ansa.flexinet.util.cache
9DULRXV�FDFKH�LPSOHPHQWDWLRQV��H�J��OHDN\�EXFNHW��

• UK.co.ansa.flexinet.util.blueprint
%OXHSULQW�V\VWHP�XVHG�IRU�ELQGHU�VSHFLILFDWLRQ�DQG�FRQVWUXFWLRQ�

• UK.co.ansa.flexinet.util.locale
/RFDOLVDWLRQ�V\VWHP��LQFOXGLQJ�H[DPSOH�FRGH�

1.2.6 UK.co.ansa.flexinet.services

6WDQGDUG�)OH[L1HW�VHUYLFHV�DQG�XWLOLW\�SURJUDPV�

• UK.co.ansa.flexinet.services.trivtrader
7KH�7ULYLDO�WUDGHU�

• UK.co.ansa.flexinet.services.sslcert
$�XWLOLW\�SURJUDP�IRU�JHQHUDWLQJ�66/�FHUWLILFDWHV�

• UK.co.ansa.flexinet.services.classrepository
7KH�FODVV�UHSRVLWRU\�VHUYLFH��7KH�WRS�OHYHO�SDFNDJH�FRQWDLQV�GHILQLWLRQV
IRU�WKH�EDVLF�FRPSRQHQWV��7KHUH�DUH�WKUHH�VXE�SDFNDJHV�

– ...flexinet.services.classrepository.repository
7KH�UHSRVLWRU\�VHUYLFH�LWVHOI�

– ...flexinet.services.classrepository.serialize
$�FODVV� VHULDOLVHU�DQG�GHVHULDOLVHU� WKDW�SDVV� UHIHUHQFHV� WR� FODVVHV
VWRUHG�LQ�WKH�UHSRVLWRU\�
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– ...flexinet.services.classrepository.client
&OLHQW�VLGH�FODVV�PDQDJHU��D�ORFDO�LQWHUIDFH�WR�WKH�UHSRVLWRU\�

1.3 UK.co.ansa.mobility

3DFNDJHV�UHODWLQJ�WR�WKH�©PRELOH�REMHFWª�DEVWUDFWLRQ��7KLV�ZRUN�ZDV�FRQGXFWHG
XQGHU�WKH�©0RELOH�2EMHFW�:RUNEHQFKª�SDFNDJH�RI�WKH�)ROORZ0H�SURMHFW�

7KH� WRS�OHYHO� SDFNDJH� FRQWDLQV� WKH� GHILQLWLRQV� IRU� WKH� PDLQ� FRPSRQHQWV�
7KHVH�DUH�VSHFLDOLVDWLRQV�RI�WKH�FOXVWHU�DEVWUDFWLRQ�

• UK.co.ansa.mobility.secure
0RELOH�REMHFW�VHFXULW\��,Q�SDUWLFXODU��SHU�FOXVWHU�VHFXULW\�PDQDJHUV�

• UK.co.ansa.mobility.namer
$Q�LPSOHPHQWDWLRQ�RI�WKH�©PRELOH�QDPHUª�UHORFDWLRQ�VHUYLFH�IRU��PRELOH�
FOXVWHUV�

1.4 UK.co.ansa.ispace

3DFNDJHV� UHODWLQJ� WR� WKH� ©LQIRUPDWLRQ� VSDFHª� DEVWUDFWLRQ�� 7KLV� SURYLGHV
SHUVLVWHQW�REMHFWV�DFFHVVLEOH� WUDQVSDUHQWO\�� RU�YLD�D�GLUHFWRU\� LQWHUIDFH��7KLV
ZRUN�ZDV�FRQGXFWHG�XQGHU�WKH� ©,QIRUPDWLRQ�6SDFHª�SDFNDJH�RI� WKH�)ROORZ0H
SURMHFW�

7KH� WRS�OHYHO� SDFNDJH� FRQWDLQV� WKH� GHILQLWLRQV� IRU� WKH� PDLQ� FRPSRQHQWV�
7KHVH�DUH�VSHFLDOLVDWLRQV�RI�WKH�FOXVWHU�DEVWUDFWLRQ�

• UK.co.ansa.ispace.test
7HVW�FRGH�

• UK.co.ansa.ispace.util
• UK.co.ansa.ispace.util.file

8WLOLW\�FRGH�

• UK.co.ansa.ispace.service
'HILQLWLRQ�RI�WKH�©6WRUH)DFWRU\,PSOª�VHUYLFH�

• UK.co.ansa.ispace.manager
&OXVWHU�PDQDJHUV�IRU�VWRUDEOHV��DQG�RWKHU�PDQDJHPHQW�FRGH�

1.5 UK.co.ansa.beanbox

7KLV�LV�D�YLVXDO�DVVHPEO\�WRRO�IRU�(-%V��,W�LV�EDVHG�RQ�WKH�%'.�EHDQER[��EXW
PRGLILHG�WR�VXSSRUW�(QWHUSULVH�-DYD�%HDQV�
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1.6 UK.co.ansa.transaction

7KH�)OH[L1HW�WUDQVDFWLRQDO�V\VWHP�IRU�(QWHUSULVH�-DYD�%HDQV�

• UK.co.ansa.transaction.concurrency
7ZR�SKDVH�ORFNLQJ�FRQFXUUHQF\�FRQWURO�LPSOHPHQWDWLRQ�

• UK.co.ansa.transaction.container
(-%�FRQWDLQHU�IRU�)OH[L1HW�WUDQVDFWLRQV�

• UK.co.ansa.transaction.javaxImpl

• UK.co.ansa.transaction.javaxImpl.ejb

• UK.co.ansa.transaction.javaxImpl.jts
)OH[L1HW�LPSOHPHQWDWLRQ�RI�VWDQGDUG�(-%�LQWHUIDFHV�

• UK.co.ansa.transaction.reflect

• UK.co.ansa.transaction.reflect.transactional

• UK.co.ansa.transaction.reflection
'LVWULEXWHG�WUDQVDFWLRQ�LPSOHPHQWDWLRQ�

• UK.co.ansa.transaction.rmi
SUR[LHV�WR�VXSSRUW�WKH�SDVVLQJ�RI�WUDQVDFWLRQDO�FRQWH[W�

• UK.co.ansa.transaction.util
8WLOLW\�FRGH�

1.7 javax

$Q�LPSOHPHQWDWLRQ�RI�FODVVHV�GHILQHG�LQ�WKH�§-DYD�([WHQVLRQV¨�VSHFLILFDWLRQ�
7KHVH�DUH�UHTXLUHG�IRU�WKH�)OH[L1HW�WUDQVDFWLRQ�V\VWHP�

1.8 sunw

$�VXEVHW�RI�6XQªV�%'.�GLVWULEXWLRQ��5HTXLUHG� IRU�WKH�)OH[L1HW�WUDQVDFWLRQDO
EHDQER[��DQG�EHDQV�LW�FUHDWHV�

1.9 org.omg

7RS� OHYHO� SDFNDJH� IRU� FODVVHV� GHILQHG� E\� WKH� 2EMHFW� 0DQDJHPHQW� *URXS
�20*���7KHVH� FODVVHV� DQG� SDFNDJHV� DUH� GHILQHG� LQ� WKH�20*� VWDQGDUG�� DQG
LQFOXGH� FODVVHV� UHODWLQJ� WR� WKH� ©2EMHFWV� E\� 9DOXHª� 5)3�� $� VPDOO� QXPEHU� RI
FODVVHV�KDYH�EHHQ�PRGLILHG�IRU�XVH�LQ�)OH[L1HW�

• org.omg.CONV_FRAME
• org.omg.CORBA
• org.omg.IIOP
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• org.omg.IOP
• org.omg.GIOP

&25%$�UHODWHG�FODVVHV�UHTXLUHG�IRU�,,23�ELQGHU

• org.omg.CosTransactions
&25%$�2EMHFW�6HUYLFHV� WUDQVDFWLRQ�FODVVHV� UHTXLUHG� IRU� WKH�)OH[L1HW
WUDQVDFWLRQ�V\VWHP�

1.11 Licensing and Libraries

7KH� YDVW� PDMRULW\� RI� WKH� FRGH� LQ� WKH� )OH[L1HW� GLVWULEXWLRQ� LV� D� FOHDQ� URRP
LPSOHPHQWDWLRQ�DQG�&RS\ULJKW���&LWUL[�6\VWHPV��&DPEULGJH��RQ�EHKDOI�RI�WKH
VSRQVRUV� IRU� WKH� WLPH�EHLQJ�RI� WKH�$16$�&RQVRUWLXP��)OH[L1HW� LV� DQ�$16$
GHOLYHUDEOH�� DQG� LV� FRYHUHG� E\� WKH� VWDQGDUG� $16$� &RQVRUWLXP� OLFHQVLQJ
WHUPV��&RGH�EDVHG�RQ��RU�UHTXLULQJ�DFFHVV�WR��QRQH�$16$�FRGH�LV�OLVWHG�EHORZ�

• -DYD����
)OH[L1HW� UHTXLUHV� DFFHVV� WR� PDQ\� RI� WKH� VWDQGDUG� -DYD� ���� FODVVHV�
7KHVH�DUH�QRW� VXSSOLHG�DV�SDUW� RI� WKH�)OH[L1HW�GLVWULEXWLRQ��)OH[L1HW
ZLOO� DOVR� FRPSLOH� DJDLQVW� -DYD� ����� KRZHYHU� WKHUH� KDV� EHHQ� OLPLWHG
WHVWLQJ�LQ�WKLV�HQYLURQPHQW��DQG�LQ�SDUWLFXODU��WKH�,,23�ELQGHU�ZLOO�QRW
IXQFWLRQ�� DV� LW� UHTXLUHV� D� GLIIHUHQW� YHUVLRQ� RI� WKH� VWDQGDUG� 20*
FODVVHV�

• ,$,.�66/
6RPH�SDUWV�RI�)OH[L1HW�UHTXLUH�WKH�,$,.�OLEUDULHV�LQ�RUGHU�WR� IXQFWLRQ
>,$,.@��7KHVH�DUH�QRW�VXSSOLHG�DV�SDUW�RI�WKH�)OH[L1HW�GLVWULEXWLRQ��EXW
PXVW� EH� OLFHQVHG� IURP� ,$,.�� ,I� WKH� ,$,.� OLEUDULHV� DUH� QRW� DYDLODEOH�
WKHQ�WKH�IROORZLQJ�FODVVHV�ZLOO�IDLO�WR�FRPSLOH��DQG�66/�EDVHG�SURWRFROV
DQG�XWLOLWLHV�ZLOO�EH�XQDYDLODEOH�

– UK.co.ansa.flexinet.basecomms.socket.
                          ConfigurableSocketFactory

– UK.co.ansa.flexinet.services.sslcert.CertificateGUI
– UK.co.ansa.flexinet.services.sslcert.TempKeyGUI

• -DYD�%HDQ�'HYHORSPHQW�.LW��%'.�
7KH�(QWHUSULVH�%HDQ�%R[�LV�EDVHG�RQ�6XQªV�%'.�>681G@��7KH�PRGLILHG
YHUVLRQ� LV� VXSSOLHG� DV� SDUW� RI� WKH� GLVWULEXWLRQ� �LQ� SDFNDJH
UK.co.ansa.beanbox���7KH�%'.�OLFHQFH�LV�XQFOHDU�DERXW�WKH�OHJDOLW\
RI�GLVWULEXWLQJ�WKLV�RXWVLGH�RI�WKH�FRQVRUWLXP��DQG�FRQVRUWLXP�PHPEHUV
DV�UHTXHVWHG�WR�FRQVXOW�WKH�%'.�OLFHQFH�EHIRUH�GRLQJ�VR��,Q�DGGLWLRQ�WR
WKH� FODVVHV� LQ� UK.co.ansa.beanbox�� WKH� FODVVHV� LQ� SDFNDJH
sunw.beanbox�DUH�FRSLHG�IURP�WKH�%'.�GLVWULEXWLRQ�

7KHVH� FODVVHV� DUH� UHTXLUHG� IRU� WKH� FRQVWUXFWLRQ� RI� (-%V� XVHG� LQ� WKH
)OH[L1HW�WUDQVDFWLRQDO�IUDPHZRUN�

• 20*�&ODVVHV��SDFNDJH�org.omg�
7KHVH�FODVVHV�DUH�HLWKHU�WDNHQ�IURP�SXEOLFO\�DYDLODEOH�GLVWULEXWLRQV�RI
20*� FODVVHV�� RU� LPSOHPHQWHG� IURP� VFUDWFK� EDVHG� RQ� 20*
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VSHFLILFDWLRQV��7KHUH�DUH�QRW�EHOLHYHG�WR�EH�DQ\�OLFHQVLQJ�LVVXHV�UHODWHG
WR�WKHLU�XVH��7KH\�DUH�XVHG�LQ�WKH�,,23�ELQGHU��DQG�LQ�WKH�WUDQVDFWLRQDO
IUDPHZRUN�

• -DYD[�&ODVVHV��SDFNDJH�javax�
7KHVH� DUH� D� FOHDQ� URRP� LPSOHPHQWDWLRQ� EDVHG� RQ� SXEOLVKHG
VSHFLILFDWLRQV��7KH\�DUH�XVHG�E\�WKH�WUDQVDFWLRQDO�IUDPHZRUN�


